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Section XVIIT 1s concurred in with the following exceptions and adds*<”
[ ] L ] s & & & & & 5 s & 9 s & & & & o & o & s ® & & & @ o o
3. In Lieu of second sentence of par 89b, substitute: "However,
g {
U‘rf differentiation between aspeech security equirment for use on radio or wire A
eircuits should be contemplated,”
9. Add to nt *In addition to greater sensitivity, newly develop~
ed direotion finding equipment should have antenna patterns giving greatly
inproved aximuth sccuracy. Research should be continued to provide means to
counteract the aximuth errors caused by surrounding objects such as trees -
and overhead lines, 'rhin equipment should not be further complicated by -/
elaborate apparatus for determining sense.” i
L ] ® & o © 5 © 5 & S & » 5 - T & B 0 S & =+ o O " B B " S T S O s :‘ H.
13. A4 s par 8081 “"Cryptograrhlc Bouipment. (1) The SIGARA showld | *
M be redesigned to permit the cutting of tape simlténeously with the printing : ,’/\
g tris o
operation, - - fi -~
::"}L
(2) A compact, simple and secure device for use by front line’ unit
\ “ -
(A to replace the M-209, is required. ks
(3) There is a need for a high grade device, similer in principle
{40 SI0GOM for use by headquarters down to and including division." o
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SECTION XVIIY -~ COWUNICATION EQUIPHMENT
from Army Ground Force, EQUIPMENRT REVIEY BOARD, Part I.

105. General. a. Future development of militaery communicetion equipment
must keep in mind the completes system, extending from the highest to the low-
est echelons, and with leteral extensions to include all components of the
fighting team, In the attainment of this integrated cormunication system, the
foundation stone should be the establishment of a completely integrated system
within the front line units.

b. Deflciencies in the system, attributable in a large measure to the
weaknesses of branch guldance, wherein intro-communication was stressed and

inter-communication largely overlooked, should be corrected by future develop-
ment,

¢. The need for integratlion and the technical complexity of modern
communication equipment warrants the adoption of a policy wherein the instslla-
tion and mainterence of this equipment is performed by versonnsl trained by a
comeon sgency. The operation of the more complex equipment should be a funetion
of this communication agency while the operation of the simpler equipment should
be a function of using personmnel,

106. Guides for development. Future cdevelopment should be guided by the
following:

a. Integration of wire and radio systems. (1) The ground force com-
munication system must be so integrated ds to permit inter-

chengeable use of wire or radio channels or give combinations
of the two without the user being necessarily aware whether
he is talking over wire or radio or over both,

(2) The design of such an integrated system is inseparably linked
with the design of radio, wire, speech security, and radio
relay and carrier system equipment. Development of each of
these items pust be guided to insure not only improvement of
the equipment itself, but also improved adaptability of that
equipment for use in an integrated system.

b. Speech security equipment. The development of speech security equip~
ment auitable for use of ground forceas on radioc circuits is of paramount importance.

A corresponding, but leas imperative, reguirement exists for speech security .
equipment for use on telephone circuits. N4

¢, Rasdio relay systems. Present development in radlo relay systems
should be continued and extended in order to provide a number of reliable com=-
manication channels as far forward as battalion with a minimum of lsbor and time
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in a nmoving sitnation, Simplification and reduction in size and weight are
particularly desirable.

d.

Carrler svstems, Existing earrier systems should be simplified

and reduced in size and weight to permit utiligation farther forward,

f.

{148

Redlo equivment. (1) Radio equipment must be engineered to fit
into the integrated communication system of the ground forces,
and where naecegasary, of the iAir Forces.

{2) Research and development in the radio field should be con-
tinued in order to:

(a) &rrive at a means of relieving the present overcrowded
condition of the freguency spectrum.

(1) Provide appropriate overlapping of freguencies betwean
different radio sets, thus permitting liaison channels
between different formations without add !.Dg to the number
of types of sots.

{3) The use of pulse transmisaion of & means of increasing the
roliable distances over which communication is possible with-
out increase in power requirements, should be investigated.

(L) A& broasdening of frequency coverage for medium frequency radio
sets and provision for approprieste antennas is necessary in
order to permit utilization of sky wave transmission.

Tire equipment. (1) Smaller, lighter weight, more portable awitch~
boards for use by forward elements are necessary, Switch-
boards for use in large headquarters and fixed installations
need simplification, reduction in welght, increase in flexi-
bility, and inerease in speed of handling calls,

(2) Investigation of new field wires and cables should be continued
tec provide greater condnetivity, lighter weight and better
handling qualities.

{(3) Improvements in power reels for handling wire and cable are
necessary to alleviate present problems in mesintenance of
engines, clutches, brakes, and bearings.

Teletypewriters. (1) The difficulties of weight, bulk, and lack
of ruggedness presently inherent in this equipment should be
overcome 1in order to make this instrument useable as far for-
ward as the Infantry battalion commsnder,

(2) Further rescarch is nscessary to evolve a keyboard type, page-
printing teletypewriter which can be operated in a moving
vehicle, over radio, and incorporating a security device.
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h. Authentication equipment. pPregent systems of authentication are !
too cumbersome, slow, and difficult to learn to use. £ requirement exlsts for
a small mechanical authenticator approximately the size of a wetch., The
authenticator must be provided with a variable key so that capture by the ///’/’
eneny will not completely compromise the euthentication systenm..

i. Alr-Ground identification and communication equipment. BRasic
integrated plsnning for #ir-Ground identification and communicatlion is essential.

Development of zmethods and equipment must be continued,

J. Radar equipment. See Section XX.
k. Survey equipment., Ses Section XIX,

\ 1. Television equipment. Tevelopment of televiaion equipment should *

-

- be eontiruved, ~7

m. [Hodulated light beam eguipment. The modulated light beam may pro-
vide additional means of communication between front line formations, particu-
larly between armored vehicles for close~in communication, without usipg up
critically needed channels of the seriously crowded radio spectrum. Develop-
ment of modulated light beam communication for this purpose should be continued.

n. DPirection-find equipment, Current direction finders have
proven inadequate due to lack of sensitivity, the time and labor involved in
their installation, or their sigze and bulk, Development should be continued
to provide suitable equipment covering the known usable frsguency spectrum.

0. Dry batteries., Basic research and development should be continued
to provide increased shelf life and ratlo of output to weight,

p. Power units. & fundamental resaareiz project should be established
in order to ovolve a series of dependsble power unitsz of light weight and long
life,

q. !Miscéllansons. In order to take full advantage of technologieal
progress, future development of military communicatior equipment should parsllel
clogely the develorments of cormercial equipment.

107. Por complete discussion of communication equipment, see Annex "RY,
Communication Fouipment.,
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ANKEX "R* -~ COMMUNICATION EQUIPMENT

from Army Ground Force, EQUIPMENT REVIEN BOARD, Part I.
SECTION I =~ GENERAL

1. Gensral. a. While the performance of signal commnications equipment
during the current war is satisfactory generally, the communication systems
within which this equipment is used are unsatisfactory. Future development of
nilitary communications squipment must keep in mind the complete system, extend-
ing from the lowest to the highest echelons, and with lateral extensions to
include ell components of the fighting team. In the attainment of this
integrated communication aystem, the foundation stone whould be the establaih~
mont of a completely integrated system within front 1ins units, Failure to
provide such a system for front line troops will only result in continued use-
less casualties being suffered by these troops,

b, The gignal comminication equipment development agency must recog-
nize the needs of the commander and devote its efforts to devising more com-
plete and aatisfactory integrated systems through better equipment and organi-
sation, The predominant need, in this respect, is adequately secure speech
security equipment for radio and wire channels, Additionsl equipment, or
changes in orgenization, to accompligh the demands of the user, must be pro=-
vided when it is obvious that the aystem in effect is produeing unsatisfactory
results. The incremsed traffic load on the military telephone system is cited
as an example, The telephone occupies a unique place in the life of the
average Amerlean., It is our daily primary means of communication, Commercial
companies have placed telephones everywhere, This practice has been carried
into the gervice, Commanders and members of their staffs habitually use the
telephone and consistently avoid writing messages for dispatch through routine
meesage center facilities. Time required for routine processing of meseages
through staff sectione and message centers, encoding, transmission, and decod-
ing 1s considered an unneceassary evil, Therefore this unsatisfactory situa-
tion muat be corrected by some means other than training. The secure spesch
gecurity equirment is one solution.

c. LA N E RN NN N NNENNNNHN ]

d. (AR RN E RN NN N NNRNY]

" e. Equipment nmust be provided that will enable the commander to con~
trol subordinates, and no matter in what direction or to what particular place

|

-
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the situation dictates that the commander proceed on duty, it is mndatox;y that
he be able to talk from that point to any area within his command and to or
through such command echelons sg may be necessary.

:. (A XA X NN E NN NN ]

SECTION II ~ FLECTRICAL COMMUNICATION EQUIPMENT

2, Integration of Vire and Radio Syatems. a. In the past, under the .
system wherein the various branches get up militery characteristics for

development of equipment, primary attention was given to obtaining squipment
satlisfactory for intra-communication, Too little consideration has been given
to inter-communication, between the various components of the task forces,.
Future developments must give emphasis to providing integrated communication
equipment for use within the combined arms and must be so engineered apg to
permit interchangeable use of wire and radio channels or any combination of
the two without the user being necessarily aware of whether he is talking over
wire or radio or both. This will permit use of radio between terminzls in a
rapidly moving situatlon with subseguent replacement of radioc by wire when the
situastion becomes sufficlently stabililzed.

b, The eguipment necessary to permit interchangeability in use of wire
and radic, as outlined in per. a, above, has become so complex that the use of
personnel trained by different egencles to operate the several sections of the
system 1s impractical and ineffilelent, It is proposed that all communication
personnel, including replacements, in all commend echelons, be trained by =
common- agenéy and that they then dbe assigned to infantry, artillery, and other
units as organic personnel. The responsibility for signal communication within
organizations remains with the commander thereof.

¢, Tith new developments in radio relay and speech security equipment an
] integrated system approaches realization., This system follows the pattern of
J the present wire system with radio relay channels replacing the wire itself
a8 far forward as battalions. Communication from battalion forward may be
a{/ carried on using voice radio nets. Speech security equipment to provide the
necessary security cn these radio nets ani on radic channels is the key to a

suceessful integration of the army's communication system, A sketch of one
solution to an integrated system 1s given in Inelosure No. 1-R,

- d. The design for an integrated system of. wire and radic is inseparably
linked with the design of radio, wire, speech security, radic relay, and
carrier system equipment. DNevelopment of egch of these items must be kept
under careful cobservatlon to insure that all improvements are directed towards
increasing the adaptability of that equipment for use in the integrated systems.
Branch control of the military characteristics provides only for those charac-
teristics which affect a signsl branch without providing the necessary inter-
relation to assurs adaptability to the overall integrated system. Appropriate



control can best be secured by the establishment of an Army Ground Forces Com-
nonication Board for the purpose of integrating the commnication aystem of
ground foreces, correlating the communication needs of the elements of ground
forces, functioning as a service teasting sgency for communication equipment,
and guiding development trends in communication equipment for ground forces.

3. Speech Security Equipment. 8¢ ecescccosssecnse

b. The indiscriminate use of voice transmissions by wire and radio
has caused our lack of signal security to be termed "The enemy's Secret Veapon",
It is mandatory that the highest precedence be assigned the developmwent of a
speech security equipment suitable for use in ground forces on radio clrcuits,
A corrsaponding, but less impsrative, requirement exlsts for a spesch security
equipment for use on telephone circults,

7

A ¢, Military characteristics for speech security equipment have been

(t\P;
(3"‘50. processed for development, Coples of these characteristice are given In
5] Inclosures No, 2-and 3eR,

he Bs cvsestsceccane

De cececascsasesns

5e vecesscsscoveccnns
. 6. Radlo Equipment: &8¢ seecveesccccaces

De ceevesecscccas

ci SeNesPIBRABRIINGS

built~in security device in a radio set with a religble range of 50 miles, and

d. The incorporation of keybosrd sending, page~copy receiving, and a /
g capable of mobile operation in a 1# ton truck, will serve to bridge the present

A difficult gap botween slements of ground forces which must operate while in
a,r motion and over distences too great for reliable voice communicstion using
precent vehicular sets.

©s eevsesevssenne
fe sseescsonseens

7! [ RN RN N RENNNNNENREN]

8, Teletypewriters. a. Lighter weight teletypewriters operable over yd
either wire or radio and capsble of use as far forward as the infantry battalion
will provide commanders with one of the fastest, most accurate means of come
munication currently known, The difflculties of wdight, bulk, and lack of

o Yatala Vs
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ruggedness presently inherent in this equipment should be overcome in order to
place this instrument as far forward as the Infantry battalion commander, i

b, Further invention is necessary in order to evolve a keyboard type, <
page=printing teletypewriter which can be operated in a moving vehicle, over \
radio, and incorporating s security device,

9. Authentication., Present systems of authentication are too cumbersoms,
slow, and difficult to learn to use. The result is widespread flagrant viola-
tion of aignal security so far as authentication is concerned. Field units
gimply do not authenticate or else they devise and use a system so insscure ap
to be worthlese. The unwillingnese of troope to use present suthentication
gystens can be overcome in one or two ways. The first is to insist on proper
training and drills in the use of secure authentication systems so that proper |
systems are used; the second i1s to provide a mechanical contrivance., The :
first method has failed, leaving the second ag the only practiecsble solution.

This creates a requirement for a smsll mechanicel suthenticator approximately
the size of a watch, The authenticator must be capeble of being worn on the
wriat, legible at night, suiteble for one-handed operation, and so arranged
that by setting up the challenge on the device the correct anmwer is shown. The
asuthenticator must be provided with a variable key so that capture by the enemy
will not completely compromise the cystem, This key must be capable of being
easily changed in the' field under combat conditlona, The entire operation of
setting up the challenge and reading the authentication should not require more
than three seconds.

10. a. (A A RN ENNNE NN NN
b. (A RNERENENNENSNN]
c. ([ E AR AN NN ENNN]

d. [ FE A NN ENNENNENN])
SECTION III « RADAR AND SURVEY EQUIFMFNT

11. - 19 esessensssvee
b. sessessancene

Ca aversssensoes

12, Survey Systems.

b. In any survey system conslideration must be given to the communica-
tions equipment necessary to establlish rapidly survey control, to function dur-
ing movements of the fixed equipments, and to report locetions, Security pro-
visions must be inherent in the equipment in order to prevent cnemy employment
of the gystems., This security equipment must be so arranged that enemy capture
of the equipmont will not compromise the system or permit enemy use thereof.
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12. c. (AN EERENERNERRENELNELNDEJ

d. I EA XN R NN RN NNENLNNENRHN]

SFOTION IV = MISCELLANEOUS

130 cerssecsascosissscnss
15. sesesceccsscssacecans
16, cceeccvesssscssecncee

17. [ RN EENRAERRNR AN RN N NN J

18, Direction Finding Equipment, Current direction finders have proven
inadequate due to lack of sensitivity, the tremendous amount of time and lsbor
involved in their instsllation, or their size and bulk.- Improved equipments
are under development. Future development -must provide equipment cepable of
giving beerings on all known usable frequencies, with portability appropriate
for getting the direction finding equipment within good reception range of
the transmitter on which bearinga are deaired. This will require lighter
welght and more portsbility for the higher frequency sets beceuse of the
"line of sight" propagation characteristics of these frequencies, Airborne
direction finders must be utilized to locate ultra high frequency transmitters
and relay aystems within enemy territory.

19. (A AR NN ENENRNENEXERN ]
2O. [ XXX EREEENREE RN NN N XN

- 21. S0S0ORIORNEROOOBENINDS
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EXTRACT FROM ME CRANDUE T'OR THE ASSISTAN'T CHIZF OF STAFF, G~4,
WAR DEFARTMENT GCIERAL LTAFF:

Subject: Preliwminary Leport of the Army Ground Forces Equipment

Review Hoard.

SECTION XVIII, COMMUNICATION _{UIPM:NT

- e W O @5 ow ap B & S D>

89,b, = Speech security equipment for wire and radioc circuits is
currently undsr development. Pllot models of equipment for Ammy, Corps

and Division nets are expected within two years. iqui;ment for hegimental, '

Battalion and Company nets will require a long term project, There will
be a continuous reculrement for more securs, smaller and lighter weight

equinment,

89.3« = Service test models of a lightwelpht portable teletyne-
writer are expected to be available in December of 1945. Lilitary charac-
teristics are now being coordinated for a large capscity teletypewriter
switchboard central made up of lightwelght components for use.in all
echelons, Ho long term fundamental research is anticipated.

89.he =~ Development has not been initiated for a small authentication
equipment, IP is estimated that pllot rodels may be produced on a long
term basis, uilitary characteristics should be submitted by the using

,forces,

89.ns = Several radio direction finders having improved character=
istics are under development covering a combined frequency range of 0.1
to 156 mea. Pilot models of mosé of these equipments can be produced on
an intermediate ferm basis,
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