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INTRODUCTION TC CRYFICLOGY - VI
Willism P. Friedman

This leeture!, the sixth snd last in this series;l deals with cryptology in

the perfod from the end of World War I to the end of World War IL|(Unclassified
.

material '« The is(in this lecture/is comnmications securi

Qm)mmybmmmmerive&gwlemmwsm

ed commnications in ce (COMINT) but also because

although not as spectacular as COMINT, in the final wuicam is really
mreﬂtﬂtoﬂatimlsmgthmcm
w_ N
m;,mmmerectmmMsBMuonﬂ:emma’

)

cryptology, will be devoted to a presentation of the events and developments of
significance or importance in that history from the end  of World War I to the
end of World War II.

It would be entirely too ambiticus & project evem to sttempt b compress ;
within & lecture of only 50 mimrtes all that should or could be told in that o
segnent of ourhitbory[ cryptologyl In & mutshell, however, it can be said ‘;\
[ that the most significant and importent events and develmts during thet
mdacmmmﬁmﬂyemmﬁwcmm&ﬁthmmesm
in the production of more complex mechanical, electrical, and electronic
eryptogrephic sppasatus in order to inerease or to facilitate greater cryptosecurity
of our own eryptoconmmications; u:;.:\ with the cancomitant advances in the
production of more sophisticated mechantcal, electrical and electronic cryptenalytic
apparstus in oxder to speed up or to make pessidle the sclution of enemy
cammmications produced by ﬁ‘??;’mrmmm camplex cryptographiic machines.

Thege two phases are inter-related because, to use a gfort of simple analogy, ;}7
cryptography and eryptanalysis represent the obverse and reverse faces of. a
smglecom/am:ltmldbenieeiflcouldgointomdehilinregamto
these increasingly complex matters but security considerations prevent my doing

so.

As %o advances in the develomment and use of more complex or more
sophisticated cryptographic apparetus I will only note at this point a comment
“ which General Qmar Bredley makes in his quite but very interesting book entitled

/N
A Soldter's storyil

\y/NewTork: Henry Holt and Co., 1951, pege 4Th.
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Signal Corps officers like to remind us that "although Congrese
can meke & general, it takes carommications to make him & commander.”

It is presumptaous to amend Gemeral Bradley's remark bdbutthis is how I wish
he had worded it:
Bignal Corps officers like to remind us that "although Congress

can make & general, it tekes rapid and secure commmications to meke
him & good commandar.”

This will in fect be the keynote of this lettwre. In cther words,
commmicetions security, or CQMSEC, will be itz main theme and the one I wish
to0 enphasize, B}

But before coming to that part of our history perhsps e bit more attention
must be devoted to events and develomments of cryptanalytic significanse or
importance during the pericd 1918 to 1946. By far the most spestacular and
interesting of these are the cne which were go fully smd disastrously disclosed
by the various Investigations conducted by the Army and Navy very secretly
vhile World War II was still in progress, and both secretly and openly after

the close of histilities. The inveatigations were intended to escertain vhy

our Army and Navy forces in Hawvali were caught by surprise by the sneak attack

on Pearl Harbor by the Japanese on the moming of 7 December 104l. They were
also intended to ascertain and pin the blame on whoever was responsidle for the
debacle. I don't think I should even atiempt to give you my personal opinion

on these camplex questions, which were studied by seven different doarde within
the Services and finally by the Joint Congressional Committee on the Investigation

of the Pearl Harbor Attack. I mentioned the latter investigation in my £irst

lecture and now will add to vhat I then sald. The committee began its vork
early in Septembexr 1945 with secret hearings, but on 70 days subsequent to

15 November 1945 up to snd including 31 May 1945, cpen hearings were condwected,
in the courme of which same 15,000 pages of testimony were taken and a total of
183 exhibits received incident to an examination of 43 witnesses. In July 1946
the committee put cut a finel Report of 580 pages conteining its findings,
conclusions and recommendations. The Report was accompanied by a set of 39
volumes of testimony and exhibits. The Report was really not a single report:
there vas one by the Majority (signed by six Demccratic and two Republican
nembers), and one by the Minority (signed by two Republican members). The
Minority Report was not nearly as long as that of the Mejority but 1t brought into
focus certain troublesome points which still form the asubject of 2crimonious
discussions and writings by those who believe the attack was "engineered' by
President Roosevelt, and that certain authorities in Washington were as culpable
ap were certain commanders in the Army and in the Navy in Hawsil.
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For this lecture, however, it is an interesting fact that both the Majority
and Minority Reports contain glowing tributes to the role played by COMINT before
and during our participation in World Wer II. In my first lecture, (NSA
Tachnical Jouwrnal, Vol. IV, No. &, Oct 1959, p. 5), I pressnted a brief

J extract in this regand, taken %aken from the Majority Report? but here is what the
Minority Report seys on the subject:d

6. Through the Army snd Navy imtelligence services extemsive information
- was seeured raspeg Japansse var and des :mtmcpted

sordinary skill, zeal mdutchfulneufbemten
serrieendfthe XY Cignel COrps - ice of -"1. T :wns

m‘ apanos eu -'1!‘ nearee ?'. rrp 'e
FW ARG v ' . Nl 8 :_l'.u ma ;%“’am & we
—IH and ed & gh av ':4.7:;"‘ : N Washington __- “ 3 _

Information respect: ng Japenese desiyg dac sions, and cpex -bions o
m, m‘ﬂl& mud R y S e . B H 1 . el b

O

oo e -y Jelays Tn She tran T pts elivtaus pess
iy * aishod £ those high WRREEES aher of AMMASS Slbia
‘;g‘{:.;.’_‘ 'Y "”'z Qleu y indicated the 2 S ¢ ERNr Ve N y )

Rpane sy '_..'__,, -

) 11.

‘on_ver before December 7

TR
Although references te COMINT sbourd im the Report of the Majority ..t ﬁ‘

as well s in the Report of the Minority, thers are also many references
having to do with COMSEC in both Reports, as wsll as in the 39 scsompanying
volumes of testimony and exhibitsz, Some technical misconceptions with re-
gard to those subjects are there, too, and I will only comment that it is
quite comprehensible that there should be some on the part of laymen, dut

to encounter a sericus one in a hook by an experienced high-level comtmnder

in World War IX is a bit discomosrting. Listen to thias paragraph from a
4
reocent bock by one such conmander:

(" The argument has been made that we could net afford to let the

Japanese know we had broken their codes But this argument against a

Presidential warning doex net hold water, I% was not a meye mattier

of having broken & speeifio sode; what we had done was to deviae a

machine which oould break % (author's emphasis) code provided it was

fed the right combinatiens our extremely able and gifted cryptographers,
.- e The Japaness kept changing thoir codes throughout the war anyway. And

we kept breaking thom almost is & maitter of routine. J

I don't know where General Wedemeyer obtained his informetion about

that wonderful machine he mentions, I immgine that thers are mmny other <
persons who think there is suoh a machine bescause of all they hear and see
about those marvelous “olestromic brains® which are cupo.b;l.o of performing
such amezing feats in solving all kinds of problems, including mathematical
omess I daresay I wom't bs wrong in assuming that many of you do indeed
wish there were such a machine *ﬁt mentioned by General Wedemayer. Nobody
doubts that eleotronic digitel computers can de lota of things in oryptologic
research, snd many persons entertain speculations as to the role they my

.~ play in their poszible spplisatiaons in ocomnestion with such reassrch ix
futiure wars, But let's leave such speculations, interesting as they may be,
and oontinue with owr history of past applications. Let’s firat dispose of some
comments in the COMINT srea of that history net only An the events precsding
the Paarl Harbor attack, but also On the kixksxy military, naval and air ope
erations which ensuasd in the Pacific asz well xs in the Eurepean Theatres,

You will recall that in my first lecture I called to your attexntion an
artiole which appeared in the 17 December 1945 issus of TINE magazine, and
which ms basod upen a letter that the late General Marshall wrote %a Governor

Dowey, Republican candidate t-r President in the 1944 campalgne Here's hew the

, . . _two primcipals looked st th{ﬂ.m 1), In the letter, which juis

FATS =
fa. \é/iho 79th Congress, 2pd Session, Somte Document Ho, 244, Washington: The
8 Govermnent Printing Offiocs, 1948, p. 232,

Ibid, page 814,

\7Wedmayer. General Albdert C, Wodnﬂ Reports, New York: Henry Holt and
Company, 1968, pe 430, d -
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27 September 1944, and was hand-carried by Colonel Carter W, Clarke, a
high~lovel officer in Army G-2, to Govermor Dewsy, General larzhall begged
the Governor to say nothing during the ocampaign about & certain piocce of
very vital informeipkon whioh had becoms known to the Governor, it having
bcen Mleaked" to him by persons unknown and unauthorized to disclose 1t
The informetion dealt with the faoct that U. S. Govermment authorities hed’
been rosding Ja paneso codes and eiphers before the attack on Pearl Harbor.
The points which Genoral Marshall wanted to convey were that not only was

. the Mleaked” information true, but much more impertant were the facts that

(1) the war was still in progresay (2) the Japanese were still using certain
of the pre-Pearl Harbor cryptosystemss and (3) the Us Se Govermment was still
reading highly-secret Japanese messages in those systems, s woll as highly-
secret messages of other enemy governments. Thermfiore, it was absclutely
vital that Governor Dewey not use the top searet information as political
amamition in his campa¥in.

. After merely glancing over the first two paregraphs of the letter,
Governor Dewey handed i% back to Colonel Clarke with the ocomment that he did
not wish to reed any further, whereupon there was nothing for Colonel Clarke
to do but return immediately to Weshington. Here's a photograph of the Col-
onel (Fige 2)s Judging by tho scowl on his handsoms oountenance I think it's
poasible that the pioture wes taken when he got back to his desk in the Pene
tagon. Well, Goneral larshall mmde certain chenges in the opening mswagraphs
of the letter and again Colonel Clarke hand-carried it to the Govermor, who
then read the whole of it. In my first lecture I said that I might later
give further extracts from TIME's account of this episode but there ian’t tims.
Instead, however, I've put the whole ascount in an g.ppeudix to the present
lecture, The Marshall-Dewey ccrrespondence is so 1;portmt in eryptologic
history that I have desmed it useful to put the whole of it also in the &ppendix.s

The information disclesed during the various offielal investigetions
of the attack on Pearl Harbor, so far as co‘noe;'ns the important Agglﬁ?rmts
of the Army and the Navy befors and after that attmek, was classified informe-
ation of the very highsest security level, and the disoclosures wore therofore
highly detrimental %0 our national seourity. Illuch hag been written about them
sinco the end of hostilities and elthough all that formerly top seoret informe
ation is now in the public dowaln, fortunatoly vory fow details of techniocal

&Q~~
e

i
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signifiocance or value can be found therein. Hints amd even blumbt statementis
shout the great role played by COMINT in U. S. military, neval and sir opsra-
tions are found in books and artioles published by U, S. Govermment offictlis

" snd American officers, &s well as by officers of the beaten Japanose, Gersan,

and Italian armed forcos, ﬂml at my disposal permits citing only & few mplcs:\d

As regards disclosures by U.S. Government officisls and offiocers, I oan
begin with thoss of the late Mre Cordell Hull, whe was Seoretary aof State at
the tims of the Pearl Harbor atimecks In his memoirs are many references (over
2 dozen desem) to the contente of intorcepted and solwved Japanese Foreign
Office meuagea}yme late My, Henry L. Stimeon, Secretary of Wap at thet tinms,
makos clear references in his autobiography to COMINT sucoesses and our failure
to use them prior to the ad:taok.qm'- Herbert Fels, who was lfr. Hull's edviser
on inbermatiomal economic affelrs from 1937 to 1943,aand fram 1944 to 1946 was
ip, Stimsen's Speolal Consultant, has & good deal to say abbut the rele playgd
by "Magic” in a book wyltten as &« member of the Ingtitute for Adwanced Study,
q;.'!:_Pz'i,n.csai:o'.'s,.w Admiral RKizmel, one of the two coxmanders in Hawaii s« the time
of the at¥ack, in defending himself in his book, oites meany "Magio™ meseages.
And lmjor Genmoral Sherman Miles, head of G-2 at the time of the attmock, has
much to smy about "Magioc® in an article published in 1948,  As regards dis-
closures by former enomy officers, the following are of particuler inkerest
becouse they concern the Battle of Midway, which 1s comsidered the one that
turned the tido of war in the Pacific from a possible Japsnese victory to ons
o.f ignominious defeat:

4

N A good bibligraphical survey of itoms concerning tho attack up %o the year

1955 will be found in the following: Morton, Louis, "Peerl Harber in Perspective,”
UeSs Nawel Ingtitute Proceedings, Vel. 81, lloe 4, Whols No, 626, April 1956, pp.461-8
\¥ The Memoirs Of Cordell Hull, New York: The MaoMillaa Co., 1948, Vols II, ppe

998, 1013, 1035, 1055, 105E-7, 1060, 1068, 1068, 1074, 1077, 1087, 1092, 1095,

1096, 1099-1100, .

@/Stimson. Henry L., and MoGoorge Bundy, g Active Sorvice in Peace and Wayr,

New York: Harper & Brothers, 1947, ppe s N

\9/5'91:, Herbeyt, The Road to Pearl Harbor, Princeton: The Frimceton University
Pregs, 1850, p. vil, and pp. 219-340, passim. (See index under "lMagio™ on p.350.)

Kimmel, Husbamd E,, Admiral Eiamel's Story, Chicago: Henry Regaery Co., 1954.

1 41148, Shermang "Pearl Earbor in Retrospoct,” The Atlsmtie Monthly, Vol. 182,
Ylos 1, NMly 1948, pp. 65-72, '

1




ol Yemapto and nis staft (Fig. 3] were vaguely dlsturbed by
et lan® B&Cwiither and by lack of information concerning tha doings
of the enemy, they wowid have been truly dismayed had they known the

sctuel eneny situation. Post-var Ameri ounts meke it clear that _
e United St ' of 1 Ly
“result of same amazing echievements by Amexicen gence, t )

i enemy hed succeeded in bresking the principal code then in use by the
;7777 " Japasnese Navy. In this way the enemy wss sble to leamrn of opr inten~

[ )

A tions almost as quickly es we had determined them ourselves.
_ *- - % e ol -
4 The distinguished American Naval risn, Professor Semuel E.
jMorison, characterized the victory of United Staés forces at Midway
ll ~ as "a victoFy of InvELllIgence,” 1In this judgement the author fully

concurs, for it is beyond the slightest possidbility of doubt&iat the
advance discovery of the Japanese plan to atteck was the foremost
single and ixmediate ceuse of Japan's defemt. Viewed from the Jape
anese side, this success of the enemy's intelligence tyanslates itself
into a Pfailure on our part ~ a failure to take adequate preceutions
for guarding the gecrecy of our plans, Had the secret of our intent
§ to invade Midway been concesled with the same thoroughness ss the plan
to attack Pearl Harbor, the outcome of this battle might well heve
ki been different. But 1t wvas & victory of American intelligence in & much
o broader sense than Just this. Equally as i{mportant as the positive
st oy suivERGements of the enemy's intelligence on this occasion was the P
g negatively bad and ineffective functioning of Japanese intelligenceN3”

It 18 the second extract above which 1is of special interest to us at the
moment, and, in particular, the portion vhich refers to "the negatively bad
and thieffective functioning of Japanese intelligence.” The mthor 18, I
think, a bit too severe on the Japanese intelligence organization. I say

o thic becsuse their cmtnnuym;{rere up against mich more sophiaticated
/
cryptosystems than they dreamt of,or wvere qualified to solve. In fact, even
1f they had been extyemely adapt in cryptanalysis 1t world have been of no
evail - U. 8. high-level commnications were rrotected by eryptosystems of
very arest security.

This brings us to a phass of cryptology which 48 of highest importance -
the phase vhich deals with cammmications security, or COMSEC, snd I shall
conTize myself largely to its development and historical beckgrovnd in our
Armed Porces. The background i5 a very brosd one because 1t should include
the background of the develommenta of each of the thres components of
COMEEC, vié, (1) cryptosecurity, (2) tranmmission security, and (3) physical
security of cryptomaterials. But since time i5 limited emd because Y think
you would be more interested in the phases pertaining to eryptosecurity, I wiil
oadlt further yeforences to the other two components, or to the history of theiy
davelopment. And even in limiting the date to cryptosscurity, I will have
opportunity only to give some of the highlights of the development of the
items that comprize our mresent cryptamaterisle, amitting comments on the
histoyy of the developmant and jngrovemsnt of our techniques, mrocedures
and practices, 2ll of vhich are extremely important.

I shall begin the story with a definition which you will find in any

—good English dictionary, a definition of the word "accident”. You will get
the point of vhat may seem to you right now to be merely another of my
frequent digressions from the mein theme, but if 1t be a digression I think

you will nevertheless £ind 4t of interest. The word "accident" in Webater's

Unabridged Dictionary is defined ms follows: -
I2Midwey, The Batile thet Doomed Ja%: The Jepenese Na&’s S_‘Eﬁ, by Matsuo
Fuchida end Matasake Okumiya, U. S. Neval Institute cation, is, 1955,
Pp. 131 /end 232. Admiral Morison actually wrote: "Midwey was & victory of
intellizence breavely and wisely applied.” See Vol. IV of his History of U. S.

. Operations in the Pacific:” Coral Sea, Hidmay snd Submarine Actions, May

L >
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_ 1, Lliterslly, a befalling; -

" a. An event that takes place without one's foresight or expectation;
an undeZsigned, sudden, and \mm:pected//evmt.

b. Hence, dften, an undesigned and wmforeseen occurence of en
afflictive or unfortunate charscter; a mishpp resulting in injury
to a personm or dsmage to a thing; a casuvalty; as, to die by an
asceident.

There are further definitions of the word but vhat I've given is sufficient

for ocur purposes. But why define the word? What has it to do with COMSEC?

__ Dwring owr participation in World War II, the Fresident of the United

States, acccnpanied by many of his highest-level military, naval and civilian

assistants, journeyed several times halfevay around the world. He and they °

Jowrneyed in safety~eneither he nor they met with an "secident”., Here's s -

ploture taken st the Cassblanca Conference in Januery 1543.(Fig. 4).

Imagine the disaster it would have been if the plane carrying this distinguished _

group had been shot down and lost in the Atlantic or the Mediterranean. On the ™

other hand, in April 1943, Admiral Isoroku Yamshoto, Commander in Chief of the

Combined Fleet of the Japanese Jxperial Navy started out on what was to be just

an ordinary inspection trip but tiwned out to be a ons-vay trip for him. Herg's -

a good pleture of the Adwiys) (Fig. S), who was the architact of the amttack

cn Pearl Harbor. His death was announced ih an official Japenese Bavy

commmnique’stating thet the Admiral "™hsd met & glorious end vhile directing

operations in & navel engagement sgailnst superior enemy forces." But we know

that this wvas siuply not true; Admiral Yamsmoto "met with an accident.” But some

bright personie-I thivk it was the late Jimmy Walker, when Mayor of New York City-

who said that "sccidents don't Just happeniithey are drought about.” Jigmy

Walker's comtent was true in this case at least: Admirel Yemamoto did not die (

by accident; he died because cur Navy lnew the schedule of Lis trip down to the very

last detail so that it wvas possidble to set up an mubush with high degree of

success, Here is the story as told in an interesting manner by Fleet Admiral

William F. Halsey, U:.S. N., in his bock entitled Admiral Halsey's Story:l3

I retwrned to Noumea in time to git 4in on an operation that
wves gasller but extremely greatifying. The Navy's code experts had
bit & Jack pot; they had discovered that Admiral Isoroku Yemsmoto,

_the Cammander-in-Chiefof the Imperisl Japanese Ravy, was sbout to
visit the Solamons. fact, he was due to arrive at Eallsle Idland,
Just eouth of Bougainville, precisely at 0945 on April 18. Yemsmoto,
who had concelved and proposed the Pearl Herbor atteck, had also beem
widely quoted sg saying that he was "looking forward to dictating
peace in the White House at Wachington.” I believe that this state-
ment was subsequently proved a canaxd, but we accepted its
suthenticity then, and it was an additional reason for his being
No. 3 on my privete list of public enemies, closely trailing Birohito
axd Tojo.

15 Admival Halsey's Story, McGraw-Hill, New York, 1947, pp. 155=15T.
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Bighteen P=38'a of the Army's 339th Fighter Squadron, bassd at
Henderson Fleld, were assigned to make the interception over Buin,
35 miles ghort of Ballale. Yemamoto's plane, a Belty, accompanied
by aticther Betty and covered by six Zekes, hove in sight exsctly on
gcheduls, and Lt. Col. Thames G. Lamphier, Jr., dove an it end shot
1t down in flemes. The other Betty was also shot down for good
measure, plus one of the Zekes, . . We bottled up the stary, of courss.
One obvious yeason was thet we didn't want the Japs to kmow that ve
had broken their code . , . Unfortunately, somebody took the
story to Australis, vhence it leaked intoc the papers, and no
doubt eventually into Japan . . . But the Japs evidently 4id not
realize the implicetion auy more then did the tattletale; we
e__on-emuedto‘break'&heireodes.

Admiral Halsey's Story conteins s good many more instatices of cryptologio
" significance and interest to us., Other authars, both American snd J’apaneae‘\citc

.

similer instances. {:cme Japanese author sfates in categoricel language that
Japan was defeated heoause of poor COMSEC on the part of the Japanese Navy and
good COMINT on the rert of the American Ravy. |
But lest you get the impression that enemy intelligence sgencies had no
success at all with secret commmications of U, S. Armed Forees, let me tell
you that they 41d have some success and in certain ingtances, very significant
success. There is not time t0 go into this samvhat dissppointing or
ﬁ%nu;iemm stetement but I can say that as a general rule the sutcesses
vere attributable not to technical weakness in U, S. cryptosystems but to
thelr improper use in the case of certain low-level ones, by wnakilled, and
improperly or insufficiently trmined cryptographic clerks. I may as well tell
you right now that this weakness in cryplocaommications has been trus for &
great many years, for centuries as a matter of fact, bec%a as 1mg:§@m Yyear
1605 Francis Bscom, who wrote the fiyat treatise in Fnglish on the subject of
cryptology, mede the following commentill”
Tie Arte of w%bhath for Relative, an Art of Piscypber-
; by supposition umprofitable; but, as things are of grest use.
or suppose that Cyphars were vell manmaged, there bee Multitudes of
them vhich exclude the Digeypherer., But in regarde of the rawnesse )
and unskillfulness of the hendes, through which they passe, the =
grestest Matters, abe pany times carryed i{n the wmakest Cyphars.
When electrical and payrticularly redio transmission entered into the
A ploture, additional hazexds 4o camminications security had to be taken into J

£
Acg .,

G"_' -‘E’Cdavxre—
but from e study of the procedures used in the trensmission of rHesseges

uf‘rg “enfla

as wvell ag from a study of the direction and flow of radic traffic, the call eigns

W The Tv¥oo Bockes of the proficience snd advencement of Learning, london, 1605,
p. 61, This book is commonly kpown &8 ihe Advencement of lesvning. Some 18

years later Bacon sav no reason to change his ccement in his 4%%1: Seienti-
, London 1623. In fact, he strengthened it by 1t read; . . . but
e ravnense and imskillfulnesse of Secretaries, and CL ; in the Couxrts of

Princeag, is such that many times the greatest matters are camitted to futile
and e Cyghers.” (Gilbert Wats! translation, 1640, p. 270.)
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of the tranmmitting and receiving stations, etc., all without solving the
cammmnications even if they were in cryptic form. Following ave two thl

extracted from s document entitled German Operational Yrtelligense, prblished
|

in April 1946 by the German Militexy Document Section, & Combined British,

Canadien, and U. S. Staff:

Bignal intelligence (1.e., cammmications intelligence or CQMINT)
__vas a ¢chief sowpee of information in the, warfare primarily, the signal
intelligence service was wellsorganized with welledefined purposes,
efticient persornel, and adequate equipment. In the course of the ._
campalgn, it vas reorganized to expleit to the fullest the success alveady
experienced, and, by 1943, there axtuted a ooxgiote and smoothly e
funttioning mechine sufficient to meet all demands, (F. 8) N
# e * 2 ® T
Most of their signal intercept suceess came from low echelon Y
traffic., Armored and axiillery taddo nets passing opsyaticnal treffic CY
vere followed glosely and were oné of the clited sourees of signal N
intelligence, Artillery rsdic nets were given first coversge pricrity. o~
Apart from messages intercepted in code or in alewe, zignal procedure, -
peculiarities of transmitting, and charmcteristics of Allied radic
operators provided enormous assistance in helping to evaluate signel
informution. The Germars noticed that call signs were often the asme
for & w1t over long periods end that even frequencier remained une-
changed for weeks at a time. (p. 8)

A gréat rany sxasples of intercepted messages of tastical cantent ave
eited in the srorementioned doowment, vhich 15 Yeplete with information of

deep interest,elthough the docusent ves originally fswued with the Lovest
segurity elasgiffoation then 1n use (U, 5. "Restricted”; Britiih~Cansdien
"FOR GFFICIAL USE CNLY'3)/ T wish there were time to quote at greater length
fram this weful brochure.

Coming directly now to the history of the develomument of owr cryptometerials
themselves, I hardly need reiterate vhat was pointed ocut in previcus lectures as
to the profound effect of the sdvanses in the science and art of electrical
c;mmicatim in the 20th Centwry. Those advances had a direct efPastupon
military commmications and an indivect effect upon military eryptology. AN
Rusd-operated ciphers and, of cowrsg, codebooks became almost obsclets because
the need for grester and greéater ppeed of cryptographic operntions becams
cbvicus in cxder to match as mush as possible the very great increase in

_ the speed of cammmications brought about by inventions snd improvements in

electric wire and vmdio-telegrephy. The meed for dryptomraphic spparetus and

,,‘mehmuﬂmsmsoonbeemqune oMm3m1tteokqutewtmm

Musbeginmthare’me’ofthemmstﬁm-or.tmpmeinthathiatory.

P

psatisfy that need in & manner that sould be comsidared to give sdeguate security
for military commmications.

_The history of the invention and develoyment of oryptographic devices, | 3
xﬁchines and associated apparatus end material is long and intevesting.
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uniil the advent of electronic cipher machines most cryptographic apparatus
and devices were built upon or around concentric circular rotating members such
as cipher vheels, cipher disks, etc. A very early, perbhaps the earliest picture
of such & dgwice appears in a trestise by an Italian cryptologist named Albertd ,
whose Trattati in Cifra vas written in Rome ebout 1470. It 1g the oldest tract

on cryptography the world now possessss, Here's a photo of Alberti's disk

(Pig. 6), but I won't teke the time to explain it except to say that the digits

1, 2, 3, I were used to encipher code groups and $o cell your attention to the
fact that the letters of the cither or revolving alphabet were in mixed order.

In Porta's book, first published in 1563 in Feples, there appenr several

¢ipher diske; in the copy which was given me as a gift by Colonel Fabyan,\‘&ey

are still in working condition. Here is a picture of one of them (Fig. 7).

In this version the device uses symbols as cipher characters. And spparently -
nobody thought up anything mush better for a lang, lesg time. It seems, in ‘
fact, that not only did“nobody think up-anything nev or even same improvements

on the original Alberti or Porta disks but those vho did eny thinking st all on
the subject merely "invented" or "re-invented” the smme thing again, and that

: hgmﬁeﬂy repeatedly in successive generations. For instance, in Lecture No. IV

of this series you were shown 2 picture of the cigher disk "invemted" by Major

Alber Myer, the first Chief Signal Officer of the U. S. Army, who obtained &

patent on his invention in 1865. Here's a picture of the patented disk

(Fig. 8) and the explenation of the invention (Fig. 9). You may also remember

that signelmen of the Confederate Signal Corps mechanized the old Vigen§re

Square and put it out in the form of a cylinder (see Figs: 13, 1% and 15 of

lecture No. IV). The cipher disk used by the Signal Corps of the U. 5. Ammy

during the decade 1910 tc 1920, that 1s, during the perlod including our |

participation as @ belligerent in World War I, was nothing magite celluloid
popctiomans ~

variation of the criginal Alberti A(!.5.81: of the vintage of 1470 (except that it kY

was even simpler than its progenitor, becsuse in the latter the cipher

alphabets produced were mived alphabets whereaa,g%n '?;i Signsl Corps disk, the

cipher alphebets are simple reverged stendard s 'eé,: Ve a1l know that it

generally takes a pretty long time to get e patent through the U. S. Patent

0ffice, bub 1r=152% the ancient device was patented in 132k by S. H. Humtington

(Fig. 11). Here you can see a great improvement over the Signal Corps versione--

a blank 1% added to both sequences so that the space between words could de

eneiphered. Indicatbn of word spu.c? a8 ym have learned, is a fatal weakness
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if ssem in the cipher text; in the Huntington device the spaces betwesn words
would be emtighered but the cipher text would have space signs, although they
would not correspond to the actusdl spaces between words in the platn text. In
the Huntington device, the space signs in the cipher text would be & bit
misleading but not to en experienced cryptanalyst, who would soon vealize that
theydonotactmuymm"wﬁd}im&e;ﬂunﬁm' )

It 1s interesting to note that in 1936, during the dsys when the German
Nafonal Socialists were baxmed as an organizaticn in Austrias, the Razis used
this variation of the old dimke-it had 10 digits on both the outer and the imver

— sequences for enciphering digits (Pig. 12).

The first significant mwtﬁthe old cipher 4isk was that made by
we |86
Sir Chaxlesn Wheatstone, AMM invented 8 cipher device vhich

he called @&M He deseribded it in a volume entitled The Seientific
w 1319
__gera of Six Charles Wheatstone, published by the FPhysical Soclety of London
s BN ﬁk

Eere is & picture of imutetme\q\ device vighshsis in my private collection
(Fig. 13). What S:Lr Charles did was to make the outer circle of letters

2 LS it o vty

'(for the plain text) comprise the 26 lettars of the alghsbet, plus one additional

charscter to Yepresent "space,” The inner cirele, for cipher equivelents,
contains only the 26 letters of the alphabet and these can be disarranged in
8 mixed seéquence. Two hends, like the hour and minute hands of a clock, were

. provided and they are undey control of & differential gear mechanism, so that

vhén the long or "minute hend" is advanced to meke a coamplete efrcuid of the
letters on the outer cirele the short or '"hour hand" advences one space or
segoent on the inner cirele. In Fig. 13, for example, the plain-text letter

G is represented by [the cipher letter A, that is, g, = A",' If the long hand

is now advanced in & clockwlse directian for cme revolution, Gp will be
represented no longer by A tut by G,, the letter immediately to the wight of
Az on the inner cirele. In encipherment the long hand i1s alvays moved in the
pame direotion (clockwise, for example) and 4its aperture is placed successively
over the letters on the outer circle according to the swcessive letters of

the plain-text messege, the cipher equivalents being recorded 'by’ hand to corrvespond
with tha letters to which the short hand pointe on eash encipherment. In this
way, identical letters ;d’theplamtextwﬂlbermelentedbydﬂf&wb
andminsletterlmtheciphertext, depending upon how msny wevelutiona of
thelonghandintevmebetwemthefmtmmequentappemmeuotthem
plajnetext letter. Thus, with the alphabets shown in Fig. 13, and vith the
initial setding Gp = Ay, the word "reference” would be represented in cipher

as follows:
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RE?EREKCE}iuwhiahitwﬂlbeumthatrepate&lﬂtetsmthepla.intext
RZZ2ZBGQAMNM, are represanted by different letters in the eipher taxt
cmumtwmwmmnmmtunmme «@
civele and the initial popitions of the two hands at the begimming of the
enoipherment of & message. In deciphemment, the operator mmves the long hand
pgain clockwise, until the hour hand points to the cipher letter in the plain.text
J.etta'whichisse&ﬂmth;sapmatﬂmm&&thelmghandm&eow
circle. Thus, mmom-wthemmleaﬁm@mtheciph&mm
XZAABGQAM w1l be found %0 vepresemt the vord (KEFEREWE.).

Diring Wordd war I, scme time in 1017, the Rritish Army rescusitated
Wheatstone's cryptograph and dmproved it both mechanicslly and ceyptographically.
Here's o picture of the deviee (Fig. 1l,) in which it vill be seen that there
a:;enownolongerﬁxe"mimxte' and "hour” hands but & singie hawd with an
opening or window thet gimiltaneously discloses both the plain and the cipher
letters.stnididanecusdsx VWhen the single hand 18 tummed, the Limer circla of
pegaents, vhich are made of & substanece upon which lettars may be wiitten in
pencil or in ink 15 sdvenced eccentrically and sgainst & similavly-msde outer
cirele of gegments. In this fmpruvemsmt on the criginal Wheatstoue device
both pequences of letters are now mixed sequances. Making ths outer éirele
algo 8 mixed sequence added a vonsiderabls degrec of security to the ciphep.

When 1t wvae proposed that all the Allied ammics use this device for field
exyphocamnmdoations and 1ts sscurity had been spproved by Britigh, P
and American Eryptologists (both at GHQ-AEF and at Washington) an opportumity to
agres or dlsegree with the agsessmant of thess cyyptologists vas glven o
vhile still &t Rivavbank, 1 was sble to show that the modified Whextstone
cryptograph was still imsufficiently securs for milttayy purposes and the devices,
thousands of vhich had been mamufagtured and 3ssued, were withdrawi. I you are
interestad in the gethod of salution I used you will find 1% in Riverbank
Publication No. 20, entitled Several Machine Ciphers and Methods for their
Soz.uumgglgn.al A bettar method of solutdon was devised by me about

123,

Some years later, and almost by sheer good fortune, Y learned that &
mwmmmmmmmdmmmcmtu@m
Hamden. X was intarested and wrote to the cwrator of the musewn, requesting
that he lend the device for & shovt pericd to me as principe) eryptavalyst of
the War Department, Imsgine my astonishment and plessure vhen I wnpacked the
buxupmitsrecﬂptmdrbtmdadwice,beautﬂullymd&mdencuedmaﬁx/xe:
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A
" mmghony case, with its inventor's pame, Decius Wadsvorth, end the date,1817,

"Y‘"‘o}vo{g i

erigraved on the face of the machine, vhich was nothing but anmother version of
Faty - the wheatstone Cryptograph. Eere's a ploture of it (Fig. 15). There are good
vessons to belfeve ¥dat the model was made by Eli Whitney. Mechaniocally it was
simlay %o the British modificatiom, except that the outar sequence had 33
;:hmcters, the imner 26, %0 that the differential gear instesd of operating on
the patio of 27 to 26 was now on the ratio 33 to 26. 'nmn)coloml Decius Wadwworth
who was then the fivst (hief of Ordnance of the U. S. Avmy, had aatleipated
¥heatstone by d"fé, !\i mﬁ :.n this inventim. He aleo anticipated the British .
Arxy mtologmk’by o shole century in thelr modificsticn of Wheetstone's ‘\‘
origingl, because in the Wadsworth device, too, fhers was only one hand and both
alphabets could be made mixed sequences. This is very clearly shown in Fig. 16 ?‘?; _\ S
_u-—remﬂs&theoutersequence,az;dIbalimthenm&meemn.dalaobe |
- w but the ploture does not clearly show thim to te the case, so that
Immtmw‘tothispoint. I returned the device a good meny years £g0 and
it 13 now on display in the il Whitney Roem of the New Heven Hietorical Society's
_ _w“'me next device 1 teing to your attention 12 shown in Pig. 17, & device
invanted by e Fremch Awvmy reservizt, Commendant Bazeries, vho for some 10
years valiantly but wmsuccessfully tried to get the Fremeh Awmy to adopt 1%.
He inciuded a description of his device, vhich he called his "Crypbographe
Cylindrique” of "eryptograghis cylinder," in a book published 4n 1901 in Peris 15
He hed, however, previously described his device in a article emtitled "Cryptographe
a 20 rondelles—alphabets (25 lettres par alphabet)," muiblished 101601 2%% 1n
this device there is & central shaft on vhich can be mowmbted 20 numbered disks on
the pexipheries of which are differently mixed alphsbets of 25 letters each., The
ew ARg, A&ﬂ%’?)%\awgz{-’}?’}b g B, Ot Abam Connnn Lo ProascBosich Y ormerns
disks can be assembled in some prearranged or key ume/\ami then 1ockgd into
positionoft the shaft by pushing {n the 103'1;1::3 disk at the extrema left. 'The
£irgt 20 letters of the plain text of o message are first aligned, as seen in Fig. 17
(JE SUIS TNDECHIFFRARLE = "I am indeciphereble”); the diaks sre then locked imto
R position)so that the vhole sssembly ¢an be turned; and es cipher text ome may selesct

Fu\;\7

any one of the other 24 yows of letters, which are recoxded then by hand on paper

15 Tes Chlfires secrets devoiles.

16 Comptes Rendus, Marseilles, Vol. XX, pp. 160165,

LY
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mmmmw—uélmmmmﬁ, oneott'hno*hhar@mwlm

\ selected and vecorded, ebe, rodéaiphnam,themmiugMuml&
on the shef't in eccordenge with the prearranged or key sequende one takes the

B first 20 ¢ipher letiers, aligns and then locks them {nto position se-the-dweive; and
then turns the vhole sylinder, seavching for a yow of letters vhich form
intelligible text. There will be one and caly one suck Pow, and the plainetext
letters are recorded. Then the néxt 20 lebters of cirher are aligned, ete,

Another Frensh erypbologist, the Marquis ds Viaris, soon showed how

mensages prepared by means of the Bageries cylimirical cipher couwld be shived 1T
Maybe that iz vhy Bazeries wasn's 0o susesasful in his ettempd to get the A
Prench Avmy to adopt his device. Bubt in the U, S. there vere appavantly none 2
vho encountamed eithier vhat Bexeries or de Viaris wrote on the subJect. Capt. |
Parker H1tt, U. 8. Army, whom I have mentioned in o previous lecture, 4n 1015
inverted a davice tased upon the Bazeries prinsiple dub not in the form of disks-
-méwrted wpon & cemtyel shaft, Instesd of disks, Eitt’s device used sliding
strips spd here is & plcture of his very fivet model (Fig. 18), vhich he
medented to ¢ same £ime in 1923 or 124, HEHE). But I::.gumd about \
his device some time in 1017 while still &t Riverbmnk, and solved ame challenge ’~\‘\
nessage Dut up by Mrs. NIt & Riverbenk guest for @ day. In meeting the
challange successfully (vhich brought a box of shocolates for Mys. Friedmsn from
Ure. ﬁiee-) T d4an't use anything iike vhat I could or might have lequned
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from de Viaris, because at that time I badn't yet come across the de Viaris

book. I solved the message by guessing the key Mrs. Hitt employed to arrange

her strip alphabets. She waen't wise to the quirks of inexperienced cryptographic

clerks; she used RIVERBANK LABORATORIES as the key, just as I suspected she

would. The device she w with her was an improved model: the alphabets

vere on paper strips and the latter were glued to strips of wood, as seen in Fig. 19.-
| Capt. Hitt brought his device to the sttention of the then Major Mauborgne,

vhom I have also mentioned in a previous lecture and who was thenm on duty in the

Office of the Chief Signal Officer in Washington. There is some question as to

whether it was Hitt who first brought his device to Mauborgne's attention; Mauborgme

later told me that bhe had independently conceived the invention and, moreover,

had made a model using dis;ss ingtead of stripa. I have that model, a present from

Gemrﬂmeyews later. It is made ofveryheav&hrass disks on the

peripheries of vhich he bhad engraved the letters of his own specislly-devised

alphabets. In 1919, after my return to Riverbenk from my service in the AFF,

Mauborgne sent Riverbank the beginnings (the first 25 letters) of a set of 25

messages enciphered by his dg\mce and alphabets. He also sent the same data to/

Major Yardley, in G-2. Hobody evar solved the medsages, even after a good deal

of work anfd even after Maugorgne told us that %wo consecutive words in one of the

chellenge megsages were the words "are you.”" Many years later I found the reason

-for our complete lack of success, wvhen I came across the plain texts of those

messages in a dusty old :tile\i[in one of the rooms occupied in the old Munitions
Building by the Office of Chief Signal Officer. BHere is a picture of the begimnings
of the Pirst eixé messages (Fig. 20). Mauborgne, when I chided him in the
unfairness of hi(s chalienge messages, told me that he bad not mrepared them himself--
he had an underling (Mejor Fowler was his nams, I still remember it!) yrepared them.
In owr struggles to solve the challenge messeges we had assumed that they would
contain the usual sorts of words found as{thehinitial words of military messages.

It was the complete failure by Riverbank and G-2 to solve the challenge messages
that induced Mauborgne to go ahend with the development of his device, It
cvlminated in vhat became lmown &3 Cipher Device, Type M-QL. Here is a picture

of it (Fig. 21). That device was standardized and used for at least 10 years dn
the U. S. by the Army, the Navy, the Marine Corps, the COaat Gua.rd, the Intelligence
Agencies of the Treasury Department, and perhaps by other t.gencieu. )
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In 1922, a war-time colleague, the late Cept. Jolm M. Manly (Prof. and Fead

of tha Depariment orEmlish at the University of Chicago) brought to my
paagrds
attention e :moto:gcn.t of & hologr'apbic mamuseript in the large collection of
AJMJ\A'M e.u;, M\-ﬁ%h{&
Jefferson Fapers in the Iibrary of Congress. It mmmm entitled

"The Wheel Cypher" and here is & picture of the second page (Fig. 22) showing

Jeffarson's basis for calculating the number of permutations affordsd by the set of

36 vhesls of his device. £o Gidn't attempt to make the maltiplication; he didn't

have an electronic digital computer-« for the total number is astronomical in size.

Jefferson anticipated Bazeries by over a century, and the Hitt-Mauborgne combination
i

It soon became apparent to both Army and Kavy cryptologists that s great
incrense in eryptosecurity would be obtained 1f the alyhabets of the M-Oh device
conldbe-mada variant 1natead of lnvariant. There began efforis in both services

to davelop a ywectical instrument based upon this principle. I 'y take time
Yhe owva M{M

to sbow all these developments but only the final form of the Am,strip Cipher

Devicﬁ Type, M-138-A (Fig. 23). This form used an aluminum base into qrmch
chmnu:‘f; oot 5% 014 cavdvonra strips of alphsbets which could be elid
easily within th&c‘hmln/. It may be of interest to you to learn that afiter I
had given up in my attempts to find 2 f£irm vhich would or could make such
aluminum grooved devices in quantity, Mrs., Friedman, by womanly wiles and cajolery
on behalf of har own group in thae U. S. Coast Guard succeeded in inducing or
enticing one firm to make them for ber. Ard that's how the first models of

strip cipher devices made of aluminun by the extrusion process came about, and how
the U, S. Army, by sdministrative cooperation on m! inter-Service level and

technical cooperstion on s marttal level,found it practical to develoy and yroduce

_ in quantity its Strip Cipber Device, Type Me138-A. This was used from 1935 to

1941 or 1942 by tht Army, the Hevy, the Marine Corps, the Comst Guard, et al,
mn.uamgim?&mﬁ It was used as ® back-up system even &fter the Arme-
Services as well as the Department of State began employing much better and more
sophisticated cipher machines of high speed and security.

Thug far we heve baen dealing with cipher devicea of the go-callsd "hand-
operatel” type. None oi’ them can readily be considersd as baing "machines,” that
15 apparatus employing mechanically-driven mewbers wpon vhich a.lphaietic seguences
can be mounted so that constantly-changing sequences of cipber alphabets are
produced. We come n;to types of apparatus vhich can de called machinas, and one
such machins iz shown in Fig. 2k. It is called the KRYHA, themeo’fitscerm
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inventor, vho unfortunately commitied sucide a few years ago, perhaps because

the last wmodel of his improved machine failed to impress professiomal crypto-
logists. The Kryha has a fixed semi-circle of letters against vhich is juxta-
posed & rotatable circle of letters. Both sequences of letters can be made

mixed alphabets (the segments are removable and intarchangeadle on each sequence).
The handle at the right Psema to vind a rather powerful ‘steel clock spring which
drives mmgkﬁ?’m vhich the letters of the imner circle are mounted,
In Fig. 25 can be seen something of the inner mechanism. The large vheel at the
right has segments which are open or closed, depending upon ths "setting" or key. -
This vheel controls the angular displacement or "stepping" of the circular rota-
ting platfornjupon-viivh tn-1SEWre of the-ciphor-sequenve 576 moulited, The
initial Juxtaposition of the inner or moveable alphabet against the outer or fixed
one as wvell as the composition of these alphabets,is governed by some key or other
prearrangement. The cipher equivalents must De recorded by hand. After each en~
cipherment, the button you saw in the center of the pansl in (the precsding) Fig.
2ly 18 pushed down, the inner vheel is advanced 1, 2, 3, & . . . steps, depending
on the key, and the next letter is enciphered, etc. The pictures I've shown you
apply to the latest model of the Kryha; as regards the first model, which came on
the market sometime in the 1520's, a German mathematician produced an impressive
brochure showing how many different psrmutations and carmbinations the machine
afforded. Here's a picture of a couple of peges of his dessertation (Fig. 26)
but even in those days professional cryptanalysts were not too imprsssed by cale-
culations of this sort. With modern electronic computers such calculations have
become of even less ;ignificance.

ILet us now proceed vith some more complex and more secure machines. In this
next slide (Fig. 27) you see a machine vhich represents a rather marked improvement
by e Swedish cryptographic fiym upon the ones shown thus |ra.r. It 1s :n;schanico-
electrical machine designated as Cryptographe B-21°. Here for the first time you
gsee a cryptographic machine provided with a keyboard simlilax to that on an oxdinary
typewriter, Depressing a key on this keyboard causes a lamp to light under cne of
the letters on the indicating bank above the keyboard. At the top of this machine
can be seen four wheels in front of two rear wheels. The four front vheels are
the rotating elements vhich drive the two rear vheels; the latter are electrical
commutators that serve as commection-changers to change the circuits between the
keys of the keyboard and the lamps of the indicating board. There isn't time to

=
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discuas 1n detail the intermal werks which contrel the rotating elememts

and ciphering wheels, ¢f which you(ll ses & glimpse later, but I mst show

you the next step in the improvemsnt of such apperatus, whick made it possible

to eliminate the really tedious job of recording, by hand on paper, the results
" of oporation. This was done by means of associating a tyggeriter with the

T 2% orypto-component., Here is a ploture (Fig. 28) which ghows the assémbly =
the B=21 comneoted to a Remingtom electric typewriter, modified to De actuated
by impulses from the crypto~machine. Of courdse, it was matural that the
next step would be to meke the recording mechanimm an integral pert of the orypto-
{. ..~ ; machines This you can see in the next picture (Fige 29-A), in which the four

rotating members referred to in connsction with Fige 27 and which contrel the

two commutators also mentioned in comeotion with wiSk thet figure are seen. The
slide-bar mechanism in Fige 29-B, &t the right, is oalled the "cage" or "Barrel,"
and controla the displacements of the printing wheel, oausing the proper letter _
to be printed upon the mgving tape seen at the fremt of the mohino;

Now we come to some very important new types of electrioc cipher machinas
first concelvad and developed in Europe, but very soen thoreufter, and Mly
indepan;ioxxbly, also in the U, S. In tho crypto-component of these machines,
the eloctrical paths between the olomemts representing the plain-text sharacters
end those reprosenting their cipher equivalemts are constantly varied by multiple
connection-changers within the ocrypto-compoment, In sarly Ruropean models of

this type of machine the connectiom~-changers consisted of:}ram upen which -
insulated wircs wers mounted to comnect in an arbitrary mamner a series of con-
tacts on che side of the frams to a similar mumber of oontacts onr the other
side of the framoe. This framo was slid between two fixod contact-bearing members,
ons on emch sido of the frame, By sliding the frame beitween the two fixed mem-
bors, the peths belleen the opposite contacts on the latter could be varied se
a whole set with a single movement of the sliding frame:. A ocenmeotion~changer
F‘ﬂ\ va-A  of this sort is shown in schematio form in Fige 30-A, where the sliding member
10, slides botweon fixed members 1l and 12, thus changing the electrionl peths
botwoen the koyboard and the printing mechamimm, The connectisn~changer 10 is
moved to the left or rikht 1,2,3, «ee positions, as determined by a cam mechw
anism, We won't go into this type of machine anmy further because it wasn't long
before inventors saw the advantages of using,instead of slidable comnection-
changors, mechenlsms performing a similar funstion but of a rotmtable naturs

'
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which we now oall "eleotric rotors,” and whioh rotats, usually step-by-step,
between ciroular, fixed, contast-bearing meumbers callod “"shators." Rotors
and stators of this type areshowmn in schematio form in Fig.50-B, there being .
a Yeft~-hand stator labeled 1, three rotors labelled 2, 2b, 2¢, and a right—kd
hand stator labeled 5, The connections leading away from stator 1 tomard the
left go to the keys of the koyboards those leading away fram roter 3 toward the -
right go to the magnets of the printer. About these elements we shall explein
some dotails presently.

In Europe, the first machine using rotors and stators was that developed
by & Germen fim,' the Cipher-machine Cony/}ely of Berlin, and was appropristely
named the ENIGMA, Here's a picture of M, Fige 30«C, in which you see a key-
board, & set of eight rotors juxtaposed in line, or, as ws now gensrally sy,
"juxtapo;od in cascade," and & printers This machine wes apparently too com-
plicated for practical usags and wus superseded by a second model, which akso
printsd and was also unsuccesafuls Ono of the difficulties with these two
models wes that a multiple switch with many contacts to be mads simmltaneocusly
was required in order to establish an operative encipher-deciphor relationship,
80 that if in enciphering the letter Dp, for example, and the corresponding
key on the keyboard is depressed, a oipher letter, say F., is printed, then on
deciphoring the letter F, ,and tho corresponding key on the typewriter is de-
presssd, the plain-text lobtter 8, will be printed. In this machine this could
only be done by making the current for decipherment traverse exactly the same
path through the rotors and stators that it had traversed in encipherment. This
wes the function of the multiple switch shown schematioally in Fig, 50-D, in
which a machine with only six characters (A to F) is depicted, In the left-hand
oircpit diagram, D, is being enciphered and produces F, ; in the right<hand
oiroult diagram F. produces Dy « But the switching nachanisms 4 and 4! in Mig.
30-D make things a bit complicated becauss they are within ome switching mem-
bor that operates in one of two positions, one for encipherment, the other for
decipherment, and many contacts must be established in ome fell swoop so to apeak,
I wontt go into further detalls as to itz constyruction because a clowver invemtor
of that German firm came up with & new idea which greatly simplified matters,
net only in rogard to the cryptoecomponent but also in regerd te the indicq:ng
mochanism, We may quickly explain how the matter of sitwmiunsting simplifying
the indicating mechanism was accomplished, namely, by eliminating the printer
altogethor and replsoing it with a simple bank of flashlight type lamps, We'll



o 3 A
fig o)
L

(,uc' 2)-3

e

REF ID:A62837

skip the thjprd model of the ENIGMA, whieh was amly a slightly ei:;:plir version
of the fourth wodel, which iz shown in Fig, $leA. This one cemprised & keye
board, & bank of indicating lamps, and a set of rotors and stators, but no
printer,

In Fige 31-A is seen the machine with its cover-plate down. At the frout
15 the keyboard; above it, the indicator boerd, consisting of 28 lamps benesath
glass disks upon which lettars}hwa been inscribeds Above the indicator bdoard
are seen four oval apertures with oovers, through which letters can be seen,
To the right of each aperture can be ssen the peripheries of four mota) scalloped

" whools, the first being unmarked but the mext three being labeled 1. A switch

lever scen at the right can be aet to encipher, decipher, or neutrsl positions.-
In Fige S1«B 1s seen the machine with the covar~plate removed, exposing the
internal orypto-compeonent. IThree rotors, labeled 4 in this figure, are seen,
and affixed to them are the scalloped metel rings, which are not laheled. A
fourth soalloped ring, labeled 11 in Fige 51-B, is affixed to ansther rotore
like member labeled 8 in that figure. This member looks like an ordinary rotor
in thilr picture but is really s stator of special comstruction to be described
presently. Perhaps 1.1: would be useful &t this point to show you vhat &n ZNIGMA
rotor looks like and this oan be seen in“®ig. 31-C. In each of these roters
there is a cirolo of 28 equallyespaced contact pins on ome fuce of the rotor
(Fige 31=C-1) and a circle of 26 egually-spaced coantact surfaces om the other
face (Fig. 31-C-II)e Insulated wires comnect the contact pins on ons face to
tho comtaoct surfaces on the other face, these connestions being meads in an -
bitrary, systematic, or unsysktematiec mammer, depending on certain cirsumstances
into which we need not goe Vhem the rotors are juxtepssed as seen in Figs 3leCw
I1I, the contact pins en ome robtor are brought againss the contact surfeces on
the adjacent rotoer, so that an electrio ocurrent will traversge all thres roters
vie a certain path. The large scalleped rings are for iatﬁng the roters in
aligmnent manually when they ars juxtapesed and rotated to form s portien of
the key~setting (see E*Ze¢R in Figs 51~C«III)s Tho toothed aniftl ring soen in
Fige 3l-CaI 13 usochhd with a cam mechanism s0 ﬂn‘:}a‘rotorg;in be advanced
ane step -when the prqmin; row:lgu made u ntficiﬂtt mmber of steps te por-

xbbgmobfvu "b Nefer W,
nit & oan to fall i.n:to t. notoh, in the ringy” Sonatineu s complete revolution

will bo nocessary bofore this happens, dependizg upon the initial key-setéing.

The Pfirst rotor immediately to the left of the stator at the extrems right in
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Fige 31-B, howevey, tlhyn mmkes oms stop with each deprezsion of the key
on the keyboard. The adwanes of the rotors iz similar to that of the wheels
of & counter like that of the odometer on your autmmobile.

We oome now to the matter of simplifying the corypto-ommponent of the
ENIGMA shown in Fige 31-B to oliminate the multiple switching mschanism shomn
in Fig.50-8, without much loss in seourity (or so it would seem, at least)s
Lot us see how this simplification was mcoomplished in the ENIGMA, by showing
Fige i—n. in comnectian with the first ENIGMA model, For this purpose I show
you now Fig, 31-D, in which the encipheredecipher circuitry is clearly seem in
s machine having, for illustrative purposes, only three rotors, labeled 1,2,3,
rotatable bebween two staters, the ons on the left laboled 4, that on the right
labeled 6. Stator i is fixed or non=rotatable in this modol, and it has 26
obntacts on its loft face, only two of which are shown., These contacts are
connooted fixedly to the keys of the keyboard and to the lamps of the lawmp-
board. Stator gis rotatable, bui' only memslly, and it has 26 comtact surfaces
on its right face, only two of which are shown. But in this statoriihe 28 con-
taot surfaces arc inmter~esonnocted in pairs by 18 insulated wires passing through
the wmember., Thua, a current entering one of the 26 contact surfaces on the

4
right n:i) goea through ﬂm stator and returns to one of the remmining 25 cone

tact au;Kc;s; I-‘or th:l.a roason it is called a "reflector," and gerves to

return & current thet has come from cne of the 26 contacts on tho fixed stator =
at the extrems right, then thraugh the rotors and into the reflector via one
path, returng through the roters snd back into the mtorsviu s different path,
emerging et one of the £5 other contaocts on tho left face of the stator at the
extrome right. This circultry assures that in a perticular setting of the
machine, if YP= . » for oxample, then ZP:' Y. , that 1s, the cipher 1s resiproocal
in nature., It also has as a consequence thet uno letter cen be enciphered by
itsclf, that is, Y‘,, for example, cannot be represented by Y. , no matter what
the setting of the orypto~compoment is and this ia true of all the othor letters

of the alphabot with regard to the ENIGMA.

If you like you mey traco the path traversed by the current in Fig.SleD
in enoipherment and deocipherment, where ZP-*- Y. end 1’32-’ zh, but 2 p cxnnot be

represented by Z., nor oan Y, be represented by Y. « 1 y.ye already told you

briefly about how the rotors are adwmnoed. In tho ENIGHA shown, the tolal
mmber of encipherments that oan bo made before the key-setting of the machine
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retwns to Ats origimel sedting, as seen through the windows I referred to
a fow moments age vhen showing you the first plcture of the fourth model
ENIGA, 18 u,solé?;uﬁ 26°, and nok 26>, for teshnicel reasans I won't go
into now.
-./ Power for the olectrical circuits is provided by small dry cslls in the
’ '“unh:lnel. This model enjoyed & fair degree of finencial sucoess, but when

. Xii.tler |cane into power further promotion and sulies of the ENIGMA were prehibited,
‘ 'Sutﬂoe it to say that it bocu? 1':1_1? basis for machines used by the Geramn
Armek Forces in World Waxr Il.

In the United States, in about the year 1910, s Califaornia invemter named
Edward B. Hebern (Pig. 3%) ‘b;sgan to develop oipher machines but he was merely
,;I ' '!:uve@ing alomg roads that had thus far lsd other inventors nowhere; Im about

the year 1918 he st:;‘:ok ocut along a new path in Americas¢ I don*t kmow whether
+ he indspendently canceived ;t:he idea of s machine using am slectric rotemwmsr
' had, in his research come acrosz patents dovering very recently invented Pur~
opeampelectrioal cipher uohino_s. At any rate, Hebern's first applioation
for a patent covering a rotor machine which he onlled an "electrie code,™ was
filed on March 31, 1921, and a petent was issued on 30 September 1924, Here
15.}' 33-A ia & plctwure (Fig. 5;:)“ which shows the machine that he himself told me once
- many years ago he'd bullt for the Xu Klux Xlan. You will note that the orypto-
component had but one rotor, and like the sarly models of the ENIGMA it was
assot;inted with a printing mechenism, s typewriter operated elsctriocally.
Hebernts cipher system was slso sipiler in nature with that of the first two
TNIGLA models —- & full reversing switch was essential sineo the eleatric our~
rent had to traverse exmctly the same path in decipherment az it had in eneiphe
ormont, I don't think that he ever conceived the idea of using a reflector;
perhops he was too late, At any rate, he never incorporated that ides in any
of his machines, Moreover, I don't think he had any idea az to the oryptologic
- advantages and disadvantages of s orypto-conpgant using a "singlo traverse” or
"straight through® system of roters,as ocmpared ¥ with ono using a "double-
traverse” or "twice-through® yystem of rotors with a reflectore But we won't
go into that here, for it!'s a protiy involved piece of business.
But Hebern's rotors had a virtuo not possesssd by those of the ENIGMA
wachines, and mot incorporated in the rotors of the latber, namely, the ‘l’l.;'ingl
of the rotors could readily be changed by the user of the leberm machine, a

';;‘._ ~ =, Fu » 33 'B
g 22 © foature of great impertance in oryptu—soourit;‘rj. ,\noborn interested sur Havy
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. I-hebon meda (le. 33-&),
- in his waehins onl as a result of conorcncon with Iuvy orypbonalyste he

ilt the G~rolor modol vhich is scom is Fige 34« Anothuy vory inportant

L ¥
B

coeuridy foature I have thus far failed to momtion ao regards the Tchorn
retore wee thet thoy could be indertod dn a Mriphtesidc up" or im an "upsidoe
dorn® nosition iu tho mackino, vhich could mot bo domo with tho TUICIA rotorse

'r’ha .'xvy lilcd ¢ Serotor 'acc_cl, sron u'mu,“h it woo not o yrintizg mohine.

chasing a Father muber of them later. Iiewbememt Steubel, thaChief of
ol o et Vi ~fdmeard
the Navy's Code and Signal Section of the Office of Raval Coum:lcations& asked
v me to study the machine for its cryptosecurity. Navy had but two machines, neither

of vhich could bde made availedble, s¢ I induced the Chief Signal Officer %o buy a
couple of them for Army study. The oxder was placed on 7 October 192h. The rotor
wirings of the Army's machines were altogether different from those of the Ravy,
a fact vhich I discovered simply by asking Strubel t¢ encipher a few letters on
his machine, using settings I specified. After some study I reported that in
my opinicn the security of the machine was not as great as Navy thought. The

. result wag a challenge, vhich I accepted. Navy gave me ten messages put up on
itz machine and I was suecessm in solving them. There isn't time to go into
the methods used, dut 1! you are interested you can find them described in my

) v brochure -entitled Awﬁaw o%a. woanaco -Dplicall c):gﬁ,ﬁ'ng\sfaa, )Ft-.‘l'(‘%éz ?-t'.ﬂ{/_\ }3.5"?.

— p T ——
tof - Tf Hebern built several more modelsa for NHavy and these had printing mechanisms asso-

|4’r°'

néd eiated with them, dbut Navy dropped megotiatioms with Hebern whem it became obvious

that he was not competent to dbuild vhat Navy wanted and needed. Navy then estabe
lished its own cryptographic research andi development unit at what is now knowm
as the Naval Weapons Plant in Waghington. Army developed at the Signal Corps
Laboratories at Fort Mamocuth a machine known as Converter M-].3h_, and here's a
357 slide (Fig. 35) showing vhat 1t locked like. Army and Navy went eeparate ways
in such work for a number of years but fimally, inm 1938 or 1939, close collabora-
ting brought as a result an excellent mehine vhich was developed and produced in
/  quantity by the Telatype Corporation in Chicago: This machine was aistriputea
and used very successfully by all our Armed Forced from 1940 to the end of World
P &étaw*_ﬁar l%‘" wart Ntwa Mowesaclatuns, )»ﬁ“

War II and for some years thercafter. Wang
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deaignated as the ECM Mark II, ECM standing for "electric cipber machins;" in the Army it

vas designated &s the SIGABA, in accordance with a nomenclature in which items of Signael
Wm

ceryacrypugrarhieuwnnt given short titlss with the initial trigragh SIG.

: The ECM-SIGABA is & rather large machine requiring & considerable smownt of electric
-}Wl
yover and much tochesvy to be carrisd shout by & signal cperstor performing field service.

It vas safeguarded with extrems care and wunder strictest security regulatiens during the

.

I e ey o

‘ mhmiodofmm_uomtim mo‘r’wm.tumemi even o sse the

Z ‘IL»_\. IR %, uie Yase G ‘A’»‘f"i'}"““‘a C‘M‘ék “TL =

mechine, ht -Jm bave it. , In order to facilisate Meryeemmzeatim between U. 5.

- -.._.—-._.._-

weals
andmulhfmeﬂumybemmthut,bymotmmm

#Ih—fﬁ" Qh‘h‘}‘b(f;i(“‘-g‘

could be exchanged in ctphnrﬁg:&amtuh units,

worked satisfectorily smd securely.  *

%MW LA mﬁw

\ ,Ceru:l.n imrovements in the method of usage andAom comyonents s to be assoclated

1 ¢ ]
\wit-h the ECM-SIGABA for automatic decipherment by perforated tapes, were introduced during

) \the var-time employment of these machines, But the SIGABA-FECM as orginally developed and

v~ mroducad became obsolete some years after the close of hostilities xho-e newex}\ma.chines develop-

ed by NSA eryptologists and engineers. replaced them, but not because there were ever any
indications that messages enciphered on the machine had been deciphered by the epemy. As &

-~

matter of historical fact it may be stated that all enemy efforts to solve!such messages

. 7 f B {

rwe:.-e fruilless, and it is also & fact that no machines were ever captured by the enemy; nor were
there evar any auspicw;ﬁ that & machine had been exposed to eneny inspection at any time,
Once and only once were there any apprebensions in this regard, wvhen, through a careless

+ disregard of spacific instructions, a truck and an attached traller, in which this machine -

and associated material ware housed, were stolen during the night when perkest in front of the
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headquarters of the 28th Division during the Battle of the Bulge., A great search was 3 gk

qn

Al Fay - ’ !
‘..).:ur?r"v*u-; bl taite s %

i instituted during the course uf vhich @ river was &lverted, andlthe tratler, vith all its

- I . I Na Pt
I ) % “_m.«ig\?\aw@w, Wy s-)cu,,n&; A ﬁaﬂl (560w YOk g,
contents intact, was found resting on the former bed of the diverted atrem.A The episode
Wikl Poncus towes TAsPaes, B'L'?"‘Jf"'w M‘E‘k Lovery © W INGamae Vr; Q\AAM? WRERL Az by et N

~ra*

tormiusted in court-martial mceegius&;:andj $here were no'. further insidents of this sort.
Iet me add that such apprehensions as were entertained at the time of this temporary loss
of custody of the machine were based not upon the possidility that its usefulness was at
an end dut upon the fear that the Germans would maks "Chinese coples” of it and thus dbe in
a position to twn our very valuable weapon against us.
About five years before the SIGABA was put into service the Army's need for a
small cipher machine for field use beesse: obvious. The striy cirpher system was not suiteble

'%;kétt J’b&g{;gcu\ -:: ¢“i;"f wski AN M M:‘w

for this purpose, nor was the Arwf-,\f@aaemlmhme, Convertef M134, sulteble, for

v reasona alveady m:dicated in conmection with the SIGABA. The sum of $2,000 was
allotted by the Army to the Chief Signal Officer for the development of a ¢ipher machine
small enough to be suitable for field usege but also affording adequate security. The
funds vere naturally turnsd over to the Signal Corps Leborataries at Fort Mommouth ,
New Jemy’fer this development. The military director of the laboratories, spwrning all
oferred technical guidance or assistance from the Signal Intelligence Service and
deciding that his staff had mffieient know-how without outside assistance, developed a
machine which required no elsctricity, being all-mechanical. On its completion the model
was sent to the Signal Intelligenmce Service for & cryptosecurity test. Two short messages
were enciphered by the Chief of the SIS)using settings of his own selection. He then
handedthemeaugeumdthemdélovertomutecmmdjrect;mdlturnedthmwer
to two of my assistants. ‘I‘hareus:mforturningomthemdalwiththemangesusmt
it mast be assumed that under field conditions machines will be captured. One of the
two test messages wes solved in about 20 mimuates; the other took longer « 35 mimates. This
test brought an igorminious end to the SCL development, brought about by the failure on the

>
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’ <\L§,en.§o jﬁﬂr«umnmngonegmuasunnomu»so that cryptographic invention

mist be guided by technically qualified cryptanalytic peveomnel. Unfortunstely, all
_«uo avallabls DEE_ Egg@mﬁ_ this wnsucceasful u.gﬂ_mnm nﬂudﬂguﬁ.

auﬁ-wnganggﬁggabnﬁgwggﬁ.m. It vas about

ﬁua&igoﬁﬁ%%&%u&fﬂgﬂoﬂnggﬁé :
- ﬁﬂﬂﬁq&u.ﬂa&}oﬂ»ﬁ%»ums%rﬁgrﬁuucﬂgsﬁnsa.ﬁoa

Rf&&_mgon&oﬁﬂ.&.?m.\gmau%gpﬁaowﬁu-@uﬁug. _

gﬁeﬂﬁﬁaﬁfx?ﬁ?ﬁnﬁﬁ&m&?gHgﬁﬁgﬁ,
- uouﬁnaaunﬂog »rﬁgg«.wuiﬁgﬁg cryptosscurity vas

\ : “nfy ety waede)- - _ “

v thearetieally guite good, it hed & low degree of cryptosecurity if g@T«mm -
- ; f . v?.?. a\%gﬂf {r:akm_‘?ﬁug m.nb\.trg.h.__._.ﬂrﬁuuw.? n,.....r .Tt((-nl Rph .ﬂ\nmh.r_b”\(.s - ) \n?m%alhw\m f(f&fw‘m \..._,
@mﬂﬁuﬁnﬂ. uﬁnﬂ.ﬁnmﬁuﬁw taught me jthat improper % Be expected to ocowr v
i+ LGung n mmm.. %uné .,? .m.ntﬁmn st Wiy, w3aR0 L ctnmad, vm\.a?i.b.P 5wl f%?\.mw\fgb% ot Garnibos/

N Lt 39 angR TR BELAN- . " .
>ﬂnﬂw§ suPticient frequency to Jeoperdize the security oaﬁmm.mnnnmnuﬁmgn%ug by the-

- . n.r?aﬁ\r\ . Thaw e a..@a.nr&&. Ae. ,\Fhmtvm n\?lﬁahhm r?ﬂ Ge pracowsticds
 [seme \Getting of the) machine] whether correctly emciphered or not. [¥his wes because
m.r}ssv .._ﬂfﬂ. \wagfm.c{ ) m... Oy OV ?é?&g \....h@.vtk.qﬂﬂ.insﬂna.ﬁ AR ooa .n..mh)...n;ﬁ Yl ‘@P., ?..J?@amf‘..w
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, Wrw%_mn,«wpﬁu Woﬁ%oﬁﬁ%\ws Vhab 1a termed the g&mﬁpﬁﬁhﬁﬂ%ﬁvm -ﬁu,w jpcees
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solution of those messages 13 & relativeky simple matter.  Such solution permits Secwr-fo/

- L AN e rﬁﬂfwﬂ} &

N , _ i
Pecovery of the settings of the keying elements 6o that the whole stream cenbe  O-in.

. N ) X N..Mm.%.»wuﬂw “_ P,..\

H&S&Bnﬁ&gSpﬁﬁg-aﬁougggoaﬁgan%%..E“,.L h,,”

5
vy £

_ . ] 162 powme, \T«?. P rer ._,*.%sh\uwwﬂﬂ
. key settings, tius making & whole day's traffic readable by the enemy, I eannot go s.. -~
. ) ) ' ) vuo.f.rah:\uw«n..,..i
~ . - P ' \wr.‘ Mf # > _.m
 nto detalls in this regard in this lecture. I tried to assure the CS0 thet my ind '3
2iachien A et E ¢ e Forr ) L by c.\r;vr{“w N
AR )v A% SRV IR RURER .

_Opinion vas not motivated by"the NI factor” bub vas ohu...pwmn by my military ,m@m.h,mmw
) : . W ce
superiors, and properly 50, because neither the SIS nor the SCL had developed anything
- .suaew:q«ﬁugﬁi Hagelin machine, or even as good, with all its mechanical
. .awwwonogon and cryptogrephic wealnesses teken into consideratiom. - bnomu.«uu.ﬁ.- though

| - ' scmewhat reluctantly, the, well-considered divective of the CS0, the SIS pointed out

vhere improvements could be made and the desired modifications were incorporated in the
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machine, which became known as Converter M-209. Over 100,000 ¢f them were manufactured
in 1942.1944 by the Smith-Corona Typewriter Company, st Groton, New York. Bere's &
slide (Fig, %@wmm, vhich was extensively used by all cur Armed

Forces during World War IT, and here's another (Pig.3&-C)showing its internal
mechanism, It turned cut that wnder field conditions the fears upcn which I had based
uy perscual rejection of the Hagelin machine proved to be fully justified - @ great deal
of traffie in it was solved by the Germsns, Italians, and Japaness. IfImeh:/?ined

or suffered any remorse when I learned about the ensmy succesaful attacks on M.209

traffie, mumnngammtedbywoen;:ormruhdmewtomm
Ms«ﬁﬁ attduda
up something better than the M.209 despite the of the military

director of the SCL.

With the introduction of printing telegrayh or telsprinting machines for eleetrical
communications the need became yressing for a reliable and practical oryptographic
mechanism 10 be assoclated or integrated with such machines. The first apparatus of
this sort in the U. S., shown in this photo (Pig. 37), was that developed by the

Tele m‘:\u
mnericanA Telephone Co., in 1918, as & more or less aimple but ingenicus modification
of its ordinary printing telegraph. ERirst,.a:few explsmatory words about the basic

Yos.
rinciples of modern teleprinterxmay de nseful. This principle employs what is called

A
ths "Baudot Code", that is, & system in which permptations of two different elements
mmmMﬁmeﬂwmmmtemmrsortnijmet. Curicusly
" " W

enough, Francis Becon was the first to employ such a "code m!rckinthem]y

17th Century, and I shiowed you the ome he used, in Iacture No. 2. (see Fig. 25, p. 42,
of NSA Techmical Jowrnal, Vol. V, No. 2, April 1960)., These two elements in Bacom's
"code" were a's and b's; he used but 24 of the 32 yermrtations avallable (27x32). For
electrical commmications the two elsments may de yositive and negative currents of

electricity, or the presence and sbsence of cuwrrent, the latter system being often

wondasmadodrnn-Solng
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referrdd t0 as being composed of "marking" end "specing" elements, respectively.
Bere is a slids (Fig. 38) which depdets the Baudot or "S.unit code” in the form of

a paper tape in vhich there are holes in certain yositions teansversely to the langth
of the taps. The holes are produced by s perforating mechanism: the small holes
gﬁggoﬂgﬁfﬂdu@rﬂoﬁggaéggﬁﬁ»nnnﬁan-m.
step by step. You will note that there are five levels on which the parforaticus
aypear. The letter A, for example, »-ﬂﬁog&dwp_%ﬁou,gouwwog
and 2nd levels, the 3vd, ith and 5th levels vewaining wnperforsted; the letter I is re-

resexted by holes in positions 2 and 3, no boles on the other three levels, etec. The

waea”’

) English alyhabet was 26 of the 32 permutetions; the remaining 6 permutations

v

are used to represent ths so-called "stunt chmyasters,” which I will nov explain,. The
third and fourth characters from the right-hand end of the tape are two psrmmutations

1abeled "letters” end figures,” respectively. These are equivalent to the "ghift® and

"wnshift” keys on & typewriteér keyboard, for "lower" and "upper” case. When the

"latters” key is dexwessed, the characters printed are the 26 letters of the alyhabet
(a1l capitel latters); vhen the Yfigures” key is depressed the characters represented
EES«ERESQS»&NM&E\EB&:&E:E».%.&. The
Bﬁ.gﬁ.ﬂa%pﬁgaugggﬂnﬂgﬁﬂﬁﬂsg
characters and represent "line feed", “space,” and "sarrisge 33%\.. and they
\

ﬁﬁgoggﬁpfg?e»nggggngpfﬂ “ling
fo0d” causes the yaper en vhich the message 1s m-inted to advance to the mext line;
"space" does exactly what dspressing the apece bar on & typewriter does, ete; When
fThere are no holes anyvhere across the teps, the character is called & "blank” or
"3d1ing" character - nothing happens; the printer does mo printing, nor is there any

"stunt" fuctioning by the printer, but the tape merely advances.
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o
| telegraph ¢ipher machine, or, to xnt the printing telegraph cipher machine the

American Telsphone and Telegrayh Company was fortumate in hnving at its dispoul
23gpar L4, (\"» 39}

B"\ tha servicas of a commmications engiveer named Gilbert 8. Veram vho sonceived

ok o e et el o G b Ko ol bk

a.brinim};rinciple, That-prineipls twrned out to be s0 useful and valumble wslo

w Me VS, 8ol ”’“"’“"“’A‘““S‘Q} "\/WWW“&
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and spacing elements of a S-unit code group were canbimdonebyan\;viththon
of snother Seunit code group, vhich would serve as a kaying group, and the
resultant Se-unit group transmitted over & circuit add ecmbindd at the receiver with
\/’ the smmmnwmwmmwm:ﬁmﬁm
wgﬂm;‘%wﬁ\%w

resaltant would be the original character., Verm
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v»%xm in ths U, 8, Patent Ofﬁce on 13 September 1918, and Patent Ho. 1,310,719
\‘M}

was g'rurted on,ths invention entitled a "Secret Signaling System,” en~2Ra-Juiyr-3919°

G The following more detailed description of Vernam's patent on the foregoing
c¢ipher system is extracted frem a paper written by one of the A, T, & T Company's
engineers who wns associated with Mr, Vernam at the time the invention was

coneeived and vho a fov years after retiroment from that compenmy, became one of
'KBA'II consultants:

This patent describes an "on-line™ system, emch cheracter

being enciphered, immediastely transmitted, and in turn deeigphered

without delay at the receiving terminal, Thus, charscterz of a

nmesgage in perforated tape form are axtomatically combined with

othexr or key characters, "rreferadly selected ab random,” also

in perforated.taps form, and used only once to moduce & third

group of characters which are transmitted over the cirecwit, At

the recelver an i1dentical group ¢f key characters is used to

provide signals for combination with the arriving signals, character

by charaater, to produce the original message. The combining rule
e -;,,Erar these cperatioms dig in the patent vas one in which 1like B
v cods elements prodwjed * a:n.dmlilwelemntl "marks", as . 1%
e e . showh Delow, - L LS Lo e
e \\
20 - In thiés system which uses only two different symbols or elements ,.the so-called
toe— - —-— - "binary code," the combini e is its own inverse. N
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Message character
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Cipher Character

Key

Deciphered Character

++ 1 + 4
+1 41 +
| I N I I |

1+ 4
1+ o+

It was, however, recognized that the opposite rule would work
equally well, two like elements when combined giving a mark and
two dissimilar elements a spece, thus:

Méssage Character

+t o= -
Key + ==+ +
Cipher Character et .-
Key + - -+ +
Deciphered Character t+ ==

Other patent applications filed and later granted described
the corresponding - "off-line" - method, where the encipherment
is recorded in punched tape form for later transmlssion, but a
single one-time random key-tape is used; the simultaneous use of
- — of two endless key tapes, as described below; a scheme for eliminating £ T

. - - "stunt" tYiibindtions -~ "bells", "LliM8<#hift" and the like - and - FEa ks
3 7 5@ mamr of,her :I-ﬁea.s and devices in this field, = =" _— ?ﬂ*ﬂ‘ﬂr
¥ i" ¥ s . t d ' ; . E et l
. :g*.‘____::;;b] ) . N e . o I X " oo » 3‘:’;——‘- .-j
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——dam 2 v A -t - e PR PR

H’ere is an exbraot from & paper by Vernam himself,

-~ -]
-

which in simple language explains

how his inventlion worked in-a system developed during World War I for use of the

Signal Corps, U. S. Arnw‘gg/
CIPHER MACHINE - METHOD OF OPERATION

The messages are first punched in a paper tape by means of the keyboard
perforator {Fig. 37 of this lecture}. . . .

The cipher "key" may take the form of another tape of similar form having
characters punched in it at random and with every tenth character numbered, so
that the tape may be set to any designated starting position. The key tapes are
prepared in advance, the original key being perforated by hand, as by working
the keyboard at random, additlional coples being made automatically by the machine.

The message tape 1s passed through a unit known as a transmitter, where
the holes in the tape serve to control the positions of five contact
levers, each of vwhich makes contact with eiither of two bus bars. The key tape
controls the contacts of a second tape transmitter. The contacts of the two
transmitters are connected to a set of five magnets or relays as shown in Figure
9 [Fig. 40 in this lecture]. Each magnet wlll be energized if the correspondingly
nunbered contacts of the two.transmitters are against opposite bus bars, but
not if they are making contact with similar bus bars. In the diggram, contacts
1 and 2 of the messgge transmitter, are against the left or positive bus bar,
this setting representing the letter "A". Contacts 1, 4 and 5 of the key
transmitter are against the positive bus bar; representing the letter "B" in the
printer code. This will energize megnets 2, 4 and 5, vhich combination
represents the letter "G".

ﬁa.‘h

All of the possible conmbinations resulting from various characters in the
two tapes might be shown in a cipher square which would have 32 characters on
a slde instead of 26 (a.s in the case of the ordinary Vigenére Squa.re].

The characters of the cipher messages, formed in this way, mgy be recorded
as perforations in a third tape. For this purpose a "machine perforator" is used.
This device 1s simllar in many respects to a keyboard perforator and ls shown in

Sér./ Figure 10 pg‘ig, ¥ in this lecture). The tape, from a reel on the top of the
machine, passes through the punch block at the front left cornmer or the machine.
Here it passes under a dle plate and over a group of siz punches, vhich may be
forced up through the tape by the action of an electromagnetic hammer. Five
of these punches are too short to be acted on directly by the hammer and are
pushed through the tape only when an individual “selecting finger" is interposed
between the punch and hammer. The five selecting fingers are actuated by five
magnets which may, be controlled by the relays shown in Figure 9 [ho} A
ratchet~operated E'ba.r-wheel feeds the tape forward after each character has been
punched.

%?Verna.m, Gilbert Se "Cipher Printing Telegraph Systems for Secret Wire and
Radio Telegraph Communications," a paper presented at the Midwinter Convention
of the A. I. E. E., New York City, 8 = 11 February 1926.

. .




Massage charaster
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Cipber Charsoier

Key
Decipybared Charecter

L I TSPy
+ a o+ $
h+-=+
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It vas, however, recognized that the opposite rule would work
squally well, tvwo like slsments when combined giving & mark and

two dissimilar elsments & syece, tims:
Massaga Charscter
&n’mm
g&mm

++*tweo-
L P
*eoetoem
+ e+ +
Y+t oew

Other patent ayplications filed and later grawted descrided
the corresponding « "off-1im" - method, where the enciyherment
is recorded in punched tape form for later transudssion; but o

single me-ting random dey-tape is used; the similtaneves use of

how his invention worked systen developed during World War I for use 'of the

Signal Corps, U. 8. Avigyi¢7

}

CIPHER MACHINE - METSOD OF OPERATYON

The messages ave £irst punched in & paper tape
perforstor (Fig., 37 of this lectwe]. . . .
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by l;iiha & ihc keyboard

The eipher "key" may take the form of another tape of similar form having
characters punched in it at random and with every tenth charadter mmbered, so
that the tape may be set to any designated starting position. The key tapes are
prepared in advence, the origiml key being perforated by hand, as by working
the kayboard at rendom, additional copies being mede auvtomatically by the machine.

The message tape 1s passed through a it known as a transmitter, vhere
the holea in the tape mexve to control the positions of five comtact
zm,qnehdmmuommtﬂdeMtwmm. The key tape

controls the contacts of & second taps transmitter.

1 and 2 of the messgge transmittesr, are
' yopresenting the latter "A",

this setting
transmitter are against the positive bux bar, represen
; printer code. This will enepgize magnets 2, & am 5,

ropresents the letter "G".
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> % cilbort S, "Ciphor Printing Telograph Syob
“Redio Telograph Commmications," a paper progented
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repaating key may give sufficient
tapa 8 inches in dlameter
ipher about 18,000 words ¢
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medsage tape, This long, single key is not, strictly speaking, a purely saidcm
key throughout its length as $t 1s wede up of conbinstions of the two origingl
and coxparatively ahort key tapes. The chaructors in {3 key do not repeat |
in the saxw sequence at coupaiatively short regular inbexvils, howvaver, as would
be the case if only cne key tape loop were used. \

machine and $ts method of operation,
The foregiug double-key-tape system was placed into operation in 1918, e

mmmumwmwrmmmmmrmmqu

e el i a4 Vo

P I N | . A
aerving Weshington, New York, Hoboken and Forfolk, snd which sccowding to Parker

\
E«rmaabm/a "ccntinued in cperation for mARy mcaths, aven after the end\
of the varl’ In sadition, & Sigal Corps Compeny vas organized $0 8o to Burope with
Immmrumwmmwmm-mmmumwﬂe. This
Sigral Compety wis sbout ready to sall when the Ammistice wvas signed Noverber 11, 1918.:
Upon my return to Riverbank in April 1019, after being densdilized; T becme
mwmanamwcmmwmwbm;”
rwm,&emamm«,memxmmmme,mm
War Depertuent, regarding the cryptosscurity of the cipher printing telegrazh system
as used by the Signal Corps. The argumnt endsd by|mecting suscosstullyestt

23, L. F Menelowon AT4T Ca. W AL pugniars, Sae V.S, Pakets No, ) 356,546
“%WM;‘ gm 26 OXr 1020, —2 WF 7

1
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Mn challenge by the Signal Corps to prove Fabyan's contention.
AR\ AR B s s TAQFK:«.N ¢ Qetsle. \q\q,aul W%ﬁsﬁﬂ
Pﬂm the eipher tapes of about messages selected from one day's teiffic ¢
Q.. g Danzelier 119 fallgan pest o hopranns Yoo R4l Sugcl Offjaeen

—:hxﬂ:emta/\ wrote s monograyph on the solution, consieting of a basic yeper cf

4

21typemttenpages,mmm10flomu, m%Mdendmeotzspageamd

'
!
oo e
4

F

uMdmﬂdesum,aeomduchormelemammwmington m
WM

e TR Y Gy Y T R TS e o

B ok phition b B, rnterenplialind. . I ot Jo preve- B Koo wrmsThsts J 400
Asﬂ-tha pexforated cipher-message tape $o each of the efﬂ.cea naged above. In ordexr to
ouras
decipher these messages the Chief Signal Officer had to(;!:se hiskkey tapes, thus

LI S TR T I ‘,f'i

proving that not only had Riverbank sclved the system but had yecovered both key

) tapes which had bem empléyed in encipfiering the cliallenge messages, o that Riverbank
K was in a position to produce the plain text of any of the latter on request,if further

\ Iroof of solution was needed or aesuym solution was sccepted with mixed

ot D R K T L rommeze T T T S g ‘-4_ %z ﬂ 'W 28 Qﬂ Q -;&‘) .
feelings in Washington, especially on part er,\the Director Mlstary Intelligence 5

N y' W 8 \q‘« M Q
\ who,\%p Bigned a letter to the Chief Signal Mcwy\med by 'mm.ey)
Crn ertadened ,-ﬁé&e“,, Hea dofe \(}/
to the effect that the cipher system in questiom r— "abaolutely indecipherable,” -
M w ah M - ;‘\
Am the duty and courtesy ef-smidtaug a congratulatory letter to Colonel Fabyan, dated )

[}

24 March 1920, the final peragraph of whick is as follows:

= v Your vexry brilliant ascientific achievement reflects great oredit upon
you and your wvhole personnel. It would be impossible to exagperate in paying -
you and Riverbank the degerved tribute for this very scholerly accomplishment .

The paper by Mr, Parker (see footmote 21) closes with the following final

paraegreph:

Pexhaps same day Mr. Friedmen will tell of the part that he and the
Riverbank Iaborutories played in the cr¥yptamalytic phase of this development.,

Mr. Parker was not sware of the fact that vhat he suggested had not only been

~

done cnce buttvice. The first time wvas immediately after the solution, and copies of
the write-up mentioned on page 00 had been sent to Washington but they had met the
fate that often happens to documents of 1limited or special technical interest-~complete

disappearance in the volunimous files of bureaucreacy. The pecond time was soon after the

¥

32
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thet this wiitewup can be made availsble to those of you vho are interested in

REF ID:A62837

end of hogtilities of World War II, vhen it vas discovered that a certain cutfit

I won't name was using the double-~tape keying system for its teleprinter cammmications.
I yumsged through my own files and unsovered the handwritten manuseript of certain
parts of what I had uritten et the plose of the successful solution 47 that system
while at Riverbank., My second write-up 18 & clsssified docwment, dated 21 July 1948

4

™ ) /
the sub-title of which 13 "Can/crymolouc history vepeat itself?" It is possidble

.r/

P

resding 1t,1f proper eutharity grants permission.

Mr. Parker's paper (see footnmote 21 above) devotes & good deml of space;to the
contention that theom; reasan vhy the double«taps kéying method was aaopted: vas
that -the Signal Cerps and specifically its representative, Colcnel Maubome,.
"°W about the dirfie\n.ti".;s“b'h; m@m be exparienced in 'ﬁl:e prepanticn and
éimbuumammmmum, and semmed inclined to disapprove of the
propoved systam becsuse of these difficulties. Since the systems, vhen properly
used, seemed odviously to be one vhich gave absclute secrecy, a discussion aroge on
the value of the system and on methods which might be devised for the production
and ddstribution of long ane-time key tapes having charaet% arranged at random.”
Parker points out that the originnl mebhod of use contemplated the use of long tapes
of this natwre and that he and his sssociates felt that the prodlem of producing
and distriduting long tapes "whild presenting a chmllenge, wvas not ingeactical.” I am
glad to edmit that they were r»ight, becamd\;ﬁngw&mmnmmrm&b‘;;;d
tapes of this nature were produced by special machinery (in some ceses as meny as
tive coples being perforated and the sections mmbered antamatically in a single
opmyetion), Distridution of and accoumting for the tapes proved prastical, too, mﬂ.

aslde from sn occasional eryor involving the re-use of a once-used tepe, ebsolutely

secure interscammmication by yadio printing telegraphy was assured and vas u;ed betwveen

~
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and among large hesdquarters uhers the volume of traffic justified the use of this'™

equiptent. The peincipal advantage was the simplicity of erypto-opmticm-nq -' rators

""'I

to be set, no settup of rotors to be enciphered, no checking of encipherment by

decirhering the messege before tranmission, &te.

The A.T. & T. Conpany Priating Telegraph Cipher equim?}pmhueﬂ by the

Signal Corps vere withdyewn soon after Riverbank proved the douvbleskey<tape system
ingecure. The machines went into storage, when in due course most of them were
dismantled. mmxlmmnmatmmwlgeommaom?dthemu -

Signal OPficers staff in Washington, I induced the Chief Signal OFficer to rescusitate two of

Ceova

s s

equipments. These I employed, believe it or not, :tnAcodqafg called Division Field

Codes, for use in tyaining or in emergency. I won't undertake €0 explain how I
performed this astunk, far 4t was a stunt, dut it vorked vary successfully. The codes
vere duly printed, jssued and used until there wes no longer any need for codes of this
type.

Cirher printing telegraphy was placed upon the shelf and moye or less forgotten
by Signal Corps commmications engineers from 1920 until soon after Fearl Harbor.
Although beginning sbout 1938,Mr. Frank B. Rowlett, one of my associates,and I
kept urging that there was or would be real need for new and ixproved machines for
mmmmemuum,m@mmaemmmww
mmmm,m;mtmmammmmwm&enmmto
cmtimmmkmth!:d"ﬁfieldmﬁemgfmm-mtwmman& -
develomztforlyﬁih work. However, the leading members of the S. I. S, maintained &
memmmmmmmmtm@nmmﬁw
totestam?hghe;&esumedmlmwmmmamhmemdwm

International Telephone and Telegraph Compgny eveked the interest of the Department

of State ss a pogsible answer to the neeads of that Department for rapid and secure
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eryptocommmieations by rsdio. The Secretary of State requested the Secretary of War

st ol irdtisntie ki astusastadn w btmaid i ojrtadopy lia fo. st
to study the m),f”“ the point of view of gecwrity. For this purpose messages

enciphered by the Chief of the Commnmications and R.coxds Division of the Depertment
Here WMWMMH&?M#WWM%«—E 5

of State were provided. Tt 18 a source of setisfaction to be sble to tell you that the ™

8. I. 8. quickly solved the test messages and therefore »eported that the mmshine wvas

(\N LA o™

quite ingecurd; but it {5 with much regret that I must now tell you who invented and

N [}
& E] -

developed the -mmchine,, It wves & retifed offiscer of the Signal Corps and none other then

my old fiead Colonel Hitt. I was as embarrasnsed to tell him about the resuits of

k

JowE TP \QW‘W ﬂq

ocur test ns he wvas to farce himgelf to listen to vhat I had to say about the
Megn_c!.esctm'bram(:hud. Asissocttmtheee/ée,meuacwmetmt
technician has to neglect his technical stulles becsuse of the resswre of aMniBmtive
duties, he mfortunately finds it very aifficult to keep abreast of new developments
and progress in a field 4n vhich he wes at mme time an expert. The I, 7. & T.
Campanyy baving spent s great deal of meney ofi the development of & machine vhich
haxdly presented any room &t all Zor improvement, because the principles wnderlying
1% vere s0 fanlty, dropped further work on 1t. Camel Ritt, I am glad to say,

®ad{ly survived the dicappointment snd wes well emough {n 1942 to be eble to return
o active duty during World War II and retired & sccond time at the end of hostilities.
He 1ives & quigl life now, on & smallifsrm near Front Royal, Virginia.

Our more or less sulden entry inic World Wer 1T, after T Decewber 1541, immediately
btrought e great need for cipher printing telegrephy, especially for rediocommunication
but there was no apparatus for it vhatever--not & single one of those A. 7. & 1.
Compery mechines of 19181520 vas in existence. But the 5.I.S. did have drawings

mm;andthedewlomtorthemhinesmgvenunmmwmw

the Teletype Corporation, because that firm hadprowsdl that it had the necessary know<how
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vhen 1% prodused the SIGABA-ECM's fair us. Navy had less need fof cipher printing

2aisgruphy than Army becusse the use of printing telegrephy by rsdio wvas then not

-, _ Dregticeble for ships at seés. However, Navy did have a need for such appareatus fo@

Pfccuremewt
1ts land communieations and Joifnied Avmy in tha,\&nm& thereof. The mmohines

were produced with f remvkable speed by the Teletype Corporation. Most of them

wmmot%entow,afewtoga%. The Ammy called the machine the SYGCUM; the
Favy called it cs&@ﬂ,\mhmmmomﬁijimmumm:b&hm
_mwmmeumgmmmmmmmmmwmwkm)

the use of iIndicators, etc. Put I must tell you that before those machines bacane
evailable 4n quantity there was only one recouwrss: we went back to the use of the
double-key-~tape method using standaxd teletype apparstus. The cipher vas practically
the same a8 1t vas in 1920 but we had safer methods of key-tape production and
;;adieators !‘or/meu' use., The 5.I.S. and the ecpuﬂ:lent wit in Favy were not
lfa?py because opsrator's errors left messeges open Lo solution, so that vhen the new
dizher mechines were ready they wers pleased into service ss soun as poassible, priority
being given to circuits with heavy truffic.

Cryptogzrarhic equipments of .-the_\fetegoing type fall in the category of apparatus
for protecting IITERAL crsptoammicfﬁms bvecauns the latter eaploy letters of
the alphabet; but epparatus for protectins CIFAX transmissions, that is, picture
or facsimile tnmmissimtpand apparetus for protecting CIFHONY transmissions, thn.t -
iﬂjtalemcnie comnnications, vere a.‘_'.so developed. &Bu‘b themilm't time to gﬂ:/;hto
details wvith regard to machines and apparatus for these last two categories of
erypto~-equipments slthough the history of their development is yathar fescineting and
veyy iapesrtant. MIJutm&mmm&atmwmme except one

Wea o
the apparatus Froduced by camercial research and development firms vithewt divect

4

guldance fram the cryptologists of the Army and the Navy. The one exception 1s, Y
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believe, m_the case of the extyemely high security ciphony system and equipment
d.evelopedmd bullt by the A. 7. & T. Company. It was celled smm@. Thers

were pix terminals, each of which cost over $1,000,000. But NBA cryptologists

and msigemhm produced amnerandbetterequimtsbuedmﬂas@?!\
principles and such equipments are bmmdtto play extremely importent roles in any
vars in the future,

-~ 80 much for the history of the developuents and progress in cryptographic
spparatus at this point. I shall return to that phase of cryptologic history before
the c’?se of this lecture. Right now I shall ssy a few words about the history of the
deveio;ents and progress in cryptansiytic apparatus.

The solution of modern cyypto-commmmication systems hns been facilitated and, in
some cases, mede possible cnly by the invention, development, snd application of
high:!.y speciaiized cryptanalytic nlchinary) including apparatus for intercepting and
recording certain typeau of transmissions before cryptanalysis can exen be undertaken.
(ne must understand the bagic nature of the rroblem wvhich confronts the cryptanalyst
when he attempts to solve one of these modern, very complex cyyptosystems. First of
all he must be given the erypto-cammmications in a form vwhich nak?;than visible for
inspection and study. Usually they are charmcters (letters or numbers) in the case
of literal comminications, or they ere electrical signels of a recordable type in the
case of cifax or ciphony commmnications, Rext he xust have available to him
instrmentalities tht will assist him in his analytical work, such as machinery for
making frequency counts, comparisons of set%g{mncea, ete., and this, in the case of
camplex systems, must be done at high speed, Cryptanalydis of modern cryptosystems
requirea! t;stiﬁg & very grest number of assumptions and hypotheses because sometimes

NS

asﬁ:pnbmically large number of possibilities ,S i.e., Permutations and combfnati ]

" other
mst be tested one after the ciyimr wntil the correct answer is found. Since the
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Y

advent of high-speed machinery for such purposes, including electronic digital computers
about vhich so much is being heard and read nowadsys, the cryptanalyst isn't discouraged
by these astronamically great mumtbers of poseibilities.

Parhaps long before my time cryptanalysts in BEurope discovered that the use of
sliding strips of paper could sametimes ;acmtate reaching & sclution to a
cryptanalytic problem, dbut so far s I am avare the very first oryptanaltyic aid made ia
the U, S. 18 the ane shown in Fig. 4. , vhich is & picture of wvhet I made at Riverbdank

and vhich I called the Polyslphabet. I was useful in solving eiphers vhich today

are regarded as being of the very simplest types. When I came to Washington after
leaving ' Riverbank I wasn’t troubled by a plethors of ideas for cryptanalytic
;1a3»1 wvas pre=occupled with devising and inventing cryptographic aids and machines.
But I 4id now and then develop and try out certain ideas for cyyptanalytic aids,

frequency counters, comperison oy coincidance mchinm)\ana the like. m:yd.id?’;%
Y think of IBM machines? I did, but what good 444 that do? Did the Signal Office
have any such machines-«or even cne dollar for thely rental? You know the answer
to that without ny spelling it out. There wasn't axy use even in suggesting that

IIM machines could be of assistance to me-eremetibeyr, now, that Ifm tiking sbout the

years from 1921 to 1933, and in the last-nmmed year we vere in the depths of a great

-

economic depression., But cne day in the sumer of 193% I learned by a devbus youte

‘o
L ]

%@m&aﬂdﬂaﬁmmﬁ&msb&rﬂgmrptamtthenmcmeamm@n»

Section had some IBM machines or two, andnwcha@inmglmatmbm&ble.\ Fot long
aftervards I leained that a certain division of the Office of the artermaster General

!
in the Mimiticns Building had an TBM installation which had bee:;used for accounting
L - r

¢ n

purposes in connection with the C.C.Cewthe Civilian Conservation COrsz &stablished to

~.
!
provide work and subsistence for young men who could £ind no Jo‘bsttm the depression.

I also learned that a new officer had just been assigned to head that particular divisione-
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. and that he just hed no use for the new-fangled ideas of his predecessor and wanted

J;?J\/./‘

to get rid of those nesty IRM machines. But the contract with IR still had some
monthe to yun before the lease expired and either the machines would sit idle or
the Coverrment would lose money by terminating the contract before the due date of
expiration. This annoyed me, but it also gave me an ides. Iwrotea:meuorandmn

and here's a picture of it (Fig.43). I'll read you vhat it says:
30 Octobaxr 1934

Major Akin: In many years service here I have never once "set my
heart on" getting something I falff desiveble, But in this case .
I have set my heart on the matter because of the tremendous load N
i1t would lift off all owr backs. \

The basie idea of using machinery for code compilation is mine !
and is of several m‘s!standing The dotalls of the m'opoaed systenm
were developed tn collsborsticn with Mr, Case, of the Int. . Machines-
Corp.

I regard this as one of zy most valuable contributions to the |
promotion of the work for vhich we are responsible. ‘

FPlease do yowr utmost to put this across for me. If you do,
we can really begin to Ao woftlwhile cryptanalytic work,

[N

Attached to the memo was & brief explanation amowunting to what I've told you

about that IR installation in the Office of the Quartermagter Ceneral., Note that

I placed the emphasis upan the burden thet would be lifd from cryptographic work AN

by using the IEM machinery, thus leaving more time for cryptanalytic work. This vas

because the yesponsidilities of tha S.1.8. for exyptanalytic operatioms were at that

tims restricted purely %o theoretical studies. Studies on cryptanalytic work

on foreign cryptosystems had been & responeibility of G-2 of the General Staff until

whonteu s
1929, Arequnai‘bility had been transferred 40 the Chief Signal. Officer and the Signal
- - =

Corps in the year nemel. But the Chief Signal Officer hmd very little momey to use for

that yurpose, and, besides that, the Army Regulation appliceRle thereto

Lswoir— -

specifically reatricted cryptanalytic operations on foreign eammmicntions £o wartime.

And, more to the point, was the fact that there was no meterisl to work on even if

/

funds were ayailable, becmuse the Army had at that time no intercept stations whatever,

)
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anyvhere in or outside the U. S. Bugthat'nmothwstoryaudl'nmcmwthg

next point, vhich is that my memo to Mejor Akin produced results, Just a hald
mnthane:rlmteandmm{ltmhis "In" bagket I got the machines moved from the
Office of the Quartermaster General o my own warren in the 0ffice of the Chisf
Signal Officer! That memo must have been potent magle.

Once having demonstrated their utility to the Chief Signal Officer the almost
prmtwely terminated contract with IBM mas renewed--and soon expended. I don't
know how we could have managed without such machines during World War XI. Here's
apﬂ.ctu_:.-e\ (Fig.44) of cne of two whole wings in one of our buildings at Arlington
Hall filled with IEM machines-the biggest installatica in the world atthat time.

We built or had bullt for us by IEM and other concerns adaptors to work with
standardIB&mg}x_::nes; we constructed or hed camstructed for us by comercisl firms
highly specizslived cryptanalytic apparatus, machines and camplex assemblles of components,

Under war-time pressures fantastic things were accomplished and meny were the thrills

of gratifying achievement when things that just couldn't be done were done~-and were

of high importance in military, navel end aix operations sgainst the emenmy.

Even were time avallable I couldn't show you plctures of some of the high~cldse |-

|

gadgets we used; neither is it permiasible tc say mors than I have alyeady said \\.

[ S
N

1

abmxt.them,mﬂ;m@itmmlmgeradeepsmmtelectmniccmaﬁ;\

highly useful in cryptologic work. For example, here is a paragraph (Fig. ) takeh

from & Russisn book entitled
and below it is vhat it says in English.

To the layman the exploits of professional cryptannlysts, vhen those exploits '\}

came to light as, for example, in the various investigations of the attack on Pearl

!

Harkor, are much more fascinating than those of cryptograghers, whose eohievemmta"in

their field a.ppeu)\to be dull or tedious to thelayman. But long cansifderation of the
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military importance of COMSEC as against COMINT leads me to return to
somesthing I mentionsd at the wery begimming of this lecturs, when I made

_ & statement to the effect that oryptography and oryptanslysis represent

the obverse and reverse faces of tho same single coin. In closing this
leoturs I will expand that statemsnt a bit, and in so doing perhaps formulate
a dictum which we may cull the law governing the minting and usage of the
oryptolegic combat coln. It would run something like 'ch;a:

When an officer is selected to commend a fighting un.it, an efffciont
appointing authority gives him exmdd entrusts into hie care a top secret,
magic talismen of groat potenocy, a coin which 1s ealled his oryptologic
combat coin, and which, as is usual in the osse of all but trick coins,

" has two faces, s COMINT face and & COMSEC face. When given to him that
coin should be in mint comdition, it should be bright and shiny oun both
faces, and he should strive his utmost to keep them both that way. If,

to begin with, he is given a coin thet is tarnished & bit on both faces,

~_he 15 really starting out with a great handlosp, no matter how good hs

and his forees are in respect to size, eqdipment, training and ability,
If he keeps only the COMINT face bright and shiny, he stands a good chanoe o

) :of wimning a battle even if his forces are inferior in size, stec., compared
with those of the enemy. But if he lets the COMSEC face of his coin become
dull from indifferencs, careleusness, or ignorance, he will almost aurely
- lose the battle, even if his forces are superior in sigze, otc., compared
with those of the enemy.

As a remarkable example of the walidity of the foregoing diotum, an
exauple that comes directly from the two Japanese Navy officers who wrots
Midway: The Battle that Doomed Japan (ses footmote 12 above)let me quote

the initiel paragrephs of the Preface to their book (p. xiii) 1

For Japen, the Battle of Midway was indeed a tragilc defeat, The
Japanese Combined Fleet, placling i1ts fuith in "quality rather %hsn
quantity,™ had long trained and prepared £mx to defeat a numerically

superior enemy. Yet at Midway a atronger Japanese foros went down to
defeat before a wosker enemy.

Not enly were our participating surfuce forees far superior in
number to those of the enemy, but the initiative was in cur hands,
Yor were we inferior, gqualitatively, in the crucial element of air
strength, which played the major role throughout the Pacific War.
In spite of this we suffered a decisive defeat such as the modern
Japanese Navy had nover before experiemoed or even drasmed possiblo.
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Earlier in %his lecturs (see p. ), I quoted two other parsgraphe

from this same book, in whioh the Japanese authors make ik perfectly olear

the reasons for the loss of the Battle of liidway, reasens which have aleo

beon stated by othor writers. The cryptologic cowbat coin our Navy entrusted
to Admiral Nimits was highly polished and bright eon both sides; the one the

" Jepanese Navy entrusted to Aduiral Yamemoto whs dull on both sides to begin
withe Admiral Yemsmeto not only didn't oven knew how tarnished it was; he

lost his 1ife beosuse of his ignorance & couple of yesrs later. Neither

he nor his superiors hed the experience and knowledge that were necessary -

to polish up that codms It took mlmost ten years for the truth of that

dictum I formuliated for you a moment or two age to become clear to the Jap-
anese Navy. Had they taken quick and full advantage of the unfortunate
_A.aqugg g: the vital GOMIHI nctgm nm ‘I:he Battle of mw, W T
' S“mm and perhaps would have ot t‘o %ho prapor conclusions long béraro -

_they dide Tho kuows vhot tho rogults might havo beon, and the effect thoreof
g P

on the outocm of tho way h he Pud.!‘ic?

Te o
battles of torld War IT oso:.pedktho attmtiom of Winston Churchill, uho -

WNhew hé
m aven mgarck in 1915, s First Sea Lord of tho Britilh ¥avy in

e 2 a¥
Tlorld Vier 1 h.khn o great imterest in cryp‘bology. -hil £ingl ocomment
oL COvAaaTD
the Dattle of mcny) is improssive in its guarded rovelations and in ita
2

rostraint:

One ether lesson s¥Winds out. The American Intelligence system

{su oc]jodod in penetrating the enemy's most olosely guarded seorcts well in

adwampe of events, Thus Admirael Nimitz, albeit the weakoer, wes twice
ablo to ocnoentrate all the forces he had in s jont strength at
the right time and plage. ¥When the hour struck this proved deoisive.
The importance of secrecy ajg the consequences of loakage of inferm-
ation are here proclaimed.

It will probably seem to meny of my listenera and readers that I have
pald more tributes to the achisvements of ouwr lavy oryptanslysts in World
war II than to tht;u of '\aiw;rmg and Air Foroe opposite numbers. If I have
dono so, I con only say in extemuation of what may appear to be favoritism

Smwcyd
towad Nevy and neglect toward Army and Air Force, that thres factors are

here involved, First, as regards my apparent overlooking the contributions
of tho USAF, I need but remind you that it wsn't until after the war was

all over that the Army Air Corps became sutoncmouss before then the technical
achiovaments of oryptanalysts of that Corps wers merged with those of the
Army. Second, as o member of the Army's Sigmal Intelligence Service, and
then the Army Security Agemcy during World War II, it is fitting that sone-
bedy other than I blow the frumpets in celsbruation of owr Army's Sryptu.nalytic
achievementse All I will say is that they were s important as those of our
‘Yavy, but for various reaxons they have not receiyed much publicity, whieh is
just as well from the point of view of Nationsl Seourity. As a matter of
fact, the publicity regarding our Havy's oryptologlc successes comes very
largely from former enemy officers end from the various offioial investi-
gaticns into the attack on PearlHarbo#, snd not from any U.,S. Navy persounel..
Third, thore has been very little leakage with regard to Army's ocrypbanalytlo
sucoessss except such as cen also be traced back to those PearlHarbor invest-

igations. General Elsenhower's Crusade in Furope has not one word to say

on the subjects of signal intelligence, oryptanslysis, oodes, ciphers, or
signal security, etc., although he doos make a few rather caustic remarks

about the failures and errors of his own intelligenge staff, Genersl Bradley's

\2; 1‘h§ Hinge of Fate, Vol. IV. Bosbton: Houghton Mifflin Cos., 1950, Ds252-3.
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‘book iz oqually reticsnt on these subjects but I eannot refrain from

quoting one rather ammsing episcde having to do with COMSEC:
To identify hills, road junctions, and + thout our giving
our plans eway in the event of an enawmy tap on the wire, I had key
features numbered on my war map and gave copies of those numbers to¢

the division commanders, It was a makeshift priwate code, lax enough
o causo Dickson|Bradley's G-Zlworry over the security of our plans.

One morning when I called riiajor-General Terry Allen, ho referred
40 an obscure cross~road by ite mmber in this private code. ’

"Just & minute, Terry," I saids "I can't f£ind that number on my
"

IR Ps.

) ™Yell, listen carefully, Brad," he sald, "The enomy may be listening
ine I'I1 eay tho name of the place as fasgt ag I can,"

Dickson overheard this conversation and threw up his hands. "Secur-
ity wouldn't be much of & problem,” he said, ™if cnly there were fewer
genorals in the ermy,.”

General Hap Arnold!s book I've mentioned before, and hayp taken ome : - -
extract from its There are several others I might have used, but they are
not too significent in revelationss One volums of the history of the U.S.
Army in orld lWer I, entitled "The Si.gr;al Corps™ containas a fow roformea;
to tho achievemsnis of the Signal Intelligence Service,but thess, toc, are

_not very illuminating. In only ane book by a former U.S. Army officer, Col.

Robert S. Allen, entitled Lucky Forward: The history of Patton's Third Army,
do I find a specific referense to the help the SIS gave Puatton. In teuin—g—

about Patton's signal officer, Colonel Hammand, Allen writes:

e of his ace umits was the SIS. A redic-interception agenay,

ocommanded by llajor Charles Flint, s young, trigger-smart expert, it
- worked olosely with G-2 on a dusl missions waintaining a vigilant

security check on friendly commmiocations end inbercepting enemy
mesgagess The unit performed outstandingly in both fieldg.

its roports plugged up an umwitting lesk from s Mechanized Cavalry
source, capable of revealing importaxut troop-movemsnt information to
the enemy. And at a oritioal period in the Battle of Bastogne, the
unit broke a German coded message that euabled heary losses to be ine
flicted upon the redoubtable 5 Fars Divisicn. The SIS was particularly

fruitful in btreakthroughs and fluid situstions when the enomy was on
the run and had to use radic.

The foregoing extract is, of course, far from spectacular. Indced,
I imagine that it will hardly bring forth more than a polite yawn from
many members o:t‘ an sudience that has already learned about the sensatigual
revelations made during the various PearlHarbor imvestigations, and about
those famous letters that General Marshall wrote to Governor Dewey. But

%« Yorks The Vanguard FPress, Inces: 1867, pe 88, The suthor makes some
quite csustic comments about the failure of the intelligence staffs to

make use of the intelligence they were fwrnighed. They are worth reading.
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thers remains this much more to be saids the achievementz of our Army's
eryptologic units both in Washington and in the field, as well as certain
s8till undisclosed top socret successes of our NKavy's umits ashore and
afloat, are locked away in archives where they will prebably remmin for
& long, long time. More tham this 1 am not at liberty to tell you inm
this leoture. h

With this statement I bring this series to a rather undramtic but
I hope meaningful close. I will wind it up by paraphrasing the lest
sentence of the Imtroduction to that important book The Battle of Iidwmy

from whioh I have quoted at some lengthe The Intreduction was written by
Admiral Nobuteke Kondo, the senior livingzmmdsx commander of the former
Imperial Navy, who participated in that battles I close this series with

the hope- that my lectures will serve as material for oriticism and reflection.

Thank you very much for your kind attentioni
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} machine and built the S-rotor model which you see in this slfde (Fig. 3%). Ths rotors

\i.o"‘t;{l
ﬁ:@»@,

are interchangeadble and can be inserted rightaids.up” or ﬁﬁiﬂa-dovn the internal

wiring could be readily changed. But this was not a inting machine, Power was
aLw‘rmuﬁm:-_a WW%MMMMN%%‘TZ{A
fm'nishadbythemndryceuaeenatthanpperleft. Theﬂm'\mcmidering

Qomas Alaaan Qe
mcha.sing a ruther muber of these-machines.and Liept Strubel, the Chief of the

Sy ks e
%NTB\D
St et o

Ravy's Code and Signal Ssction of the Office of Naval Cormunications, asked me to

| P 6T
‘V;\nﬁ‘g,

“w A ]
i

study the machine for its cryptosecurity. Navy hed dbut two machinea, neither of which
g e oo s

<

conld de made availeble, so I induced the cuer/ﬁgnal Officer to uy 2 ¢ of them,

Mmﬁ Qctsbic 1934, u{)mﬁnma«b washuiods
ﬂar_n&. The rotor wirings| were altogetber differsnt from those of ths Ravy, a fact which

.y v
A}
Ladny

:3 I ddscovered sinply by esking Stmbel to encipherdd a few lstters on his machine using

2 o how,
AT O Al

S=ovo '3

‘§ settings I specified. After some study I reported that in my opinion the security of the

mchine vas not as great as Nevy thought, The result was & challenge, which I accepted.

1 Havy gave me ten messages pat up on its machine and I wes successful in solving them.

bl

Ay 13 ﬁdl\nﬂ
, 80

\
A

K4
(H

' There isn't time to go into the methods used, but if you are interested you can find © 7T,

\ O&Ad u& W EM vl [ ’WWW ,Z&Cjﬂ)'"h&& C)Lj,‘ “h)aa/z_a,é,‘u(

\tﬁm deseribed in m'méz‘-zochm entitled % reb- ) Aesiimne X piban "\O“\f‘“’ ‘%‘N‘%‘”
/
. Hebern built seversl more models for Navy and these had printing mechenisms associated ?
i o As4,

Navy dropped negotiations with He'bm-n vhen 1t became cbvicus that he
3 Qﬁ% -35 Jaamhmﬁlwww%u)mn HQQRM, wﬂwwmusw
O (4}

@;A% \«4 /‘“A—C’L ﬂ%‘m o
:‘i was not compatent to build vhat Navy wanted and ded) Ravy then established 1ts own /j
o L AR A A BTSN = e . -— ,_,,\,.—--"""/

)y i o)
;Aﬁi'
avu‘\t M‘H‘CW

vnea gl \M'Vt‘a*\-—r i
amﬂd,
W,

){—ﬁa

Y o e - nsomw

i)
ot T

oy

2 (eryptographic research and development unit at what 418 now known as the Haval Weapons

s ol
z@ﬁ{;
S

Mo <y
)?Lca. -3
1956 o
A%u&m.n»

N D X

Piant in Washington. Aruw developad at the Signal Corps Ieboratories at Fort Mammouth
A machine kmown as Converter M-134, and e's & slide (Fig. 35) showing what it
looked like. Army and Havy went separste ways in such work for a aumber of years but
g,
finally, in 1938 or 1939, elose collaboratipg brought as a result an excellent machine
of
vhich was developed and produced in wuantit the §eletyye Corporation Aar Chiecago.

This machine wvas distridbuted and used very successfully by all owr Armed Forces from

‘ N e Nag T wme
1940 to the end of World War II and for some years tharesfter, Aw:—
- %0 ~
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J we detend olemd
the internal works wvhich control the rotating elements and ciphering

"E\Aﬂ@ & &%
wheels (you will see hthe later) ut I must show you the next step in the im-
- provement of such.cryptographic machines, which made it possible to eliminate
the tedious job of recording, by hand on paper, the results of encipherment or
decipherment. This was done by means of a printing mechanism which was associated

rupdn Lemhad? ),

with the g%egraph::c machine. Here is a slide (Fig. 28) which shows the assembly-

the B-211 comnected to a Remington electric typewriter, modified to be actuated
by impulses from the cmtographicm. Of course, it was natural that the
next step would be to make the recording mechanism an integral part of the crypto-
v graphic machine. This you can see in the nest slade (Fig.ﬁgg'), in which the four
rotating members referred to in connection with Fig. 27 and which control the two
commutators also mentioned in connection with that figure are clearly seen. The
/ slide-bar mecha;i,s\fx',\at—?he right, called the "barrel" or "cage", controls the
displacements of the printing wheel in front of it and causes the proper letter
to be printed upon the moving paper tape seen at the front of the machine.

\ Now we come to the next and a very important development, one first conceived
1

by a European inventor, who was followed soon thereafter, but independently, by

<1
’4) \ .an American inventor.*®” In this advance the circuits between the keys of the
! keybogrd and the lamps of the indicating board are varied by electrical circuit -
'Y\;}{" chawgers called "rotors", which rotate between fixed members called "stators".
In Burope the first of such machines put upon the market for purchase by anyone
desiring one is shown in the next slide (Fig. 31). The machine was appropriately
nemed the ENIGMA--for solution of messages enciphered by its means was believed
to be impossi'ble. OFX-ROEFLF~BC.
~ @@1‘&1’%“""‘1\:'.\
=y fl In F1g.31 at—the—-le#t%—labei:eéwﬂ 1s seen the machine with the top cover
plate closed. At the front is the keyboard; above it the indicator board, con-
sisting of lamps underneath glass disks upon which letters have been imscribed. &
K ol cpvar flaked Muugh whosts v
/E‘ﬁ\, Above the indicator board ané—-te»—thaa—-lef.t are seen the heries of four metal “‘;:,,,
Y Yorre Lake ot A ‘r?»s. w08 18 codizie 4 PSR e}m.\a. *MT“
notched wheels, at_them-le#b-A switch Mthch can be set to "encipher", "de- Fwd
PPwm:n@:E&.- )?’;’""
_3;/ cipher” or "neutral" pos:l.tlons,\ A;bathe-righ% In Fig. 3l_f(-i:a:be1-e&-ﬁ%, the top ch -‘*‘;,
; A rL' . I+
cover plate has been removed, exposing the intermal ciphering mechanism. Three e Z;s,,
! cﬂur '(?a.._
o~ o Tran \].@.T I have some doubts on"' this ‘g_}.xestion of priority of invention’ in this case.

zcu‘fuﬂﬁ' . Hebern began working on‘cﬂi-a-—i-l-rs:hu&ei in 1910 or 1911, although his first U. S.

appllca.tlon,\was fi]}ed on \3Miav.M\142) .  The date of conception may be éariier than

'7"“ 0 1924, I do not know vhat 4¥ 2T The date on which the application for a patent
s “on a)rotor machine was filed in Europe in Gevmany” ; by andemish inventor named
ok o] A art)‘ oy

e Scherfiun, ow L 3:?%’;»& \9a. .
\/*v\_/t/\_,' i g

xl
-
#” . ”f f"f
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show you the intermal works which control the rotating elements and ciphering
meuMWMm ;-mm pext step in the im-
provexént. of such cryptogrephic machines, which mede 1t possible to eliminate

the tedious Job of recording, by hand on paper, the results of encipherment or
decipherment. This was done by means of a printing mechanism vhich was agsociated

\/ with the cryptographic machine. Here is a slide (Fig. 28) which shows the assembly--

r_ti; B-211 ecomnected to a Remington electric typewriter, modified to be actusted

by impulses from the cryptographic machine. Of course, it was natural that the

next step would be to make the recording mechanism an integral part of the crypto-

X, graphic machine., This you can see in the nest slide (Fig. 43‘0) , in vhich the four N
rotating members referred to in conncction with Fig. 27 and which control the two
commtators also mentioned in connection with that figure are clearly fseen. The
slide-bar mechanism at the right, called the "barrel” or "cage", controls the
displacements of the printing wheel in front of it and causes the proper letter
to be printed upon the moving paper tape seen at the front of the machine. ‘

. Now we come to the next and a very important development, cne first conceived
by a Eurcpean inventor, who was followed socn thereafter, but independently, by 'F - i

{\?7 an American inventorX® In this sdvance the circuits between the keys of the
keyboa.rd and the lamps of the indicating board are varied by electrical circuit—
s rs called "rotors", which:rotate between fixed members called “stators".
g epapt \#&Atéw\ bl R PR o pacroda. S s e Ko, A € D e ﬁ{i.ﬁ-m-- #
B In Ewrope the f:lrst such machines put upon the market for purchase anyone

&
,‘;:;Qr; %+ desiring one is shown in the next slide (Fig. 31). The machine was appropriately
a,-"-
‘named the ENIGMA--for solution of messages enciphered by its means was believed

- - !

v to be impossible, Or-EAriy-eo.
3\ In Fig.31 at ths left (labeled I) is ssen the machine with the top cover

plate closed. At the fromt 1s the keyboard; above it the indicator board, cone
sisting of lamps underneath glass disks upon which latters have been imscribed.
Above the :I:x-:dica'hor board and to the left are seen the peirpheries of four metal
notched wheels, at the left a switch buttom vhich can be set to "encipher”, “de-
cipher” or "neu;rval" positions. At the right in Fig. 1 (labeled II), the top
cover plate has been removed, exposing the internal ciphering mechanism. Thxee‘\)';u*‘»(,.,_ \

\ 7 1 have some doubtdw of priority of invention in this case.
i ﬁ/’ebern began working on in 1910 or 1911, although his t U. 8.
2lacTiacals a‘p’ﬁlicatfé’ﬁ}waa filed on '3 Manti1921, The date of conception may bs .earlier than
/w@of mwama,l 192%; 1,40, not vhat 1t vas. The date on vhich the application for a patent

on a,xo orﬂaa.c mﬁmmmmm s by axbanieh inventor named
B, S charlrus. v WkA-l4z2 ,
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rotors or comnection changers "in cascade" can be seen attached to notched rings.
The rotors serve to change the circuits between the keys of the keyboard to the
lamps of the indicator board. In such a rotor there is a circle of 26 equally-
spaced contacts on the left face and a similar circle of contacts on the right
face; wires passing through to rotor comnect the contacts on the two faces, two
by two, and these conmnections are arbitrarily made. The rotors have engraved or
painted on their peripheries the 26 letters of the alphabet,which debbers can be
seen through smell windowds in the cover plate,/s0 thet the rotors can be aligned
to the initial key setting. At the left of the first rotor is a stator, on the
periphery of which are also 26 letters of the alphabet. This stator also has a
circle of 26 equally-spaced contacts, but these are only on its right face and
the contacts are connected by wires to 26 double-pole; double-throw switches
operated by and associated with the 26 keys of the keyboard. The comnections
between the 26 contacts on the stator and the 26 switches of the keyboard are
fixed. But the stator is rotatable and its position at any time can also be seen
through a window, labeled 3 in Fig.31 (I), so that the initial setting of the
stator and the three rotors can be seen through the four windows. The initial
settings of these four elements constitute the key for the starting polnt in
ciphering operations. I used the expression "in cascade" a moment ago, in refering
to the rotors, vhich simply means that the current initiated by depressing a key
of the keyboard passes through the stator and then through all three rotors be-
fore reaching a lamp of the indicator board. In the FNIGMA, when the current
exizts from the third rotor, that is, the last rotor at the right, it enters

into another stator also having a circle of 26 contacts, but these are onlyT:;.lts
left face. This stator 1s fixed, or non-rotatable, and its contacts are connected,

two by two, by 13 internal wires. This stator, called a "reflec'borf'U serves to

return the current, which ex:l?;bs from one of the 26 contacts on the right face

of the third rotor, back into one of the 25 other contacts on the right face of
that rotor, thence back through a contact on the left face of that rotor into a
contact on the right face of the second or middle rotor, thence through the first
rotor to a contact on the right face of the lefé-hand stator. The circuitry in
this machine insures that if ApaK., for example, then KpsAc, in the same position
of the rotors, that is, the cipher process is reciprocal in nature. The circuitry
can be seen in Fig. 32. It also has as a consequence that no letter can encipher

itself /t.hat is, Ap, for example, can never be represented by A,, no matter what
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) painted on their peripheries the 26 letters of the alphabet,vhich leiters can be

L/\// seenthroughsmau windmgn’b in the coverplste,/so that the rotors can be aligned
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to $he initial key setting. At the Le¥t of the ‘Fivat rotor, is & stator, ten-the
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circle of 26 equally-spaeed contacts, but these are only on its right face amd -
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fixed. But the stator is, rotata.blg and 1ts positicu at any tme can also be sesn
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m.tba_ﬂu-ee—mrg can be seen through the .fowr-windows. The initial

settings of these four elements constitute the key for the starting point in
ciphering operations. }:I used the expression "in cascade" a moment ago, in refering
to the rotors, which simply means that the curyent initiated by depressing a key

Fa 1 -'e:-fwu
of the keyboard passes mugh the\séator and then through all three rotors be-
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left face., i,'\1‘!113 stator is fixed, or non-rotatable, ani its contacts are eonnected,
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/ ~‘ex1/ats ﬁ'ouﬂthe third rotor, that is, the t rotor at the right, it enters
‘/,

7", two by two,-by.13.internal vires, This stator, called & "reflecto’, ‘serves to
/ retwrn the current, vhich 'éx :tS\fran one of the 26 contacts on the rigtg;r face
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tha.t rotor, thence back through a contact on the left face of ‘that roto¥]into-a
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rotor to a contact on the L};’t face °§a"§“g stator. The circuitry in
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this machine insures that if ApaKes, ' for example, them KpsAs, in the same positionm

A

of the ro_tors,_that i1s, the cipher process is reciprocal in nature. The circuitry
‘2\—/3

can be seen in Fig. 32;" It also has as a comsequence that no letter can encipher
itself that is, Ap, for example, can never be represented by Ac, no matter what
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" position of the three rotors and the left-hand stator happens to be. The se:me
is true of all the other 26 letters of the alphabet. The three rotors a.z;e’fin'ber-
changeable , 80 t 3%2X1 or six permutative arrangements of these rgj:brs is the
ma.ximtm possible, since iq this construction the rotors cannot be ,inserted in an
"upside-down" position. In* cher types of such macﬁei*n-les\w:hew;oiﬁs are made so
that they can be inserted in either a "rightside-up" or iz;,a"n “"upside-down" posi-
tion. This makes possible a ma.ximum of 6xlix2 or U8 pe rtations of the three
rotors. Of course, if more than three rotors are aydilable, from which a selection
of three can be made, the possi'b:l.lit-ies‘ increase, very considerably. The stator
at the left can be moved only by hand; Hi'.hek reflector at the right is fixed in
this model of the ENI(MA Depressing a kef-"qf' the keyboard causes the first rotor
to a.dva:nce one step, thus changing thef.t‘.“ircui'l‘;“:i;‘\rom the left-hand stator, thence

rd
through the rotors to the reflector, thence back ‘l;prough the rotors to the left-
4 kN

Hand stator, thus causing a sec depression of the"s‘ame key to produce a different

equivalent. I won't take the Aime to tell you about l}oq the rotors are caused to
M\

advance so that almost 17, letters can be enciphered before the window settings

to their initial alignment. ('l'he\tctal number is not

3
" A ¥
in this case 263 or X7,576,but 16,900 (36x25x26) for technical réasons which there

of stator and rotors re

isn't time to e in.). Power for the electrical circuits is provided by small

box at the upper right in Fig. 31 (II). \
The opiginal ENIGMA enjoyed a fair degree of success in sales but it'was by

dry cells in

no meany’ spectacultar. When Hitler came into power, further sales were prohibited.
ce it to say that it became the basis for machines used by the German Armed
orces in World War II.

V4 ‘ In the U. S. ,irabout—iﬁ;a, a California inventor named‘\nebern independently

conceived a b Bachine which he ca.lled an "electric code". Hebern's first patent

-t Mmackhuna 26 Nevewber 1§23 £ appliad Xaml covumg .
' appiicttfg: is deted ‘3“&"&\ la'zl aﬂ.&vﬁvﬁ!&ﬂz :machine somevhat s la; 'lro the ‘3

wo b i s w.&&
ENIGMA bit with some inpQrtent differences; the cipher alphabets produced by it

were not reciprocal and, moreower, a plain-text letter could represent itself in
the cipher texib/ Hebern maaeged-tcr icf these two weaknesses by incorpora'bing

a swi ch plate which could be set ene—-way for enciphering a.nd deci i::lgJ

as 1s the ca.se of the ENIGMA,Athe electrica.l currents

_A.“?‘.. - ‘:5, - ..‘_w 'g

- ae-is—-—tha—eese
o ‘I»e‘n h""’w.-- al* FEF' ml Ge‘%
in encipherment the current Win one direction L

through the rotors . and. in d.ecipherment in the reverse direction via the same path.
4 o Aador N, Eoasmsas

z A o Bt S T
"o G
#a—.e.“*‘“».:jumu €. ENEma. 3 o fr;,‘
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position of the three rotors and the le handstator;hnppans to be. The same

is true of all the other 26 latters of the alphabet. ,('m three rotors are inter-
./ changeeble, so that 3y2Xl or six permutative arrangements of these rotors is the
maxizum possible, since in this construction the rotors cammot be inserted in an
"upside~down” position. Im other types of such machines the rotors are made 50
that they can be inserted in either a "rightside-up” or in an "upside-down" posi-
tion. This mekes possible a waximm of 6xix2 or I8 permtations of the three
- rotors., Of course, __ if moye than three rotors are ayauaue, from wvhich a selacticn

of three can be mads, the possibilities increase very comsiderably. The gtator .

Aok
Yorsd atthz% %emdmlybyhand,thenmctorattherightisﬂxedm

Te sy T~ Sy 3

f."\ W i i &

£ e *; this model of the ENI(HA Depressing a key of the Meyboamﬁcames the first rotor
wr MW--%""U“A- {7’:‘ oo Py N g tet™

PR 3)

to advance one step, thus changing the cireult from the] Leftehand statox, thenee

. through, the rotors to the reflector, themce back through thé rotors.to the|left-
hmgstator thus causing s _second depression of the same key to producs & different
equivalent. Im'ttakemetmetotellyouabwthwtherotorsmcmsedto

O N P St e M OB A e N R L. & A gt o oo Brriman £
advance so that almost 17,000 letters can be enciphered before the [indow gettings

of [gtator and/rotors return to their ipitial aligmment. (The total mmber 1s not
J in this caaeﬁasz or 17,576,but 16,900 (26:25:26))1‘01- technical reasons which there
.isn't time to explain.) Power for the electrical circuits is provided by small
dry cells in the box at the upper rigﬁt in Fig. 31 (I1I).
T\'M »-s!&.é? J
The orig!.uﬁ ENIGMA enjoyed a fair degree of success in sales but it was by
no means spectacular, When Hitler came imto power, further sales were prohibited.
Suffice it to say that ‘At becames the basis for machinaes used by the German Armed
Forces in World War II.
In the U. S.,in about 1920, a California imventor mamed Hsbern inlependently

concelived a-machine which he called an "electric code". Hebern's first patent

. nYy "'ﬁ.‘\:’

applicstion 1s dated I3 Masch192( and covers aymachine somewhat similar to the

'ENIGMA but with scme important diffevences; the cipher alphsbets produced 'byH;h bl e
wez’we not reciproeal and, morecver, a plain<text letter could represent itself in

the cipher text. Hebern managed to avoid these two veakmesses by incorporating

ban A s n'”

N4 a switch plate which could be set one way for emciphering amd dsciphering another
way. On the other hand,\notﬂkas.]&;s the case of the ENIGMA, the electrical currents
made only one traverse through the rotors. rather than two traverses: into the
rotors via one circuit and back through them via another circuit, as is the case
in the ENIGMA. 1n the HEHERN, in encipherment the current went in cne direction

through the rotors and'in decipherment im the reverse direction via the same path. .
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The Marshall~Dewey correspondence is so important in erypbologic history
that I feel that the vhole of it should be included even in this brief history.
When the letter was written it was, of course, TOP SECRET and it was only under
great preasure from certain members of the Joint Congressional Comittee
that General Marshall revealed ite contents.8 ‘Thug, 1t came into the public
damsin not only on the very day that General Marshall was forced to place
it ir evidence--its publication caused a great sensation in the newspa
but also when the 40 volumes of the Hearings of that Coxmittee were published
and put on sale by the Superintendent of Doouments of the Govermment Prxinting
0ffice. The disclosure of the contents of the Marshall-Dewey correspandence
was indeed such a scnsetion that LIFE magazine printed the whole of it in its
isgue of 1T December 1945 s, with the following introduction:

MARSHALL-DEWEY LETTERS
CENERAL TOLD CANDIDATE WE HAD BROKEN JAF CODE

During the 194l election cempeign Genersl Ceorge €. Marshall

wrote two letters to Republican Candidate Thomas E. Dewey, telling

hix that Army cryptogréphers had broken the Japanese "ultra” code.

This fact wves first revesled in a story by LIFE Blitor, Johr Chamberisin,

vhich appeared in LIFE, Sept. 2L, Marshall's purpose, Chamberlain wrote

wes to forestell Dewey's revelation of that fact in a possible attack A
- on the Roosevelt aiminigtration's Japanese policy before Pearl Harbor.

The actusl text of the letters remained gecret until Yast week, when

Ceneral Marshall appeared before the Congressionsl Committee

investigating Pesarl Herbor and meds the letters public. They

appesr below.

¥hen he liad finished reading the first two parsgraphs of the
£irst letter, Governor Dewey stopped bDecmase, as the Chamberiain
article reported, "the latter might possidly contain mmterisl whicn
hed already come from octher gsources, sand that anyway, & candidate
for President wvas in no position to make bdlind pramisss.” Ceneral
Marshall sant the letter back again with an introducticn which re-
Jieved the governor of bdinding conditions. This time Dewey resd the
letter and efter much thought and discussion deeided not Yo mske use
during the campaign of ony information he previously had.

FIRST LETTER
—90P SECREP—
" (FOR MR. DEWEY'S EYES ONLY)
25 September 194k
My Deaxr Govesrmndx':
I anm writing you without the knovledge of any cther person except

Admixal King (whoeamm)becaunewemapproaehingawedilmin
the political reactions of Congress regarding Fearl Haxrbor.

T Sc faxr a2 I am avare it has neither been ascertained nor disclosed, if
Momwhogavecovemorneweytheinrmmtion. But it 1s & fact that as a
putriotic citizen, he acceded to General Marshall's request-~he made no use
vhatever of the vital secret information during the campaign o after it.

”IME's account specifically states that Dewey "held his tongue. The VWar
Department's most valualbe secret was kept out of the campaign." I know
this to be true.-=-WFF
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You will understand from the foregoing the utter tragic conse-
quences if the present political debates regarding Pearl Harbor dis-
cloge to the enany, German or Jap, any suspicion of the vitel sources
of information we now poasess.

™
The Robert!s/report on Pearl Harbor had to have withirawm fram
it all reference to this highly secret matter, therefore in portions
it necessarily appesred incomplete. The same reason vhich dictated
that course is even more important todey because our sources have
been greatly elaborated.

As a farther example of the delicacy of the aituation,\sme of
Donovan's people {the 0SS), without telling us, imstitutéd u secret
search of the Japanese Enbmssy offices in Portugal. As a result
the emtire military attache’Japanese code gll over the world was
changed, and though this occurred over & year ego, we have not yet
been mble to break the new code and have thus lost this invaluable
information source, particularly regarding the Eurepean situstion.

- A recent speech in Congress by Representative Harness would
clearly suggest to the Japanese that we have been reading their codes
though Mr. Harness and the American public would probably not draw
any such comelmsion.

The conduct of General Elsemhower's campaign and of all opere
aticns in the Pacific are closely related in conception and timing
to the information we secretly obtain through these intercepted
cedes. They contribute greatly to the victory and tremendously to
the savingg of American lives, both i{n the conduct of current opsrations
and in looking toward the early termination of the war.

I em presenting this mstter to you, for your secret information,
in the hope that you vill see your wvay clear to avoid the tragic
results with vhich wve are now threat in the present politicel
campaign. I might sdd that the recent action of Comgress in reguiring
Arny snd Navy investigations for setion before certain dates has
compelled me to bring dback the corps commander, Ceneral Gerow, whose
troops are fighting at Trier, to testify here whlle the Germans are
counterattacking his forces there. This, however, is a very minor
matter compared to the loss of our code infcrmation.lO

Flesse retuwrn this letter by bearer,/I will hold it in my
gecret file subject to yowr reference sbold you so desire.

Faithfully yours,
G. C. Marghall

SECOND LETTER

-POP-SRCRET-
(FOR MR. DEWEY'S EYES OKLY)
27 September 1944

My Dear Governor:’

QU.‘.@PJ"/

ANy

I3
3
/

Colonel Clarke, my messenger to you of yesterday, Sept. 26, has
reported the result of his delivery of my letter dated Sept. 25. As
I understand him you (.AO were wwilling to commit yourself to any agree-
ment regerding "not commmicating its contents to any other perscn” in
view of .the fact that you felt you already knew certain of the things
probably already referred to in the letter, as suggested to you by
seeing the word "eryptogrsph,” end (B) you could not fesl that such
a letter as this t7» a Presidential cendidate could have been sddresaed
to you by an officer in my position without the knowledge of the
President.

TU The imst two sertences ia this parsgraph vere amitted frem the Secend

Letter. B8ee footnote 1l below.w==WFF



- . REF ID:A62837

!
v As to (A) sbove I am quite willing tohave you read vhat comes
- hereafter with the understanding that you are bouméd not ¢o commmie
cate to any other person any portioms on which you do not now have
or later receive factusl knovledge from some other source then myself.
& Az to (E) above you have my word that neither the Secretary of War nor
the President has sny intimation vhatsoever that such a letter hns been
sddressed to you or that the preparation or sending of such a commmiew
caticn was being considered.

of ejther this letter of my letter to you dated Sept. 25 are Admiral
LA King, seven key officers reaponsidble for security of militery commmnications A
7 avy my secretary vho typed these letters.

I am trying my best to make plein to you that this letter is
) being addressed to you solely on my initiative, Admiral King having

7/ I assure you that the only perscns who saw or know of the exiastence
/
v

A been consulted only after the letter was draftey, and I am peraisting
/ in the matter because the militery bazards involved are so serious
that I feel same action is necessary to protect the interests of our
armed forces.

(The second letter then repeated substantially the text of the
first letter except for the firat two parsgraphs).

4 LIFE falled to note that the last two sentences in the pemltimate
/  paragreph of the "First Letter” vere cmitted fram that paragraph in the
B "Seaond Letter,” but there 15 no explanstion for the amission.)t Pertaps
- ‘ 1), i1t was pimply for the sske of brevity, but this seems imporobeble.
, { Inmy firet lecture I called attention to the fact that the scoount given
"j,é-- ; 1in the TIME article gives credit to Army crypl;anuya’i'(js for providing the secret
| i commmications intelligence "which enabled our Havy to win such spectacular
/) battles as thoge of the Coral Ses and Midway, and to wayley Japsnese econvoys,"”
/' vhereas the credit for the commnicstions intelligence which ensbled owr Navy -
1 to win these bdattles wis produced by Navy cryptanalysts. One cannot blame :
the editors of TIME for making such a bad error because the source of the eror’
can be traced directly to CGenersl Marshall's letter itself. Several years ago
”\7\/ I asked my freind Colonel Clarke, who had cerried General Marshall's letter
to Governor Dewey and vho was at the time a high level officer in G-2, how
; 1 ¢ such an error had crept into Ceneral Marshall'e letter, and was told that
the letter which had been prepered for Gemeral Mu-ahail'a signature did not
meet with the Ceneral's vhole-hemrted approval and that the Genersl himself had
- modified it. Perhaps that is how the error to which I bave referred crept into
*“4t.” One could herdly expect Genersl Marshall to be entirely familiar with
the technicel cryptenalytic details involved in vhat he wanted to tell Go;ernor
Dewey, nor should one critixize him for not being able, in his very busy days mfl i‘l‘

i
&-——-—-—-——-——l " . ' i .
The sentence beginning "I might add. . ." and the aone begimning "This,
however is . . .”" vere omitted. = WFF
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upder very heavy prassure of events, to bear in mind or even to knmow about the
differences betvesn the enezy systems worked upon Ly the respective and separate
Army and Navy cryptanalytic organizations. Xt 48 of course possible, indeed it
ray be that in the cases of certain important naval operations valusble COMINT
came from messages read by Army cryptanalysts and this may be what confused
General Marshall in implying that all the eredit belomged to them because of
their solution of the Japanese highest-level diplomatic cryptosystems, the one

~ that used the so~called "Purple Code,” vhich wvasn't & "code” but a cipher
machine.

Since the period during vhich the disclosures of the Joint Congressional
Investigation were made, disclosures vhich were disastrous so far as concems
the izportant sccomplishments of the two services before and after the Pearl
Harbor attack in the field of commnications intelligence, mnd much less has been
wvritten and is nov in the public domain regarding those accomplishments, but
fortunately no technical details of significance have been disclosed. Hints



The Majority Report made five main recommendations , of which tne secuuu

1s of special interestyy REF ID:A62837

' That there be a complete integration of Army and Navy intelligence
agencies in order to avoid the pitfalls of divided responsibility which
experience has made so gbundantly apparent; that upon effecting a unified
intelligence, officers be selected for intelligence work who possess the
background, penchant, and capacity for such work for an entended period
of time in order that they may become steeped in the ramifications and
refinements of their field and employ this reservior of knowledge in
evaluating material received. The assigument of an officer having an
gptitude for such work should not impede his progress nor affect his
promotions. Efficient intelligence services are just as essential in
time of peace, as in war, and this branch of our armed services must always
be accorded the important role which it deserves.

I assume that due note of this recommendstion has been tsken by the
services but how far it has been possible and practicable to insure that the
recommendation has been carried out or will be I do not know. In this conneetion
I think it may be of interest to clte what the distinguished commander whom I
have already mentioned, General Omar Bredley, has to say on this point‘.\@/
In théir intelligence activities at Allied Forces Headquarters, the
British easily outstripped their American colleagues. The tedious years

of prewar studies the British had devoted to aress throughout the world
gave them a vast advantage which we never overcame. The American

\?_T%h Congress, 2nd Session, Senate Document No. 24k, Washington: Government
Printing Office, 19%6, p. 232.

\;/Ibid, page 51k.
,  \Ymia, pege 253.
. \%@- Cit., page 33.
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/ Army's long neglect of intelligence training wes seeon reflected by the

ineptness of owr initial undertakings. For too many years in the

preparation of officers for command asslgnments, we had overloocked

‘the need for specialization in such activities as intelligence. It is

unrealistic to assume that every officer has the capacity and the

inclination for field command. Many are wmiquely qualified for staff
intelligence duties and indeed would prefer to denote thelr careers to those
tasks, Yet instead of grooming qualified officers for intelligence
assignments, we rotated them through conventional duty tours, meking
correspondingly little use of their special talents. Misfits frequently
found themselves assigned to intelligence duties. And in some stations

G-2 became a dumping ground for officers 1%l sulted to line commmnd.

I recall how scrupulously I avolded the branding that came with an

intelligence assignment in my own career. Had 1t not been for the

uniquely qualified reservists Who so capably filled so many of our
intelligence jobs throughout the wvar, the army would have found itself
badly pressed for competent intelligence personnel.

Have some of you pondered over the reason why an officer who reaches
the highest level of command in any army, ours as well as in foreign armies,
is called a "general officer” or "Gemeral?" It is because he is supposed to have
by diligent study and first-hand experience learned something about everything
connected with military operations. But a high-=level generalist 1s not a specialist
in all the operations under his cognizance and responsibllity. As a field
commander the generalist could conduct his operations satisfectorily without
being a specialist iIn all the pheses of warfare before the latter became so
complex as it has became in modern times. He can perform satisfactorily even
brilliantly, even now, provided he has competent specialists to assist him.

And it is in the very important areas of cryptology, in COMINT and COMSEC for
military, navel and alr operations and services that you; if you become real
specialists, can be of utmost essistance to fleld commanders, the generalists,
That i1s where you come into the picture--as their responsible and qualified
specialists in the quite complex operations of cryptology as applied in modern
warfare.

But let us leave speculations as to the possible applications of eryptology

wax
in modern Ea.re in the future, interesting as they may be, and continue with
our history of such applications in the past. Iet us first dispose of certain
comments in the COMINT area of that history, and specificelly to the roiz that
COMINT (or "Mag:l.c") played, not only in the events preceding the attack on

wheeh,

Pearl Harbor but also in the military, naval and air operations'\enaued., not only
in the Pacific but also in the European Theatre.

You will recall that in the first lecture I called to your attention an article
vwhich appeared in the 17 December 1945 issue of TIME magazine, and which was
based upon a letter that the late General George C. Marshall, then Chief of
Staff of the Army, wrote to Covernor Thomas E. Dewey, Republican candidate for
President in the 1944 election campeign. Here i1s & picture showing how the two

principtes looked at that time (Fig. 1). In that letter, which was written on
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inepiness of our initial undertakings. For too many years in the
rreparation of officers for comsmnd asgignments, we had dvarlooked
the need for speeialization i suoh ankivities as intelliigence., It is

- unrealistic to assume that every officer has the ¢apacity end the

inelination for field command, Many are miqualy qualified for ptaff
intalligenice duties and indeed would prefer to denote thely cayears to those
tasks, Yet instesd of grooming qualified officers for intelligsnce
asadgnmnts, we rotated them throwh conventional duty tours, making
comespondingly little use of their spanial talents., Miefits fryequently
foud thenmelves assigned to intalligence dubties. And in scme stations

G2 became a Swping grouwmd for officers 111 suited %o lins comend.

I yecell how sérupulously I avolded the branding that came with an

. intelligance assigmment in my own cevreer, Had 1t not been for the

wiquely qualified reservists tho so eapebly filled so many of owr
intelligence jobs thioughout the war, thé army would have found iteslf
badly pressed for competent intellligence persommel.

Have sdne of you pondeyed ovel the resson vhy an officer vho vesacshes

the highest level of commnd in any ary, ours as well as in foredgn aymiss,

is called o "generel officer” or "Geneyal?” Xt is because he 48 supposed to hrve
by diligmt study and firet<hand experience lensined something adbout sverything
coamnectad vith military operations. But & high-level geneinlist 4s not a specialist
in all the operations wnder his eopnizance md respansidility,. As 4 f1ield
commander the gangialist could eonduet his oparations satisfestarily without
baing & specislist in all the phases of warfare before the latter bazase so
sapplex as it has become in modérn times. He oan perform satisfactorily even
rilliantly, evén now, provided he has compedent speeisliists to aasist hinm,

And 1% 18 in the very inportant areas of eryptology, in COMINT end COMSEC for
military, naval snd aty operations and services that you, if you bescme real
specislists, can be of utmost assistance to field coammandors, the genéralists.
That is where you cane into thé pisture-.as their respmsible end qualified
specialists in the quite complex operations of cryptology as spplfed dn modern
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But let us leave speculstions as to the possible spplications of exyptology ' o
in modern fare in ¥ue future, intsresting as they say be, and eontimue with
our history of swh applientions in the papt, Let us first dispose of certain
comments in the COMINT srea of that history, and speeifically to the role that
m(wm")m&,mmum&mumgme
Fearl Harbor but also im the militery, naval and air ope:'*uﬁm,\mued,/\not cnly
in the Paeifie but alsc in the Bwropean Theatrs.

You will recall that in the first lecture I called to your attention an article
vhich appeared in the 17 December 1045 issus of TIME magazine, and vhich was
besed upon & letter that the late Gemeral George C. Marshall, then Chief of e
Staff of the Army, wrote to Governor Thomas E. Dewey, Republisan candidate for
President in the 1oik election cempaign, Nere is a picture showing how the two
principles locked at that time (Fig. 1). In that letter, whieh vas written on
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27 September 1944, General Marshaell practically begged Governor Dewgy to say
nothing during the campaign about a certain H%‘e of very ¥ital information
which General Marshall had reason to believe had become known to Govermor

Dewey, 1t having been "leaked" to him by persons not authorized to disclose 1it.
The information dealt with the fact that the U. S. hed been reading certain
high-level Japanese codes and cipherseven before the attack on Pearl Harbor.

The vital point which General Marshall wanted to convey to Governmor Dewey was that
not only was the information which had surreptitously been given to Governor
Dewey true,but more important were the following facts viz, that (1) the war

wes still in progress; (2) the Jepanese were still using certein of the pre=Pearl
Harbor cryptosystems; and (3) the U. S. was still reading the secret Ja‘;a’n&ée"
commmications in these systems,as well es certain other enemy commmications.
Therefore, it was vital that Governor Dewey not use the information which had
come Into his possession as to our reading Japanese secret coommnications prior
to the attack on Pearl Harbor and that he not use as political ammunition the
unproved assumption, or even if the assumption were true; that the attack should
not have caught us by surprise. I said In that first lecture that I might lster
give further extracts from TIME's account and, to continue the extracts from

that account, here they are:

General Marshall had a long series of bad moments after U. S.
flyers, showing & suspiclous amont of foresight, shot down Admiral
Yameoto's plene at Bougainville in 1943. Gossip rustled through the
Pacific and into Washington cocktall parties; Genersl Marshall got to
the point of asking the FBI to £ind an officer "who could be made an
example of." (The FBI, fearful of looking like e Gestapo, refused).

Once & dedoder wase caught in Boston trying to sell the secret.
Once, well-meaning agents of the Office of Strateglc Services ransacked
the Japanese Embassy in Lisbon, whereupon the Japs asfdopted a new code
for m:l%itary attachds. This code remained unbroken more then e year
later.C The worst scare of sll ceme during the 1944 presidential campaign,
vhen George Marshall heard that Thomas E. Dewey knew the secret and
might refer to it in speeches.

Yet for all these fears, the Japs never discovered that the U. S.
was decoding thelr messages. Even after the surrender, the Army still
used Magic as a gulde to occupation moves; though it had once been plexied ’hf/
to send a vhole army into Korea, Magic showed that a single-regiment
would be enough.

1/ !
SFOPSF KEFY
The letter, on stationery of the Chief of Staff's Office, bore a bold

heading: TOP SECRET, FOR MR. DEWEY'S EYES ONLY. Candidate Thomas E. Dewey,
his curiosity piqued, read rapidly through the first two peragraphs.

If I ever learned about the Boston incident, I have forgotten all ahout
it. But I shall never forget about the Lisbon episode. ==WFF
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27 September 1944, General Marshell rrectically begged Governor Dewey to say
nothing during the cempaign sbout & certain p@g‘:e of very vital information
which Geneyal Marshall had ¥reason to believe had beoome kntoum to Covernor

Devey, it having been "leaked" to him by persons not suthorized to disocleose it.
The information dealt with the feet that the U. S, had been rveading certain
high-level Jepensse codes and eipm;‘:um vefore the atteck on Pearl Harbor.

The vital point vhich Ceneral Murshall wanted to canvey to Governor Dewsy wag that
not only was the information which had surreptitously been given to Covernor
mwﬂbutmmwtmtmthefﬂlmmta% ‘ﬂhat\(l) the wvar

was %411 in progress; (2) the Japanese were still using certain of the pre~Pearl
Herbor cryptosystems; and (3) the U, S. was still yeading the secret Japwm
commmmications in these sys'bm)u well as neﬂa.m othey enemy emmicatim.
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'ma'efowe, it wes vital that Covernor Dewey not use the infmtion x&&eh—h&
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give further extracts from TIME's accmmtmﬂ,tocon‘dnuetbemanterrm

that accowmt, here they are:

Generall&rsbﬂlhadalonseerienofbadmentnafteru S.
flyers, showing & suspicious t of foresight, shot dovn Admirsl
!an%o's plane at Bougndnville 1943, Goesip rastled through the
Poelfic and dnto Washington ecosktail parties; Genersl Marshall got to
thepomhofaskingthemwﬁndanmicet"moembem&em
exsmple of " (The FBI, fearful of looking like & Gestapo, refused),

Once o decoder wvas caught in Boston trying to sell the seoret.
Once, well-meaning agents of the Office of Strategic Services ransacked
the Japanese mba.ssy/in Lisbon, vhereupon the Japs sidopted e new code
tary sttachés, This code remained umbroken more than s yesr
La.ter. The worst seare of &ll cemp during the 1944 presidential campaign,
vhen George Marshail hesxd that Thames B, Dewey knew the seéred and
mxgxt mQr to 1t in mpeeches.

'ret for 811 theae femys, the Japs nover discovered thet the U, S.
wes decoding their messages. Even after the surrender, the Army still
used Magic as a guide to otcupation moves; though it had once been pl.aned
to send a vhole army into Korea, Magic ahavedthatasﬁ.ngle-mgiment
would be enough.

smnm KEP.‘P
'.me letter, on stationery of the Chief of Staff's Office, bore a bold

heading: TOP EECRET, FOR MR. DEWEY'S EYES ONLY. Cendidate Thomes E, Dewey,
his curiosity piqued, resd yapidly through the fiyst two paragraphs,

B IFf T ever learned about the Boston incident » I have forgotien all about
4%. But I shall never forget about the Lisbon epleode. ««WFF
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I am writin without the knowledge of eny other persong except
Admiral King (wvho concurs) because we are approaching a grave ddlemma in

the political rea.ctions of ¢ Congress re@rd g Pearl Harbor.

What T have to tell you below is _of such a highly secret nature that
I feel compelled to ask you el eit.her .to accept it on the basis of your not_
W’ conmmiceting its contents to any other person and returning this letter

or not reading any further and return:lgg the letter to the bearer.

Tom Dewey locked up from the typewritten page. As he did the word cryptogra.ph »
a few paragraphs below, flashed into his vision like a red traffic light. He made
his decision quickly,folded the letter, handed # back. Colonel Carter W. Gla.rke (in
mufti), who had flown from Washington to Tulsa to catch up with Tom Dewey's campeikgn
went back,his mission uncompleted. [Here's a picture of Colonel Clarke, (Fig. 2).
Judging by the scowl on his face the photograph may have been taken on the return
from his first visit to the Governor]

. "You have my word." It was September 194%. The campaign train rolled up
through% the Midwest ; returned to Albany. A few days later Tom Dewey received
another visit from Colonel Clarke.T

The Colonel,again in civilian clothes,handed over another letter from Genersal
Marshall. The General hand chenged his mind somewhat:

"I am quite willing to bave you read what comes hereefter with the
understanding that you are bound not to coomunicate to any other person
any portions on which you do not how have or later receive factual knowledge
from some other source than myself. ... You havewny word that neither the
Secretary of War nor the President has any intimation whatsoever that such
a letter has been addressed to you. ..."

THE LOCKED FILE. This time Tom Dewey read on. As he turned the pages, he
Pecafie the Pirst man outside the high commend to know the full story of "Magic"
£.c. and what it was accomplishing in the Whr against the Japs. (see above). The
letter closed with a plea:

"I am presenting this matter to you, for your secret information, in
the hope that you will see your wey clear to avoid the tragic results with
which we are now threatened in the present political campaign."

LT e

Tom Dewey locked the letter in his files, went back to his electioneering.’
Though he had known before that the U. S. had cracked the Jap code, had suspected
that his information cast grave doubts on Franklin Roosevelt's role before Pearl
Harbor, he held his tongue. The War Department's most valusble secret was kept
out of the campaign.

l_gEEI'ING AT A FUNERAL. Recounting this story at the Pearl Harbor hearing last
week, Generel Marshall recalled that he and Tom Dewey never discussed the matter
in person until they met at Franklin Roosevelt's funersl last Aprils "I acked
Mr. Dewey to come with me to the War Department and I showed him current Magic
showing Japanese movements. His attitude was friendly and gracious.”

Hed Marshall ever told Franklin Roosevelt of the letters to Dewey? Saild
Marshall: "The President died without knowlegge of it."

SECREE 10st

The Pearl Harbor committee blithely tossedaway one still-secret U. S.
Gemesnment weapon. George Marshall's letters to Governor Dewey (see above) mentioned
that the U. S., with the help of the British had decoded German as well as Japanese
messages, George Marshall begged the Committee to cut out these references. The
Committee refused.

Publication of the letters thus gave the Germ=ns thelr first knowledge that thelr
code had been broken. It was also a brpfnch of diplomatic cofidence with the British,
who had let the U. S. in on the secret on the understanding that it would be kept.

\Z "A few days later. . ." But note that the First Letter is dated 25 Septem'ber 194k,

e Second Letter, dwbed 27 September. It 1s possible that Colonel Clarke wa,j
unable to deliver the letter immediately but my recollection is that he did deliver
it the next day==-WFF
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W I em writing you vithout the knowledge of any other personf except
Q¢ vy Admiral King (who conmcurs) because we are approaching e grave d¢lemms in  ~
the political reactions of Congress regarding Pearl Harbor.

‘What I have to tell you below is of such & highly secret nature that
I feel compelled to ask you either to accept it on the basis of yowr not

9&,}“"’ coammnicating its contents to mny other person and returning this letter
3 or not reading any further and retwrning the letter to the beaver,
“ Tom Dewey looked up from use typewritten page. As he d4d4 the word cryptograph,

a8 few paragraphs delow, flashed into his vision like o red traffic light. He made
>  his deeision quickly folded the letter, handed # back. Colomel Carter W. Clarke (in
mfti),whohadﬂmfrmmnhingtgntomlatoeatchmvﬁhm 's ¢
o/. { went back.his mission uncompleted. | Here's & pleture of Colanel Clarke, (Fig. 2).
C * Judging by the scowl on his face the photograph may have been taken cn the return
- from his £irst visit to the Governor. -
los s+ "You have my word.” It was September 1944. The campaign train rolled uwp
" throught the Midwest, retwmed to . A few days latery Tom Dewey received
s another visit from Colonel Clarke.

> The Colonel,again in civilian clothes, handed over another letter from General
J  Marshall. '.lheceneralhaﬂdchangeaMsmﬂdsmm

"I am quite willing to have you read vwhat cames hereafter with the
wnderstanding that you are bound not to cammuricate to any other person
.~.ﬁ,‘~‘ any purtions on vhich you do not how have or later recelve factunl knowledge
g v fram scme other sowrce than myself. ... You have @y word that neither the
Secretary of War nor the Fresident has any intimation vhatsoever that such
N a8 letter has been addressed to you, ..."

4. A»*>  THE LOCKED FILE. This time Tom Dewey read on. As he turned the pages, he
+  beceme the first man outside the high command to know the full story of "Magic"
¢ .<. v and vhat 1t was accomplishing in the War ageinst the Japs .(see above). The
letter closed with a plea: - !

el "I em presenting this matter to you, for your secret information, in
S the hope that you will see your way clear to avold the tragic results with
vhich we are now threatemed in the present political campaign.”

v Pam Dawey locked the letter in his files, went back to his electioneering.™—
Though he bad known before thet the U. S. had cracked the Jap code, had suspected
that this information cast grave doubts on Franklin Roosevelt's role before Pearl
Harboy, he held his tongue. The War Department's most valuable secret was kept
out of the campaign.

MEETING AT A FUNRERAL. Recounting this story at the FPearl Harbor hearing last
veek, General Marshall recalled that he and Tom Dewey never discussed the matter
. in person wntil they met at Franklin Roosevelt's funeral last April:; "I asked

Mr. Dewey to come with me to the War Department and I showed him current Magic

showing Japenese movements. His attitude was friendly and gracious.”

-

Had Marshall ever told Franklin Roogevelt of the letters to Dewey? Saild
Marshaell: “The President died without knowlegge of 1t."

« SECRET LOST

~ The Pearl Harbor commitiee blithely tossedamy one still-seeret U. S.
A 7 [Government|wespon. George Marshall's letters to Governor Deweyl(see sbove) mentiomed
N that the U. S., with the help of the Rritish hed decoded German as well as Japanese
3 messagess George Marshall begged the Committee to cut out these references. The
Conmittee refused.

, Publication of the letters thus gave the Germans their first knowledge that their
Y- 9 code had been broken. It was also a dranch of diplomatic cfidence with the British,
who had let the U. S. in on the secret on the wnderstanding that it would be kept. -

v T "Afewmlatgr. . +" But note that the Firat Letter is dated 25 September 194k,
At e Second Letter, dated] 2T September. It is possible that Colonel Clarke wa s
~/ unable to deliver the letter immediately dut my recollection is that he did deldiver
¢ 4% the next da{--m‘



