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A detailed accouat of the codes aDd ciphers or the Civil War iD ~~ 

tbe lla1ted States at Allor1ea caa bard~ be toJ.d withllllt besimliDS :J'fi. rt,.'})~ 
with a bit or b1osraphy abcut the man who became the first sipal officer 4(.-~"'I.A.{\f 

1D history aDd the first Chief Sipal Officer of, the UD1ted States Army, · ~ ) _ 

Albert J. Myer 1 tbe maa 1D Wbose memory t~t love}3 little U.s. Ar11J:t J,--~ ~, 
post adJacent t;, ArliagtOD Cemetery was ~d.-\ Myer was bom OA 20 Sep-

0-.M..ck. . 
tember 1827.) 1\ mer 8D apprenticeship m the then quite DeW science of' 

electric telep-a.ppy he entered -

Hobart College, GeDeva, New York, frcm wbich he was graduated. 1D. J.8ll.7. 

From early youth he bad exhibited a predUectiOD tor artistic and scJ.en-
, 

tific studies, aDd upCD leaviDg .Hobart he eatere4 Buffalo Medical- College, 
. 

rece1v1Ds the M.D. degree four years later. His graduatica. thesis, "A 

SigD La.Dguase tor Deat Mutes," c0Dta1Decl thir pra of the idea he was 

to develop several years later, wbeD, in 1854, he vas CCIIID1ss1aaed a 
' 

.1st L1eutellallt 1a the 'Regular Arm:r, made ~ Assistant SurgeOR_,~ ordered 

to ~~~~ ... ~ ... '!.,~~?';;elf&='• Uaa •el•ed ~ 4M'el:a,aea4s of• 

etticieat system of military "aerial telegraphy", wbicb. vas wtlat .,. 111• 

• ,;;:* sigDal~ ~ tbeD called. fie ~w- p~ty-or-=t'Y• !_t~ 
,.--- - .. ... - - - ___ ... - -.... . ~ ... --... ~ .... 

tar-away outpost to thtnk about~ I a.pbasize tbe word •system" ------·a:... .. r: ......... - .. - IIC" .......... ~-= ... - -- .. _,. 

, bec&Wile, str~e to say, al1!Jaough 1D&tances of tbe use of' ligb.ta aud other 

-visual signals can be found throughout the history of wart'are, aDd thet'\"' 
v~e 

..- ae rill 3 C£1&8 betweea ships at. sea had been practiced by mariDers 
-

tor cent:uries, yet down to the m1d4le of the 19tb Century surprisiag~ 

little progress had b~en lllilde 1B developiag metJaods arad 1Dstl'UDiellts for 

the systematic excb&Jitge of military 1Dt~t1on and instructions ill t:lae 
, , s.,:sste.~ ~ elec.tY"~c:. 
1------=--\0 210 b7- at·~ of 1m7 kiDd. Morse's practicalAtelegrapA_y, 
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developed in the years 1832·35, served to focus atteatioa. withiD the 11111taey 
~jste~s. oW. "W\etholk 

upOD R• --~·· ot iater-cOIIIIUDicat1on b;y meaa.s ot both visual. 8114 electric:al 

a:igDal89 - fa t~ years ilaed1a1;e~ precediDg the C1VU War; the U.S. l.r'lq took 

~tepa_ to 1Dtroduce aQd to develC:'J.:~ysteJi of YJt\16ls't.,p·eti-.g' tor- geuer.;, use 

~the field. It was Assiataut SUrpOIL Myer wbo turaished the 1D1tiative 1D 

this matter. 

ID 1856, •1 II k & two ~ars atter he was .CCBD1ss 10Qed ass ist&ht sur~e~ 

:·::· :.::::''"'"~:;!JUC'liii&aie e& tb i!1ii! iiiliii ii' ~~ -
__ ----~r drafted a meaor&Dfl'WI oa a .uw syatea or visual si81&alillg 

was 
and obtaiDed a pateDt 011. it. Two yeara later~ a board A appointed. by tile War 

-·--.... -~ .. ..._..,.._- .... ._~ SIICC.ss~ul 
DepartmeDt to study ~Ver'e S)'&tem:l •1 r t1f ' ; 1 

7 ,.,._,4:rter saae,.4emoutratiODs 
- awl '-'.a.o a'~lste..'f\.t, 

by ~r-1\ ~the War Dep~t fostered a bill in CODgress, which 
_ \ h;\ ~a.-e~o.s. 

\ gave its approval to ....,.".~'•· But wbat is mare to the poillt, Ccmgr:ess appro-

~­
~ 

' 
priated aD initial. aiiOUDt of $2,000 to euble the 'Al'D\Y aD4 the Wa.r ~t ~o. 

. . 
develo.p tbe s;ystea. -Tbe DlOile;y, as stated ill the Act was to be u.aed "tor the ._ 

amutactu.re of purchase of apparatus aad equipment for field sigDaliBg." 'l'be ~ 
\ ~· act &.lao ccmtained aaother important provision: it authorized the appoiDtmeat~ 
! 

- on the Arrrrr statt, ot one Signal Otticer With the raU., pay, aDd allowaacea of 

~ •Jor ot cavalry. Oil 2 July l.86o, "Assistant 8urseca Albert J. Myer (~ 
' ' 

~ appo1Dted) to be Sipal Officer, with the r&Dk of' MaJor, 27 June l.B6o, to tiU 
a.~ 

a.n or1g1Dal. ~?J' ,..lvo week& later Ma..tor Myer was ordered to report to the . 
'CC'!III!!Qd iDa Geae~l of the Dej)&l'tlleDt ot Hew Mexico for s iaQalills dut;y. The War 

' DepartmeDt also directed that two officers be detaUed as his assistaDts: Dur1Dg 

a several moaths • campatp againSt. hoet1le RavaJos, au exteu1ve test of Myer's 

new s;ystem, usi»g llotb flass ~ torches~ was cc:aducte4/ With IIIUCh succesa. ID 

October 186o, a Lieut.J.E.B.,Stuart, later to_becc:ae taaous as a CCQ.fe4erate 

cavalry leader, teadered his services to aid 1Jl s181UU 1Dstructi0Qt. 6t r 

ia:.~:~;:;-~:;· ~~- :;f~~~~:··:.;$;:~~~~.; ~·~~~i~~t~ 
,. J- , .... 

~- :IJI, -•tratillg bio_ &70tea before t~--te .a e*ndl' gr •••lo \ 

8151'' t.ele:e it ass wi' tl l 7

; 
11 1 • ., was a L1eut .. E.P. Alexuder, Corps ot 

Eagilleers. We shall hear more about him preseat]¥, but at the momnt I will say ~, 

tbat oa the outbreak of -._ /ar, Alexander organ1ze41be CODfe4erate Sipal Cor'fS. J 
-.a:-.--~-.-...J.::.. ¥.II ~- ~,..,.. - '!,.. - - .. .. ... ..... ..--; -c ~oc _..,.,..,.,,.. --.....,., '"" _..,..,........,. ... -.-., .. .-.....;;- ..... - .. 

1)1'11'9 l '*•• eatabl:'!alsei"" tbe"*<:t • U! 1 EJaafeclezabe 8CQgEe• "Ia etg rtae 

... ,. ... 
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Leas thaD a ;year after Major M,yer was appo1Dte4 ~ the first aad~ ~'ba~ /.. _ d ..(, 

. roYr Sc.c.-t...ol£,.-~a,..f a-... ~4' ~ / 
time, tbe c:al.J' Sipal Officer ot tbe U~S. Arrq, csns;;tvftt I a Ill* 1-e•, 

:J 1 · ; BQ~ a 36·hour bombarc1meDt, surrudere4. 'lhe blo~ four-year 1181" · 

· betweea, the Borth aad the South 1 bc..1w~ Tb.e -date was 14 Ap:U 1861. MJer's 

system at aerial telegrapb7 was sOCII to UDdergo its real baptism ~r fire; ratber 

'thaD by fire. But with the outbreak of war, anotber new system of llilitary 

sigaal cc:auaicatiCD, sigQal1Dg b1 the electric telegraph, begaa to UDdergo its 

first thorough test 1D combat operatioas. Tb.ia iB 1t•elf' is very, importaat iD 
I 

(/W 

the history of cryptol~. But tar more sigDif1caat iD that history ia ~fact 
-~~ aA--xe.a. e£1'04.. .,(~ ~ ~ ... ~, ~ 
tbat 1\ t~ the first time :lD ~be ccmduct of orgaraized warfare, rapid aDd secret 

ailitarz cC111DUD1cat1CQs OD a Jarae scale became practicable, because cryptology 

sad electric telegraphy were oow to be Joined ill a zataatl 11 l at lastiDg 

wedlock. For wbeD the war began, the electric telegraph bad been) iD use for less 
. 

tbara. a quarter ot a century. Alth~- the ftrst use of electric telegraphy :lD 

military operat1CDS vas ~the Crimean W&l' 1D Etrope/•{l85..._5p)11ts employment 

was restricted to CCIIIIIIUDicatiODS excbaDgeci &IIJ.Cill& hea4quarte:l'a ot the Allies, 8114 
' 

' -
acme observers were very doubtful about its utility eveD tor this limited usage. 

It J.111iq also be noted that 1D the aamala of tbat war tbere is no record of tbe 
' -

employa~er.Lt of electriC telegraphy together witb •au for pratecttD& the messases . 

apiDst their iDterceptiou aDd soluti~ by 1;he eaeJI1'• 

Oa the Unicz side 1a the Civil War, ililitary aigaal operaticms begaa with 

MaJor ~Ver' s arrival 1D Wasllilagtaa CD -3 JUDe lB61. His basic equiplllrmt C:OD&isted . 
of kits c0Dta1&1JI& 4 'ilbite flag.swith a reel square- 1D the center for U&e agaillst . . 
a dark backgrCNild:; «.,red· flag with a white square k use ap:lDst. a l.tgbt back• 

srOUD.d; u4 torc:bes tar night use. It 1& 1Dterest1Dg to note tbat these are tbe 

elemeats vhiell IIB1re up tbe familial" iuipia o_f our Anr:r Sipal Corps. 'lbe most 
' -

pressillg neeclllbich tace4 MaJor M;yer was to get officers aD4 ma detailad to 
' - . ~~ 

h1Da wherever sipals mi&ht be· required, aa4 to traiA tbeaa 1a wbat fOC!IIS e.- to 
~it\&.. "t''V~ t.$ wP~ CUUi. ~· ~ r~. £-. 

be Called tlle "WiiWBS S:'f&~ /t 'lb1s traiaiDg iDclucled learaiag ~taetbi»&' abwt 

eoclaa Olld c1}lbem, aal pill,.. -=31& tbetr _ya.;o• :_-:_._.,_..-_ f'Q• :1. ff!J" 
.But tbere vas still DO such separate tmtity as a Sipal Corps of tbe Aft~¥. 
-

Officers aa4 ealiste4 mea-were merelJ 4eta11ed tor service with M83or ~ ~or 

sipal1J:as duty. It was Dot uat11 two years after the war started tbat the Sipal 

Corps was of'f1c1al.ly established &lid organized as a separate br811Ch of tbe Ar111;:f, 

by a»Propriate C~ssiCDal acticm:tf:ta the meaatimeJSDotaer a1gDal1Dg orpui-

, zatioa was cCJIIliDg 1Dto beial - aa arpAizaticm which was aa cutgrowta ot the 

·g ~:1._~-.~~.J:~ .. of.~ •7 ~ .... ~"'c-a.t-;le...--.n 1 
~ ~'\~ . -r~~ ~ ~ "foo ~~:' 

/. ~ 
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govel".DDaattlt 's takiaa orer ccatrol of the Calllll!rcial teJ.earapb cCIIfp&Dies iD tbe 

U.ited States OD 25 Febru&l"J' 1862. There were thea OJa1¥ three 1D aUIIber: the 
~ ......, -

Alller1e&.D1(\Westera Ua1on, aDd Southwestera. The telesrapb lines geaeral.l.Y tol'PI 
~-of·w~ D~ -t:lte 

loved the 1\acRrv!! ~.. railzoads. The thea Secretaey of War, S111oa Cameroo, 

- sought the aid of 'l'bollas A. Scott, or the Peaeylvaa1& RaUroacl, who broupt 

. aaae of his aea to Washibgtou for railroad aDd telesraphic duties with the Federal 

GoverDJDeDt. Froa a nucleu of' four 701.1118 tele&r&Ph e.perator• grew a rather large 

military tel.esraph organisation which vas not sivtm tara.l status uutil aa 

28 October 1.861 PreaideDt LiDco~ save Secretary Camerca authority to set up 
~« ' . ~ 
(- u.s. Mill~ Telegraph Department 'U,Dder a -.n .......a AuOD Staaer, vb.o, aa 

general superiatadent ot the Weatera Ul:liou waa called to Washmgtoa, c~1sa10Ded 

a capta1D ((lilt later a colouel) 1D the Quartermaster Corps, 8114 aade super1DteDieat 

of tbe 11111tary Telegraph .Departllent. ~ about a dozen of tbe members ot the 

Departmeat becaae cCUiiasiODecl otf'icers, aDd they were 1IIBde otticen 10 that they . 
could receive &lid dia'burse t\m4s aad property. -.:Ll the rest were C1vil1aaa ~ The 

' ) 

U.S. Military Telegraph "Corps• 1 as it aoOD came to be desipated, withwt warrNlt, 
1j~ 

was teeba1cally under Quartermaster AMe1ga)but for all practical. purpose• it was 

wader the illlmeC11ate aDd direct cca.trol or the Secretary ot War 1 .a aituaticn adllittedly 

acceptable to Meiss. There were aow two orpn1zat1ou for aigaalirll !a the Ar1Q', . ~ 

8Dd it was bar417 to be expected tbat ao ditfic:ulties would enaWt f'raa the duality. 

ID tact; the d1tf1cult1es bepa .._,.., ........ very aOOD, as can be &oted 1Jl the 

followiDg extract fraa a lecture before the Washi.QgtCD C1v1l War Rouud 'rabl.e, ear~ 

1D 1954, by Dr·. George R. Tb.CIIIPSQl\ 1 Chief ot the Historical D1viaioa of the Office 

of tbe Chief' Sipal Officer of the U.~. An\Y: 

Tbe tirat need tor aU1taey aipals- aroae at the important 
Fecleral fortress ill tbe lover Chesapeake Bay at Fort Monroe. 
Ear4' iD June 1 Myer arrived tbere 1 obtaiDed a detail of officers 
aad men aDd beg&Q scboolillg thea. Soon his pupils were wigWagiDg 
.mea saps fr~ a small boat 1 directing tbe tire of' 'Ua1Cil batteries 
located 011 an islet-111 HallptOil Roads ap1Dat Coatederate t"ortit1-
cat1ons near Norfolk. Very &ODD, too, M_yer besu eucounteriD& 
trouble with commercial wire telesraphers 1D the area, Gelleral BeD 
Butler, c11'l111181Vl:IJI8 the Federal Departmeut 1D. •outheast V1r&1D1&, 
ordered that wire ti.legapb facilities aad their civiliab vorkara 
be placed UDder the sipal officer. Tile c1v111au 1 pr~ ad 
:ealous ot tlll!ll1skilla ill electrical aag1c 1 obJected 1D DO wacer• 
taiD teru. Uld •lacrt~ au or4e;r arrived trcm tb.e Secretary of War 
himself 'Wo couater-.aded :SUtler•a 1Datnct1CI1S. ibe Army's aipal. 
officer was to keep ha.Dds ott the c1v111aa telegraph even when 11o 
served the ~· ---- ... ----..tJ;-~"'l.. .. .-o:c..'Jc. .. ~......_~ q ~....,_, ____ p __ ,_ ........ __ .. lliilliiUIMJliW_,.,&_OIIIPA .. II' .... f<li W-"*-'"'1 ..... ...,,_ __ 'II--

Bote that at tbe time of ...... ..._ .. 
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I bave purposely selected this extract trc:a Dr. 'l'bompson • a presentat 1011. 
' ~ 

because 1a it we cu clearly hear the first l"UIIbliapl\ that leDgtiJ¥ aDd acr1-

mOD10ds feud between two si&Dalin& orpniZatiOAII vboae UDCoorclillated operatiODs 

and r1valr7 s;reatq reduced the eff1c1eacy of all aipal.iDg operat1DDB of tb.e 

· F~eral Arrq. As aiready 11kl1cated.,.,cme of these orgauizatia:aa was tbe u.s. 
~-

Military Telegraph "Corps..",-.,..., Jf hereiDatter abbreviated aa~USMro, a 

c1v111aD organization which operated the existiDS caatrcial telegraph •~tea 

tor the War _Department 1 Ullde:r the direct superv1s1oa. of tbe Secret1U7 or War, 

'Eclwm M. Stazatao.. The otber orgau1zat1on was,,of aoqse, the 11if'arat Stsaal . -
Corps of the UDitecl States. A:l:ay 1 vbicb. was not Yet evea est&blisbed as a separate 

- -
brar&c:h, wbereu the. USMro bad been elitabl1sbed iD October 1.861, aa noted above. - -
IDdeed, the S!pl Corps bad to wait UDtil March 1863, a , U tVC? Y!ars atter 

"""~ c.o._~,a;\CM. ,t' s~o\1\L be. v.cattct 
_ the outbreak of war~ be~ ore be iDS e$tabliahed officia.ll¥" ~ wtll s eeali tbat 

~ 

the 901lfederate Stpal Corps bad been eatabliahed a full ~ earlier 1 1D AprU 

1862• fotil then, aa I've sai~ before, tor sipal.illg duty OD both sides~ there 

were caq officers who were 'S.n41vidua.l.:q aDd' specitical.q detaUed for such duty . -
' 
?rca other bl-aAChes · ot the respective Armies. of tbe Jlo.rtb aD4 the South.~ 

- ' 
Trouble betweea the umm:: 8ll4 the Sipal Corpa of' t.he UlliCliL Arm:! begaa wbell tbe 

Stpal Corps became 1Dtereste4 1D •tpaliD& by electric telesraJ'b7 &114 besaJl to 

acquire rac1lit1ea therefor, 

As earq as iD _hoe 1.861, Chief S18n&l Off:S.cer t.\yer had 1Ait1ated actiou 
~ - ' 

toward ac:quirUis or obt1J,1D.1Dg electrical tel.egraph facUities tor uae 1D the -

-
field but with one exceptiOD DotlUIII happened. Tbe exceptiO& waa m the case of 

... ,~,cl~ "~ *'~ 
theA military department iD southeast VirgiDia, caDIIIIIIIded by Celleral BeDjaJI!izl , • 
Butler ~' .. ~,·""" ~i" "\e.•':.b ~re~\.~clo~~ -1'\-.e. ~.It;~\".. 5-·po ~ s~ ~ '~ ~~rtl 
~ e\ee.~C.:il\ ~ig'l'a.la'~':. ~ f'oe.4. \l.l•\ ~ 'ci ~ o~e.cl•~cl. \)~~r d,.. 

Ap,, IIIIBIIJSeB'a •as: e.•• Ia Ausust 1861, Col. ~ tried apiD &D4 1D •ovember~f t~e 'S,...\\Ot' 1.u.v 
. 

he recoaaeDded ill his aDBual report tllat $30,000 be appropriated to establish an 

electrical &1$D&ling- br&DCb 1D the Si(pml Corps. Tbe proposal tailed to meet the 
L ' • ~~ 

approval ot tbe Secretary of War. •: :a9 ~ telegE"apb. tram,,~~ 

ordered by M:fer-( llaD)' 110Dt.b8 ~ waa delivered in Ja.uuar7 1862 • ...a was tried 

out 1D aa ex:perimeatal fasbiQD) UDder cc:msiderable difficulties, the moat dis• 

hearteaillg ot wb.1cb was the active oppoe.itian ot p~raou 1D Washillgton, particu­

lar~ the Secretary of War. So, tor practical~ the Wbole of the first two )'Sai'a 
.J 

of the war, s1pal. otficer• s the llort'berD aide bad neither electrical telepa.ph 

facilities nor Marse qperatora 

I 
\ 
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However, by tbe aicldle ot 1863 tllere were thirt7 "tq:lJIS~teJ.earapta" tra1U 1D 

use iD the Federal Arlf¥. H~e 'a a picture ot sucb a U&ia. Tbe ~ leDgtb 

of field te~srapb ltDea was five to eight aU.ea, tb.QUSh iA scae caaea tbe 
~<' 

1DatrUDmts bad worked at d1stamce• as sreat as tweaty miles. But evea before 

the Sipal Corps began to acquire tbese facUit1ea1 there ha4 beez& asttatiOD to 

bave thea, aa well as their Sip&l Corps operatiJI& :peraomael, all turDed over to 

tbe USHIC, Wl1ch bad sr~ ilato a t18btl¥·knit arpaizatiCD or over 1,000 mea 
111 WashiaSton, 

and bad became ftr7 iDtlueatialj{ eapecially by virtue of its support frc.a Secre• 
USM1"'C 

t~m7 ot War Stutoa. As a ctm8eque11Cf'1 the X'h• atla &1.,a bad its wq. Ia the 

taU ot 1863, it took over aU the electric telep-apb. facilities aDd telegraph 

operatara ot the Sipal Corpa. ColODel M~er ·~ wrote: "With tbe loa1 of its 

electric liaes the Sipal Corps waa crippled". 

- . Sb DOW there t~ere two ccapetiq stpal orpn1zat1caa em the lortherD aide: 

Tbe u.s. Army's S1gD&]. Carps, wbicb was CCII,Posecl entireq of .Uitary persOGDel 
' 

vitb no electric telepeaph facilities (but was equipped With means for viiiU&l 

aigDal1Da), aDd the USJr.ro, wbicb. W&lil not a part of the Anq, beiJIS staffed alllloat 

entire~ w1tla c1vU1811ta, aDd wbicb had electric telesraph tacU1t1es aad. akil.lec:l 
-

~e operators (but no lletma or reapCDS1bilities for visual a1pal1Ja& or "aerial 

telesrapq" vb1ch, of course, was ol.d atutt) "Electric 'teleg;rapby" was .aow ~ 

tbiBS .. Tbe ~bad no deaire to abare electz:1c telegraphy with the Sipal 
-J;h.s., 1,4/e¥'4· 

Corps, a detera111at10D in wbich tbe we.plt" .. mtist ab]¥ ass1ated by Secretary of 

War Statan, tor reasoas tbat tall outside tbe scope of tbe present lecture. 

However, fre3l a tecbDical po1Dt of view 1t is worth~· goiafl into this rival.r)' 

Just a bit, it ~ to note tbat the peraormel of botb. orsau1zat1ons, tbe llilitary 
. 

aJl4 the c1v111.a.D, were' Dot mere]¥ aigDalaen aad telegraph operators: they served 

also u ceyptosrapher.a aDd were tberefore entrusted with the raeceasary ~ 
' c.\~~t.t" ' 

cipher books &Dd ;a78. Because of this, they aaturaJ.l¥ bee-. prl~ to the 111 .. 

port&Dt secrets conveyed ill ceyptograpbtc cQIIIIJJW'&1cat1ou aDd tiler therefore eaJoyed 

. atat1,1a as VIP 'a.. Tbis was particularly true of .-bers of tba- USMTC 1 beeauae they, 
. boo~s 

-and all¥ they, were authorized to be custodians 8Q4 users of tbe cipherJI· Hot evea. 
' ~~, 

the cQII!PBDilers of the units tbey served bad. access to ~- o1plae111. For 1Dstaace, 

' em the oue 8114 cmJ¥ occas iOD wbeD GeMral Grut forced his cipher caperator 1 a 
. ~~ 

"Yv( civil~_Dallecl Bec:kwitb1 to tum ov~r "tbe curreat cipher I\ to a co1ccel em Graa.t '• 

staff, :Beckv1tb Wa. Sllle4tateli discbarpd by- tbe Secretary ot War aDd Grant was 

repr1p""ed. A tev days later, Graat apolosized aD4 Beckwith was restored to hie 
boo"-.. 

position. But Gr&Dt never apia. 4MID~ed the cipher held by h1a telegraph operator. 
6 " 
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Tbe Grant•Beckvith atfa1r alOM 11 a\lft1ot.at to 1D41oate the leltstha to 

which Secretary ot War Staatca wat 1D retain cCDtrol Oft!.r the USHl'C, 1.Dclwlill& ita 
book, ' 

cipher operatora, aD4 ita cipluu'A: Ia fact, •o atroq a p081ttcm did be take 

tta.t em 10 IOV'eaber J.B63, follovill& a 41aaareaaJ~.t cmar wbo •houl4 operate 8Dd. 

control all the ailitary telesraph lmea, M)er, b;y tbeD fUll Colaael, au4 bearma 
~ • ' t' 

- '""' bo~\ 'Y\d.: , tbe /\PIN lllltBa title "Chief B1pa~ Officer of the Uaited States Al'IV11
, a title 

. . 
he ba4 eDJ~ t~ cnly two acDtba, wu pere.ptort)\Y relievecl frail tbat poaittca 

~ put CID the Bhelf". Not .lq atterlfardJaml 'for a a1ailv reuaD, lqer'• 

•ucceHor, Lieut. Col. Nicodemus, 1fU likewise •--.rily relteYed u Chief Sip.al. 

ott1~ by Searetarr StutaaJ illdeed, he vas not oai¥ reaonld :rraa tbat pos1ttcz­

he val cU.aataaed free the Service vithwt eYea. the for.Uty ot trial bJ court 
> ' 

, , IIIU'tial.. Stu.tc::a pve "pbaaey" J"MSODB for dita1••1DB CollUcodeata•, bUt I aa 

7 
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Cairo, Illiaota, to avait ardera tor a new ues..,.at. Ver7 •ooa thereafter be vu 

'either 4eaipated (or he •Y bave biMelt 4ee14e4) to •repare a tiel4 anual em 

tipfiliDS ud there aoaa appeared, with a pretat0X7 a~ dated JarnJar)' 1864, a 

p&llpbl.Bt Of 148 pagea 1 a copy of vh1Cb 18 DOW iD tbe Ran Book ROOII ot the 
. . 

Libra-ry ot Caaar•••. The title pap rea4a as tollon) 

".A. ~ual of S!Jf:!!l.e: tor the use _.2!. ·~ officers 1D the fielcl. 
B;y Col. Albert J. M;yer,. SiSD&l Officer ot tbe A:ray, Wuh1D&to:a, 
D.C., 3.864.'' . 

-
Eve:ra 1D thiiJ first edition, priDted 011 an Arfq press, ~r devoted aiDe peaea 

to a repr1Dt or a article frca Harper'• Wee:P,Y eDt1tle4 "CW1oa1tiea of Cipber", 

and 1a the aeeancl ed1t1ca, 1.866, be exp&Dded the aect1on oa cryptQ&ra1Jh7 to 

a1Zty pasea. More ed1t1CXUJ ~oUave4 8114 I tb~ we MJ wll say tbat KJer•a 

MauuaL
7
ua 1t several ed1tiau,n.a the pt=eer "-ricaa text on military e1&QaU.IJ&. 

But I 'a aorr)' to say tbat aa "teprda c-eyptolog it waa rather a poor thtDg. Pee 

ba4 dcne ~better twent;y yeara before that 1a b1e •••87 entitled. "A few vera 

oo aearet vr1t1D8". 

l3ecauae of ita Jl1staric aature, JOU •:r ltke to aee what JVer '• origt.Day 

cc4e" because it esployecl. anl¥ two digit•, 1 and 2, 1D peraltatiou ot 1, 2, 3 

u4" groups. Por eX&~~gle, A wa repreaented by the permutat10D 22; B, b7 2122J 

c, by 1211 etc. In flaa eipalma, a "1" was 1D41cate4 b7 a •otic:m to the lett, 

a u2u by a IIOt.iOD to the rigbt. tater theee ao\iou were reversed, for reasons 

wb1oh auat bave been gocd but are nov act obvious. Here ie tqer'a two-ete.at. 
~~~ -

code vhich,e"?U"~rs••-ueecJ until 1912: 

. GENERAL SERVICE CODE 

A- 22 N • 11 . .. uu 
B .. 2122 0 .. 21 Us- 2212 
c - 121 p .. 1212 tiOD •. Ul2 
D • 222- Q• 1211 
E .. 12 R • 211 ED4 ot word - 3 F ,.. 2221 s - 212 Bald of aeateace- 33 
G • 2211 T ... 2 EB4 of aeaaage - 333 
H .. 122 u - 112 AttU..tive • 22.22.22.3 
I • l v .. 1222 Repeat .. 121.121.121 
J - 1122 w .. 1121 Error - 212121 
K .., 2121 X • 2l22 
L .. 221 z ... 2222 ' 

Note: No. 3 (end ot ward) waa a4e b;y a forward 4CIWI1war4 aotica, called "tr011t". 
'nlere were about a dozeD aore sipala, tor nuaeral.B, for trequeat~ used 
Short eeten.cea, etc • 

We awst turn our attentim aow to the aituat1ca_ ae reaa:z-aa the orpoiaaticn • 
3+~ ;i~~,;o .... ~~~if 

f.~ Bi&D&~~iDs.IAthe~te:t)S...__c_~ ArrAy. ~ Y. ~ .. -_.u; ~~~~· ~~ 1illen _._._ll ~-
.. ~ -----·-- T~ w~''-*~.....,. ~ Jr~· s~~ ~..> ·~ ~9:e taalS:f ~tu:.lieh ""'t • 1•• ••lM• tliaD ... - __ ,...., 

8 (~~ 
...... ___ .. ... ... _...... 
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ltllt--WUII•f-'fii-IIIIM••-• tbat YOUDS lieuteaut 1 E. P. AlexBDder 1 who bat 
asaiete4 f'll'latit a 1D 4eaez~trat1q the vi&-nc ayatea before a board a:ppo:latecl 

I ' ~ 
by the War Departllent to study M;yer 'a ayatem. AleX&D4er, ~a Captain 111 grey, uaed 

M;yer'a e~te• 4urillg the ba;:lle, which, eDd.e4 ill 41saeter tor the Ullioa torcea; ~-d-.:,.~ 
~ ~~·"'&.~ 
_.. Al.eDDder'• ean1;r1but1on :ta ;1iD8i1. was an illportaat factor iD tbe Caated• 

" . T" 

erate v1ot017. Dr. Tb.c.paoa, vhaa I bave quoted before, aays of thia battle: 

Tbua the fortUDeS ot 'War 1D this battle saW fVer 1& ayatea Of eipale 
succee4, 1rc:aically, OD the e14e h01t ila to MJ-r. Becauaa of paeral 
un~•• and also aa.e 41amterest Nl4 iglmruce, the Nortb ba4 
».either YiB•vas aipal.a :.lor baUoca. obserYatiou. 

· JPt::t•e ~· :r~e a~z:i'·H .a·a 1be <lD1¥ c~tcation ·~t· wtcb 

IUQCee4ed 1D ~ the tYniCD }.ray vaa the 1Dtat USMTC. But the Ccmfederate 

aye tea \DUier Al.exaDd.er, ott to a &ood. a tart at Dull Rlm, thrO\J&b.OU.t the war 
an4 

operated with both viB-ualAelactric telell"aph;y, an4 the Cante4eratea ~bought hi&hl¥ 
~ \9 AthJl., I ffl:a Z. .J 

enOU(Ih of their stpal serYice to establish it co an official baeiJA..leas than a 

tear after tbat battle. alM lljiiill8apa•'Ut bta 8sale&e.-.•••..,. ••••••W; 

Thua, altbOU&h the CODtederate S1pal. 
' 

~ . 
Corpa sever bee_. • 41st1Dct aDd 1D4epeDlent. breach of the An¥ as cUd the UD1ra 

L 
Stpal Corps, it :rece1ve4 aw:h •arlier recopitiOD :frca the Coute4erateAGovel'DII8Dt 

than cUd the Si(plal Corps or the Fe&eral GoverMellt. ApiD quoti.Dg Dr. Tb-.psc:m: 

Tba Ccmtedera.te Sipal Corpa vaa thua eetabl1ahe4 JWarq a year earlier~ 
ita 'Fe4era1 counterpart. It vas Dearly as larp, nuaberiag Bale 1,500, aoet 
of tbe D\lllber, however, ae:rviD& on detail. The Ccafe4erate Sip.al Corpa Ule4 
Myer'a a;ratea ot tlap ariel torchea. The .-n were trained 1n wire telearaph, 
too, &114 :SJ~preaaed vire facilitiea u Deeded. But there was uoth1Dg iD R1cb· 
•0114 or 1A the field. Cc:ap&l"able to tbe exteuiYe and tig)at~ controlla4 civ· 
1J.iall aU1ta17 telesnph orpnisat1on which Secretary State. ruled witla u 
ircm band. trma WuhiDitm. 

We c.cae u.aw 'to •'=l""tlllll-a:IPirlaatPitiiiSSIIillillflt the codes &r&d cipUI-• used by both •idea 1D 

the war, and ill 4o1Dg so we aust taka 1ato caos14erat1ca the :tact that m the· 

UJl1m aicte, tbeJ"e vereA as I. bave mt.ic~ted, two aeparate .. or~1zat1a:aa tor sipal 
6lf~ ,-'flV \1 l YlA ~ .s.~ '•(•\ I~, • ' -t: k e Oi,.;~_H f-11',1" 4.-{ e.tXYU:," 

c<a~~Unicat icma; tM'::'ar!Jiii""<:"&ji- ·a I tile tJSMft. ~ "f'l'hrt betvetp tlaa Mt. 

,~~Wilt ._.a. settled bz.z.~tllleaa aot.-iQl.~ Secsetary ot Waz St&lfta,- tbe Otpal empajf ti'..., 

Z',!!:(U~,!_;bi~i~.z. ~lY~ tor _e_ipal-iB8-ltJ'"Yih&l «---Mri.al: ••*-•~' tH Ml'JI "<f'!"'?~ 
,resJume1b1'1tl' te e+.paltas e, •~et»le $el.ep~ We abould therefore aot be 

9 
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too utCibiehe4 to t~ that the crntoayatellll ue4 by the ~yo ccapetU.C «pa1• 

atiODI were dif'terent. On the other baD4, em the Ccst•derate site, u .Jut "W\o~., 
t\ 

~ thert: w.s cmq one o:rg&Diaation tor 11p&l. c--.micatiGD.a, tbe Sf.gaal. 

Corps of the Cmfederate States Ara:f, wbicb used both v1aual aD4 electrtc tele• 
- ' . o,-tJ. ~ ,K.J!A wu.t. 

graphy, the latter tae1lit1et beiDa taken over aD4 apl.oye4 Wblmi~-vailabli'". t ,) ••• 
. 

~v.HJ\1.~ 
ldiiLij,PilldlD~ ten Pi:;::5t't A ~l2'alcr wee •.a• w.:&1"""•••11 JCa-.. 

for tbia •rke4 cU:f'ference betvteD 1;be way in Vbich the t111taa aDd the Ccmte4erate 
t.. ~fJl~~~U3o...wot~+o~~~~~Ae__ 
•i&U&l operatiODI wereAe..a•*•" tltl!lell: strauge to aay, bad to 4o w1tb. the clif:fereace ~ 

,~ '' \.. 
between the crmo-cc:DIDQ.1catiOD arrpgeaats 1D the UA1DD. 8114 in the CODfeclerate J 

.Armies. 

We will discus tbe ceyptwyateu uaed b7' the Fe4eral Sipal Corpa f:Lrat and 
~~ 

then ~ d tbe CODtederate St&Dal Corpa. Since both corps used viaual s1gual8 aa 

their priMry •ana, we t1Dd them employiDg Myer'• v1sual•s1pal1Dg code •liHo "U 

...... shown above. At first both aides aent UDeD.Ciphered aeaee.pa; but som after 

learoiD&. tb.at their •iauals were beiDa 1Dtercepte4 .::;;.~:"ifj tbe ~, each 

aide decided to do a~thiD& to ~rotect ite meas&p•·• Tnttt@q both 4ec1de4 

CD the sue artifice, viz, cb&Ditns the v1sual-aipl:U:as equivalents tor the letters -
of the alphabet, so that, for 1Datance, "22tl was Dot alway. "A'', etc. This sort 

of cbaDsiDI-about of values socm b*a .. ill,practic&l, since it preventecl aeaaor1z1Dg 

the W18-wag ~ ee•••• caoe and far all. The difficulty in the UniOD A , 

Army's Stpal Corps was solved b;y tbe introduction into usage ot a cipher di•k 

invented by Myer himself. A tuU 4eacript1cm ot the duk. in :S.ta va.ri~ abo4iaeDts . 

will be fOUDd in M)'er'a ManUal, but here'a a picture of three fOl'JIB of it. You can ~« t.,.,. 

•' 

(Leave Half -page) · · 
~~.QXA...) 

read11.1' the visual ViS-wag equivalents tor ,letter-a)~ aiiMliM c~ ... b• cbaqed 

J'l!'«-~ d:=· ~6• ~ \ accord~ to scae pre-arr&Dged indicator tor ~ -*tii .c_..Dtric a E. <J , 
t'4•~ ~~ia.l.t.~~~i.1>~~f..t4A.)I.)I.V\)~Lt I 

f'1* a ~DII!'tiah ~la 1.A51.r,'P?P' tu•uu l.ettet A 111 repreaeated 
" I .... '., J,. 

by 112, B, by 22, etc. By movlras the two circles to a different JuxtapositiOD a 
~C.:C,.~."-'. 

nev set ot equivalent• v1U be"••• .,... ot course, it the aettiDg 11 kept tilted 

tor a Whole aeaaage the encipberment 1a •trictly acmcalpbabet1c; but Myer re""­

coaends challging the aettiDg iD the ai44le or the •••age or, IDre specifically, at 

the en4 of each word, thua produciDg a ao.rt of po~lphabetic cipher wbtch v0lll4 

delay aolutiOD a bit. An al.ternative way, M;yer states, would be to ue what be 

calle4 a "counteraip word':, but Which we call a lce;ywor4, each letter of which 
10 
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woul4 4eterai.n8 the ••tt:$.DI of the 410: tor a •iD&le word or tor tvo cCllllHCut1ve 
' 

vorda, etc. ~Ver apparent]¥ 414 not realize that retaiDSDc or ahow1»& exterballJ, ~l.bJ~ 
~~~) 'l.~~~~~~~~~it.t:. 

the leqtba ot the vorda or the plaiD text 1\-=• uewy .JileA w~l'\ A "tiit ~ 
A . ~~ 

later ve abaU 4ucusa the security afforded by the Mpr 4ia~ ill actual practice, oe. 
Ia tbe Ccmte4erate Sipal Corps, ~be syatea uael for enc1pb.e!Wmt ot v1Bual -· 

aigaals was apparentq the .... 88 tbat uaed rat eao 1xme~ ., teleg&phie ~·a-" .. .) 
...,...-., and ve a ball aOCil see what. it was • Althouah l(yer 's cipher 41ak waa 

captured a nwaber of t~a., 1t vu apparently 41acla1Dec1 by the Conf'eleratea, vho 

pre ferret« to use a wbolly dittereat tne Of device, u viU be aescr:be4 pre1entq, 

tor both visual aDd electric telagrapby. 

So 111l1Ch -tar the cryptoapteM uae4 1D cozmect1on with vuual a1pals by the 

Bigoal Corps ot both the North ~ the Souttl, ayate• vbich we 11a1 cleaipate a• 

"tact1aal ciphers." We caae now to the systeM uaecl-.._~-..a~III!IUH!!~-...I!IIAJtO 

•Y call "strategic ciphel"su 1 becauae the latter were usually excbaJI&ed between 
......... ~~.~ ~~.. ~ ~~ 

the seat of Govirimaent"ill ._ t:te~ or aacmg A•P •• zhze tit btae ttel6. In 

tbe cue of these Cc:a~Rmicatiana tbe cr:111tosys~ e~~ployecl b)' each aid.e were 

~ite different. 
- U>MT~ 

OD the Northern stdytbe ~1:..,.•~ ia~pap. QIIJPI uaed a system based upc:D 

what we nov caU tranapoaition but 1D contemporary acc~ts the)'~ callad 
~w. .. 

••route ciphere 11 an4 that uame"atuck_ .. The "-•iiDat-1~ tan•t too bad,.e~ 

becauae the proaeasea or enc 1pher.ent aDd. tec1pberaent, thoucn ~ uGt with 
' 

the 1Dd1v1dual letters of' the ••• .. e but vi,th lilt ire worda, 1DVol~ foll.oviD& 
'-..o..~ .:-.wta.te.~ .... ~~~. ' 

prescribed paths or routes~ I know no •iii.Pler or 110re eucc1Dct descr1pt.1oa or 

the rou.:t)'cipher thaD that stven by one ot the USM'JX: operators~ J. E •• O'Brien, 1A 

an article 1D Century !apzilae, XXXVIII, Septeaber 1889, ent1tle4 11TelearaphiDg ill 

BaU'le": 

The p:r1nc1ple of tbe Cipher c:ons18ted in writi.Di a message with au. 
equal number of words in each line, then copyiD& the words up and dom the 
col.UIID8 by various routes 1 tbrowiD& in an extra vor4 at the end. or aaeh 
column, and aubatitutillg other worda for 1Jiportant ~· au4 verba. 

-
A •ore 4eta1.led 4eeoript1CID iD J'oderD technical teras VC'Jill4 be as foU.OW.: 

~ ' 
A .system 1n which-..6Dc1pherment the wor4a or the plain-text IIHB&ge are 1Dacribe4 

I' ~~ ~ AJ ~ '@ ~ 
Yiti>!D a IO''iC~"IiOd•~•·=-' .. , a -•• •11 'I w•~= -· 
of' rowa and coluaul 1ucr1bill8 the vorda vtthiD tlle •trix traa lAtft to r1ght, iD 

, 

auccesaive li.D~s 8DCl ron 40t111vard/ aa :b:l Ol'dillary writma, 8.114 takiDS the words 

ou.t of the atrix,. that 1a, tr&lllcr1b1Ds tha~accord1zl& to a prearr&Dpel rou.te/ 

to form the Cipher aaessage. f 'l'bese rmate c iphera were suppoae4 to have been tbe 

~~-- 11 
~v·}~A..@ 



--, *" REF ID:A62851 



... ; 
REF ID:A62851 

-
1n.vent1cm of Anaon Stager) whca I bave aeat1cae4 btfore 1n coanectt.on vith the 

eetabliablaeDt or the USM'l'C, aacl vbo is aaicl to bave firat clev1ae4 aucb. ciphers 

for Qeneral McC.lellall 's uae 1D West V1r&1D1.a, in the 1'-'lr of 1861, before 
. 

McClell.all cue to WaahiDgtCil to ua~ ccwan4 of the Ani¥ or the Potaaac. 
~~~ 

ADsan Stager WRI 111 v thought tbat. he waa tbe or111Dal inventor or_ tb.e.,., 
~A~ ~~ ~ib~ 

syatea, but )! ae i:'ta,..t-.e~w8a qu1te ill error/\ )forcs-trauapell!itial Mthol!s,.vere ~· -~ --

1D use hundreds of year• before hiS tille. For' illata.Dce, 1D 1685, ill au uuuccesef'Ql. 

. attempt to invade S_cotla!ld 1n a couapiracy to set ·tbe Duke of Momlouth. on the 

thr~, Arctli.bald. Ca&llpbeU, 9th Earl ot ArQU, sutfere4 u UDfortuuate "accident'! • 
.. 

. He wu taken priaoner 8lld beheaded bJ order ot Jaaea the Seaont. Tbe caaami-

cat 1..oD.a of' the poor Earl were not secUl'e, 8D4 when they .fell iDto govenmeat baDda 

they ye:re ·~deciphered. The ~~etho4 Ar17ll uaed ,_ tbat of word transposition, 

u4 if you are 1ntereate4. 1D readi.Dg a canteapor-.ry account of hov it wat solved, 

look CD papa ·56·59 Of that little book I -aentioned before aa being ODe o:t the 

very firat books .in Engl1ah dealing with the aubJect ot cryptology, tbat b;y 

J&IIH FalcClller, entitled ~YR!C!I!!&!ia Patera~ Or the Art of Secret Iratoraation 

D1acla~~e4 Without a Key1 publishe4 1D LCilClca 1D 1685. There ~ will f'iDd the 
- U$~Tc.., 

progenitor of the route c1pbera eaplo,ed by the ~dowell •MilD' .!!!IML• .. Wei ef •• 
. ' t;.~ . 

81 &L&Lii, -.a ll\..:t:.le yeara after Argyll's abortive rebellico. 
~ -

TheA.cipheJ;Sa,.a\-. atployed b~_:~_..~fD!l'C_.~1e •••••• ~ tbe Peie•al...,. til 
~.,. ............ ~ ~= ~~ --

~- JI&Sb liei~, '' are f'ully d.eacribecl 1D a boo.k ent 1tled !he Military Tel.e£ap_h 

d~i!!l the- Civil War, b;y-Colcmel Williail R. Pl.wa, publia~d 1D Chicaso in 1882. 
' ' 

I thiDk Plwl'& 4eacr1ptiOD of tbea 18 ot cCIDaiderable iDtereat BS:l4 I recca~end 

biB boo._ to those of you vho aay wiah to learn aore abouti\~<.P.~~ ~ ~ ~ 
~It I ahov you. ODe exaaple ot &D actual•ssap aDd expla1D. ita enciphenaeat 

and 4eciphell'llent I viU have CO'Ierad practical.ly' the entire gamut oi' the route 

ciphers uaed by the USMl'C, ao baeical.l¥ ney aillple and unif'o.ra were tbey. ADd 

yet, believe it or Dot, legelld baa it that the'Scuthemjtsnal.-n were waable to 

eolve_ ~Y ot the messages transaittecl by the_ USMl'C. ~ia loag-hel4 lezjend I find 

bard to be11eve. In all the deacript10Da I have eDCounterad ill the literature 

-not one of thea, eave the me q,uoted abwe trc:. O'Brien, tries to .ake these 
' 

eiphera aa aillple as they really vere; a.caehov, it ee._ to •, a aubcCI:llleiOU8 

realizatir:G/ em the part of Northern writers, uaual.l¥ ex-USMTC operators, o1' the 

ayatem'a a111plic1ty prweuted. a preaentatioa Vbieh would clearly •haw &ow utter4r 

devoid it was of the clesree of' soph1at1catica one vould. be t~arranted in expectiDg 

in the secret cammmicationa of a sreat modern aray 1D. the decade 1860-1870, three . 
hua4re4 years after the birth of aalern cryptOIJiap~ iD tbe papal etates of Italy. 

12 
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tAt us take the plaiD text of a Mssage vh1eb PlWI (page 58) usee 1D au 

e~le ot the procedure 1D enoipbe~t. The cipher book involved 11 No. 4 
~ 

and I happen to bave a copy ot·it ao,..can eaail)' check P~WI'e. llork. Here's the 

message to be ellc iphere4: 'r 

waahmaton, D.C. 
July 15, 1863 

7 Pta bw Pl.\lla a~~-'~ vord-tor .. -word eDt:ipherMntj 1D a •trix of seven 
. . 

, columla and eleven "TOVIh He fails to tell u8 why -a •trix or t.b.oae diMillioDa was 

selected; preal3Ubq the aelecticm was made at 'ranclaa, which vas certa1nl1' permissible.• 

I , ~~ . . <:::. 
-~~--- ........... '""W":'C J-""~ .. ~-~---

l - --- - .....-; 
1/ 

. 
~I 3/ - ~I . .· i 51 ,~ · 6i ~ y . . -· 

~~) ~~~~. ~~) 
' . 

- (.'¥\o . ' ---~ .. -- ~ .... --- ' ~- . - !- --·- ··- - - .... -:., ·- -Incubus/ Stewart/ BroWn/ . NorriS/ Kn6o/ MadiBOD/ . Waafii.Dgt~,D. C. Ju4r'"' , 15th iS 3 I far ... ~ 
~ -I . 

I 
. 8 h \ .maD .Caqaer OD ' flea I woac.\ 
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~ ;-~, ·~ o.&f''t.~-.., 
Note the''auu{/non-a1p1fiaaDtJor ''bU.nd11 vortj}.t tne~ottcasof ..,-. QOlu.D$,.. 

A~~~~~~~ 
the•e be!Dg added to,.. cODfuae a voul4-be decipherer. At least that 1IU the theorY-; 

but bov eftectift this ~ubtertuge waa can be auraiae4J ~ ~·it :) 

be- ~~~~ ..... tba~ '"t~ liSUIIl prac.tiee • .Ji.o't: .. e ~ ~~ {~~!! ... ~ ~ 
~~.,(~ ~~h ~G..,~. . .,~ ~ ').t\__,-. 

The c1purr ••sage ill thea copied ~om foUowtns the r01.1te prescribed by the 
I 

tncU.cator "BLONDE 11
, as F •••a aa jase 1 ot Cipher :eoot No. 4. '!'be ill41cator 

r 

Olll4 llavf!t alao beeD ~~". _____ ... -· _ ....... • • _ ..... _ ~- ~~ \ 

------------/ ~ 7 ~!~·.!-. . .-. _ -~-- ~ _,.r, !~~~~~-~~ __... _. F~iS .9 ~. 
:W ;1111 ••JD 'Ill! To explain the d1agram at the top or tJttrPletae I wilJ. if-:13 

lbow you the "Directiona for Uael' wb1Cb appear on the reverse side of the title­

page of "War Depart.Dt Cipber No. 4", becau•e I'm afraid rou voul4n •t belieft 
"b(,4. ... ~ ~ ~ 1.;1~ • ~ f"""" .~;~ ~ 

- • if I •reR '-votecf :t:paa *'hoe.-.. ... 'r•• a.,.,. a picture of the title page \ ~~'"J .I ,U.'>_ ~--::4:...I :tollov it vitht\a photograph ot wbat'a em its reverae •14•"D~~ ~~~ 

r~~Jt-1 _-., ~Title -llo. "~~~trecttaw for Uoe:;-j 
- / :Po~ ~o. . ~ -,-t\ :..J 

---~ ••• III~J*' the -cba~o vaa responaible tar pditina thiB cipher book approved 

ever thought about Wbat be was doing Vbell he cauaed those "DirectiQQS for Use" to 

be :printed.'! If doean•t seem poaaible. All he w0\114 have had to ask hiuelt waa, 
I ~ R.ro~ ~~~~~<I '0-.t*fNe t\~4-w;., 

"Wby put thi~- piece of intoratioh 1D tne boolr. ttseltT 1\ S.,11l \IW eeeli falls 1Dto 

e~.:haJ)d•j ~ 4z.ead, too, and at once learn abou.t the intelide4 daceptiont 

Why so to aU the trouble of iDcludina "phoney" routes 1l'l the book'l It the book 

dcesn 't fall into e-.;, baD4e What socd are the 11pbODe;y" routea &D)'W8Y7 Why not 

Just 1J1d1cate the rQltes 1n a atr•ilhtforward aauaer, as ba4 been done bef'oret 

Thus: nUp the 6th colurm (atnce "6" is the t1rst nuaber at the lett of the d1a&r811), 

dcnm the 3r4, up the 5th, down the 7th, up the lit, down the 4:t;b and dow the 2nd. 

, ThiiJ mtter 1• so incredibly tatuou- tbat it is bard to UDderstaad how aeusible 
·~~ 

men- and they were aeuible - coul4 be ao~~.,.ts.w"krlicK • th1Dkills 
. \\ jl; .... ~. ~ I.M.f. II it 

procesaee. But there thel\ at&na.lar all t.be vorp. to ~ aDd to .1uclge. 

Now for the transpoattic:m atep~ Tbe 1D41~ator "BLONDEu sipifiea a atrix or 

aeveu cclUIIIIUI aud eleven rows, "ith the route aet forth ab0Y1!1, vi& 1 up the 6th 

colium1 4own the ]rd, etc., ao tbat the eipher tex.t with a "phmey" address &rl4 

aif!,DaturJ{ becc:ea ~ followl: 

. TO A. HARPER CALDWELL, Waab:iDgtoa, D .. c . 

Cipl!aer Operator, Ara:y of the Pot~: 

Blonde bless of who DO optic to set aD4 illipreaaiOD I .Macliaan square 
Brown c&all!r Toby ax the baYe turnip • Harry bitch rustle silk Adrian cOUDiiel 
,locust you another Cl14' of chUdreD aereaade flea KAox County tor wood that awl 
ties get hound Who vas ll8r him auicide on tor wae please vil.lage larp bat B\myal:l 
;ive sip 1.D~IIS ~o..¥.y Norris on tra.aelecl cat knit striven without if Madrid 
quail upright :martyr Stewart an ach bear aiDC:e aaa skeletOD tell the oppreasillg 
Tyler- aODkey. 

4 - (Sipe4) D. HOOR BATES 

~It vas the usual practiee to uae 'tar .:Z.. •• &ad. •18Uture tbe ..... or tJae ~ 
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Note tbat the text be;1Ds with the indicator "BLONDE". ID heipb.enMJat the 

steps are •"U~ply rever•ed. The 1D4iaator tells vbat e1se •trix to outl111e; the 

110r4a beg1DD1Dg "bleu of Wbo no optic •.. " are 1D8cr1be4 vtthUl tbe •trtx: 

up the 6th colum; thenJoaittill& the "check word" or ''aull~'&hic:h 1». thta case 

, s.a the word ''a quare"~ down the 3rd colUIID., etc. '1'be tiDal result. ahould co.rres-
4. , .. 

pod to what -ie shown 1J1 Fig. JI(J. 'nlere then follows the atep of iatterpretq 

orthographic 4evtatiODa, such aa 1Jlterpret1ng "a1,.&h", "-11
, 

110AIIIIer", anc1 "a" . kt-;:4~ 
as S1110D a-ron; the word ''woo4" tor 17VOU.l4" ,·eta. ~telh~ reprclucea the 

or181Ml plaiD teat . 
. 

Save for ECe exception) te lie cliaau:ae4 a a ••. •• 111 ...._, aU tbe route 

·ciphers uaed by the USM:rC ccmtorme4 "t?o thia baato patte:ra. The tb:I.Dp that chaapd 

trail one cipher book to the next vere the indi~tora tor the d:IMO.tone ot the 

•trice• an4 tor the routes; aD4 tbe "arbitrar1 .. " or code equtvalenta tor the 

vartoue 1teu CCIIIP1'"111Dg the "vocabulary", the DUIIber of tbell 1Dereaa1D& frca aae 

e4iti011 to the next, Just as might be expected.~ ~~;h.t~~~~/ 

a. IHIM euep*;\a,\.a • .;tbiar.-\telie~*-.-..£.:,tlurti-.Paa~,~--~ 
.rK.:=J""~,...-~ ....... \"1 

~ ~;:;-~··~;;-a:;-~;~;--:a;-~~~~ cme pap ~the b~ok. 

· I wiU show you that page: 

\-, ,....f"~·i -~--._ ...... ~-~- ·~ t 
G: ~-~~~~:_Book !o. U 

What we bave here is a 4eviatim trea tbe atraishttorward rou.te tranapoaitiao, 
~ ~ -

up the .• 'A down ~he ••• "etc. By 1Dtro4uc~ cme d1qOD&l path 1A the routla (the -

6th, 7th, 8th, 9th, lOth vorcla in a Msaap of f'lve eolaua, 8Dd the lat, liZDd, 3r4, 

4th, 5th, and 6th words iD a Maaage ot aix coluaa) the 'suaple up and down route 

no longer hol48 true. The wor4a em. the diagoaal ..1nterrupt the normal ~P aDd down 

patb8 &D4 introduce complexities 1D the J~e:tbo4.. In tact, t'- cCBplexittea aeelled 

to be a bit too auch tor the USMit: cipher operators because, aa tar as available 

recorda show, these ccaplicate4 route• were never usec1. 
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I nov ~eh to ..- a nlllber ot' pneftl and a rev epec:ltic c..ente 

. 
..... Hi III 71& Jl)JiatJ& •• 

......... 

~~-
ftnt, • ~ that althoush Anson St&eti'Y'lll'tiiJII\.Elcnc:Hl8VB&al1-. 

I 

baa been cN41.ted vith trwentlag the t1J)e ot oipher under cone:ldeatt.on - ' 

' ~ 
1n tbie atud;r., he •• ant:le:lpated :ln ~ invention~ about 200 ,.an. 

A11o, he 1i at Yen tbe ltcm' a thare ot ~ c~ecl:lt ror drdetq thoae c:lpbere 

-
alth0\18h he 414 ~ve- a naber ot aolla'boatoft@41111 !:• .._, tour or the~, 

prea'UIIIIbl:r beaaU8e he thousbt tbeJI voftli7 ·at betq 1:lql.ec1 out tor 

particular attention. Plllll and othert tell ua that copies ot -~aapa 

-le4 'b1- u!sf"t"!jc/{-tl•~l-)~ 'b1- -'but .. 

.;...,.." e:l'C 
'bs$ &lit _. aol:nd. ,Be oitel no authority tor thia laat ltat.-ut., 

.m,. ""711111 tbat auch ~ - +:s--.a 1n ~ ~ at the / fi] 
,' ~J&.G. ~~fW'W.e.t~ ~ ~ wja~ ' 

~edenc7 withl\••:•n• ,_. helJ: ill tbe:lr eolut:lon. "111*1t •7 be noted 

' ' --
tbat none ot the COD1'eclente account• ot wr acti'ritie• cite instance• ·or '· ., 

'i 

-/(.,-
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~ 
visual VaDimilliODS otA"'ederal. Arlq's Signal Corps. Don&l'll !SIS WID8'i 

Plum atatea that 12 different cipher books wre empl.~ by the 

~ ~ 
Telesr&ph Corps, but I £• b._. then weze"" onl.7 eleven. The first one 

was not numbered, and this la sood evidence that. a long var was not 

~tiiiR ~· '. n• 110 .::=:J:;,; !;"...., •All +W lwc*ll 

16 printed pases. But for acae reason, nov 1Jir.poaa1ble to tatham, the 

sequence of nUIIbe:Nd books theaatter waa as tollowa: Nos. 6 and 7, vbich 

were much like the flrat (unnuuibered) one; then came Nos. 12, 91 10--ln 



·-

:tnto ettect on 23 March 1865, 8Dd that 1t and all other ctphen weze 

41acarded on 20 June 1865. However, ae noted, there was a No. 5, which 

Plum ee.ya •• given a 111111ted diatrlbution. I have a cop7 ot it, but 

whether 1t vu actually put into uee I do not know. Like No. 4, it :bad 

USJ"'Il\C. 
4o page••~out 20 copies wen ~~eat to certain .-,eN ot theA.Mil4:taP7' 

'lea.tt&&Jill•-v•" scattered among 12 states; and, ot coUI'IIe, Waah1qton ~~ 

had at least ODP CopJ'• 

We may 488\11111 V1th a f'a1r amount ot certa1nt7 that. .the tint (the 

ot tbe one Stager produced f'or the c0111111Unicat1ona ot the goverDOl."S ot Ohio, 

Indiana and Ill1no:ls, and ot vh1ch a copy 1a stven b7 cml:y one ot the 

wr1ters vho )lave told ua about these eiphe:rs;-juel,., lllav1d H. Bate119 
,_. 
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f;t~~~ 
. ~ .1D his 1er1e1 ot artiolea entitled "Lincoln in tmt Telegraph ottice" 

.. /The Centprz Kap!ine, Vol. LXXIV, Noa. ·1-5, May-Sept, 19@* ehcnra a · 

taesild.le thezeot (p. 292, June 1907 issue), and I have had u goo4 a 

reproduction made of it aa is possible f'rcm the rather poor photographic 

tac:limile. The foregoins cipher 11 the protot;ype upon vhich all •ubaequent 

e:tpher bookl wre baaed, t~ tiftt ot the War Depart.nt Hl1.•• being the 

one shown by Plum.te 0 pprr•uU.x l· te tWe l:M'\.e, 

When theee ciphera came into use it waa not ·the practice to a!sspell 

certain w~.intent1o:aally; but aa the members ot the u;s/M/T/c (Who, 
' I I 

ae I.'w told you, 1\0t only ... wed aa telesr&ph operators but also u 

etpber clerks) developed expertness, the practice ot uaing non-standard 

orthography vas .t~uentl.y employed to make aol~ion ot ••sages mom 

. _» _.,p --
~ . ""~ 

"oa.a" • ""'""aar· " rat Qlle find~ hundreds ot •---, es or this sort ~ 
' 7 ~ . 

art1flce. Then, turthezt to inerea!le eecurity, more and more "aJSHJ!iii'fiL'i;!!. 

il!1'be aeries vaa tben .put out 1n book t'o:rm under the .same title b;y the D. 
Appleton-centur,y Company, New York, 19C17, reprinted: in 1939. 

' 
\ 
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tb'' ,ta, code equivalent~lwre added to tepreaent such thtnga u o~inal 
I 

and card~ nuabers, months c4 the year, da;tw or the welt, hoUJ'I of the day, 

.81'4'GtJk~_Jiiiij"4fLifl&eas.>Ud·ft~ punctuation, etc. M a lalt 

~~~ 
1tep, 1\ oode equivalents tor trequent:t,"-uaed .vo:rde and phrases wez-e 

introduced. One good example of two typical pe.gea tl'aA one ot these booka 

¥111 eharacteme ~ all .. 
~-----~ .....__. 

I 4 " . . \ Photo ot p. 1 ~15 , 
, . tZ"'Ol No. 12 $ 

You wUl. notice that the code- equtvalen~• 8ft printed but tbji)}r 

-.ni.US* are written in by hand. Thia vas ua\1&117 the cue, and the reaaon 

is obvious: tor edOllOIIIY 1.11 p~nting eoata, because the printed "Code 

equivalenU ot pla1n ... text 1tema ·in eiphe~ booka b4tlong1ng to the ,_ 

series ue 1dent1eal; cmly their •antnga obange tram one book to another, 

and or· coune, the. ti'anapoait1on routea, their indicators, and other 

variable• ehange traa one book to another. ·M ul Is , 7B 1 Cl'l!t I aa 

fortunate in haVing au ot the•• cipher books in JIY p1"1vate collection, 

ao that compariaona among tha are nadily made. 'fhe :t'1rat teat\ll'e to be 

noted 1a that the- code equi~l are all good English dictionary wi'da 

(or proper nouns), ot nQt lela then th1'H nor ao:re then Ieven (rarely -eight) 
' ' 

lettere. A earetul scrutiny •howa that in the early editions the code 

w 

. .. 
' 
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~ 
equivalent• are auch aa are not likely to appb%' as vol'da 1n the pla1n-text . ~ 

meaaagea; but 1D the later editiont, bepnn1na vith Ho. 12~re than 5~ 
' -

' ' 

or the words U4ed e.a oode !Cluivalenta are aueh u m.pt well appear in the 

Rlain-text ot 111!11!8!•· For example, vords such .. AID, AU., ARMr, 

names ot citiel, rive:rs, baYt, etc., appear ae~,~s•••rs•s•, .. ,.. code 

' 

- equival.enta. A1Dons namaa used. aa code equivalents are SBEllMAN, LINCOLN, 

TRaWl, STAM'ON, and thoae ot 21Bn7 other praninent ottice:ra and ott1e1al• 

\)~ - ' ~f~o.t (~~~ ~i\k~~"'~~~!.&~ 
ot tbe ,.:lkia1 AJ:rq,, ~d.1p~l'!l'IDentJ~ and, ~n IliON int:riguing, auch naJMa ~\' 

.. .· ~ ., '" "--=• 
' ', 

were ftiPl.Q,.d aa ind.ieatora tor tbt n\J!Jlber ot col'UIIn8 and tbtt routes uaed-

the so-called "Coimoencementi Wol'da. " It ~d seem that natael and vorda 

such as th~ I •·ve mentiont«l m1Sht ·ooeaa1onally have brought about 1nataneea 

where d!:tticulty in deeiphe:ring meaaaeea arose from this &OUJ"ee ot contusion, 

,' ' 3~~~~~ 
but the literature d~an tt mltntion them. A:b!• later we B!z 1? nn why auch 

eommonly-usecl 'p~r names and words ve:te not excluded. There wu, 1I!deed, 

method in this Dl&dneaa • 

.But what is 'indeed aaton1ah1ng t~ note 11 that in the later editions at 

1 ' ' ' 
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these cipher books, in great major1 t7 of cases the wol"CW uaed u 

"al"bitrar:tes, n difter tl"CCIl one< another by at leaat two letters (tor exa.ple, 

•. 

or by more tban two (tor example, Mml'LE and MmriC, CARBON am CAB~ 

.ADDBS ~ N!W~~.~cflti!C8•- One halt to search tor caaea 1n vhich two 

words ditfer by· only one letter, but they can be found 1t you seucb long 

eno~ tor them; as, for eDmpl.e, QUINCI and Q.UIBCBI PDE and PIKB, BOSI 

-
and 1011~+ Otten the:re Aft wol'da with ~ same 1nS:t1al trigl"&ph or 

/ 

tetragrapb) but t.ben tlle rest of the lettel"ii are such that errol'S in 

ot· ., 
MONS'l'BR and !«m'ABCR, MAGRBT and MAGNOLIA. All 1n all, it is important to " , 

note that the ccapilel" or ccmapUeft ot cipher booka had adopted a prtnc1ple 

known ~ u the "two-letter diffel"ential, " a feature found only in 

codebooka r4 a much later date. In brief', the principle involves the uae, 
1\ 

in a gtven aodebook, at code _group8 d1tfer1ng traa one another by at 

least two letters. This pr1nc1pl:e 1• eJIIPloyed by lalowlecJawable code 

cc:apilere to this veey day, not cm.l.7 becauae it enablea the recipient ot a 
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.~ 
+o~~.~~~ 

meaaase to cletect el"'''ra in tl"BDSIIIlsaion or reception, but also"'• ,,. 

~~~""' ~~f. Ao-~t~o-a.t' 
)f; the :pemutation tables used 1n ccmatl'uctiDS the cocle vorda 1\IMllttet#e 11h:::lr -

.. ~~.f,q_~ 1~"\n;~~. ;. 
"ea•n••••,.. WS.thout calliDS tor a J"epetitt:onl' It is clear, 1;henf"ore, that 

the compUera ot theae cipher boob took into conaideat:llon the tact tbat 

eZ"l"':ra are to be expected in Mone telepapby, and by 1ncorporat1D&, but 

cml.:y to a 11m1ted extent, the priDc:lple at the two-letter d1tf'e:rent;1al., 

ot these books C!hoae as cocle equivalents. It :f.a a :tee.tUl'e that lll!m:lfeata 

~~~~t..~~~~ 
zeal pel"Splcaalt;r OD the:lr part)~ A f'ev DIGIIDenta SS0 I said that I would 

expl.ain wiQ', in the later and improved editions ot these books, words which 

m1sbt well be words in plain-text measaps veft not excluded f'rom the lists 

o.t code equival.enta: it involves the hct that the basic natuze ot the 

cr,ptoaJBtem 1D vh1eh these eocle equivalents w:re to be used was clearly 

baaecl upon vori. t1"8D8posit1on, what could be JIIOJ"e c0Dfus1ng to a wuld·be -
c~yat, world.ns with mesaapa 1n such a a1Stem, than to :t1nd h1mselt 

1 A. ~lla.t~ ~ ..0 +etc }o (J~ 
unable to decide whether a word :ln tba cipher text K-• actually :ln the 



,, 

:. 
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wll be-" SOOd .. wms 1n the plaS.n-tezti ••ease•• A_D4 iD tbia ccmneat1on I 

have~ noted an ad41tioaal1nterelt1.1is t•tuzw: at the top ot each 

~~~ 
pep devoted ~o 1ndicaton for atpliDS the DUIIiber ot ool1BDI" :tn the 

~~~~ 
specific atr.tx tor a ••~~&S~,-.11 *,...*IJRU'~•••ta.• -

· ~ J~·~ ~ ~ •. ~! N11t11.~ ......... ~,~ 
eo-callecl~"cCBDeDC~ words_,",._~ words" in Hts ot three, ~ cme ot · 

which could actuaU;r be a ftal. vorcl orJ-. 1D the plaiD-tat ••use• 
, . I ' 

--'"WcY-~ ~ ~ ~ ' ' 
Suah~ ~:i.cators could be ftl'7 ccmtua1n8 to • ..,. o~ta, eapec1all.T 

-v-~~·"+J 
atter the tftllapositioa. o_pezation. "Bere;,._are the "COIJ!Wnae~~ent VOZ'da" on 

paae 5 -at Jls.pbe~ ~ Ro. 9: Arm::/1 Anson, .Action, Astor, Advance, ArtUleJ7, 

Aude:raon, Ambush, Apee; on ,pap 7 ot Bo. 1.0: Caii'O, CUrtin, CaYalr;r, 

Ccmgzeaa, ChU.da, C&l.houn, Church, Cobb, etc. Morec:JYer, 1n lloa. 1, 3, 4 

5, 8l1d 10 the "l1De 1Dd1caton, n tbat ia, the vorda 1Ddlcatiq the. number 

of ,horizontal .ron 1D tbe ..t:rtz, aze also vol'da auch aa could euUy be 

' 
' ' 
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WOlds 1D the plaiD-text meaaaps. Por eDJIIlle, S.n No. l, pap 3, the 

l1ne iDcU.caton aa as follows: 

l hith 
2 Pa"'lor 

I I \u 3 Contine 

~~ 
4 Be4 
5 Beet I 

BUlle 6 lind~ 
~'f) ~ Avalre 7 Aft11 \ 

"' 

~ IDe~~~~~» 8 ActS. "fa 
t 

BDJool.l. 9 Absent 
Bnoush 10 Accept 

Nate two tbtnp 1n the toreso1DS list: .first, there aze variaDta--thera 

are tvo' indicators tor each case; and second, the 1ncl1catore ue not in 

a':rict alphabetic sequence. 'l!hs.a departure trom strict &lpb.abet1c1ty 1s 

even more obYioua 1D the paps devoted to vocabul.&J"y, a tact ~ much 

/.d ~ ·;~1 
~ce c~1call.y. Bote We teat\11'8, tor eliiiJI.P].e, in fts. ~ 1: 

a~ paaea 14 and 15 at Cipher Book Bo. 12• 

In this zeapect., tbereto~e, these books partake acaewbat ot the nature 

~~~~ 
at two-part;,~~odea, or, in British te:rm1nolos:r1 "hatted" codes. ID the 

' 
second leatUN of this ser.tea the phJ81caJ. dift'erence between one-part and 

tTiO-part codes -~~~ *' .. tau••••• ""'""" •• -~ 
~~ ~ ~~Mr. 

*h zl tli¥1W ~ au indication ot the teclm1cal. d1fterence 
, ' 1\ A 

between these tvo t)'lles ot codes f • tbel?' t d:•t•· '4211PSP' rlJ•t:• 
' I 

1187 be uaetul. at this point. Two-part codes ue much more d1tt1cul:t to 

I 
I 

\ 

\. 

\ 

~ 
\ 
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. 
leada to the 4etel'lld.Dat1on ot the •antnp 6t other co&t srou.pa abcmt or 

. ~.,...;t ~ ·)l~fAttfA ~~ ~t: 
below the oue that hila been aolftd •. ror un.ple, in the f'ollCJVing • •t" 

·~if ,-. ' 
eXBD&Jle, S.:t the" cMe SI'OUJl 1729 has been cteWl'ld.JJecl tO be "then," the} 

- -~ 

~----"":"':-- . . 
"-~~~-~ ~ ;- --- ----~--~ ~ ' 

1728---the 
1729---then 
1730.--theze ' ' 

- - . ' .-_.,. JO····•J)._ 
aoc1e group 1128. could well be "'the,.f'ith:&t ot the co&t fiZ'OliP 17301 ''then". 

But ~~ a tva-pUt code, datellldn1ns tlle • .,sua ot thli code- szroup 0972 to ~ 

. ' 

-

... 
7621---~ 
0972---then 
1548---thel'e 

~ "'U•e ths .- "then," Clfta no clue whateftr u to the •rni~ ot 

" 
thea muat be a aection tn which the code ~· aa liated in naraemal. 
~ ~ ~~~ ~~ /) ~-t.,~~..-r.:l?.: t!.~lt..k - ------ r-- -- c...~ • !I 

Hquence, 1\ tHeir meamDga..,~"in a zendaa aeque~. The cOJQl)UeN f4 
' . 

~ a· p:ract:S:cal natUN between a etl'lctl-7 one-part and a atnct17 t.Yo-part 

"l.-b 
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. ~ode, bee- tbe;r -.lized that a aade or tire tj-r sort to tvtae as \ 

~,4:_}~~~st~~ ~ ~~~~~t.U~ 
bulky aa one ot ~ fozmer sort,"~ ~t the7 chose wasn't at J!t 

two 
bad1 so tar aa cl")'pto-aec'!lZ'1t7 was concerned. Aa a matter ot tact, and 
~ 

speaking tram pet'80Dal ezperS.ence in decodiq a rather long message 

t4~ 
adcbeeaed to Geue:ral. Grant, I had a ~IJtlla time in locating JSD7 ot the 

code vord8 in the book, because of the departun trcm strict al.phabeticity. 

I came across that Dll!aaaae 1D a work-book in rq callection, the work-book 

~ ~.ct. 
ot one ot the important members ot the ujs

1
1M,It/c--ntme other *'• a.~ \) ____ , 

Plum.>ti'ODl vhoae book, !rhe Military Telegraph during the Civil War, •comes 

r ~~~. 
~ uu:h ot the data I've pzeaented~ On the -.. tl:y-leat of 

Plum' a vork-'book there appe&Z'8, pzrea'UIIIably in his own h&Ddwrttins, the 

legend "V. R. Pl11D Cht Opr vith Gen. C. H. Tbc:aas". Ben's one ot tbe 

messages he enciphered in Cipher Book No. 1, the book in which, he Bll781 

more important telegrams wre sent. than in any other: 

. c ~= _1 
Rote how ED1' "Ubitrar1e9i' M '•lliadiMllzltrln~••...,, appear in 

the plain-text meaaap, tbat 1a before ti'8D8poaition. After ti'&DSpoait1on 

"Vl 
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· - ~e~ ~k, ~.~~"-~~ ~ ,te.;z ~~~~~ 
~ ! 

the melange. ot pla1n-te~ 8SM eeck wol'itt"-s~a t·16te ~itying. * 
&1M> :.J-. ~ tLob k.~e. ~s~~t ~ \ 041 ~ - ,-r i,--j •':.,} 

And yet, was the syatem~o ¥eJ~1nlcrutable"aAe• s'';' IFdoll't tb'nk ·~· 

( liven 1n the case ot the toagoing 11011ap thea &1'8 •noush """'"""led 1IOl'da \ 

without too much d1ft1culty and the pne:ral tenor ot the message could be 

detemined. There would nain, ot oourae, the busine11 otfJnd,ng the 

specific meauSnga ot the code 'VOl'da. In the case ot cipher book 11o. 1, which, 

case a Confederate ptgn•lJ!8D bid tn a lniUip tor several weeki and tapped a 

, 
~ did Contederate cryptanal.ylta haVe in their attempts to 1o1ft IUC!' ,.(C ')I '~ 

.. ........ 
r' ,. - -- i 

*In/seuehins for a good example rq eye caught the WOX'da "Lincoln ahot" at 
the lef't ot the atrtx and I 111111ediatel7 thousht that the •••ase had to do 
with Booth'* auas•inatlan ot the Pfteident. But &tter hurriedl)" tl'&nllatins 
the meaaase and finding nothiug 1n it having 8!l3'th1ng to do with the shooting 
it occurzoed to • to look up the iDdicatora tor a matrix ot aia l'OW8 and e1gbt 
columns. They turned out to be LINCOLN (message ~ 8 col.U111118), SH<7l' (6 rows) 
The V01"d SMALL beneath the "Lincoln shOt" 11 a va:rtant tor SHOT, al.•o meaning 
"6 ' " 1"'WWI • 

----

I t 
' ' .. 

I l ~ 
• J 
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to the .'tenliTe u4 t11h'l7-00Dtl'Olled aS.Y1lJIID lldl.S.tu7 telesapb 

~ 
ozpn1&at1cm which Sec:retar:Y Starrtioa I'Ule4 v.l.th"an 1ron haDcl tftm 

Wuh1Daton. A1moa't u a ccmoQIIIitant it would aeea, theze as 1D the 

oH,~.,~llj et:"!!r\,l l~ \..~ 
OoDtedeJ'IICy, .-. tar two e~epb1cmal. cuea, cme and onll' one" cr.yptoa)'ftea 

' and that wu tbe eo-called V1aaeze C!:pber, wh1ch qpueJltl.7 wu the cipher 

j,H. 
~ tn aa afftctG. manual J1'81*ftd by c:apt."Aleamlezo aa the :putial. 

or the SOuth. fte •18"""•n ot thoae 4IQa caUed it the "Couft Cipr," 

so" 
this tem refemns to the &18tem :ln cmaon use 'Jilt diplaaat1c or "court"~ 

1\ 

CQIII!IImic&tiODS about th11 per.tod 1D hl•tol7 • It 18 t1rtl7 ...... .., for -

c-

,ll.a~- laf:a aeeadP'S• ••·-~v •• a as-• M: 
I\ 

*A ke,ord 1a empl.o;,ed to ohaDp tbe &l.pbabeta ~lJ.call.7, thus wJdna the 
otpheJ!I what is called ~ a pariodlc ~ multiple-alphabet cipher contJ'QU.ecl 
b7 the :l.nd1rtdual. letten ~ a ke-71 which 111&1 cone1at ot a 1101"d1 a pbftae1 or 
even ot & ~tence, zepe&ted u ~ timea aa neceaRI")'. 

l-; -- .. - ..__... .... -- -- _,... 

( 



--

26 
1 a 
2b 
3 a 
4 d 
5..:;P 
6 f 

-7-g 
8h 

:9 i 
10 J.-
11 k 
12 1 
13m 
14 D 

15 0 
16 p 
17 q 
18 r 
19 s 
20 t 
2lu 
22 v 
23 w 
24 X • 

25 7 
26 z 

'. 

•. 

25 24 23 
b c d 
c d e 
d e. t 

,e f' 8 
t 8 h, 
g h 1 
h i j 
i 3 k 
.1 k 1 
k 1 m 
1 m n 
m· n o 
n 0 p 

.. 0 p q 
P q r 
q r s 
r s t 
s t u 
t 'li 
u v 
v y 
W X 
X·Y 
y 

e 
t 
g 
h 
i 
.1 
k 
1 
m 
n 
0 
p 
q 
r 
a 
t 
u 
v 

II 
n 
0 
p 
q 
r 

• t 
u 
v , 

n 
0 
p 
q 
r 
s 
t 
u 
v 
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. 
19 18 ,17 
h 1 .1 
i .1 k 
J k 1 
k 1 II 
1 m n 

16 15 14 13 12 11 10 -9 8 7 6 5 4 :f~2 1 .... 
k 1 m n o p q r a t .... -u v w x 7 z 
1 m n o p q · r a t·~11 v w x 7 z a 
m n o p q r a t,..A v v . .x y z a b 
n o p q r s t_fi v v x 7 z abc 
o p q r 8 __ t .)~""" v w.-·z 7 z a 'b c d 

r 
a 
t 
u 

n 

v 

o p q r 8 t u .......... v v x;· "1- z a b c d e .., 
p q r s t u,,.... ... v w "r•abcdet 
q r a t -·u--/1" .. w. x, 7 z a b c . d e t g 
r stu y/w x y zabcdef'gh 

t u _1/w x y z a b c d e t s h 1 
v /v x 7 z a b c d e t g h 1 .1 

x 7 z a b c d e: t g h 1 3 k 

fix::=:: ;~::·~:H: 
z b c d e. ·~- s h · i .1 k 1 m n o 

z c d -f' g hi J k 1m nop 
z a b c s· h 'i j & 1. m n o p q 
a .b' c d h i j k 1 m n o p q r 
b c d e 1 j k 1 • no p qrs 

a c d e t g j k 1m no p q• rat 

c de t s hi j k lll.~.n o· pqr-8t'u'vwx z 
a 

c : : ; ! : . : ~ ~,Nk : . : : : ; : : :; : 
c d e t -s If · i .1 k 1 m n o q r a t u v w x 7 

f-':~..o~~lll!~ --
. To put into ci;.r the tint message, which is put up by- us:f.nt 

''Manchester Blutt" as the ke71 and the second by the key te::rm, 
"Complete Victory," find at the lett-haDd side of the table the tint 
letter ot the first wo:rd to be ciphered, and at the top ot the table, 
the tint letter ot the tezm. At the Junction ot the columns in 
which these letters are so found, will be seen the IU'bitrary letter 
which is to be used in lieu ot the real one at the left. Continue 

. 111 this W8.7 w1th each successive letter ot the mssage &Dd key tel'lll1 
repeating on the latter tUl f'1n1shed. Thus, "She:nau 1s victoJ'1ous," 
put in cipher by us:f.ng the first key, would read, as show by the 
capitals, c-o-m-p-1-e·-t--ev--i-c-t-o-r-y. C-o-m-p- Of' coUJ"Be, any 

- U V Q G X I G MN D K V B F P K C 0 H. 
change in' the key word, tem or phrase chanses the IU'bt trariea, and 
if' neither the real • .-s .. nor the key is known, tt would be some-
what wxat1')U8 worldng tt out, unless there wre same such sugsestive "'l 

words as occur in Davis's •s&aae above, which 1nd1cate the ciphered · '
1 

~~ 
words very clearl)'; e.g., ''By which you m.&7 etf'ect" o tpqge~ "'\ _, ~-\... ~ !,}).10:.-~ 

( 
a crossing j ;._,....;..~,. rr"" 

"above that part "1\2 opg kwmct This meaning occuned to tbe author, ~~ 
J ot the rive,.. :( .... 
- at f'trst sight, and doubtless weuld be to any one tamtltar With ~_!j;.,.Y 

Dd.litary attatrs in that aect:f.on. Jlav1n8 sueased real wo:rda, it 1s 
· ver:y easy to work out the letters ot the key. The toll~ng two 

important ciphers were ti'8D8Dd.t'bed as divided below; t.e., each 
word was sent separately, not all mixed, as in the Pemberton cipher. 
This diVision does not tacUitate translation by the key at aU, but 
materially assists without it, and was, thezef'ore, 'bad practice. We 
glve below, each •ssase, with ita ti'BilBl.ation, because these telesrams 
were very important. The curious reader may, at his leisure, by using 
the key bO&l'd, study out the key te:rma, one of which w11l be f'aund 
entirely..., new~ quite apropos, in the light ot wbat speedily tollowd. 
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CONFBDDA9.'B STATES. OF AMBRIOA, MILI'rARY ~GRAPH, Dated 
/ Head-quarters, Februar.r 25, 1865. Received at Bicbmond, 

I 
Va .. , 12:25 minutes, A.M. 
'1'0 BCif. J .c. BREC.KBNBII8, Sec' y ~ War: --I reccmnend 

- 'l that the ta78JDEM! tn qoutwp rtatvvmp ubwaqbqtm e.xtn:j and ia-
1~, waqJ:ru ktmtl aze not ot izediate necessity, uv kpqfmbpgr 
- mpa thDltl. should be lmqhtap. ( S:Lpd) R.B. LIE 

\ ~ . : Jl '.rRABSI.tm:ON • ·-I recOUIII8nd that the :removal of public -I ' 

, property, DBCh1Der)', stores and archives which are not of 
{ :Immediate necessity, be COIIIIDeDced. All powder lhould be 

~ sec~d. r r r r r'" r 

~---- --· ;;-
VII 

,., BIAD-Qt1.AR1'DS C.S. AEMDS, Much 2!f,, 1865. 
OBI. B. KIRBY BMr.rH, ccmds. ~s--Misa. Dept., Oen: -­

Vvs eciltQmpB wcos u1 lllamn1dea k:tch kdt wasptf' us ttcf'ato 
ab:xa bjx ujkhmgja11m1vbceq qb ndel ue1au bt kta auhd egh 
opcm mta uvajwh ~ocS. 111 dddxtmpt :Lu :Lcjq.kp:lt, ea vv jau 
mvrr tvhtc abxc iu eoies o rdep eD ucr pv ntipt)'llleC 
rqvari.nb rpq rapx rkajcph ptu np ekez 1"88cdatrzpt 
mzmaeb acg nstqvvt me kta smhe tt;rt vh DWV kk&e PJb f'etm 
ckf'rlisytJZ]. x.1 3tbbz ~ htxd Wbhz aWY f'd aeg aTXWZVV 
Jeiaa oe nz~t lp'a scuh. 

\ 
\ 

j 

/ 

I, 

I am most zoespeetf'uUy ~ obdt. aent. I 
( Sipd) R.B. LBI 

'rBAISLAUOliT.--Gen: The pzeaideDt deems it advisable 
tbat you should be charsed v1th the mU1tar.Y operationa on 
both banks ot the Miss., and that 70U should endeavoJ' u 
pJ'QII&ptl7 as possible to orosa that river w.l.th u larp a 
f'ol'Oe u 1187 be pZ'Udently vJ.thdz'awn t1'0JI1 your p1'e&ent De.». 
You will accozd1D&17 extllmd )'OUr CQDIDIUld to the eaat bank 
at the Miss., and -.ke ~ta to br1Dg to W-aide 
such ot 10UZ' present torce aa :you ma:r deem beat. · 

~-..&. _ >I • most :reapectt\~7 10\11" Dbedient senaat. ~ : . 

~ 'rbeJ'e ..., certalD cCIIIIII!Jita to be - on the fCil'e~~ 
I 6 ' tf 

•• ¢' .. 

·~alrt u rv •e l~ aee~~~- ctcJea.., .. .,. :tarent7f.i8b1"""1mf'-o~a~,...~·· 
: - ... t .. " ... .. - ~- .,......-,r-"~": r- .. 

-I ' ~ ., - ... _ ... - - ,_ r.,. ., - --~ ' C: ~ 
,_, ....-- . ... _._, .. _~ 

,..,.. peoeenaa~•- •·2tn't!£!.-ta'tal aefec~ --. ·- . e 
"~_.-- ~- .... 

~--

~ lf ..6~ the tiftt place1 note that in the t11'St •••ase certain words are 

lett unenoipheNd; 1n the seecmd place, ill both the first and the second 

•ssage, the ciphen :retain and clearlfahov the lenat;ha ot the words which 

have- .... ~. -at thele taul.t;y p~~~~. i ~...., 
~;:~~-~.~~~~a-,)... c.-~~ w. btib~~~ 
p;;;: --=IS ea.a~ the •••aae•• We know ~oda7.tbat~pher ~1, 
~ 

mesaapa ~kavl!i leave nothing 1n the cle~. lven the address and the e1gaatUl'e, 
-"' 

3\ 
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the date, time and place ot origin etc.,ty-ahould 1t possible be hidden; and 

'~~ 
the cipher text should be in completel.7 regular group1nsa A so as not to disclose 

~~ 
the lengths ot the plain-text words, ~.._to ~1'01110te accunc7 :ln 

tl'SDSIIIiaaion and reception. 

So far as '117 studies have gone, I have not tcnmd a s1nsJ,e example ot 

a Ccmfederate V1pnere cipher which ahova neither ot these two fatal 

walmeaaes. ~-rhe second ot the two ltr ••• examples is the onl.)' case 

WI 
I bave found which then an no unenciphezed W01'da 1n tbe text ot the meaaase. ,... 

And the only eX&IIQ)le I have been able to find in vh:lch wol\i leDgtha are not - ' 

shown (save for one word) is in the case of the folloving measap: 

Vicksburg, Dec. 26, 1862. 

GIN. J .B, JOHNe.roN, JACKSOl'f: 
I prefer oaavvr, it has reference to Xhvkjqchftabpzelreqpz'WilYk 

to prevent anuze;vxswstp~w at that point, raeelpaghvelvtztautl.Uaalt 
lhitDa1gtBDIIIltgoc&Jd. 

A certain Dr. Charles E. Taylor, a Confederate veteran (in an article entitled 

"The SisnaJ. and Secret Serrtce ot the Confederate Sta+..es," published in the 

Confederate Veteran, Vol. XL, Aug-Sept 1932~ at-ter Sivingr an exmqple ot 

eneipherment according to the "court cipher" says: 
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It hardly needs to be said that the d1v1a1ou bet'RftD the worda 
ot the 01"1sinal message as SS.ven above wu not ftta1ned in the cipher. 
Bither the 1etters weze :run together cont1nuoua17 or bnaks, as 1t tor 
wol'de, 11ere made at :random. UntU the folly o:t the •thad was 
revealed by experience, onl.7 a tev special wozda 1n a meaaase vezoe 
put into cipher, vhile the rest .a sent 1n pla:f.n J.aDsuase. This 
afforded opportunity for adl'oit and sometimes succeaatul sueaaiDg • 
• • • I th!nk 1t m&7'be' s&id that it waa impoaaible tor well p:repazed 
cipher to be coZTectl)' read by ~ one vho cUd not 1mov the ke,-.. wozd. 
Bcmet1mea, in tact, ve could not decipher OlD' own meaaapa when they 
came over telegraph wi:rea. Aa the opezators had no meaniDg to guide 
them, letters eas117 became chaDaed ID4 pcn-ttou, at least, of meaaaaea 
zendered unmeaningly /j1i/ thereby. 

J'raD.kl.71 I don't believe Dzt. Tarlor' s cCIIIIDIIl'tl axe to be taken aa 

cbal'l.cter1z1Da the ~t1ees that wre uauall.7 fallowed, Ro other es-

s1pal'I!VID who ha8 VJiitten about the c:l.phera used by the CoDtede:rate S:l.pal. 

v:l.cto17 fW! which itr~f'OUSht ao 111Sht:ll7,., but I do feel waft'&nted at this JICIIIeDt 

1n aa.y1Dg that turt.."ler naeazoch m19 well shov that certe.in battles and 

·~~~-
campa.1gna were loat because af'A .. &tl$ OIJP'08ft.Ph:falal U •B w uc•i!iu•n•seabiea 

'•ntG!lf' 

A tev DlCIIIents aaoj I said that, aave tor an exception or we, then vu 

:1.n the Ccmtecle:racy one 8Dd OD17 one ci'1,Ptos)'Btem to serve the nee¥ r ~ 
tactic&l. u wU aa etratestc C:OIIilllltn1eat1ons. ODe or these ex.ceP'iona 

concerned the cipher used by Genen.l BeauzegUd atter the battle ot Shiloh 

q.-tJ.-
(8 April 1862). Th1a cipher •• puzel.7 lllOD.oel.phabet1c 1D natuze}\ S. ••• 

..._____ ------ ...... -- - ~ 

' t 

. \ 

\ 
' ' 

" -' 

' 
I 

,J;\ 
1 

I 

\ 
\. 

I " . 
~\ 
' 1\ 

\ 
\'. -- _.,.;..... --------;---=--=- -
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\,, 

~ 
~ 1Jlai;z•tmple eilhel' waa dlacU'ded aa soon aa the of't1c1al cipher"' was 

. ~;,.~to~~~,...,..... <l,r.,_~ 
pzoeacrtbed 1n Aluauder's manual.,... a;VM ~- ae w:Ys -..Ak'aeegll'l'\!'''r"Ct 

,.. u. • ...,,. lt••• the deciphered •••ase came to the attention ot 

1862 did the Ccmtederate states War Department pftpue an ott1c1al. c~osl"8tem, 

and then it adopted the "court cipher". 

The al;her exception involved a system uaed at least once before the 

~ 114 ~~1(,... ~ ~·cr 
otticial. a)'Btem was adopted and itl\ehoulil be mentioned. _On 26 Much 1862, 

- the· Conteaerate state• P1"ea1aent, Jefferson Davis, sent General Johnaton by 

special meaeenser a dict10Dal"Y1 with the :tollowtns ace~ :lnstruct1on:* 

- I aend 10\1 a d1ctiODU7 ot which I haYe the duplicate, so tbat 
you may cQIDII1UD1cate with me by cipher, telegraphic or wr1tten, aa f'ollows: 
J'irst sive the pep by its number,;_ second the cal.\DIID b)' the letter L, 
M or R, as it lllaY' be, 1n the lett-himd, middle, or riSht-hand col.UIIIrla,; 
third, the number of' the vcm1 in the column, counting f'l'am. the top. 
Thus., the word. junction would be des1gaated by 146, L, 20. 
~~~~~~IWI.O&&oJl.t~~~~~~~ 
~~ of' the tnea ot crwtos71tem8 used 'try both aides dur.tus , 

the American Revolution&l'7 Pel'iod almost a centUZ7 beto:re, except that 1n 

this case the d1otiQ!llll7 had th1'ee col\DIIDS to the page 1Dstead ot two. I 

~'Zt.. -
haven't tried to tind ~ dictionary ··n "I'' but it Bhoul.dn't ta1re long to 

I 

J < 

\ 

., 
l 

locate :1.~ since the code equivalent ot the wol'd "junction" was st.ven: 146,. L, 20. 

at~ 
Moreover, tbere 1a e:xtantAone tairl.7 long message.,v:Lth 1ta decode .. ~ Bow 

mrq other messages there ~ be 1n Jfaticmal Afchivea I don •t know. 

*Battlea and Leaden ot the Civil War, New York: 'l'be CentU17 co., 18811., Vol. I 
P• 581. 

' ' 
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Camins back Dow to the "court cipher," ~ w1ll p'l'Obabl7 find 1t just 

~ 
u bud to bellew, u I t1nd it, that eccordiDs to all accounte,._fetlrand 

~. • ~~~4\.~ 
only t-- ke18 wn used by the Ccmteden.te• duriDSI\ t•• WhiM ~us ot 

~-wri'uy tl'Ollll862 to"l865. It 11 true that Southern s:lsnalmeD make •nt1on 

ot f':requent OhaD&eB 1D key but ~- Ill 'tlat H-.atafe-OJiL7 the follOWing 

~ t:i...~·. 
~ azooe spec1t1calJ..7 ,..,P«••: 

l) 

2) 

3) 
. 

Dl COD WB 'IRUft .I - .. -<-....-.._ I 

- _. 1"- ""5 c...-..e- ... ~~J 
. It seems ~bat all vea used conaurzentl.y. A ae "-* tar•• •• DIM . CJ 
Lt-.3~--·Jr'~ ............ ) ....... J~i-v ........ .e...l."'Q 'lea.·~~:· 

'qPV - 5 8814!Je -!88-cA...aJ,I ~ f1U8t don tt JmDv 'b ..... aaly~ I l!M ~ , .' '\ ., 

·,.,._or ·~~~ ~~~"-~· 
~Rote tbat -~~~~ •••• Gl ldt1 W 1' ~·• ,., Ira' coneiata ot 
·. ·. ¥~~ 

exact17 15 lette~, but • this ~ "-• •• ~· not clear • .__. Bad 

~-~ 
the rule been to make the cipher mesaase•lfl1# 5-letter poupa, the 

expl&Dation wul.d be eas7: 15 1a a multiple ot 5 and th1a vould be ot 

~ 
preecrJ.bed, ao that then *••• •& lte Do advanteae in chooeins ._ keya which 

--~15"· 
contain I\ IUP tic U letten. And, by the 11&71 doean 't the key cua: IVrRIBt1!ICB 

' 
.~ 

acnmd atber Cldnoua to you A these dQI t 

-..____, ___ _ 
--- ·-- .. ---

'• /) \ . ' 
' / \. ' 

.1 1\, ....... 
I' '\ 

'1 ... \, 

' I ,· .... 

/ 
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Sooner or later A ••• ae •• Ccmtede:rate s!SD&]. otticerf w.s bound to 

ccme up with a deVice to s1mplif7 c1pherin8 o.peratlona,. and a sadset devlae4 

by a Capt&in Villtem B. Barker seemed to met the need. lB-~r'a Manual . / 

- ' 1.3-.... 
there is a pictuze ot one to:na ot the deVice, ahown hen in Pis-.% l 

don't think it necessary to explain hov lt W01"ked, for it ia almost self--evident. 

s~ ~ 
k._ WDii'el! ot these devices fD capt~ durtq the war, one of them being 8lllOJl8 

. {rt~.,Lt). , rx1 {, 
the items in the NSA Museum..'f\ But ~ze ',. a photograPh A ot the one found in the 

• 
oftic~ ot Contedeate Seczetary ot state Judah P. BenJcr;n &tte:r the 

~~ 
How DilDY ot these devices wen in existence or use 1a unlmown, 

capture ot R1cbliond. 

tar 
, l"u·' +. \ ~-\<'1~~~ 

their construction was an ind1v1dual matter--it waa not an item ot regular 
{\ 

J 

I 

issue to members ot the corps. JJen-'e a pic'b'tlft ot we eapta:a:e4= at: ¥teleftmw-

In practic&ll;y every acccnmt ot the codes and ciphers ot the Civil 

War you will t1nd Z'ef'e:rences.,. a aw .... ~ to c1pb.ers uaed by Con:tederate 

eecret service qenta engaged in espionage 1~ the North u wll as in C&Dada. 

' ' 
( 

4 l 

3b 

I 

\ 

~ 

\ 
\, 

' 



REF ID:A62851 

In particular IIUCh attention ia pven to a set ot letten tn cipher vhieh 

weft 1nteJ"aepte4 b:,y the Rev York Cit7 Poatuuter and which were iDYolved 

tn a plot to print Contederate cun:ency and bonda. Much ado waa made about 

the solution ot these ciphen b~ cipher operators ot the u;srtr/cJ in 

WashiDgton and the c~~uent bl"eakins up ot tbe plot. But I won't go into 

these' clphen tor two ~·· Pi:rst, the alphabets weze &1.1 ot the a1JIIple 

mono&lphabetic tne, a total ot six altogether betns used. Since the:,y were 

composed ot sJD!bol;a1 a dittezent aeries tor each alphabet, it was possible 

to c~ae a cipher word b:,y Jumpins tria one aenea to another without 

\~~\.) I 

~ exte:rnal incUcatd.on ot the ah1tt,. ~good eyesisbt Uld a bit ot patience ' 

wen ~ that vas ~~\d.red tor aolutton.iD this cue because ot the_tnept 

JaDnel" in vbich the &JIItell was used: , ~ole wordj > aametimea eeveJ'al. 

successive wol'de~ wre ena1pheNd b7 the aame alphabet. But the second 

nason tor JIJ7 not 8o1nS into the ato" is tbat my colleasue Bdw1D a. F1abel, 

whom I •ve mentioned betON, bas done same zese&l'Ch -.ms the records in our 

National Archives dealing with this casa am\ he has found somethins which 

ta ot great 1nte:reat aDd which I tee1 boun4 to leave tor him to tell at aaae 

~j-

future time, as ~ 1s h1a ator.r). not ms.ne. 

So ve%7 tr&gmentaJ7 was the amount ot ci7,Ptolosic intonation known to 

' . \. 
;, 
I 
j 
' 

... 
\ 

'\ 

· · ~wacr .... .J.... ~ ~ ~~ wU p-

the p~:ral public 1n those clap that wbenl\ on John Wilkes Booth' a b~ atal -.. 

~~-~~ ~ •a•l ·•~ta--Joatsi'~~=~~ 
' 

-~'alouiflJ a eQhH4 •i 'K er_, ta."Ti'liiit.r"'i"i11ii0iii:11i8i1iWi,iidijt"'eil 

.................... """ .. 
1\ balr:G£1en rQf;a &1~U£UJ ea..,...e&ew·1d:cm.imn pd•QRI'R.rM-:.'D'i$1_. 
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~f'"jii!ma~ ~~M'GiG~w~ 
t~•...autua ""tJJJFVIU-~-iiifatt._., waa...ae~'irllp.l:lceteeole&aei"A..otO<~~ 

-c8aft MISICI :hC'IIi"'JDi6"·Waalaii'ra1fle lltuectt!r.•~··ulf~'fdlfeeei as --'~.to 

;W"4A-" ~ ~t ~AA.:te.. 
AD mrb·t•~~~ the cipher square which had been mounted " . 

on the cipher :reel t~~ nn:t;, Aab- SeantailY~net.._.•~ 
~ ... ~ __ _,__ .. ___ ...,.... ........ ...,.,-

~Conteae:rate Secreta1'7 ot State~ P. Ben3am1n's office in Richmond, '~«.a. ~OM:t\to'U.\ 
41-w~;e~ 

"''n>e--, attempted to':Prove tbat this neceasarll.y meant that the CODf'edente 

\A)4UUL ~ ~ ~ ~*"' c:;t..4.0~~ t...~u-e_ ~ 
leade~"had been glv:l.ng Booth inat:ruct1one in cipher.:fs!se&I.~:So:·4M ~e... ~ Ol 
~ ~ f~1- ~c..... '1Sw'1fv, o-4l of4.o ~ o-~ w. f.-A~~-- Ld4M~r. 

~aa...u..,. lndi tile Mta .. 'c , •• a~e\18eeaal'tll. The tollov1DS 11 quoted 

,~ . 
· tram Philip Van Doren Stem •a book entitled Seczet M1ss1ona ot the CiVil War 

(Band McNally and Co., New York, 19591 P• 320): 

'!o the toreaoins I will cOJJDent that I doubt ,,r.r much whether "evei"JJlle 

in the war Jleputment vho wu f'em' Uar- with cmtosrapq lme1r that the 

Vii!IIDQII wu tbe ..-_ c:aatecleftlte cQ~Jer." :~ DOt """ ot 

them had even heud the DeE VtpneN or had even seen a 801'7 ot the table; 

ft.~ 
except~ a.a eases .... ._. e&ptuzed in opezat1ona. I doubt whether ~ 

' ' 

l . 
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least ot au, that a Gel"'IIBU A%rq :reservist aamed Kaaiald J 1n a book publ111hed 

I b&'98 devoted a good deal mozoe attention to the methocla &DI! meaa .tor 

CryptO-<:OUIDdi'1'JCatiODI 1D the Civil 1lar than they -cleaene, bee&uae protesaiODal 

cr.vptologS._ata ot 1961 caD ~ be impreaaed either by t~ etncacy traD 

by the depree ot the techDical securi:t7 the;r ~ to the ••ease• the7 

wen intended to protect. Bot much can be eaid to:r the aecurs.t:r ~ the visual . 
' " \ 

s1gaaling systems used 1n the aOII'ibat zone by the J'edeal S1pal CQJ'PI tor tactical ', 

purposes, because they wm pnct1cal.l;r all bued upon s1m,plel monoal.phabettc 

ciphen, or var1attoua. thereat, aa tor S.Utance, when 11hole wol"ds were 
' ' 

' . . ,_ ~~~~~4: 
enciphered by the a~~~~t alphabet. ~ ts ~-~ 

' 
Ccmf'ede:rate aipalnm va11e moze or less zegul&:rl.7 ree41Da aD4 aol:vins those 

Bisaala• What CD be Said about the aecUI'1t7 ~ the route ciphe1"8 usecl by . ' 

the ujsjM}T/cJ tor atratestc or hiShcCIIIII&Dd cOJIIIlUDic~tiODB 1n the zone ot the 

interior? It baSal.~ been 1Dd1ca~d that, accoi"dtns to accounts by ez-

1 L.'~ ~~ 
U s.,m~'llCJ men, lwJJ•••MI7 ~ w~e beyond the cryptanal.Jt1c capabWtSea 
1lR~ 1\- · . ' ' 

of" Conf'edezate c1')'PtaDal.yatSJ but can we l'eal.ly believe that thia was true? 

\' 

' 
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Considering the simplicity ot these route ciphers and the undoubted 

intellectual capacities ot Contedere.te officers and soldiers, why shou;td 

messages in these systems have resisted orY,Ptanalytic ·attack? In many casee 

the general subject matter ot a message and perhaps a nUDiber ot specific 

.- f 

items ot intol'll&tion could be detected by quick inspection of the message. -L 

<1....--t~~) 
.JJee• l'!")l.t it were not for the so..:caUed "arbitraries!' e• 89ie4181'ia the 

gene1'8l. .sense ot the message could be ~found by a few minutes work) 
,. - ........... 

since the basic system muat have been known through the oaptUJ'e ot cipher 

books, a fact mentioned several times 1n the Uterat~ ft •••• e1 PGA-

~;u:-:~~~=~~:;:~-:-:neral1y alike) would 

have told Confederate signalmen exactly how the .syatem worked and this 

would naturally give away the basic secret of the aupenedins book. So we 

~ o%t~,~~ 
must aee that whatever degree ot ueUI't:•~" these route ciphers i\w depended · . o 
al.moat enti.re\y 'lJ.POO. the number ot "arbitrar1ee" e:e td' PNO• actual.ly 

used 1n practice. Ma A review of sueh meaaages as are available shows wide 

II ll 
divergencies 1n the U$e ot ip1!' arbi'traries. ~ In any event the 

number ac~ually present in theae booka lllUSt have fallen tar short of' the 

number needed to give the real protection that a well..eonatructed code can 

~~ 
give,~ tlhM it seems to me that the application ot native 1ntell1sence; ·~•rat. 

- ~,.i.:~-k.- /USMi"c.. ~"1J~-
w1tb some patience,"a aufticient to solve ~--or so it would be quite 

logic&l to assume. That such aa usumpt1on is wll warranted is :readily 

demonstrable. 

. 
, Jinr' ns :tlg;:Ji01ll'JWA~I'lf'iB8.'~£a lactua.,-._«Red :lll.\4~ol~1 -. 



' mate1"1al for eucha Clemcmatratlon. In J~ ot 1960, Ml'. 1'11hel~ given 
, I 

' 

Mr. Ph1111p BZ'idges, vho is &lao a met~~Der ot NSA and who* noth1n& about 

the route ciphers ot the ujs'fMffC/1 the f'oUowin& authentic meeaage sent 

~ 
on 1 July 18631::'- General George G. Meade, at JJaniabU1"81 Pennsyl~, 

to Oenenl. Couch at Vaahiuston: 
.,..,.. 

(Measase to be tumiahea > r (1 · I 7 
-

It -took Mr. Bridges only a tew hours, five or 11x, to solve the 

cr:;ptosn.m, and he handed the f'oUovinS plain-text to Mr. F18hel: 

~hcmaa been 1t (-----"Nulls" 
For Parson. I shall try and set to you by tCIIIIIlOJTOV mondng a 
zellable gentlemen and some scouts who aft acquainted with a 
country JOU viah to know of. Babels this way have au concentrated 
1D d1rect1on at Gettysburs and Chazriberaburs. I occu;py Carlisle. 
Si'sr:aed Optic. C:eat battle Yer,y soon. tzee much deal-E-"Bulla" 

The tosesoina solution is ·correct, save tor one pardonable error: 

·"i!b.~s' ~· not a "null" but an indicator tor the .U..US1ona ot the •t:n.z 

ana the route. "Parson" and "Optic •• aze code n.moes and I 1magine that 

Mr. Bridges reeogniaed them as such but, at courae, he had no W1Q" of 

interpreting them, emept perhaps by •kSng a cuef'ul atud7 at the events 

and COIDIZlde:rs involved 11l the impending aet1on1 a stud:y he wean •t called 

upon to undertake. 

The toregoins message was enciphered by Cipher Book No. 12, 1n which 

the 1n~cator 'l!BOMAS spec1f'1es a "Mesaase at 10 Unea and 5 col.UIIIDa". The route \ ... 

was quite s~le 8Dcl stl'B1ghttorward: ~ the lat (column), up the 31'd; down 

-
the 2nd; up the 5th, down the 4th." 

\ 

..:.... 
' "" ,. ,.., 

' 

I 
I 
I 

I 
I 
I 

I 

I 
(, 

I 
I 
( 

1:. 
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It :t.a obviOWI that 1n this e~ the abaence of~ "Ub:t.tarley'' 

--..-=~ ----·--
tat ,., ~· ...w 6jiCia:tt:te ·itiiih=tm miaz:it:aP • aatpeclc:-:le=4d!e 

,.,._,,c,J. made solution a zelat1vel)' easy matter. What Mr. Bl"ldpa wul.d 

bave been abl.8 to do with the crwtosr- had there been ~ ot them :t.s 

~ Jii~~~~ 
pi'Oblemat1cal. Juds'ns by~,._ workaheets;"Mr. Bridget r1a::ft*od ;lti ••=• 

~ L!. ~ ~ KA. -...Mj~ 
aka. I i §• IIF 414 nat J"Ul.1ze "that a tnDapoation atrix vu involved; BDd on 

~~~ 
queat1on1D8 h1m"ae 'e ·~~ lalew w &dJibebed tait:1a wileD he e__.ea 
,~--- ~,--~ 

~ ~-. &D&wr waa :t.n the Dept:lve. lle zeallze4 this cml.7later. 

A minor dl"'IIIIL 1n the fortunes ot Ma3or Genel"&l D. c. Buell, one ot 

in two cipher telegnma. ~e first cme, aeut on 29 Sept. 1862, b'OID LouiaVUle, 

O"II\JI.1e ~ U5~TC.. 
Kent\1Clq1 wa 1n 1{ ci :r book_s:t•• I ,,. ·~ wll ~Mit and wu exte1"DSl.ly 

\J ~MTC!..J 
addleased to Colcmel ADaOD Stapr1 head ot 'tbeA.MQ&t_,. 'l'elepapl!: S~ 

&II 1P1a' ,._ but the :I.Dtemal. addftaue was MaJor Genel'al H. w. H&l.leck, 

~ 
"General·tn.:.ruet" [i our pzeaent aa7 "Ch1er ot start':]. ~ ••aase was 

, , extema.U7 a:lgued by V1U111D 11. Drake, Buell r a cipher opeator, but the ...... ~~ 11«..e.. 
~~· 5~) 

,... aenaea;~a :t.nd1cated.1ntemallr. EPvr aame ,., ... , aon ••••• ,_ WMbiur;lim 

CQLOBir, ANSOB ftAaiR, Waah1agton: 
Austria awUt I :le over to requ:J.rS.Ds oraera zaptule blleaf\ll 

tor your :lmltant c(JI!!!IM4 tumed and inat:ruct1ons ad l"'U8h looktns 
further 8ball t\ather the Camden me ot ocean September poker twnty 
I the to I command obedience repair orders ~ckly pretty. 
Indianapolis your him accordingly my fourth received 1862 wounded 
nine have twenty turn have to to to alvord hasty. 

WII.LIAM H. DRAKE 
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would like to work it out tor JOUMlvea, tar vlth the 1Dt0l'lllation you've 

al.l'ead7 Zeefd:Ved the solution should ~be d1tf'1cult. 'rhe ••aaae contains 

to Major Gene:ral. Balleck1 but it ,... 1n another cipher book--apparently the two 

books 1uvolved weft uaea ccmcUJ'fttnt~. Ben it :l.a: 

. ~-

GIOBGI C. MADABD, Waah:I.D8t0n: -
Begul.an ol'deftd ot rq to public out au&pencU.ns :received 1862 

apo:llecl thirt:r I dispatch Caiii&Dd ot ccmt:l.aue ot belt otherwise wont 
Arabia 117 cCIIIand 41achu'ae dut7 ot mr. laiR tor L1D.cal.D September 
period ;,our b'cm &eDU 8ll&U dut1ea the uutU Sevud abU:I.ty to the 
I a zemmoal eveld.DS Adam heftLl.d tribune.* 

PBILIP BltU'DR 

u 

- Aa betoze, I wUl glve ~ tbe oppol'tunit7 to aal.ve this messase tor 

10Ul"llel~a. (At the bepmSns of the nut lectun I ahaU paaent the pla:1n-

'!he tint dec1pheriDS ot a abel aigaal code ot which I 
find aq nccml vaa that made b7 Qapt. J. a. Ball and Capt. P. A. 
'l'aylor, nported Nov. 251 1862. Pour aa,. later, Ma.1· M;yer wrote 

< to C&pt. Cuah1q, Chief S:lpal. otticer, A:n1.J ot the Potomac, 
.not to pemit :l.t to became pu'bl:l.c "that w tl'IU181ate the a:lpal. 
meaaages ot the l'ebel ~". 

April 91 18631 Capt. ftaher, near J'al.mouth, reported that one 
r-;--ot hta of't:lcen had zea4 a zrebel ••sap which pJ'O'Ied that the 
I Nbela were 1n poaeas1on ot our code. 'l!he uezt ~ he waa 
•, :lnf'or.d that tbe rebel. code taken (trcD) a nbel a:lgoal. ott:l.cer 

l was 1dent:lcal v1 th one taken pNV:I.ouaJ.y at Yol'kto'lm. 

Be :received tram MaJ. l·~:r the follov1DS orien: 

. 
*A cunous cO:lnc:ldence--or was :lt a tonu:ltows f0ftshad.ov1Dg ot an event tar 1n 
the tut\ll"et --can be seen 1D the sequence ot the la8t tvo WOI'ds ot the cipher 
text. 'l!he message 111 dated September 301 1862.; the Rev York He:ral.d 8Dd the 
Rev York Tribune callb:lned to make the Hew York Heftl.d~bune on Mazrch 19, 1924--
62 ~ later! . 



.... REF ID:A62851 

--- ------- -- ~-rAQA.- .... -~-1-~rr......t-
-----~--tr'-~.~h---~~-~-
-----~-~--~~-~--h~- -
------~,-~ ·.~~ ~~~~~~-

-------\l6-~~---=l"vl-~ -~-~;[-~' -~-.ct-:.-~-~-~-----
' .. l . 

~-~~=--~lt'\.--~-~~~~~-~~-~ -~-~~~~y:;7!~~ 
. -- ---------- - - - - - ---~--~ ~-------------- -----------

o::::::=o._..__, ____ ..,., ----------- - -- -- -

- ------------- - ---- - - - ------ -------- -----------· - ------ ---

-C" .... - --- - -- - -



\ 
' ~ 
I -
I 
I 

I 

I 
I 

\ 
I 

I. 
I 

'' 

REF ID:A62851 
-' 

, 

"Send over your Unes, 'tl'om time to time, mesuaea which, if! 
1t 11 :ln tlie paver ot the enemy to dec~pber _them, will lead 
them to believe that ~ carmot get BDT clew to thei'l' 11gnala." , 

"Se~ also occaaianall:y messages untrue, 1D reference to 
talagJna17 mil:ltal7 movements, as tor 1na'tar:l\2e1 --"'lbe S1zth 

.. Corps is ol'dered to niDf'oree Ke;vea at Yorktown' • " . 

_ ~ou1:rte4J.7, what we have heie axe retereneea to the gene:ral ci})her 

' ' 

, 

}'Cite the -esp~aaim:. '1Send ove:r ~ linea a•. 'l'hia c~d ~ rete"~ to visual_ 

, 

caDillUnicat:l.cms. Here We also haTe ver,y earl7 1Datances, in _telesr8Phic 
', ' 

cO!IIIIUD1cat1ona, ot wbat :_,., ~+rand deception, i.~_., -emplO)'ing certain 
~ / 

I"n October, 18631 C.pt. Merr.f.ll'S pazt:y deciphezoed a code, and 
in November ot the ·same ,ear Capt. 'l'hickstun and C&pt •. Manton 
deciphered another ... :ln V:lrg:lnS.a. , 

\ Lieut. Howgate and Lieut. l'loalt, tn March, 1864, deciphezed 
a code in the Westem. Arlrry', and at the same tlme Lieut. B=ner found 
one at Alexa.ndl'la, Virs1ziia. -
· · Capt. Paul Babcock, Jr., then Chief S1gaal ott1cer, Department 
ot the Cumberl.aDdi 1D a letter dated Chattarmosa, Tenneaaee, April 
26, 186lf, transmitting a copy ot the rebel signal code, S&Y8: 

'j' Capt. Cole and Lieut. Bowsaw, acting S1gnal. otticers, -
occupy a atattOD ot cOJDIIIUDication and observation on WhS.te 

I oak Ridge at Ringgold, Ga •••• On the 22Dd inat. the rebels 
l cba.nged their code to the one enclosed, and on the aame day 

I ·- 1\0 the above-mentioned officers by unt11"1Ds zeal and energy succeeded 

\ 
\ 
' 

;r ~ in translat1Ds the new code, and these otficen have been ever 
/ ~ Kl•~::,.- a:lnce :reading every message sent over the rebel linea. MaDy ot \ ~ 

.}(_~ rr- ' - - these mesaapa haVe turniahed val:uable intcmation to the general \ ', 
;,.,;..o. ~ODJDIU'Id"ns .de~nt. ....... _ L _ "'R _ '-. - \ _. ....-rv w $. ~.1.- 1-o ea....-h~~ ...... ,; ' u~ ~ ~n-~l.!lh.~ ~~~ r. - ·. n 'BriJilldte:M&t1.Auu ~ the foll~obiervat1ons ot considerable 1Dte:restf"r .,,Ai: ~ ~ 

" • - ;,_. -:J I "' 
-.. -- ~ - I \ 

The absolute necess1ty·ot using a cipher when aign&Uing in _ 1 ' 
-the presence of the enemy was demonatnted dunng these autumn months 

.. by the ease with which the rebels Nad our mesaaps. 'lhia led to the 
issuing of an order that all irq)ortant messages should be sent 1n 
cipher. Among the mai.tttude ot meaaases 1'ltereepted by the enem.y, the 
f'ollowins were &CIIIIe ot the -more 1mportant:~it? · 

--~-+. _ _ -~Brown thereupcm ci tea 25 such meaaaaea but he g1vea no indication 
~ - - whatever as to th~ source tram which he obtained tbeae eDIJiplea or how 
~~u he knew they had been intel"Cepted. They all appear to be tactical 

""'" l .. ~ messages sent b:y visual signals. -
~ ~-

8-£ - r-w-~ foollowing is a:t'sc; -from Browq..-(p: I 279): ..... -~ T. i ' ' ~ ('.J.~~ 
...! / ,, , I ~ ,' .,-- ("' iL._ ~~ " 'D;'- I 

I,. 11 , ..r I /11- I _ ·\r : Abo'l.l'li _th~ tira-t/ ot ~ '(1864)t' Sergtve{al.rtnJ.:w4a a oned ,./' 1 

~c: -7 --ati F9rt....-St~)OD MOrr1~.-Ialand, W1~-~~aeve:ral c~ ~~re ' 
n .1) / 1 ' .,...-- ~-"" \ _,..< 

... ( ~\ 1 _....,. - -

' -

•,' 
' 
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, ""lh..c.. ~'1 ~ cJ~A.r; ~.., ~~·-~"' r-:!~.,~J: . --: . ~ 
AS~.t~ -~~ v~\.J Jt4.,.:.... (I~L4); !S.Att,C.C,C.~ .v..r~jl)~lo\M'£. 

tJ- ro-u- $.~~ ... ~,a-A )Yl~~ T t...C~il-) ·.c....-v.'(..-~ ~~1-&"..t~ ce...c-~ ~~ 
used by the rebels, tor the puzipase of madins ,the enemy's aigaal.• 
1f poasible. For nea:rl)' two weekS nothing could be made out ot 
their e1ga&l.s~ but ·by peraeverins he tinall.J succeeded 1D leaming 
thier codes. MeSaape wen l'ead by h1m t:rca Beach Inlet, Batte17 
Bee, and Port Johllaan. Gen. J. o. Foster,. who had assumed cCIIJII8.nd 

, ot the Department of the South, May 26th, wa so much· pleased with 
_,...// .. , Se:rgt. Colvin'• WOJ"k1 that in a let~r...ad1freased tci Gen. Jfalleak, 

_... .... ./' - .he :rec011111ended "that he be rewarded by promotion to Lieutenant 1n 
the S1gDa1 Corps, oi" by a b:rev~t or •dal"" ot honor." '~ia zecam- -
mendatiOl'i was subsequently acted upon, but, through eo.Dgl'eas1onal. 
and otticial Vl'BD8l1DS over appointment& 1n the Corps, he was not 
cCIIIIII18s1oned untU May 13, 1865, his aCIIIDiaaion dat1ns t:ran F-eb. 14, 
1865. . / 

' -t' ' .......... 
· (p-28i) Duriq the month, Sergt. ColVin added adclit1cmal 

lauzels to the tame he bad eamed u a succesaf'ul 1nte~ter ot 
rebel a1saal•· The -C!RJeiiG' had adopted a new c1pher tOr the trau­
m1saion ot :llapo$nt meiaagea; and the labor .. or dec1pber1ng 1 t 

· ~devolved upoil tbe .rerseant. Continued vatcJitul.Deaa at l.ut lecUJ"ed 
the delli1red zeaul.t, aDd he •• agaiD able to tranala·.se the :lm­
pOrtant 41apatcJJe• ot tbe eneDJY tor the benefit or our .COIIIII&Ddanta. 
The 1Dtcmnat1cm thua pined._. frequently ot apec1al, value 1n our 
ope:r&tiOBIT and -the peculiar ability exh1b1ted by the •ezoseant led 

-Gen. ro•r onae II10ft to· recommend h1a promotion • . 
, (p-286) About the same t1me an expedition under--Gen. Potter 

was orpn1zed to act 1n con.1unat1on with the '/J&VY 1n the V1c1nit'1 
al Bull's ~· Lieut. Fisher vas with th11 CO!IID"Md, and by JB1n .. 
ta!niDS cOJDI!Ilmicat:l.cm• between the lan4. and mwaJ. tOI'Ces hc111tated 

-ireatly the conjOined action ot the c()IID&nd. Meanwhile every means 

' 

· was emplo)'W!d to 1iltel'Oept zoebel •••••. Serst. Colvin, uil1sned 
to this parbiqul.&r_ clut:y, :read all the •suaea within a1ght1 and 
when the evacuation at Charlel't;on vaa deteftd.Dtd upm by the eneJQ', 
the t1rst not1t1cat1on ot the tact came 1D th1a ~ betore the :re­
'f:re&t hac1 actually camaenced. Aa a J'leWr1'd tor aoniP:I.cuoua aei'V'1cea 
renctez.ea :1.n this capaclty, Capt. Me1'1"1ll recicmaended tbat the 

""'- .. Ill 

- . sergeant· be allowed a mec!al., his zeal, eners7 and labors fu:uy 
'WU'l'&ntiDS the hOllOJ"• 

A:tter the occupat1an of Charleston, ccaimm1cations wu eatabl1ahed 
by a1gna.ta w1 th Port Stl'ODS# em MoJ'l'1s Isl.alld, :ron Jolmlou IIDd James 
Ialand, Mount Pleuant, aDd ,Steynmeyer•a MUla. A l1ne was also 
opened with t-be position OCCtW1ed by the ti'OOpl au the aouth aide of 
the Ashley J'iver. 

In many ot 'the caaea oited by BJ"OWD it 11 d1tt1cult :to tell whethe~ 

' ' 

111&-vaS or electric ~sraph measapa were 1Dvol.~~· But ia one ease, -

/ 

1Dvolved, when Brawn 11&78 that Sst. Colnn ''read all the meaaapa w:l.tbin s1sht•" 
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