EECOND PERIOD

COMHUNICATIONS SECURITY

Gentlenmsn, this period will be devoted to the subject of commnications

security, how 1% can be estabiished and maintained .
Three o four years ago Wmmw
ancther. ServbceSoNool O TETi SU 06T ADUNt that $ims there was being

hanred $ato our ewrs over the redio in Washington s slogan concerned with

sutoncbile traffic safety.’y)ed. The slogan was: "Don't learn your traffic

fhrod fAen
lavs by sccident,” I whewght the slogan useful as a title for ay talk but I L

+
W\

mﬁﬂa& it a little--“non't learn your COMSEC lavs Ly accident. I 'be%.n

gy thlk ow-bbnic-oeemsiong a8 on-tie~-one; by reading the Webster Dictionsry

;e.-,;,.-’if ko r“;is & ﬂamf 0"_)3&;
definitiom of the word "scceident™., I koow, of course, that Awwm -

rordL s R

W directly concerned with COMSEC dutiea >'but a» potential future
commnders of fighting units the definition of the word “"acaident” rhould be
ofh:?.'n%m-t in cvonection with viat will be said in » sosent o two, so I will
resd Webster's definition if you will bear vith me.

TAccident: Literally s befalling; an event which takes place without
one's foresight or expectation; an undssigned, sudden and unaxpected
wvsnt, hanes, often en undesigoed or unforesgen occurrence of an
afflictive aor unfoartunate character; a nishap resulting in fajwry to a
person o dxmmge to & thing; a casualty, as to dile by accldent.”

Having dafined the wvord, I will not proceed to make the definition

relavant 1o this talk by reminding you of & minor but nevertheless quite

-39-
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fwpartant episode of the war of the Pacific during World Wer II, and I will
introduce the saccount of that episcds by sayilng that: Dwring the wver the
Fresident of the United States, Commmnder-in-Chief of the Amy and Navy, the
Chis? of Biaff of the Uaited States Army, the Commnder-in-Chief of the Uaited
States Fleets; and cartain other high officers of the Armed Forces and the U.S.
Goverrunent journeyed several timms bBulf-vay around the world to attend special
motings axd conféerences. They apparently could go with safety slmost anyvhers
excapt directly over o across ensy o snmy cocupied turritory. They met
vith 2o sccident. On the other hand, the Japaoese Commsnder-in-Chief of the
Combined Fleet, AMdmirul Isoroku Yemamoto wend on an imspection trip in April

1943, the sequel to vhich may be susamrizsd by an official Japanese Navy

comunique resding in part as follows)
"The Comarder-in-Chief of the Conbined Fleet, Admiral Iscroku

Yameoto, died aa dwroic death in April of this year in air coobat with

®

the sy vhile direciting operations from s forwvard poaition.”
As is often ths case, tle coamunique did @ot tell ihe vhole truth.
Yaunaroto didn't die in alr conbat with the ensmy while directing operations--

I ot vith an accident. I don't know who first used the following terse
\-vnagfa e T réwwv‘-zs L&)aﬁ%ﬂ )?ﬁgm. Me:a.w gt N}Miu‘b&, &i’/s )
liltmnt)hb\:t it 18 decidedly applicable in this cmsei “Accidents doa't happen,

they are hauzht sbout”. U.5. Navy communications intelligence experts were cU
a-ﬂug thl gapuntn Ea.vy'- w nES AL W wers hot secure.
ot Ha\v W aehadulo_!pltl dolmsto tha day, howr and very minute.
A
v, ot MM& M’M':‘;

MMmewmm”m{thchwmlamiwmm;%ah

' k8-
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s, Ea ms}ﬂ_ﬂﬁw—l,g,ﬂ,;

Aww&i—mﬁuh-fm‘ﬂm. They also knewv vhet his air escort would be,

s 80 on., Jou Oanige; therelora . hkt Tt vas relatively easy to bring

————— " s, BTy
ey R i

about the "acoident” Yamamoto was to suffer A Our top Commander-in-Chief
el his party, on the cther band, journeyed with safety because the commnics-
tions compected with his various trips were secure, The Japmnese Commander-

in-Chief Jo\xrmyod in yuril because his comunications were insecure. 9%

Mth ves no ucidcnt in the dictionary sense of that word--it was brouahti
("
ebout.! The Yamemoto incideat later gave rise to & somevhat amusing exchange
omd.
wmrsmmmwumrommwuhmm,hkwmmmm
of Hhaw,

over atrtninAm Lurned up in the Yorrestsl Diaries, from wvhich I will

S T e —_— —— - —

now read (Page 86);

" %he formel swrender tock place oo the deck of the U.5.5. Missowrt
off Tokyo Bay on Septenber 2nd. The mocl of sudden relief from long and
breaking tension is exsemplified by an amusing éxchsnge & few days later
of urgent TOP SICKET telegrams which ¥Yarrestal put into his diary. In
the enthusisasm of victary scmeone let out the story of how im 1943
Muiral Yammoto, the Japanese Naval Commander-in-Chief and srchitect
to tha Pesrl Harbor attack hsd been intercepted and shot dowa in flames
28 3 result of the American ability to resd the Japansse codes. It was
the firest public revelation of the wark of the cryptanalytic division
aod it trought an anguished cadle Pfrom the intelligence unit slready

engaetd at Yokohama in ihe interrogation of Japanese Naval officers.

whl-
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"Yexanoto story in this moroiog's paper has placed ouwr activities in

very difficult position. Have meticulously concealed our special
kuowledge, we now bacome ridiculous.” They were even then questioning

the Japanese officer who had been responsible for these codes and he was
kinting that 1o the fmce of this Aiwclosure Le would have to commit
suicide. The oable continueds ™This officer is giving us wmlugble
informetion on Japanese cryptosystens and channels and we do not want him
or any of our other promising prospects to commit sulcide until sf'ter next
week vimn we sxpect to have milked them dry...."

Washington sisvered with an opsmraticual yriceity TOP SECRET dispatch.
"owr linesl position on the list of those who are subarrdsssd by the
Yasmoto story is 5,662, All the people over vhose dead bodies the story
was going to e published have been buried. All possidble schemes to
localize the dammge have been considered but none appsars workabls,
Buggest that only course for you is to deny knowledps of the story and
sy you d0 pot underatend how such a fantaatic tale could have been
invented. This might keep your friend happy witil suicide time next week
which Is sabout all that can be sxpected.”

But not meny yesrs passed before the Japaness begua to resalive what had
happened to them in the cryptologic campeigns of Werld Wer IX. FYor example,
Rear AMdmiral Nomurs, the last Commander-in-Chief of the Japaneee Navy sald

(this wvas on an interrogation):

A2
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"Rot only have we been benten in the decisive batiles of this war,
but alsc we lost the communicatiocas war. We felt foolishly secure and
Talled to taks sdoquate msasures to protect ocur own communicaticus on onhe
hand, wihile on the otber and, ve failsed to succeed in Treaking into the
ensxyts traffic. This fs unioubtedly cus of the mjor reasons far ocwr
losing btrtiles and in turn cow of the mmjor contributing factors to ouwr

loging the var. We failed in commmications.”

W"@}t ﬁau Ja.ganaraa s.m Offickr:

B4 s
"Our K‘wwp being dtfut-ed in the battle of *.tp radio vaves. _; Qurr
f i )

t

cards wnmthamnycmldmndumm Hovm:dnrmcwldnot

i
!

win An this fd:er m (Toehiyuki Xckn.i The Btm'y cg! the Ja;ganeae

/

i e

Bocks recently published in Japan by former Japanese sAyjrady naval
offioers coow out guite openly with statéments stiributing their defeat to poor
COBEC ca thelir part and excellent Amsricsn COMINT and COMSEC. For exsuple,

thwre is Capiain Fuchidat's book entitled Midwey: The Battle that Doowwd Japen,

Chapter VIII, p» 1311
"Ifunirnl Yamanote and his staff were yaguely disturbed by
itruiﬂtm; bad wewther ‘;:rl by lack of informmtion concerning the doings
at‘tl:.-w, they would haveheentrulydiwdhw;theyknmnthe
actunl aoewy situmtien. Post-war Amdrican sccounts make 1t clear that
) " the United States Facific ¥legt knevw of the Japaness plan to invade Hidway

wven bwlare ouwr farces nad started Ifrom howe wvaters. Az a result of soow

-

3~
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ta of American _m’u;liaence, the enamy had succeeded

princs.m coda than in use hy t.he Japanese naw. In this

- P‘ -
.

able to learn of our intentions almost as quickly as

. an
eat”, 'CApta.h'L)

* £ . . 7

S

\guished American Navel bistorian, Profesger Samwl E.
. - »

’ then Wac}mesu_. "

f!

ison, characterizes the victoary of the Unite/d/sﬁtes forces at Midvay
t intelligence’. In this yg&’-iut, this suthor fully

. beyond the slightest possibility of do};‘bt that the

ot the anu.nese plan to tttack?u the foremost aingle
Iuntc capse of Ji se defeat, \'iyed from the Japanese side,
Lhe eueny's mta_li‘ia?e translates itself into a fallure

ilure to take quate precautions regarding the secrecy

the searet, of our intend to invade Midvay been concemled

vithx _ sme 88 as the plan to atigck Pesrl Harbor, the cutcome
‘ot This vattle well have been aifferent."

. last you infer that owr side didn't meet vith any COMSEC accidents, let me

sty that ve had plenty|of them. These vera aot attributable, hovever, to

_—
- - .

rcria_ﬁs ‘;;sk;ne-lil in COMSEC devices, machines and pro:_:edma, but

- wincigally to humn :r 1lure to follow the rules mplieitl;r or to weaknesses in

ths COLSEG dgvic”, mac ma and nrocedures of aam of ow* Al.lias. Teake for
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- '~...5fl.

thnir air strﬂneu o tha Ploest:t oll fields in aoutheastern Europ.. We lost

a
o '., "

mgm;l hun&:ed Mg haﬂbers within a rehtively short time because of weaknesses
. b e WM qu ks v d i h‘“““d
A :Ln Ruuim cmnfeaﬂmg : ‘ . hose higz radd

5’ -

e .ti.tukgg_tield dlan for the German &' r comzmnds, -. i by twaffic

.- - A _. . N . .~ N : ., A .
'-:- ‘. b . R i - .

w s . hastsy g eme and e
.- A L - - - . N - A

B s s Wy ok
.. J‘f.ound vhat the trou'blu m,mm it vas

Yoo late. This im:i&en l.eadu me to say that COMSEC veaknesses of-Aliies-

Yo a_ s g A * A S~
-*m-'fm-;..f,., ﬁ.,,m,,,.«: =
;\-&.u-\a ik Do Lo ." 2l o T Mo wrehnsrenn, avan ob TR

cmeaew What to-dot- «mms fur-'m-ren:l

,Qm, &‘i« 7;
e" 1e¢m-ehuheenz For

- bl ay—
5—;% intarests g eal ﬁ.vu;yu mr-r:lda ,Qﬂ! wishes-

.t

Itnhardiy arytoteuyuuthntnthihandmcumdaintha
}mmpt:lon and dml st of ‘ the nany’\mulﬂm of wvarfare, incluwding

-~ »
2 - .
+

#mmieation lyntéma , the so-called "pencil-and-papei ciphers”, the hand-
, o.wrated amll c{phm.- ﬂLviées, the codes and code syestems of former days : &ven
thrmghwh— period of World War I, appeared to be and were indeed

e uoxppletel_g madeqmte. Military, navul,' air, and diplomatic cryptographic

. '-.‘ ' ,‘ . “%‘5‘

~dat et
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» - _7
.

d:micntim hnd to hu speeded up; und obviously the road along which crypto~

=t h v

'\ ~ a *‘ .—

mineerrng aml develom?nt hnd to travel wvas that which by mchanienl or

S L _ -
~

- llcntro-mchaniul tpp-r tus, £ crypto-commmnications would at least begin to

n ct

).\ The need to invent, dewlopandfﬁi *D

-
»

m M'Mmmindyouthattheimetuafwdwixingm

r ® -t x Elm > -
~ ﬂw&loyinzkfuter means o crypto-cannunication came not only from the need

’-

:Pou' uptediu' crypto—app;n.tus $o-maieh -the wer-&ncrming apae&-dwﬂ:ectrtt!u

mﬁnu but m#--nnd mrhnpa mope mortantly--from the need for much

~ .. -

sy ft‘eata: ucu'rﬁ;y- in tﬁofe cmmmicutiox’m, vhich were now hrselv by redic and W

1Y .

1,

‘.'ﬁzrefore luaceptihlc of interception and study by the emnw’ A"‘-&- Sw\ﬂ- aJ.J. ,

f M . I;J“ GQ
""”‘"‘A his od‘ mﬁ M% o-devices V’"‘“‘%“"?\"%

ar“f'- [

Rl

' 'f_,,._f qypto-uehmery, a.M. crypto-apparatus will therefare be of some lnterest. Ve
;“: A i | - -
wm p'oceeﬂ now vith nlides.

-t :1—:= b H;-lt'-—i-chewvuu ea.rl:lelt e phmr devic %am to hittorywmnﬂ.-ﬁe
. . ' L] - fae ) W%WM‘M %MW%M
oo 'W*{.ﬁe el disk Alverti, who wrote a treatise on

o i e . .

%
-y
1)

-..!'

=
[
-

P

Eiphera in Rome a.'bou'b T‘Tl f il the oldeut tract on :ryptagrapbar that the

mm pouenes. o

R KR _ : :
."-—’* 'l!hu next ilih ihlw d similar sart of vheel which appeared many year-s
i et . e QWMM— Y ,?ﬂb«-—)w&q

e £irst peried, recommends the

WA - oL
-1tadwice.

=zt

-‘h‘s--
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2V e The Mymety : pxﬁeﬁeﬂ MWWWM Signal
- BRSERE R D ) I

slide pictwrea the U.8. Army

._'!‘

¢ wumw A, 0ud whadn
Gix:her Duk,,(wmm used in the period m;w follows exsctly

-~ "

'tha u-a pr:!.nciple;thaf Al‘herti \\Ret ft seems ta have taken a long tlm/

-

W’\M tm' the Bignal Corps to get caught up with Al‘berti!

‘. * }‘.\
)
v

’" ST _ law ;lmmr 1t takesalnng timton\n-seapatent t}n'ough the United States

uw,

e rat-nt ofﬂc-, but Alberti's device vas fmm pu.tented m 192h m-e Fosd

AN - ‘-i g - -:-‘ ~ . -
. . - . , N . .
- - . - . -
» "‘

- - A -l - - . #_'_ . := --- N . .:
"Neaxt {s & pleture of the Hbaatatoqé Cryptogrn.ph, the first real improve- -
= et ‘andu‘b;;-tl'g devics. I hve the only ooy in the Unitéd States, mAybe

Wheatstone interested himself in

-_¥in the yorlgl*m‘d i';ra brought it with me. A

A I : R .
: mmtom-ipw w&",\u\ invented his device in thz latter part of the decade 1874,

'(-

It 1- nat Juat a éimple cipher alek. Wﬁ consists of the

m'\‘!!.nury tlphbet én the mxtaide ‘and an l.lphnhat on the :lnside)-l the latter’
. o
‘ " a mixed séquence; but there is one mdditional important feature--the
glphubet on thc m‘lta:lde contains 27 places, the ane on the inside, 26, There

is a differenthl gaar in tha device 80 that as you ancipher ' mssaga uml _

J'—s.

- tu’tn thn‘hig o ":nnute" hand to the letters to the plain taxt, the small or
"'hom"' hand g]&nncu cne step far each campléte rwéluﬂ"an of the "minute"

P 'huﬂl, gust ®s in & clock. At the close of this period those of you who would

- . 1ike to eéxamine ‘the device may do so.
] w .

i Wow in 1917, in casting about for a field cipher device for use on the
A T ey v Tt : P ; -
A = . - . _ ~
. Vestern front, our Mritish allies resuscitated #h&kfbM Wheststone's principle,
S e e
A N7
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'
- . - - * I B -
‘K - - . . A

L
1

embodied it in a 1ittle different mechanical form, and made thoussnds of them.

<

e

fere is one of them and here is an American copy of the British model. It

.has a &7-unit alphabet on the outaide and a 26-unit one on the inside; but

.+ there is now one sdditional abd very important feature. You will notice that

. Conw i Be Amoda M&. l
both u.lphabets uo-awdxlmet‘fm mixed sequences, vhereas dbefore, in

' ] MMM -

) 4 be interested in a stm'y about this thing. It was decided to adopt the

b4

T

L, h VA -
. American. A'Gopy of the device was then sent to Washington and the head of
o “the 'A‘meriqan eryptologic _age‘ncy in Washington spfprove& it. At that time I was

) - N 4
2 n S

- . #

. 7 - ’ :
teaching school--remember that photograph I showed you of the school foi
. ; \ - Ve ' :
", ;- snstruction in cryptography and cryptanalysis? Somebody said why not send 1t

T .
. .

out to Riverbank and see what they haye to say. 8o the"y sent out a set of test

. méssages 80d one day Colonel Pabysn came walking into my office, handed me a
‘ - ) ; ",' T B "o g . - .-‘ P ‘ '
plece of paper, aod said: "These are in Wheatstone, I think. Solve them".

- . o~ / > . :

1 took one look aﬁd saw tf;'er;a Were five messages, just five, and they were all
l- . . ) 3 / . 'l.. A )

A very lhcrt--each ha.d a.‘néut 35 lettera. I hid, "Oh! Iit's ‘k;iy to try this.

; Hawln*h s aba@m., W ad o
e 1 have other f-uh—te-vfry The Colonel said, ing bard at me; "Young man,

- . : \
on the last day ot( each month, you get a little green plece of paper with my

. , Lo - T ¥ \
Pame in the lo¥er right-hand corner, oA If you would like to comtinue

recéiving those 'bita of pa.per, 'ii start vorking on these messages right

3 gwe.y.'; said:’ “"Yes, 81r!" Well, I started in and by means oo involved at )
‘: ‘ L] i - . i : . - . | - \
R I -+ -h8- '
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' S ’the\" t t;tell you, I felt that tho—itor nlpha.bet_’p,

. ! V) had been derived froms.recta.ngle 'based on a ke , and it

L ppeared to\n}, from the distribution of the sequence of abo half-donen letters
IJ" ‘. ‘

. I'd reccnatructe} that the keyword M\JﬁxMﬁ might have been the

'5..N

word "gg.ﬂxs_!_'_ At t time I'4 not d1scovered wha later turned out to be

ot -,
g

s afﬁ 1mpor1;&nt n-ew' prixiciple in ‘cryptanalysis whergby having the one alphabetic

[N

- mequenté the ofher could remdily be found by & process of conversicn. So not

" "‘ ~ N

N . W . -

e wllaaf. the pi'.liér alphabetic sequence might have been based upon. I sat back

\'h,a.vlng this principle I was at @& loss as tO what to do, except try to guess

Lt N “__y. . - ".. I3 v ‘- - : = v'-.‘.. - - -
e l.nd‘ thought: Now, if a _cl':ap is lﬁ.;\enminded enough to use as a keyword a

" imrﬂ connected :ir'ilth the su’b.ject
:_'_" - _' he vould pro'i;ably use a8 word uaociated in hi mind with that word ss the huxwuﬂL
m forr disa.rra.nging the jwar a,lpha.’bet. So I tried every word that was
) . b l. o ) e *’ ot ! .
T, adsocisted {i my mindwith the word “cipher” -- "ciphéy alphabet”, "cipher
% ?1:. -,:h 'u '_‘l-,_' ,’:_ -.-b‘:--. ' .-/-- . - ' s D"

- - @evice", "cipher po.l]yalphabet“ , and 8o on, one after the other. This took a

. 11ttle time s bat_::\.x{e wifti; each guess I had to derive the mixed sequence and
[ N ' ! .- ..' .lf . .: . . . . l;f -
‘gry it out on the mesuu_ges.' Finally, I came to 'theuend of my rope and seid

.. to the _the'zé' ew }?p._f:rieilmahg ) 'f_‘i-‘lizebeth, I want you to_stop w_hat ou are

-

- . - . s
. < e N A . A .
..l "Yoing and o ‘soﬁiething for me. Now make yourself éonfortable,” ’ --whe're_upon
5 e e ] ."H “
t-‘. . R .. » 4 ‘:_;-? vt - —yt . ‘ML s“ " 3’“&
- whe tok out her 11put1ck ’M made a tew passes with 1t, I said.: "Now I'm
. St - -'-i"".-h ‘ e ‘ T ) \
vy g ng to say a word to you and I want you to come ba.ck with the very first™
- Hvu. M&O&. oad. dho
P 'wu‘rd that ccmel to your mind e
5. .
. . .

E T .
‘L .% o _ - -y -
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o :.“r " i ,i-l- :, ’_'-‘_ z - i*g‘.i.f.‘ - 'J‘:_ - .. _".J £ - :_ " - P " = ..._
S R 'W{(,h sald: '"Machine". Machine wvas the word. You see my male mind
i T . . . -, .
‘e :..r_ —_‘;’ b ,J_ M "-\-' .- - . - - . -
3 - 4 - 1 N . A .

R

B therg vas also a to-do 1n Euro

wi . e g,
.

R TR g * . ,‘_" A X

S *uh‘éki'?to ﬁuhington 80

*".7444n"'t regard this thing es a mechine at all; but the female mind is, as you

.
- o - .

© Xnow, _;a_ thing spext. Well, the measages were decirhered ia & hurry by me.
"l'ht t‘irut _m?n,gg_i, byt wq, read: "This clij;l?sr ':Es absolutely 1n§leciphez:-
Y li?;.'e." 'We sent ?he_uolutbeo Washington, where on arrival there vas a to-d.o;
- ‘ . - e - - . ~ . ‘ -

K

f 3% . o -
wrote up the -olution and Colonel Fabyan

t when I. got to )'\ three or four months later,

: Y
. .1\-
. b *

._-‘ M - 3 _,
A u ~e v .
N

N
L

I mwt ven' with m.u; Br:ltiuh friends, bi'ca.un' a mlzre atatewr bad

+ ] r‘?"“& udupth_ t}:eir _experta had overlocked. ﬁoreover, ﬂ‘hBt was worae, they
- hu.d' t_q-w ‘hdraw the dcvice from usern » and thmusa.ndu oi' them had bu\iasued.
S .ahow ypu a poor picture' of a very similar device, bearing ﬁts

< face the engr" d date 1817. It was invented by & mc_ﬂﬁh, at that

" time the Chief States Army. The device itself
! 18 8111 in operative "1s housed in the museun of & 1ittle henlet
. T e SR T T .
4n Connecticut. . I borx for a ahort time Irom i‘.he curator and unfortunately
) .4—_. E] N '- . .. L = B . LY . <o ) -

ﬂidn'_t,hav-e a plcture made. cius Wadsworth aﬁticipd_;ed 5ir Charles

e

cne's invention by a good meny
. NexE comes the cipher cylinder. A French Army reserve officer, Commandant

~ - K] B . -8 .
,_Paxeries tried to interest the Freach Army in a device which he called the

' Ycryptographe Cylinirique", or cylindrical cipher. His device consisted of |

-
-

Y 'ﬁél_rie_-a of disks With s central hole so that they can be mounted upon the

) uhqﬂ'. ; each disk hiau;g-an a.lphat;at _(of 25 letters in thin'cug)‘ in disarranged

' - - -
v
- 2 A -
» Y -
. .- - - . N 05’0
- P . . Ve ' W .-
< - » .
- oat . - ”~
r-\.
; - ~
st ~ -
] S~ - . . v -
A - ;- -
. “ - r * - ¥ - 4 -
PETUNE'




-

d S T . . - ' -7 ' .
. - .
HE - b B} L3 . - -
T - - - - -2 L ~
» * K I‘ e
L T P - . - B + . ..
] . . . Fp 3y
L h - ; . .
- e v et . _= [ K ...* ﬂ."_

Iéq,uzmg and thc mimd nlpha.betn u'g all d:l.tfqrqpt ’ o-.ch bearing an 1dentity- .
.-\‘.\_‘ N ) . g l“.‘."‘" -v- h"o* . ol

g AT TR e e e s -
i
b
L

~

o - ' = .5-,
‘mg letter or number i'm.' uaembling them upon the lha.ft in acme ke;y order, so

."}

-
. \ .‘»,,-. L I ..‘-‘ v

- A - s N =
= ', \% - ‘ﬁ' ..-""\

’khat th.q cm;gupondent- bave the um sequence of diaka cn their cylindera.
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¥ou put your manage into cipher 28 letters a.t a time (beca.uue thare are 2¢

-
- v . - . - a . '.p-,r .
- 4 -

ii’ingl), by rotating the rinal to align thq letter- of. your plain text
f N 4. . ﬂu N . -

hqrir.ontally, vhareupm tm- the ci;:her text you can choose any othnr cne of

- . et . -.J

= T H
‘the Qu‘;_iii 2ﬁ-r_q_wa of cipher te:}t. (Bazeries used s 25-letter alphabet.)
7 “tyis principle seemed to bw & very good one and messages in it appeared to

L ww ﬁ-»rﬁ‘)f"‘” ' :

bg quite safe )T - pletins of. thc aen.tlm s vas quite a cagtro-

\
Wnewr Jot anyvhere in hin uttempts to get the Army to a/.!opt «?

' B b n :n ey e - Bl S -ql- ..__.,.._.r-
L ‘_.' waly NI . L '.". 4 .
* - y % v .o, =3 . -
.
of kis ciphers. . - ) . }

v
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: : Wliﬁlht -a.nd he~vgs WVJ&!’&&: with the er;ch War Depart-
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In 1915, an Amarica.n Arnw o:fficer ’ Captain Pa.rker Hitt, a.baut whom I have

~a -
- £ . ,, " i
- Ly - ' -
- ~ 17

told you, coneeivad the crypto-purinciple ot the cipher cylinder 1ndependently

- . - .1‘ . -
.

g‘!j"_' iy .
& -He knew nothing l‘bout Bazeriau. His Qevic_e, hawevgr,‘ tiok_ 1}}\9 form of ntripa ’

-

.t e - . 7

—— e . & - ard
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yc';u see. Thia ves Hitt'l vpry, very crude ﬁrnt shot u.f it, umd, as a gift

- N ‘ﬁf-‘. : '- l.p.(__. o T h &.M % ) .
e "frm hlm, 11; is amonghmv collection. Here is a better model, one he

. “s hd -l o
\- - . ':"' ,‘ . . !

Ma 1n 1915 ’ vith thé paper atrips mounted on wood- -wooden alidera. That

bl N -
-b- "‘.'." : """‘"' % . - . - 3\- “ - - . .
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dovico wn brwshg to the sttention of the then $1gnnl cgrpu Ma.jm' Mnrbmrgne

- i LI L “"*_; - - ‘

. ':?_;_ﬁ 1;. wuﬁi;uton, who thmght he'd thought up nomthing nev vhen he made a
- e ._.1 ) - '( -. 2 -
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Q);lindrical fcrm or thg thing, going 'back, unknawingly to Bazeries! model.
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%ére is )h,u'bcrénn’a moael, it is mn.de of hrul and 1- vary heaw. And here's
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-
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the ﬂml tm:m o:: the devj.ce, as l.dopted in 1922 'by the U. s Aruy. Tt became
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T *Vnst we call Cipher evice, typs M-Ob. Nov, when Major Marbourgne decided to

»
- . . L
- ' Lo " B . [

;' go ahead with this device, Mrs. Friedman and I were back at Riverback, after

&
a

‘liit_l- 80, whereupon Méubourgoe issued = challenge, which vas sccepted. He sent
-~ i - ) - : o - - -

K
r L ~ =
. .

_,--_é"j'mgnisage;_.f Ve lt;a.rted in with our crew to try to solve the mesuses by

ar
¥5

L4

-~ . i -"E' - .

,linin; them 311 up nnd trying to guess vords in them. It was no-go. We apent

- v

= - ‘ - -~

u lat of t:lma trying to uolvc those neuaaes--cnd 80 dﬁ the craw of cr;ypt-

mﬂ,yltn mc-i _'mmsnmxrmmmﬁtextoftuntdas

. ehallenge meiugeu amongst some old papers in the Offic; of the Chief Bignal
- _Officer and then -I ‘knaw ﬂzy naither ve nor G-2 solved them--look at them! And

T an . a .
- -

ve vere prectmg mmm text! In defense of !»hu‘bdrgné 1'11 say that it was
nat ha vho cooked thon test messages up for the chn.llanae--it was one or his

',:-:‘Slintm:tp‘vho thought ba‘d put one over on us, Which he did., disuborgne tald

| the aide

thm:ght.the-beﬁﬁ:mtﬂﬁ m to mbﬁa armrm When after

bc'w.n. M v bo
Amonths no'bo&y had solved his cha.]lenge nessages Mauborgne went ahead and got

‘ - .

'..--,v-g

AL *thu thing out, and &h_wummmr—mrm

-

thquaanda of them mde. “ they vere used by tha Army, the Kavy,.the Coast

_s*. . . . -

G\mrd and the Treasury. Here's & picturc of the th.tégl A é*miple" of ysars after

the K-91l» vas pnt into urvieu a friend lhmd ne & Gunvrrpe;t:ﬁ—t

MW wk‘am&%u“%—uﬁ ‘“"1«

”ﬂ-ldezh the ) papers of Thomas Jefferson. ﬂ'erlnn wvas the first

- to invqnt thc cipher cyl:lndcr ;prim:iplc, and hc mticipated the i"mnchmn,

-

-~ h:erien ) 'by u ccnt\n'y. Hex'e is the tirat page of his dueription of his
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Mumm Whael %

dwiceA Here is the second mge. You ses his calculatiom, giving you at the

- &4

'
P

hgttcn the mm’ber d‘ parnnxtatlcns tha.t his pnrticular dcvice affords--a whale

-

<o ﬁl!—

n} a large num'ber because Jeffarson gropoaed a sot of 36 disks.

RO - o ¥ S Py ap N ua?n;z,;z
T lt\dying the degree of securi‘by m'ovided by the M-9% R soon caume to
v '.'.._._r_.” N " ] —-‘i’! s . = N L. B
f.hc conclusion thst lecurlty would be mch increased by the use of mia‘ble o
o bh&"«"mwo S_MM-MMI\MMAKO
-, changeable u.lphabets dﬂ?’ Dujdk-on which we could mount slips of
oA pspm- tnd fa.aten them -M-‘I:h;n. change the alphabetsas often as vas felt

Piye

D Nemehad s veronrs. Pat Vo
2 nséaasa.!'y 'rhst was the beginning of variant foarms of W strip cipher

dwicea uled ‘Ey the Armed !‘orces, and la.tex- by the State Department nnd the

as the vays of making tHE Stripe-in.gquantityl™ Here is

~ 3 -
- an .
-

< ™
a

5 :pi:ctur-e of the final Army type of strip cipher device. You see the channéls

.. .o -.‘_"1 :‘--_ * . 4
in vhich the alphabet strips were Inserted sccarding to the dally key, and
A et -, ‘e S . C .
ueardmg to the purtienm e’rmo-net to which your compand belonged. 1 mean

- \..--

by thil thai not all the traffic would be in tha same ut-up of st.rips or even

- a*
T

T, hsed the sams str:lpa. The idea was to'ént dovn the amount of mmcaptibla

L tra.t‘fic mthe-mny.%*‘*‘f@—fam M O S Nt o) awm]f \Ib
SR Mtﬂb N

Next we come to a machine called the Kryhe, iuvented by a German, iu about

- o

I ;the yeax: i925. fhe Kryha vas the last word in the way of mechanical erypto-

_ gruphs at the timo, and Mr. Kryha tried to interest variocus governments in

v . -

LRI

~

+ his machine. 1 think I showld azplain 1t for those who hul.ve never seen it.
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Bere {4 an bp%éi'- a.lpha.bet and here sn 1nner alpha.bet The inner alphabet
18 rotated angularly q.cccm:ding 't-g the toothed

2

.

L ‘wheel, vhich 1s 1a bn'e . The aiphabeta can be rearianged if you wish, by

t !
g -

: aiid'ihg the metal pleces on which :bhe;; are printed Into the slots. Froma

v
~ ot

- given starting point and with a given mixed alphabet you stert with the firat

»

L]

. - » =
. . - -
+ .
'

‘ letter to be eﬁqii_:hi:_;'ed, see vhat letter stands opj:osite’- it, and write it

- [ . R

" 4éwn. Then you push this button and the moveable disk will skip & certain

£
\

- number of spaces ,. one f.o saeven, uometh-ing 1like that, and you 'encry:‘pt the
h " . - L ‘g;_' ! i - [y

- - -

. déxt letler, write down its qqx{ivnlent , and sive_the bu‘l:.tm__a push. Now

e

here 18 & dinsert‘aﬁilun ou the number c:r permuta.tions aod combinations the

Kal,-yim machine af'fords, -vritteq by & German 'mhe_gamm.'-m' I have to say

a‘;ao'ut it is that 1n this cu'e, &8 in many ;:ﬁhers, merely the number of

pérn;.ltntionu and combinations which & giv-n machine affords, like the birds
. -’ - . <

that sing in ‘the Spring, often h_a.vé 1ittle to do with the case. Much depends

'u;ban Just’ vhat kinds of alphabets :-n'e employed and em.tl:} haw they are -

. know a8 well as I that you don't

' tmlo;_ve;l. _Large numbers of permitations and catbinations don't frighten the

ez‘yptamlyst at all. For example, to give you a simple illustration, take a .

simple mmmlphfbetic subatitution cipher. The aumber of slphabets that can

.-
’ Pl

e i:&‘o@uced 18 factorial 26--that's a large, large number--483 quadrillions,

£31,451 trillions, 126 ,685 tillions, 635,560k millicns snd s few more but you

solve the monomlphabetic substitution cipher

’

by an exhaustion method. There are very much limplex.'_ wvays of doing it. Take

. a ¢

_. mther examplet Suppose you have a machine that provides hundreds of millious

| . ¥

~r e .

u

. .?Sh—.
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“ nf mimd &lphuhetu rm.- use 1n encipharment, thst 1: 2 ] the nlphabets are
"o ¥ ;presented -ucconivaly ins fiud seq_uoncu. Buch a ‘n'nch'ine would give poor
. '.. .‘f;q e: ."'\;;i".'_‘": ""“'J - ‘\"L * : N R
a écﬁrity bec-.uuo in heavy tra.ffic mny meingea vauld ve' encipherad by thn
P AN
o
-— i b ‘. ~
; 1 T6 return now to our aanern.l lurvey of crypto-mchinea it became cleu'
- 2 ‘ ‘* -
L tha.t therg vas ; wgnin; need in the military nnd nnvu.l -micea for two
T, e = : oo . . J" ‘e e 2 -r— . .
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rcalm o hnnd-operated gsdgots.
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o f.ypen éf :utomtic mchims, tha.t is, mhims which would get out of the

x
,h
,

i!‘irat we xiee'ded s small machine for low

i, T . ) “'J- v : -, - . . N a‘: - .. Y 3 o
~ew Qg'hel"ou qu.' 'rlei;i__ ude n.n:i\ all mec,:_haniqd:; -ecmd, ve nge_deg a larger and perhaps
" Qlectricgliy-opanf.ed machine for rear achclon, high-ccmnd ‘use. lLet us take
k] - R ‘n r\ﬁ Hr \_._4._. . »

[ e . -~

' up the ‘g‘irit d; dt_he_u twg tml and s'e_e vhat happexmd i

P
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h'z
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ahow ydu next Iy dmlomnt model of a mchinn ‘constructed by the

S

: Blsnal c?:i‘pa"fhbo;ato;'ien ’ douloped yitlioub guid_unc'a ‘from Wuhington.

-

The

i;rectm- gf m L;borp.tqriu q.t that tine m s p'ep.t bol:lover in autonomy
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Ve in Washington vere wasble even to know vhat

a5 g

s 0

So he ;n-oceeded on i".h:l—_a basis 1',0 use up the tiny bit of money

ol
A,

e

3

S

and he mn‘t gozl.ng to have Huhington tell hin ;n:rbhing about how things were
" . “to 'bc dm Hhen 1t cgme to developing a cipber mach:.ne, he decided that he

gnd his -tarf could produce a8 really good mchine without the he].p of tha
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irlﬁ ‘beingr'built until the £inal model vas completed aud ready to be delivered

—{ — 11 o=thn,££-lt—m.'.m 26 minutes,
.. :\. ’: ,r .- = . " . ' . . . "
. Mw_to thrrnt— ﬁt‘thih in"'35 "ﬂnmjhe whole developmen’ﬁ
‘. d on .‘u_.au.m p— vﬁ' - ., oz » . . - - 1‘\\._
2 f

reprelanted a lou of time and energy nnd moredver, it mted. what little mon:(‘

RN
ve had for nuch business. gwmm “FOxy kmiﬁnmgf-@.‘?_

P S .,ru‘-—u‘—- e
When we rinnlly went to pick up the machine, I talked to Colonel So and So, who

1-:old me with some ypride that his machine was sll mechanical and that there was

aothing in the vay of an alectrical machine or operetion that you couldnt't do

mechanically. I asked: "Colonel, can you light a room mechanically?™ To which
TN)W':

]
“r;,f‘- he replied: "You've said enough--get out, Tagt's the machine, take it with
" you." The power source, vhich in the model was lsughsble, he planned to
1o corwy ok Kk Row, Yacomar.

S b B s s gl S sy
m.oturize, A 4o-say thet the crypto-principle was very
degk J::uv

¥ faulty--it didn't t.alm very much time Mto Tread ﬂ:t messages
SR ST X o ]
I R h‘borltorin developnent came to an ignominious enﬂ But I'm glad to say
o tha.t vu a.n unusual Colonel; those who camna later were much more inclined to
i v s .
< \.r ; i M | ) Lt ] - '.--
. take ndvice frm perlona experienced 1n the field of cr;rptology.
--J,q e "4éhﬁ-\'_ .
LT ' Mbn“ﬂ.
ST now ‘!9 cme to a d'evelopment vhich 1: of kop interest to us. Here's a
' ..‘..:' ; * -__._‘a‘ r .5- #" ""' ) - i *
’ ';J -7 ’picture o:f a. gentlemn na.med Boris c W. Hagelin, chdil-h'engimer, who ves
] x'eiponai‘ble fm' the :lnvention l.nd development of one c:!' the machinea that/\n used
‘!a 1Y
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in Worid’ War It i.n_ﬂg-;ent quantities. Mr. ihylin and I becaume very good

friends after the var. I was opposed.to taking on Bigt;lin‘l device in 1949-41

“ 4
.

for reasons that will presently become clear, *It wasn't a case of NIH--"not

": .-fnvu;ted haro“; ‘but the deciaion to have them made fou.' and used by the United

. = T T
_~. v, . - = 2

Btatel Army vas a decilinn on a l.uvol hi;her tha.n my owun, and I simply accepted

B ,.. - R B *\m

L4t, It turned out, I think, thut w -uperiurl vere right, for o d at least had
{ar%ur— %Pbmw w%m%“mmwuk Wu%d.am
lonething’\w $hey'd listened to me we-vonidalib.lhave.

M M Bk pevcl-oud- papper aplora, ot M-24 dnnr.

a ‘nit about Mr. Hagelin. He 414 wvhat I best describe as &

% hysteron-proteron. That's a four-bit VWMMt
. A1

/ .
U UEpAb-Fer-TIgI Tt ~compatePi~but -in the averylay.sense; ii's-a-fouwr-bit

_ from the Greek meaning to do a thing "ass-backwards"”. I mean that ususlly

% I\Y you go into cryptographic work and then you have a nervous tWreakdown. He did

it the other wny He had & nervous breakdm and while he was recovering he

invented this machine--and he made several million U.S, dolla.ra’( '.!.‘ha.t's -hr"!

'Wu)”&lmrﬂ-motermﬂﬁ'w ‘Eﬁ._%%a\& i

I\
N [y o4
. Here's a picture of Hagelin's very firat mhm.“ Itve h:ought his very

- for grn Lopacliom: Duros

firat nodels)in fact, number one,/\n prenent from Mr. Hagelin tommt for my

‘| mm.w—ﬁyc Wy\fg,mun of “she UnTved StatEi™om

nmitutkd Zvenve in° Wabhingtons It's a very mteruting device. From

G foilirAetis, wardaly MM‘K&YO - 3o, Ma,ww
II, his sl

that prototype we built in America ,fm' VWorld War x-wheel Hagelin
A M- Loq

M‘\-‘-v; | ST SRS I LYV EE VIR P We |
' pec:lﬂc.tions)sm with American tools yrather than

P, IR TIPS ~ aud e Brualiaun Koo, —
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. MWGWWW "B untoubtedly- known
2 -QF’ h*‘ﬁ;i'ﬁ)ﬁ"" ﬁbmtur’)k&ni'

. zwwﬂmﬂxm Bt the H-RBQ had a serious, a very serious

H

. ‘_-’L-” .

) ;'\ p quﬂu m—nm -mechanism: but I'p

M-cm dﬁmk_w_uith ts oryptographic

ms, ~about which I11l fell you-presentiyw - This is a pictwre of cne
) q&‘- ﬂ 209 'e\au) »no Wu‘! WQ\MM)ML
&f the !hgelin sachines as modified by some of our GI's in Italy. ')Xc)u know
. . - ' amp.& YEoa '
) hmr nlcurceful G’I's can ‘he. thq scrounaed pnrta here and there and byt
. " . X ,l’-"

‘tmproved their mchine to make it a printing model. See, heres il the

hy‘board, and here's the rrinting mechanism, Inside the cover is a cartoon
] } - ° . - . ’

of a couple of GI's getiing ready to test a home-made still for the production

of you-know-vhat. The caption at the bottan of the cartoon says: "Yes, but

“PL 86— 36/50"U5C 3605
* EO 3.3(h) (2)
will the ‘pﬂ damned thing work?” .

L

4

Row, Mr. Haa.oiin p.'oceeded to 1mprovc'h3.s machine and this is a side view

- xe ) . ' : '\'
of one of hil htant models-~the cx-sa. It prints not only the p.hin text but

> Ry MA’M@W @ s W}.

ll.lo the cipher text, J%-has-e. ciphering mechn.nhnbt«hsbrowmts a yery greal

" sangeop—Hov ihe wheals, insteed of being permntlv fixed upon the shaft,

T are demounta.ble and can be rearranged in 724 ditfu'cnt waYyS. m wtepping

Wave AduliodRis Liaprrval wﬂ%«mm

notion fm' these vheels is ccnplica.ted and as or this moment we do not lmow

wpbeo poluchly.

how_to solve,this machine. .\M—ﬂit-hm m#aw-ea,-n4id the- Ksﬂl&?.

m):,auiw .|

1:& the very serious weaknes

a8 Itve oxphined — — | | “Y
e Jeg o hg .
Lﬁ:m hau%uuy this is done l-vml- Q.:ﬁ';f Fivat.
M ‘w‘l-\#
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.WUW,\% a quick review of the development of what we
X PO E ‘ : ’ ) ' ﬂrGOO _ﬁ )
call’ elactricﬂ.—rotm' mchinan. 'fho first cne I ahow--,\n ;n.-oduct of the "anpa.ny

:.

vhichm—hedd by—l(r""ﬂagetﬂx m—*m PathEr bmnh cryptograph

m in Stockholm—-m not a real rotor device of the type we -i*ew toda.y 'but

'; 4“'1‘,"&“ tg 80 111'59 Laét?ﬂl- I mély want to lhcw the Eevice'y" Lha-device~

t 4

N ) O~ Ly
is"nov connected sleciric typewriter, so that instead of "'urit:l.ng down

| el %“":A
1-tter: ocne 'by one you can make I-th-a;pul s prinx rec Up to that time

. ':

devices of this sort were only of thextndicator-tm of mch:me You press a

v -
- - “.: - ; .

-_ P ae s g -

Xey and -‘-'he 115h+. would lig’ht‘ you would ha.ve to write dcwn the letter flashed
EO 3.3(h) (2)

RTINS e_\.‘PCn PL 86-36/50 USC 3605
'm the 1ight hank andl\wheelu would step.

—

M...llih_ _ahoys -&vﬁetter plcture of 'l'.hix mchim‘mm
: ‘gu‘wﬂs A&P we. halkou~
mm—emmrm '.!.‘he nex Al-tep,u«aﬁmm Sy —~Hagelin-
ol S
vhen }!\ made the printing mechanism an integral part of the machine itself. ZHere
. o S
is the keyboard, the printing mecha.nismA in here, and now the whole assemdbly is
: + yéry much smaller and more Compact.
Now Ir show a Gez:ma.n machine known as the Engima, a commercial model, invented

- and gut on the market in about 1923-2h. It comprised a keyboard, a light bamk,
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. et B “t ct o‘i;:tric whneil called ‘rotors y I\ In thi- case the omipbering-deciphuing

-u " - n
= . » __i_. ': ,=.‘- 5 e, - : B - i

1 %
Eixc'!ﬂtz? i :m-e cauplica.ted 11: goes from s key ‘of the hy'bcard, Af‘through

1 g,

:..‘\Q?be“ LR ’%‘ A Jba. hz%&ehva./ patev, Sashe w%&?&w

ors and hak)ﬁhmugh—thu-h a bank 1ght-,mu..uahm;

R | e T
m. Thi- rmrlmg is a very mportunt feature of this machine. A .

Loty ;
':: ¢r the rntorc 1- ‘such that thn mchim hnp/u. myz shart cyclc as such things Z}’

Q&M KM ) 135 ’
gb, '\W 263; it wvas & 11tt1¢ less than tutwmnwr certain factors A
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into \rhich it' isn't mcesnary to go. ﬂ};gfrm got going to take the various ; _{;

.:'_?_:_ L L I RN Muwwaw%aﬂ,}mm

; ’i‘walopmnt- of that uchm throudx Warld War IY. At the moment, I vant to
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- _gb amctly to thn Amrican dmlopn:nts in Alidew rotcm' machines. For—4his—
: e -4 Loda. Ma,
w ’f‘lhow a pic.turc W Ethmrd H. ne‘born, a Culitornio.n, who Acew g,
T J

VT Mcpendently& I\M thaugﬁt of rotor machines. I ssked Mr. Hebern one day §
) . . L - +
how h hnpponed to aet ltarted on such a,thsnnd he sald, "woll, you see I was

" ".‘ [ - . . .: A , -
L]

Ln Juil" :t saids "In JEil, vhat fori® He nid, "Horse thimry. T asked -'gg
X

oy

ok

-
-

i.,:m_“hﬁu"_ "Wei'cf you Euilfﬂ“, whéreupon he"uid:“ ';m Jm'y"thwsht 80." It was

vbih he m 'Ln Jail, 'bhen, that Nr. Keharn conceived ‘Ehu idea of a cipher - g
LoET e &M@Wegwukuwa@h%mpow,ﬁ
- mcghim. an-n 15 his ver,y first model, ’\‘Suut w after he got out of

Ty - . T

s

dail It hu a hy’bonrd, & Mt-hana atﬂ:ar, ‘that is, a ring of aﬁ ltutionery

<

L “ cmuct?maw in & circuhr fanhion’\a rotor of 26-points, and an exit

;tgtor at 26 eontaetl on this lide. You press a ksy and lamp lighta. Jfeet “,az ‘

"

MM
8 W in his first model, vhich he tuilt in 1922 or 1923 for the Klu &
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Klux Khn Here g1 thc :t‘irlt printing mndel mde by M. ’Be‘bern--ntill & mz
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'm.'--" e B Wmu—wdm ‘# trochure vhieh went-with .-

w M cCur TGy 80 me_ mteresting thing about

m. ﬁe‘bem'; yotary 1s worth noting. He d14n't have a.'blolutely fixed viringyas ww

%MEWWJBN

' these sre detachable wires, .and-this.next slide-sheve-13-leads on one-side-and .

. ' i T. — "t b '\:_ * ‘ -
e - o T Ay 1 i - e - — - -
P MM, shoving tha conceived (at an early~ date tl':\e ides of variable

-~

. QmEtioqg_,i\i rotors. This is an extremely important feature of any kind of

) |.-.l fotor jechine, This ghows his npxt step. Now we have three rotors in cascade.
e 'I"igia ) too, vas & very important step--the cascading effect m:sa & great advance
$ ooty - el e ':_. ) o ,a IR % . )

T - in chqge&tid‘n yith‘ r'otm'l-” Here I shovw his next &é?glomen%l;a 5-rotor machine,

H:re urc the x:otom ranoved from tha m.ch:!ne %o shay you what they look 1ike.

) ;-! - ; K a9 MWQKW@INM'
S Thcy me ltiu vu-!.u'ble you could take wires and rearrange thcw

-

_ M-& WG::; is an mtereuti.ng story connncted with
;.__.:. . %' . ‘- MM\I&-M}‘ ‘}Q‘_’L.\r“ %
T 7. that model. The Buvy Dapa.rtmnt was very mach interelted in cipher mechine

By })-en.,m . s -a;.-' =
LT Za-these -were m they absolutely had to have for lpeadinr, commicationa

.
= -

frm thi,ngtm to the i'leet cmers und, of couru, for intra-flset

JER 'cmﬁtnaﬁi,ml. T‘iu Navy m«a&‘ 40~ hn.x—suitam.e machine and thw

-

nmﬁ‘m* gnut,m;._ —This. yes- erw they

L

ﬂh&‘ﬂh‘tg:bw- ‘bfey sct an a.pprop'istion fur the purpose, & large sum of
my for those dayn ’ #75 ,Iﬂﬂ, dix they proceeded then tc;umgotiate with Mr,

T wan pakea, a ‘\'&a..;nwu e Nowed VBourd Yathad
xg'bem. At—that-time ;71 Thitote st~ cipher see Lhere mferyptmmt
M“"?."DMA b Vhody Hor Nelonn wouduma Fo gie Ris 1““%““!
Wt&—h~l iady, aud-she ves quite able. She was the’

D Wod Yo wockumd ond Thy WN ‘R&AG\D&\"WQPHK
-ready. tom_&:mnn three- ( - wheel,.machine ;.
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' p'or‘son l'ing-ulu s0 mxch, “ut the fact is

i R
! =

& ruul% of & peraoml mqyiry rrom

ythe nethine

.%d X wrsuaded the War’ ﬁcpurtuant to purchase mRel--'thu from Mr. Hebern.

o N r..,i,‘ o . . - . .
~ g I gat nnd utudled it fm' ‘aome weeks--three or four weeks The vhole ot nv
- '_.“-f-‘_ - .,.1 -1‘; _.’. ‘; ., " - . . '.

o;xtﬂt cqnslsted f:t nvcelf a.nd & World War I vateran, un ax—pri:e fighter, with

¥ “nDR.
<15 m‘oﬂﬁd-ﬁyi;énd cauli-flmrer ears; the only thing he cbuld do was to type, and
."* - - -

- s

_I m sa& *Ehut hc ccum copy rrm drsft letters or ciphar text with a.‘bsolute
vf-
- - 4 - ’.-' . - - I - i
_ ?_ _*uccuracy, but that'- u.LT. ha could do. _'l‘hn réat of it vins up to me. As I say,
-'."~ Au SR Y . L e e

R sf.v&ied the ﬂehern mechine until an idea far a soluticn came to me, whereupon

-‘ :,"I w'bnt gver to tha Bavy Seétio_n, which v{u the;x in ehnrgE of S 1. Stru‘ble, who
-.-’.:.“i- . ‘..‘ . ' L r L -
* ndw 1; Vice Mmira.l. Btruhle » Ratired, with an env:un.bla lervice recm.'d. I said
L3 & h;{:.».“ ,_s::n :;'. ". Fea - > . : :-.'._l_
" 4o Strible, “Lieutemt, 1 don't thisk that mathine is gme as safa as you think

- "it_ 1.." Eesaid: "Oh, you're'crazyl" Iuid: "Don t'hilmeanthatyau

N
. .. L I ] . ey

LY - . - 3 i " b -7 ﬂ- h ~ve_ .--':!‘ .
challenge ma?" vha'rt’mpbn hE'aa.id, "!c-."" So I sai&': ni sccept." He asked
D EFE L o : SRR -
_} “"Hell, vha.{'. do you w.nt in the vay of muaan‘l" ﬁ‘ I uidl "Kow'about ten
~ " -1-1 - . -
D unqﬁa put up 6n yuur mchine"" Be sa.ve ma the ten mesnges nnd with some
LY . . P - “: ) ¢ ~ 2. - : o “?"o - ¥
‘."typ:lng help frcm that cx-priu fighber 1 vorkd on them until I got to a place
wr 'r -- ,.":?-’x ‘- ‘. "“ - - ] )
~ong dny, at the close ofhusimu, whnn’!had reducedthe’bext of one otthe
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ST hmwu to M&M&Wwwmmdﬁxo sts
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;:'1.; v ﬁ.uglg_af teriias” I knev that 1n 'I'.he firlt J.inc o:r the” text of that meuage the
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htteru vhich vere the aame ‘but I Atdntt k.now whst httml let us say, for

<~ - - - EE = - . - N . P
" -~ t'-z:

'mtwi:e,'tba.t the fn'st, the sevanth, the n:lnth 1ett¢rs were the 1 sama, what-
* r' s ,:ﬂ, . d -L :a, . - .

‘vé:‘ my mc; the riecond » the__ _uventeenth nnd the tven'ty-—thirﬁ vere the same,

" o . v s -
e, .o

-

- ) uﬁ lé_ on.” That's all I bad when I left for home that uw}ox"xgng. We wvere going

s <h -
avd - E R L - N - "o *
- - L b Y - 3 -~ - N - B -

'_“tq some sort of & party, and I had these letters in my mind, at least the ocnes

| {ugp wcre hgﬁti-ca:i 4ot thetr podttions. “As I vas tlelngs bleck tie, 1t
T ;u:i‘ldan’ly came to"me, und b ¢ cm't tell you to ‘This day Just how or from where,
| ’i'?‘»"‘ the vholel}na of text fell nto place Gith_:g'l; e repetitions in the proper
= pm-: -“Prel"idént u!‘ the Unitﬁd States."” I coult-l hardly ';nit‘t;.*get to the
- - :;Tiqe ia @ne ;orni'n_g }@ to nw- mtemel' :grat;uutic;n £ found that my aub- -
;;-;Wci;\;s Bueas m. corz:ect. I reconstructed tb:teft n;etsag;s ¢ Lturned t;xem
| aﬁx‘ to I.It.l-sitrub.‘!.e':gnﬁ thex'c %-f_u"nwbc-mli;erh‘ble amount 01' excitement after I

.lhowed him how f['d rmmed nu1l'. a -blution. The Navy be-pnrtmcnt cancelled the

m‘&qr tha.t they had placed; the ﬂebern compsny, vhich ha.d iaeen selling stock
e ey - - ot

an the 'huil of ‘rut pronpech s mt to ylccmu

= r -

v‘ho-vioud thc chern fnu :Loot hu- Jo'b, :nd heued %o be taken-
K . “n.. .
ﬁ"

K

4Hc'bezn, trying to recusi'l:;te vbat he could from his ’nnfm'tunnte encounter with
4 o T . - . . . L .

. . . x, B . ve .
Lo . T ; .. ~

" . .:m'ylh“unkgown"cr;yptsmiylt, bought stock in’ the Sotg.thnrrf part of California at

- s - -
M ~ - - A - .

! '“I;M and sold it in the ngrihern part of the state at about $2.909. The

-
Al - H

- Cal_ifm"nh' Blue Sky’hﬁs didn:"i; 1ike that sort of conduct and Mr. Hebern spent

it L) ;‘_.W ﬁrh.i.ml € “.,_“_
; .. A
-_#.- » """"ld--.g.,‘
m-ywm 't think 1 am vl'ht by shwing ‘thi’l-pl saved the paper which
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wesy Auant : MJI)&LMM. W
hp.d the text of the first mesaage wh:lch ﬁ—vu able to solvedin that , Shilngr—hmt
| TS e ' Yo . @ Rad do

'by ‘the uuy, you vill forgive me 1 I say, the method- tlwb-’ﬁte deviseg at that

'.1

G _‘the same today aq}_l_;ey were over f

' ive years ago.

tme for the solut:,on of rotor machines and rotors m ca,scade ere practica.lly
e -
e LT - ’

ooa) Seladien e,
,\ny decided that

~
-
e

the He‘bern princiyle vas still a 5ood one and. went ahead with Mr. Hebern after

r1;xe got out _of j:riso'n, 'ﬁtﬂﬁm"bnilt mﬂumﬁm Here's a

> S VIR :tﬁn,Na-% Nelieraw
&“*f
j;icture the -J.uft mchine#pu or ﬁ-u

W'n _n-ryieture of the JJut -mhim-that-me:n—bam

nahoally IV, Y R TV W
mm wanted to get paid for “’l&m there vas, @ hitch-—\ﬂea%
_ " wnddade ML owd Wkau Y8, )

m pointed out to him that~ihe.maphine.didnit ueﬂ., he said: "Show me vhere
1t -m 1n the con‘tgract" 1t bas to work" s snd vhen they c'ould,n't )he was paid off.

The Navy the'n de_cmed that they bad had encugh of Hebern and went into research
sud development themselves. They had a laboratory eata'l;iishnd in the Navy Yard,

.

- -

with & very able young man named Seiler, novw a Ca.ptu.ixi in the Navy, who 4id some

axcéllent devcloﬁ;ni;a.l work. Years hter t_he_iie'lqern h]gi_;-n_br_ought suit in the

United States Court of Claims against the United States for $58,989,880, velieve
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itou:not:' Tﬁg_cagg!ipbeqnpendingf&;num of years and the last I knew
- . - -~ , . ) -

af S:t, wﬂgh‘iu abo:tt a mntiix or two a'go, & settlement was in prospect for

4

.- about, ‘3—5,00-.'5.' "l‘l;;t'a‘ quite a di-cbjy_;b._ ' ;_miéht 'uy mtm
g A Y- - AT ) .

- ¢haliesges-and. scseptancen .of challengea, there was very little collaboration

‘ 'batveentha Army end the Navy cryptologic arganisations in those days befoare
. A T .'r"j ' ,_' PR AR . .
Peerl _;'!ar}_:or. Em;h ‘Service bad its mgn' secreta-—vh@ch vas really too bed,

- -

but the a:ltuatim wu mended later, as wve will have occuion to learn.

-
Lo JUE .
T a a -

qu, T.'m goingq to II!W you a re“f'nlides _ct thc Army developments in crypto-

k4

mhines. This » ntter the debacle I've told you n‘bout, wvas the first shot thnt

“'. i .:--_‘ - v =

¥

v% in the Signul Intellisence Service in t.he Oﬂica of the Chief Bigna.l Officer,.

N

P

'had g develnp‘t; 0 mch 1n Hnsh I{ had & hybonx\ﬂ s & light-bank,

5-rotqrs, nnd nov an interesting feature--an external kzyina mchaniam—ldj«
. irﬁhw I hed come to the canclimion that internal control mechaniems for

stepping rotors had a fundamental weaknessp I felt ‘that you must not make the
. rotors depend upon themselves for the stepping, and I conceived the idea of

. . ! ‘ . . .
having en external key, for example, a teletype tape, which would step along

.

t

,ad coptrol the stam;i.ng of the rotors in random fashion. These tapes were
¢omposed of a nqucnce of random cha.racterp 80 that the rotar stepping was

i(ﬂite cx'ratic. , and that was our £irst ahot at 1t, I think tbe prionciple is
p.i.{nm«ﬂ...‘ \’S}W +D'F"° arsmdr LroeaBaintamad waaan. .
ltill q,uite This 1s another view of the same mechine--hers is the tape

NMWW

T transmitter, the rotors , the keyboard, Autc. Wm&mﬁrﬂy

maw-m—n--mirmmwuuwm ve had 8 printing-models
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N Mwmum;u tmv;ﬂ.hz.- I think this was one
v &) - - o
= .‘_1 ' fL_- _' .__' ol

vot f.hc very ea!‘ly mdels, WM*MM@th eontrolled.

PR ad ﬁ‘. "4 % -a < > -K %
o f-: Wmﬂiﬁw M&a ?whﬂboxelutmlbout lﬂ/\ pes
et oo i &' . . -

from w'nieh you couhl mk.e the’ selection for the day uccordins 0 the keying

.‘ e

3
:"‘ ERE *
: __t-." dqe\"n‘mntv‘ W d:umﬁ-{hrmim startdas phceam e lapes,.

-

..

xhe fa.tal mkneas, ocr course, vas the prdu.ction a.nd the dintri'bution of the
. :-_.., = mw&»m u.»..n,kg '&An:a,wﬁy%#

vta;;eu. 'l'hls m quite s henda.che -.nd thn tap!l,t 1y after they had gone
?. thrmghé‘&%rwm times. The Amuy-developmants.sontinued-and hereis
:-:‘..'.:: "-:?J:' "ﬁ" "\- -

WW! -I&-J:Bk —Haxe you aee-a—uihnhyon-idt srrangemant, -keying

"Wﬂmim, Ve hud s'bout 75 of these manufactured by &

-'__--' -

by n -l ='
f,_ .-

.conel&rh 1n‘l€ew~ J’eruy £hat vas not particulu‘ly gift.ed ln the typewriter art.

- f! ~ -
L - » g »

= 'l'hq mcﬁima runctioned n'ﬂ. right but ‘oefore even ten of tham hed been produced
D e L R .
7 ’!"ﬁ . .~ n

E \l'e had it u;pon a new’ principls for the "control qf thn rotor stepping. I tried
. ‘iﬁ*“g - R T . o L . . - -
: nq' v‘ﬁry bes% 'Eo get the Siaual Corps to change the develoment right there and

= LA T
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then, and shﬂ‘t to the new type of control. i was practica.uy thrown out orr the

L3

brficc o ths c’hicf of the division with the remark, "Go back to your den--

LR ' aﬂum?o
e ‘ you mventors ure u].l a.iikn A nev and better idea. every day. If ve listen to

¢ Fe

;,-ou, ww mever get anything out.” 5o ve put the idea om ice, tbat is, in

a ?

ncrécy I ’w:[:l.l svitch now to the us.w MARK X I'I:H the electric cipher machine,

‘:ﬁ,,“ N aesigned , developed ‘and built by the llo.vy without any help from Mr. Hebern. It

a Pl -
- |n

lm

ha,d a. new ;rpe of control mechaniam for rotor stspping, ’buud upon the use of

5! ' . m\!i! ’ ’ -
L. iawdén or fléxible cables. They vere tricky and gave rise to a lot of difficulty
> & ) ey : h i ] . .
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IElmi; -mi' .und heyoud that thc mchine hnd a futﬂ. security mm.kneu. It ha.d a

-
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kcyl' hng'th ut tremunﬂous length but wlth only 15 Mt‘ferent -tarti.ng points. \{,,,,,QQ,

s '\naw thi- cup to bn the case I do oot knov, for there vasn't an;r coordination

3 ) I
[ L

. ) ox' coij.gbumtion in thou dnyl with Arw cryptologists--w didn't uven know W
?oa e : -y - .
4‘- EPRELR N %AM )
' m luch n mchine imilt by Navy. Each -ervicc went i*l'.u own way. When

.’, [ ¢ -~

‘2 . - e [ <
" #

AR there cmachlmee ineomnnﬂ mthe lhvy code and aignal aectionthenewhean

~ P
£

- Aiiemq ’&hh‘h.that deyﬁ't_:ﬁnnt had gone far'enouah and he wanted some help from
r:ﬁ* theArmy it he c_mx']‘.d get 1t. He came to see me one day and told me that they

4T
“y

_” vere in di?ﬂéu_ity and iweded naw meu 1f we had any. I said: "Well, we
AR . -
- «t..' * ks b 3 @ t
hmre 'Y gootf men but 1t'n secret." Ee uke&l "Well, vhat do you have to do to
E RO B . c e L . -

L tenn met* I told him: "I'll have ‘to got ;;emiuiéh' from the Chief Signal
* . ‘cficer", vhich I jroceeded to do. I meition this specifically and ssk that

'yau 'believe thnt; thil vas the -itustion in those days--there were Army secrets

- » k < . - -

0

om Ha.v;r secretl ). u.nd never thn tvain did! meet., W‘faen I told the Chief Bignal

4 ] . =
Py .

A

v L.anf"icer'yrha;‘i_;'uavy '_inn"bed, Ye promptly saids "Of co\n-se:'lot'them have it".
;"':‘Bo X %omrtheﬂavy sbout the Army. id_.en for rotor confrol; I showed them the
T P ' c-i:i;cﬁit;yﬁ um!‘d‘teraom delay the thing was sdopted. -‘rhe delay vas caused by
; Mﬁb th‘““*’
E hﬁa that curreatd could be obtained through sets of 14 or more rotors--
vt " Jo 30 WBaN Jlachucad wede badt b dediv,
they were hsving cm‘bn.et trou'bles with their rotorse, But the machines were built

- . -
- -t .
- » Ll L]

.__,:_f by the Tehtype prau.'ation, a vary competant crganiution, ‘and were highly
R . *ﬁxpéeuﬁﬂ.' m'm u'u piétuz;e of the MARK Y1 ECM, Navy terminology, or the
ﬁIGABA;Am 'tmiqology. i 1t hadn't been for the fo.ct th'at we got together

i

. i bsfm'e ve hcau ‘balligerents 13 World War II ) 1t vaum hve been extremely
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v di:ﬂcvlt fm' the Army anﬂ the Wavy to have’\sny inter-cmunication at a.lJ. The
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F pmi'itm- !‘cr prcducing euetronicauy the rmﬂm mpuhe- Lor punching the
- ‘:‘- B
"W‘?;-’-. S R LAk oo :

R; c ' . llext I nhov nother couurcm d,emmnt for tclep:intar cipharing,
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.l_i’gg_als_'f‘ru_! hlrea.nd qimgs them with the smcgm, then puttmg the enciphered
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