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¥When General Twining invited me to sddress the staff and stulents of the
Senior School of the Marine Corps on the subject "Commmications Intelligence
and Security” it wvas with plessure endi~slscndidsy that I scoepted the invitation

becauss H—ixIITNe assumed that the objective of such an address is to glve

o b
you somms hackground emigntytiug—wst information about the field to vhich shese
pudis S.u.r.»r.ma. < P e bo
mat elong, namely, the sclence of cryptology, wWF#vu- tell you something

ol plumce

about howr\ﬁ developed; and Tkt to indicate the manuer in which it can and

hes been enmployw] as a vital military weapon.
Do,
uuun wiidShe divided into three pasbewr pericds, mwu .

M‘%ﬂﬂ Wbﬁtm;\_me.
h—tmmim of the historical background of cryptologyp Dext will come a

r‘"'\

presentation of the manaer and instrumentalities vhersby Commmnication Security,
ar for short, commcj is sstablished and maintained; and finally will come a

presentation of the besic prineiples, procedures, machinery, aud arganization
o 5\&“‘“’} R ST N }‘wat-’ x.’(\'w&gs s
whereby Commmications Intelligence, or, for short, COMINT, is obtained, how

Arnparatfod,
it may be properly Qr\luptapetly used and safeguarded, and its utility ia-ihe

o b o L*JEMM@M waaks v Hua A
Rmdw:t of modern warfare,

First, then, far historical background.

I cpmed my remarks by referring to the science of cryptology a8 & vital
-uit?rywupon, tut 1t has not alwvays been regsrded as a weapon, let alone a
vital wespon. I &m here reminded ab this point of & story that I came acroes

in an old book on cryptology, & story wvhich is probebly apocryphbal but which

I give for vhat it may be worth.
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Yol

Itumth-tnbmxttwothmumdmuothnnwahrahnqmnna»m&.

- 4
msmmml)ﬂmm;nmmum . Whether it

o ddrty 8

wvas becsuse of that intarest whahhur unuatural meq, such a8

curiocsity about vhat psople call secrets, the record doesun't say, but anyhow

it was rwported that she mat an untimely desth. Presumsbly she went to Heaven,

p@g_ *'e\aﬁ_
mw&wtotmmm,butmhﬂimwumﬁo—mmm

werna Yo G lime a #hsu Aanee Pty tdor i S s
of hex earthly remains, uq-mvnm mmiupouina munoleumf&n-w -

o
—— PRE— S o

SarsopiIgEna- wasr-plasad \.1611 tha outudc of M‘ﬂ, oa its front wall,
‘t‘o Q"'Q «.,M‘\_ .

there mhurved & Dalsage

Stay, wveary traveller)

If thou art footaore, hungry, or ian need of money--—
Ualock the riddle of the cipher graven belows
Mymviuhelpdtoricmabeyommdrum of avaricel

W
Below this curious muy vas & Wﬂhwm

-&thrffm- séveral hundred ysars the posaibility of sudden wealth

served o8 & lure to% expmrts vho tried thelr hands at deciphering the
MORBREN thty vef;,\'wuhout succeas, uatil ,one daa;uloog came & long-haired,
be-vhiskered, and b%lpectl.clod savant who, after working at the project for a
casidarable leagth of time, sclved tha cipher. 1t gave him detailed lnstructions
Tfor Tinding a secret antry into the tombh. Whed be got ineide)hu found an lnstruc-
tion tc open the sarcopbagus, but he had to solve ancther message in order to do
80, PFPossibly 1t involwved finding ths carrect coubination to & 5-tumbler lock!
Well, he solved that one too, after & lot of work, and this enabled him to open

the sarcophagus, in wvhich he found & box. In the box was = massage in plain

P
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language, and this is vhat it saidy

0, thou vile and insatinble monster! To disturb these poor bones!
If thou had'st lemrned something mare useful than the srt of

deciphering,
Thou would st not be foctaare, hungry, or in need of motey!

Nany times in the cowrse of the past forty years I've had occaslion to
wish thet I knew the old gal's address so that I could write ber, as a first

fndarsemant to ber basic commnication, the single word "Couowr." Jds\anyhow,

13

The title octA'ay talk might vell be "The Iofluence of C-Power on History",

Mahan, I hasten 4o explain that the "C" in sush & title Sewmme-0gde is not the
word "SEA" but the letter “C" and it atands for the word CRYPTOLOGIC, The title
of the talk would therefore be: "The Influence of Cryptologic Pover on History."
As » sub-title I would offer thisi: "Or how to win battles and c&mptisnsJand &
down in history as & great tactician, strategist and lesder of oen; or, on the
e S

otber hand, hov to lose batiles and wews 8nd go down in history as an incompetent
communder, a military ‘no-good-nik!."”

At this point let me hasten to deny that I'm casting any reflections
upon cexrtaln suvecessful-~spectecularly successful—~commaders; names will occuy
to you without my calling them to your attention--snd there will be ommes of

men in each of the two categoriss--"how to win" and "how to lose™ batiles and

campaigns~-and entire wars, for that mabter.

3=
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Bomstimes the course of history is matarially changed by the amount snd
qumlity of the CONINT and COMSEC available to fisld commanders and also how
well they use thess cffensive and defensive weapous. Souetimes it is materially
chmnged hy the abtsance of COMINT and COMSEC where it had previcusly been in
sxistesnce and used. We shall note incidents of both types and ve mmy start
with an incident of the firat type, ooe io which lots of firat-class COMINT was
svailable. I nwed culy mention the came Pesrl Havbor and many of you will no
doubt think that I'm going to go into that still controvarsial and disastrous
episcde in this talk, but I'm act. I will, however, use it as a jumping-off

point for what will follow in the talk.

e — T et

This beiug & TOP SECRET lecture it will appsar a bit incoagruous that I

* should bdbegin by resding from & sowrce which you'll all recognise--TIME magarine.

_ Jren s
I'1) resd from the 17 December 1945 issue and I-must prefnce the reading by

J
%'&.ﬂf‘f At 00
raainding you thathth- var was over--ar at lesst V-E and V-J days had been-

- [,
po-».a..\...aw\{w fre . o / \.G’-Mm# N}a&
ulemm'\ oahe~6 1oud clamar on the part of certain vociferous

mexmbers of Congress whio had for years been insisting upon lesraing and disclosing
to the peopla of the United States the reasons why ve had been caught by surprise
in such a disastrous defeat and calemity as the Japanese bad inflicted upon us
at Pearl., This clamor had to be met; the matiter could no longer be hushed up,

hed be s e iﬁ‘;\.ﬂﬁ
they eontendud)‘cv the need for military sscrecy. So there were lavestigetions--

: % O A
o() ATV VS BV - PHF TR T CIP
a half dowes or mrtmm:\y&rm &and finais Joint Congressionsl Inves-

tigation into the Attack on Fearl Harbor. It was this investigstion which not

oaly itself brought into the open every detail and exhibif uncovered by el
‘h-
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presentudsia it4 ovn lengthy iavestigation snd hesrings,but/aleo|it|disclosed

to America and to the vhole world everything that had been said and shown at

all the previous Arvmy and Navy Investigations--about a half dozen of them,
There came a4 day in the Congressional Hearings vhen demsxat-George-C.

o 5-phae Hovarel] %-gaf W,ufv{»@
wvha)gs'chuf of Staff, U.5. Army at the time of the Pearl Harbor At.tu.ck,/}\m
celled to the witness stand. Be testified for several long, long days. Toward
the and of the ordeal he was questioned about a letier it had been rumored hetd
written to Governor Dewey in the Autumn of 198k, &uring the Presidential

. aahe
Campaign. Genersl Marsball btalked. He pleaded Ot earnestly with the Committee
not to force him to diaclose the letter or its contents, but toc no avail. He
mmmmtuwmm‘?fai&o. aw,_m& .
t"IJ.EL citizens dimcovered last week that parbaps their most potent
secret weapon of World War II was not radar, not the VT fuse, not the
atom boob, but & barmlisss little mmchine which cryptographers pains.
takingly constructed in a hidden room in Fort Washington. With this
machine, bullt aftar years of trial amd error, of infereance and deduction,
eryptographers bave duplicated the decoding devices used in Tokyo.
Testimony before the Pearl Harbor Committee bhad already shown that the
machine kanown as "Meglc'! was in use long before Decamber 7, 1941, had
given ample warning of the Japs! sneak attack If cnly U.5. brwss hats had
been swart enough to realise it (TIME - Dec. 1), Now General Marshall

continued the story of "MagictsY magic. It had:

o L
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" Xnabled a relatively small U.8. force to intercept a Jap invasion
fleet, vin  decisive victory in the Battle of the Coral Ses, thus saving
Australis and New Zewland.

«Gi'un tl U.5., full sdvaoce information on the size of the Jap
forces advancing on Midway, snabled the Havy to concentrate ships which
otiwrvise might have been 3,808 miles awvay, thus set up an ambush which
proved to be the turnisg-poilat vietory of the Pacific war.

L4
Directed U.S. submarines unerringly to the sea lanes vhere Japanese

convoys would be passing.

“Sy decoding measages from Japan's Aubassadcr Oshims in Berlin, often
reporting interviews with Hitler, given oo forces invaluable information
on German war plans.

And then TIME gues on to give mare details of thet story. We sbhall return to
it later in this talk.

It is herdly necessary to tell you how carefully Magic was guarded before,

during, wd after the var. It is st?ic:r-ruuy guaxrded. Even the fact of

its existence was known to only & very few perscus st the time of Fearl Harbor~-
that is an lmportent slement in soy sattempt 10 explain why we were caught in
such & devasting surprise attack. Let me read you s bit from page 261 of

the Repcrt of the Majority in the Joint Congressicnal Investigatica ol the
attack: "The Magic intelligence was pre-emisently fuportant amd the necessity
for koeping 1% confidential cannot be overeatimated. However, so closely held

£
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' and top secrat was this intelligence that 1t appsars the fact the Japaneae

‘p);f codes bad besn broken was regarded as of more importsnce than the informmtion

| obtained from decoded traffic.”
TINE says, in comection with this phase of the story of Magic during
World War IT:'V"Bo priceless a possession vas Magic that the U.5. high comuend
g?; lived in constant fear that the Japs vould discover the secret, cbange lheir
‘ cole mchioery, farce U.8. eryptograrhers to start all over again."
- i Yoo Vool Nanboe a.ﬁn.w
How I dom't want t0 seenm 4o ovar-emphasize the importance of cmm,‘bub
I think {t warranted to read you what the Mejarity ssid about it in tﬁﬂepm't. VWa.
of-the-Joint-Cougressiscal Coamitiee on ihe Inyentigstica-ef~she-Pearl-Harbom-
SREEEWTh_tolloving comss from p. 232
* ... all witnesses familiar with MAGIC material throughout the war
have testified that it contridbuted encrmously to the defeat of the enemy,
greatly shortensd the war, and saved many thousands of lives."
Gensral Chauberlin, who was MacArthurts G-3 throughout the war in the
Pacific, has written; "The information G-2 gave G-3 in the Pacific Theater
alone saved us many thousands of lives and shortened the war by no less than
two years." I hardly need say that we can't put a dollar-snd-cents value of
COMINT in the saving of lives; but we can make an estimate of whet COMIRT meant
in the wvay of shortening the war by two years means. I pade a calculation and

found thmt $1.8¢ spent for COMINT is worth $1,389 spent for other activitiea

ad materials.
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‘?: plat, w Weeld Won T Dvacll,
’r\'hen our commanders had COMINT they wers ablé %o put what hrurces they bad

&t the right place, at the right time, But when they didn't have it--and thifjo
ik o
——,

Soter on Wl W otE pastisncse £ mﬁaigpu —

Yappened several times.-their forces often took a Leating. LIn one famous or 5‘*—;
fase
infumous case, the Battle of the Bulge, a serious catastrophe was barely Sat T
e
averted bacause our G-2¢s bad come to rely too heavily on COMINT, so that when "ffl
Cul fi)rb

it vas unavailsble they setmed to lack all information or at least they felt g‘y
a*"’:'_i
that lack. I sald that a serious catastrophe was barely averted but even AN 4
‘ 4

80 the loases were quite severe, as can bé seen from the following: e ‘
"According to Eisenhover's perscnunel officer, American losses in i

"L'i

o
the Battle of the Bulge totalled 75,008 men, of vhom 8,687 vere killed, ';;,:-f‘

§7,139 vounded, and 21,144 missing Over 8,898 of these c;multiel were

in the 1#6th Division. Because of heavy German stiecks, T33 tanke and

tank deatroyers were lost. Two divisione, the 28th and 196th, vere

mearly completely annihilated, although the 28th Division did subsequently

enter combat after being rebuilt,"t

T Bovert E. Merriam, Dark December, 1947, p. Z11.

What happened? Whyt
In an article which is entitled "Battlefisld Intelligence: The Battle of
the Pulge a5 a Case History", and which was published in the February 1953 iseue
of Cosbat Forges Journal, Hanson Baldvin said:
"Intslligence deficiencies and an sstigmatic concentratiocn upon cur

own plans with an almost contemptuous indif{erence for the ensmy's, set the

-

8-
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stage in December, 194k for the Germmn successes in the Battle of the
{ Bulge--u tase history in the ‘d4os and dcu'ts of intelligence.”
# BB RBRRR R R BB EE RS E R
Further ca Baldwin saidi
"Another snd more besic failure vas the inadequacy of collection; we
Just d4id not get «ll the facts that were availsble. There was a variety
of remsons for this.
"In Geperwl Eibertis words 've may bave put to0o much relimnce on
x)' certain technical types of intelligence, such as signal intelligence . . .
: and we bad too little faith in the benefits of sggressive and unresitiing
patrolling by combat troops. We had no substitute, either, for sesrial
reccanaissance whwn the weatber vas bad; and vhen we cam up to the
Bisgfried Line, our agents bad great 4ifficulty in getiing through,
pacticularly in the winter.!
"Dependence upon ‘Magic”, or signal intercepts, wad major, particularly
st higher echelous; vhen the Germans maintained radio silence, cur sources
L af infarwation were about halved."
I hopa I've not trisd your patience by such a lengthy preface to the real

U substanse of my talk, so it's about time 1 got dowa to brass tacks, that is, to

technical aspescts of the talk.
\

‘S

trur-tion that cume from the solution of Qerman, Italian, and Japansse secret

In viat I resd from TIME, the vord "MAGIC” was used to refer to the

-9-
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commmmicaticns, MAGIC, of course, simply wvas a sort of code word for COMINT,

The term wvas introdwed %o us by the British when we degan to ph.r together in

the cryptologic gardens; ve found it wseful and adopted 1t, too. Later on we

cams Lo use other sscrat wards %o designate this sort of intelligence and to
changs the vords from time to time, for securiiy reasons. Now Magic or COMINT

is somposed of thres types or categories of intelligence, and by far the greatest }'
part of 1t comes from intercepting, recording, and studying enemy radio traffic. \‘(
The three types or amtegories are: (1) Bpecial intelligence, which cocss from

the solution snd procwssing of the encrypted mesasges themselves; (2) Traffic

intelligence, which comes from the study of vhat are called "the exiternals” of

those mssages, data applieable to such things as their sallsigna, the frequencies

employed, the dirsction or routings, and so on; and (3) Weather intelligenca,
vhich comes from the study of the enemy's wuether messages, which in wartime
and sven in peace time to a certain degres, are encrypted. In 4his awdience
it's hardly nacessary to menticn how impoartant & role the veather plays ia the
eonduct of war.

There is hardly need for me to give you a definition o COMINT, but
perbaps I should cite 1te three principal oblectives. Pirst, to provide
authentic infermation for policy makers, to apprise them of the yealities of
the internatiooal situati-m, of the war making capabilities and vuinera‘bilitiea
of fovelign*countriss, end of the intentions of those countries with respect to
war. 8econd, to sliminate the elsment of surprise from an act of aggression by

18-
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another country. Third, to provide unique information essential to the

! successful prosecution, sand vitel to a shortening of, the pericd of hostilities.

A bit of histary is always wseful in introducing a sublect beloaging to
& special and not too-well known field, so I'll begin by giving you some backe
growsd informetion about COMINT. COMINT, which is based upon the science of
oryptamalysia, bas a long and very interestiog history which is inextricably
bound up with the history of the sclence of cryptography, upoa vhich COMSEC is
largely based. The two are bub opposite faces of the smme coin, for progrese in
one inevitebly lemds to progress Iin the other. Hence, my talk will deal with

.,-‘.i‘" both cam nnd COMSEX., HNow, because of thu secrecy or r cloek of eilence which

ot .-
% fd?"'

iw
:ﬁ” officinlly suwrrounds the whole I'ield of cryptology and especially cryptanalytics,

et

1t is obvious that autbentic informetion with reference to the background and
development of the scisnce in forelign countries is quite aparse; and although
after World War IT we lesarned much regarding the eccomplishments in this £ield

of work by owr enemies, security rules mrevent sy saying very muwch ian detail

about how good or bted they were in comparison with us. Suffice it to say that

R s nptoniet3 vabwvalluthunk:, e,
we locked rwitty gana.( fogether with our prineipai. slly, Britain, Ve [von the v war,
otare wwbgo.li.r

thmghfnruemto have LK#. the peace somevwhere.
I can only glve a Talrly good account of U.8. cryptologic activities up to

& oertain point of time, and even then I will not be able to say very much sbout
them simply because the story is too long to give in a lectuwre or even a series

of talks., In the course of my talk I will mresent a number of illustyations of

wlle
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