"REF ID:A63413

&
- -

—% 2 4 - ) i
g, t In invit:u;g me to address the lto.ff and ltudenta of tha Senior School
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&t thg ngina Gorps on thc lubdect ot "commnicationa Inteuigenca and

oo
D

,‘E_ ‘ . . e

comgl_mica.tiog Security 1 assume tha.t the obaective is to make you aware of

%
"I
21

the roles thg'.t these 'l"-qo tranches of tha science ot__cryptolggy have played as

~ = ' -
i " . - a.

yitel military weapons in the past and mey in the future again play.
& v - 2, "-:;,' - .-t ' . . - - ~
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' Bogn' after the close of World War II, service schools began to ask far

-
A
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. lscturers £ tell their student officers something sbout our cryptologlc

4 - » - Vo
o ki K - a . - -

. tctiv.itiié dyring the var. There vas at first serious question as to the

T .2

' mdvisakility of lifting the security veil sufficiently to permit discussion of

1 L

the sul);_ec'l-:! but in time a‘n n_.ffn_'mtive decision was made, The ofr:l.cial views
» N, . T
o

bf the NavaJ. War co].lege on the m.tter vere ata.ted :I.n 8 J.etter dated 5 February
LM 4 .

£ e"‘ - H
+

19h6, v.nd becau-e the letter admumy states tho-e vim I shall read two

4

1
plragr:phn ot 11;. In commenting wpon t'he Tine presentation made by a certain

. "'1 From ';hg President of the College, Admiral R. A. Spruance, to the Chief
"of Raval { 1catim, M.mira.l E. E. Stone, ’

¢ -

speaker, m'J:ettor Pty

— ‘. ’ . - -

» -

-
-

a'."

YHin greatmnt of the luchct matter enphuized th- value or
Eeqﬂni.cgtim mtelligcnce to mwa.l eumndarl » the vi.tal importance of |
maintai.ning thn security of aur own comunicat:lon mtelligence activities,
l.nd ths ngceuity for observing the principln of ccmnicat:lon secwrity
:i.n gfeme minut enenmy ccm.\nication i.nte]lig.nce. I con:ider that the
;mlu‘::o be. dcx'lved fro: the 1ndoctri_.nntipn of u;niar ofﬂeers of the Navy
in theu principles rar out'weigha any poss:l'bla loss of locurity resulting

--hm a parth.l revelntion of our a.ct:lvit:lu in the past war, particularly

) :I.n vigw of tha dilcl.osures vhich hmre been made :ln the preu.
Ay T L. o ’ ; - .
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The letter continuess

"It u.pp'c'az;:‘uiomtic that the full benefit of ‘commnication intelli-
gence can be o';:ta.tne;l only vhen ali’ 'ue;xior officera realize its
pa:tentinlitias for vinni:ig and losing bettles and wars, '_and when their
tetionl are tempered by complete knmrhdse of the elmnts of copmunication
intallfmme, rather than by 1ncomplate and 1naccurnte information obtained
_through_ the cl!.aungln of gossip.”

LT

"My talk being divided into three pericds, I vill give you first scme of

-

k]

the h'!.s'tcricati backgrmmd of uryptology'. Next will come a presentation of the basic

manner and the apparatus vhereby Commmication Security, or for short, COMSEC,
is established and maintained, mwikx®imudXyrmmdd Xxxemexsxpeaaaxiat oo dikex aale
e '
principles, procedures, machinery, and organization whereby Communications
Intelligence, or, for short, COMINT or SIGINT, in British terminology, is

obtained, how it may be properly used and safeguarded, and 1ts unrivalled
- utility as an intelligence weapon in the conduct of modern warfare; and finally

A Vill come a presentation of the £ .
- This being a TOP SECRET lecture, I will begin by reading from a LOW SECRET

- source which you'll all recognize--TIME magarine, issue of 17 December 1945,
I will preface the reading by reminding you that by that date the war was all
" over--or at least V-E and V-J days bad been celebrated some months befove.

wy - 4 = =
45" '

L7 _’M;ny of you no doudbt remember the loud clamor on the part of certain vociferous

members of Congress who had for years been insisting uptlm' learning the reasons
vhy wekhad been caught by surprise in such a disastrous defeat as the Japanese
inflicted upon us at Pearl, This clamor had to be met, for these Congressman
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. gontended ‘that the truth could no lodger be hushed up or held back because of

. an nll-eg:h continuing need for military secrecy, because the var vas over.

.

. There hed been investigations--a half doren or more of them--and now there was

" %0 be a grand finale Joint Congressional Investigation which not only would

.>1tself ';:ring“'mté the open every detail and exhibit uncovered by its own
lengthy hearinx; 'but would also discloss to Americe and to the whole world

. Qverythlng that had been said and shown at all the previous Army and Navy
N , investigations.

There came s day in the Congressional Hearings when the Chief of Staff of

- . . -

. the _U.'B. Army at the time of the Fearl Harbor Attach, 5-star General George C.

P

'_nia_;rqhall,_ was called to the witness stand. He testified for several long, long
- 2
dsys. Toward the end of his ordeal he wvas questioned about a letter it had been
_ rumomi he'd vritten t:: aov-rncn- Devey m the Autum of 1544, during the
rreudc;ni:i;; Canpaign General Marshall balked. He pleaa;& long and most
;arneg;bly. with the COun!:ttee not to farce him to disclose th;e letter o its
contents, because of nec:enity for continued secrecy about code ma:tterl » but
o 10 avail. He had-to ‘bow to the will of e mjority of the Comittee, I

now read}

- ' ""J.8. citizens discovered last week that inrhupa their most potent
s¢cret veapon of World War II wes not radar » not the VI fuse, 804 the

-

atom bomb ,- but a harmless little machine which 5r:'x-;y:ptc.agra,phlcsr'a peing-
“takingly constructed in a hidden room it Fort Washington. With this
mc'h:.'xic; built after years of trial and error, of inference mnd deduction,
.g:x-y;;tograpners“hé.é duplicated the decoding devices used in Tokyo. Testimony

-3~
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befare the Pearl Barbor Committee hud already shown that the machine
kz;mm as 'Magic' was in use long before December T, 1941, had given ample
Wning of the Jupﬁ' sneak attack if only U.S. trass hats had been smart
inough to realize it (TIME - Dec., 1#). Now ‘General hrnhall continued
" the story of 'Mag:le'-* magie. It badi ) ‘_. .

1. ”Enabled s relatively small U.S. force to '.!.ntempt a Jap
Mim :I."leet, win a decisive victory in the Battle a{ the Coral Ses,
thul‘ uvina Aultr!.l:ll. and New Zesland. C R

R "(uvon the U.8. full advance Information on th' aize of the Jap
_Zopces adyancing on Midway, enabled the Navy to cmcu‘bnte ships which
: ‘othorwue night have been 3,988 miles avay, thus set \l.p gj!n ambush which

proved to be the turning-point victory of the Pucitjic_ “‘5’ ’

3. "Directed U.S., submarines unerringly to the u:;#lanes whe‘re Japanege

g
h, "By decods.ng messages from Japen's Ambu-anm‘ Olhim in Bornn,,

- eonvoys would be ;pauing

often reportmg interviews with Hitler, 1%t had given our ;orcan iuvalun'bh
- information on German war plans.”

a2t

'rm goes on to give more detalls of that stary, to yh;_qh ve shall returs.
It 1s hu'dl,y necessary to tell you how carefully lhsic \ml s\m!'ded before,

-

during, and after the war. It is still very carefully gua.rded. Even the fact
: : ;!
of its existence was known to only a very few persons at the tiwme of Pearl

L -
= =
- . Il
N i

" Barbor--thst is s important element in any sttempt to explsin why we vere

cn.ngh‘% by surprise

TIME says , in conpection with this phase of the story of Magic during

+ World War Iis

" "Bo ;prs:éclasl a possession vas Magic that the U,8. high commend

livpti {n constant fear that the Japs would discover the secret, change

their code mchi-mry, {and) force U.S. cryptographers to start all over again."

-
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-Now I Emﬁt vant to seem to over-esiphasize the importance of COMINT in the

.

.. ' peard Harbor affair but I mwst not fall to tell you that General Chamberlin,
©  .uho vag}ﬁcﬂ;:thw‘_n G-3 throughout the war in the Pacific, has written: "The

information _G—E'ga..ve G-3 in the Pacific Theater alcone saved us many thousands

LR, »” - - H

- of lives god shoriened the war by no less than two years."  We can't put a

>

- ot
-

' hmmoc@tu value on vhat our possession of COMINT meant in the way of

o i;"_ - »

»
[

» <« daving livén but we can meke a dollsr-and-cents estimate of what COMINT mesant

-
T

' by shortening the war by two years. I made a calculation snd found that $1.99

i - spent for COMINT 1s worth $1,998 spent for other military sctivities and materials,
In iim't, when our commanders hed COMINT in World War II they were able to

|

put what nmall forces they had at the right place, at the right time. But when
. they 414n*t have 1t--and this happened, too,--their forces aften took a beating.

- 1 hopa Ilve not tried your patience by such a lengthy preface to the

T ,.riﬂ-iu'bat.q_é;:e of my talk, so let's get down to trass tacks, and since a bit

R

. ; at histary {s alvuy_:s useful in introducing a subject belonging to a special

A ncl;-_-_éb—veu-knom field, I'1l begin by giving you some historical informetion

e
2

. 4bout cryptology, “which comprises two related science, na.mely cryptography,
and Lax_f};m‘t.lniiysi_-. _They are but opposite faces of the seme very valuable coinj

. for progress in ane inavitably leads to progress in the other.

~ r
-4_'?

Ir time pernitted we could go far Yack iato history to see the earliest

. -
- L I

" beginnings of ‘secret commmnications and this might take us to the very dawn of

- - the art 'ot fn'iting because there is room to wonder vhich came first, or&imy,

Y
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1nte111¢i'b1e vriting or unintelligi'ble ’ secn-ot vrit:h); "Insta.ncea of cipher

x,s

4 p.re raund in tha Bﬂ:lz, for emple, 'but we must pa.su cver Ehe hintory ot‘ the

” *-" L. v ]

T‘ nrly dm cd’ ci-yptd'fogy with ‘the roregoins -ingle nention. There is, however,

- +=
[ 3
%

m 1tem :Lu thai_; history which is vcrthw of s'pecia.l notice ’ thn ncxgale ’ which

-
PR s ¥
¥

-

n.
\
1,

. :!.: the mliest cipher device hiltwy recumls and which was used by tha ancient

N ‘Fq v ™
‘(2) hcedumonim or Greekn rar military aecrecy. 'l‘hey hwl - woo&en cylinder of

- a
Qﬁ- ey z.m ot --.-'- ~

ipéﬁiric dimenaiona ’, u'ound which thay wru:pped spirn.l];r a p:l.ace of yarchmant;

X - a'
\--E

" - thay then wrate the meuaaa acrou the ad.ges of the pa.réhment, unwou:ad 11;, and

- - ~ v

l&nt E 'to its destlnnt:l.on by couriar ’ vﬁere the recipiant wou.m wind the

r
" - H
: - o~ «

wehmnt araumi an 1donticul1y-—dimenaioned cyl:lnder ’ and 'bhus 'hring together

B LN ' ' i

-

p:*onerly ﬁhe bl’hs of let‘bei'a repr'euenting the mas'saée. And, ‘oy the way, the

- 1 a

oL Y., “! 4
baton vhich the' E\n-opaan ﬂeld muhnl still carries as one ot the insignia of

LM

lq

Lo l;:Ls high od.'ﬂce &erivea ﬁm this very imtrument. T

" PO
-# Iy
‘,"‘\ —-!l - .- . . - )

It 1_s veﬁ_ khmm that Julius Caesar used éryp:hog.raphy-—a very simple

Mtho&—-becaua:e all he did4 was to replace each letter by the one that was

*
w

fourth fron 1t in‘the alphiabet.

' .- .. . . - . . . .‘-{\ * 5
The _%egi_nninga of modern cryptology can be traced back to the days of

-

4 - f zh w2 M

) 'i_;.lgc._lprinc;d aud ché.ncer.ies of the Papanl states, beginning even befare the year

.

- - il

- d o : s € - » b
f -

(8.18) 1398. I show next sn alphabet of that period; 1t is interesting becsuse it
.."-.,;_:'.r_.‘. e b ‘i ) " . . - ‘ B . - '_
ihowfthat even in thbée early days 'thuy already had 'Y r&eo;nition of the basic

e v . R ] - -
. 2 . . . -,

-

_'greak!-xiai “of vhat ve call single or moncalphabetic substifition. Solution of this

.

[ .
-~ . L2

[ - " - . W

) tn:e of cipher, as you all know, is accmpl?.shed by ta’ki.ng'ndmtage of the fact

1 - - -
- - -
- - . -

al-
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; W t-hat ﬂxe 1etterse of the alphabet in languages are used with greatly differing
i ; 3 - . 1

wal”, .' ) -

}N'f';'éo t’req_uancien. Thh slide shmm that the early Italian cryphogm;phers understood

ey
X - n‘ ’.‘_

thin f.act und htroduced stmn'bling blocks to solution by having the high-freguency
J.ett_ers %rc;gre-enté;d by more than a single character. I will add that the earliest

: fe tpact 'Ebatthe world possesses on the subject of cryptography, or for that matter,

U .

-

- X - a’yptaha‘;ly:pis R i- tha.t which vas written in 14T vy & Neapolitan, vhose nsme

L m Bicco afmonetta He seta forth the principles a.nd methods of solving

“ -

'"““ - ni;pherg' in a vei-y' clear n.nd concise fcrm. The first bock or extensive treatise
lzhs.a; o cryptop.phy 1: that by a*(larma.n sbbot na.ued Trithemi\;, vho wrote his

i ‘ '_ﬁ(?nu:;sntal wark in 1"53‘1. Ee pla.nned to \rr:!.te four volumes, but he quit with
the‘khird 'beco:dsg he wrote so o'bs-curel.y -o.nd made such fantastic claims that he

) 3‘1“{'? __;o-t cha.ried vith being in lesgue with the Devil. They burned his books, as a

s

2151; mtter of fact. This may be s good place to present a slide which shows that

thc mccuity for secrecy in thil Lusiness was recognized from the very earliest

S, gk etalewr. (M st 13
(5) The ;.gxt slida I show is a plcture of what cryptographers usually call the

s

Yigenere siuarecnt‘ -Vigcn;_ra Table; & set of tventy-six alphabets successively

*-“ ; _"dispil:a.ced one letter por row, with the plain-text letters at the tope of the

':G:Iiurc, the key-lotters at the side, and the cipher la-ttars inside. The method

-“"; ';:fj%t uing thn ta.bl;: is _to agree upon a key \iord, vhioh causes the equimlentl of

-

ihe ph:ln-text htteru to change accm'd:lng to the row denigna.ted by the key

L

.
I". Y b ~

Mtar. Haw, Vi@anera aho has an interest to the professional cryptologist
i beéggie_ afthough he {s commonly aredited with having invented that squave, he

v . -
. -~ <
T A’ k. . - * - #i-
)] . - . £ -
v e - .

. L - -
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!*“‘ | "ﬂ,i.a.llay di&n't a.nd, _iv‘.ha.t's more, never sai:d be &m.

o '.l'h%naxt érsﬁxtogz.'a.pher I wish to mention is a Frenchman, Francois Vieta,

m em;.nent mthemtfci;n, foundar od.‘- mode.rn a]sebra. In 158§ ‘he became Councelar
R I w .'+ i

s of Pgrlimnt at ‘I‘owu nnd then Pr:tvy c::unselor. Hhile in that Job he solved a

Bplniuh clpher system uaing nore than 5!!5 characters ¢+ 8o that ull the Spanish

.. dispatches falling into Prench hands were easily resd., Philllp IT of Spain

e '.~.'- s ‘ .
1 .was 80 convinced of the safety of his cipher that when he learned that the French
_ wera aware of the contents of his letters to the Netherlands, he camplained to

(5.2)' the Mle that the I.'rench were using nm‘ce;'y against him. Here's a slide that

&

~whows one of the hundreda of ciphers the cOurt of S;psin m then using, Vieta

LN

¢ 'w_cangd on the ga:rpet and mede to explain ha!v hetd sol:_vet’i the i:iphers.
I wa.r'xt to Jump how to-'the perioé of the American Revol:ution, in U.8. hiatcry.

% - -
"\.

- The cipher qmtems used by the Amricanl and ‘ny the Bri'b:t-h, as well as the code
R qya'ﬂems , were a.'[mat 1denticali o one caqe, in fa.ct, they used the same dictionary

. .

; up,codgf)ook! -_ . .

.
PR -

For additional security conventional words were used to represent the names

of persons and places. The British n;sed the following code namest

-

L Aiierican Genérals - Names of the Apostlesi Washington - James
L e - ) ‘ Sullivan - Matthew
- 3 -".'- § o : T ate,
B AR gma of Citles - Phﬂaaelphu Jerusalem :
T DN RS Detroit Aleundria
S hany e '3 "*.,,:1 VLY . .
B A . Names of Beys ] ,
- .t ¥ ;& Rivers - Dglayare - Red Sea
", L . Suaqueha.nna. Jordan
; N Iodishs - Fharisees
‘- ; ‘ Congréss- Synsgogue
v 4 . _‘8-
‘ -
- Wa . . - ; - .
N ,;:._,- e e, Yo - N
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i 'mwere m gn Amrs,cu.n vho soems to have heen the nevolution's one-map NSA,
e fo:.' he ml 339_ cipher expert 'to Cmp'eu, and, 1t u ch:l.ned, he managed to
deciphea.- nea.rly ull, ir not all, of the British code meuaaen intercepted by

tlie Amaﬂ_.cm. of cqm.'lc, the onl,y way in vhich enemy messages could be obtained
s . -

LA & thoaelﬂ&'yl m' _to l;ize f:mn-ierl, knock them m;t or off, and teke the mesasages

T

frm thqp aough -turf empared to gettin; the mterul 'by redio mtu'cept.
(6%1) The next chart -hm a picture of & code or “nyllabary’f, as ve call it, used

Yy 'l'hma hJefferlm. '.l'hil lylhbary is constructed on the ﬁo-cu.lled two-part
.. principle, This is's pod-ti_og ‘of the dqc:zo_ding _-_eet'ion. You will mote thet the

. ‘-nwaz'icai groups ave in conmecutive order but their :;ea.n:lnga ‘;‘t'e in no

.~ alphabetical crdér at Wi, which means that you have to have mnother secticn,
» ! - :_\- 4:; .""' . 'r- "#: --. - . + .- » . " "‘ '.:.'-_ » . .
~ . the encoding section, in which the words sre in slphabetical crder, and their

aquivalents a.ror.tn random order. This scrt of system even today 18 in extensive

. "'ﬁ*'- c et - - o -
. Va8, Jefferson vas an all-round genius, and I shall bave samething to say about
hinm and ‘aryptography a little bit later.

*. 1'm sure you've harmd as school chii@ren n.ll about qudict Arnold when

. o= he_.m —thAe Cuma.nd.i;ng Genera.l of the American Forces at West Point; but you

£ . R ! . ) o,
T'obably dcgn't kaow that practically all his exchanges of commwications with Sir
Henry Clinton, Commender of the British Forces in America, were in cipher, or in
. invisfble lvke. Here's_sn interesting slide showing one of Arnold‘'s cipher
_ k.4 meesages, 1n which he offers to give up West
. R S . o
:-ff 2 i 4P ’ -
- LA R o - < Y "2
- Fu L . - .
v b P Fl
s s s
- v A r"__i 5_: . % . -
¥ — 2 . 3y ‘x . " -
IS :._,‘ . :‘ . Z
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é { Point focr +23, Ml Hzre'l a.nother cne in vhich he gave the nr:ltinh inrormation

- ..2#\ - S ,
" f, [ L Y d *
é g which might ha.ve led to the capture of his connna.nder m-chiet, General
- __}" 1 " . j" .

ey W:;uhingbén-—-bht ‘Wa.ai:lingtgn ‘was too smart to be anbusiied--hé vent by & route
Fs;._ ) ' . . B . ‘_-.. Tl AL

.
L) « Tty
-t a

| -:r‘,._,- :.m;);erthen the, one he 5;1;5. ha'_d take. e n
_'J b -_ 1 thinl; fou'}l‘ be i;;terented to hear a bit more a’bout that one-man HSA |
X ’ -Im;ntioﬁed a c:’“Ple of moments ago. His name ‘!’a; James L°“'-"-‘11. and besides ‘
a bein& a:gelf-tl'ai-:-e& cr;yp‘i'..ologj-“;ﬁ‘-'“ also .a. }member o;‘ '1:,he Continental : .
C g . : ' *

: "ﬁonlsréss. There 's on record a very :i.ﬁtereating letter which he wrote to

. eneral _I;!atha..z_xiel E‘rreene » with a eopy to General Washington. Here it ia.
N - W . , .

e
. - Philadelphia, Sept. 21, 178g
" " &
Bir:
. ’ You Aoil;:e sent some papers to Congress vhich no one about you could

deci;pher Should such be the case vith scme _you have lately forvarded

3 presume that the result of my pnina , herewith sent, vill be useful to

L

- you. I took the pe.pers out of Ccmgreu ,80d I do not think it necessary
. - ‘ to let 1t ‘be knaim here vbat nur success has been in the attempt. For 1t
T s;ppeuri to me tha.t the Epnemy make only such changes in their Cypher when

: they meet with minfortune, ,{ -

Waﬂd therefore if no talk -gr Discovery is made by me here
" oF by youi: Family you may be in chance to dir_xw Benefit this campaign from
my ia.lt Nigﬁt’l watching.

b

. 4. Iam S;lr _with much reﬁpectr
I. B . . ) Your !‘riend,

g T - .. - JAMES IOVELL

. 1In telling you about Lovell I should add to my account of that interesting

S era in _cr:y_:ptol'ogif: bhistory an episode I learned about only recentiy. When a

.
& - -

= - certain messsge of the revolutionists came into Clinton's possession he gent

. .7 Py
R : _ s . N ]
_-'.- - a, - " - - " )l @

i e s - _ -;1;-
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Icnry their uolutim and he acted upon 1t.
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41: d‘fi post haste to London for lolution. But, of course, Glinton koew it
pbtng to ta.ke a lub of time tar “the msaaae to get to London, be solved

' Q,nd retm'ned to Amica--aud he couldnit a.tfard %o walt thm‘. 1cna naw it

_haypuned Phat _:l.n his comand there vere a couple of officers who fanc:led then-

4

friend to mml it ‘l'.o h:hl? What be didn't know, however,

-
£
-
3

nlvn crjvp"tolodglltl and they undertock to sclve thé medsége, a nopy of 1-rhich

b H
N

Md \:een mda befara lend!.ng the ‘original orf to London. Well, they gave Sir

[ Y I

% ’-,--

L} - 1] - 4

The operation twmed out to be &

dilml fnﬂ.ure, becme the lolutim Glinton aoted upon was all wroug! The

’ -’
.*u.‘ -

r'éecﬂ doun‘i uy '-rhst c:.inton dm to tha two amteur crgptologists when the '

_...u-
-~

E&rgct aolution lrrived frm I.ondo.u weeks later. By the way, you may be

'1

‘infnuted 1n harning that t’ha British have oyern.ted a cryptanalytic bureau

L-— - =<

- }‘hqre !.' l.lgo an epi_aode I lea.rne(i sbout only very recently, which is so

vy .

oy

e

-'- Tk D . " '
mi‘& _I oughta to pha.re it with you. It seens that a certain British secret

._"

mnt .‘.n Amica war -ent a neuage in plain English giving him instructions,

h‘t the :pour fellov m ﬂlﬂernte and hsd to call upon the good offices of a

the Revolution, this

vas _aﬁe of General Washington's secret agenis!

not the case in Ewr

uu-

vas that his friend

1 interelé in eryptol in America wasn't very.great, if it exﬂ\ted at

Books on the ‘-\mbdect

and studied. Here's a'picture of the frontiaspiéce to s book
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Y hul in‘hended to say a few vardl nbcmt the decipherment of Egyptian

"L

- e -f", ’ . J.
. gl L ..
I hieroglyphic writing ‘because it is lupposed to raprelent the next and a grea.t

- . 7
r . P

lq.yln;rk_;!.n the history of cryytol'ogy. Professor Norbert Wiensr, of M,I.T.,

%5 .. -1n his i’q.ﬁo‘ui book enttyled Grbernetics calls that deciphez:ment the greatest
¢ -t' . B . . * ’ : N - ) “a o N
: ood ]
fen.t 1n tne hiltory uf cryptology, but’ tha/ professor is wrong The cryptanalysis

vas ra.the_"'z'-"simp'ls'; the difficult pa.rt ?m.l the Eecb“natr‘uction of the lnpguage

~
- . » _ ‘

q.nd 11;3 gramr I_g'm sorry we can't go into that now, but I do want to add
" that 1t'm very fortunate that the early students of Egyptology didn't even
s . ' ) -f ;. B e s ) . R . :{_ . ‘ -
RS -'lunpec:t that thaEgypthna also used cryptog_riphgn there were cryptographic

[ - . e

- - N

T hieroglyphicn % 18 you can .’unugine such thinga.

L -

* .. T . N . . .o .
) ‘l‘here iu one porson I should ment:l.on before comina; to the period of our
_ ":T e . o - - « ~ .
o Ciy;.l War. ﬂdaar M.h.n Poe! in 1814»2 or thereabouts » kindled an interest in
* s - . ¥ ¥ -

& -

- cryptogrn.phy by hil f.mous story of "The Gold Bug » and by sone articlea on

Jeoe T ) - perhaps
' - cmtosrephy in pews;gapern and journals of the perio_d. For his day he was/the

- e - - LV L N
-~ . ?1: , - . r o » _ . -
- . <

e’q;a's%‘ informed person in the U.5. on cryptologic matters.
"‘ .;.w- “K"ié-._ , '., - . IR } B
g - The period of the Civil War ar the "War Between the States”, in U.S.

v o i z - "
i - ]

.« - Wstory vas, as a result of the invention and development of telegraphy, a

" F s, period that sav the use of cryptology in & large way. Here is a picture of

) 7‘ a Confedera.te cipher device 3 ca.ptured at Vicksburg. The device is a cylinder

m;mm R hnixka:ng;:mum

< ow g -
= of wood 3 covered with a shee'l'. of paper 'bea.ring alphabets, the alphabets of

the V:Lgenere t_a?ble s in other words. Here is a

. AR T ) . knob T
pointer that you could slide, and azkiimbrisééy with which you could turn the

¢ylinder according to the key letters. You might like %o know two of the keys

- . -
oy % -t '

+ . "1 , - - A
- ‘- - s % -

ST e . ~13- .

- - R - o4 .

. I ' - o .

AL PN S P . -12- -

- T s . tom s - - _— -
P“ = - - <
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h
E.
I

.h-..-

they used vith thil -ynten and deﬂcel COMPLETE VIC'R)RY was the f:u-at; and

T P o .,!v- -
- +
-

Emﬂi‘ Rm:ﬂ!ﬁTION the aqcond o C o ‘_ - .
L . Te 4, & . - ' -l.';
‘4 cAT

. + , Hxs ¢ -
R, Hére':ﬁ" & juetu_re_ ot' a mguagg ’ Qt'zthex‘:tic without question, which vas

S ,,.___ o ‘. - .

v

f“"‘ .

‘ _-,__2{._._.—»lent 'by Preuident Lincoln to (leneru.l. Burna:!.de. It'u 'very simple. It reads this

- S e L
- -ty - - - T
nd - - v N

.:--fr”-'“~' .- .
way,dcmmse,andmkesmsensez butityauread 11; ba.chmrds 1t nakes

« . L d}. r [ e u‘-
LR ' = x Y -

aémellezi% ee_n_sei "1: b 4 shoum be ;m a ‘poat off Ag,nia Cree]; at dark Lomorrow,

<,

P ) ‘:"

T :.:‘:: ¢ & ) . ) R
, H_qd_ns:sda;r even!.ng, co_uld you without _i.mj.t_:qvenience meet me_ ang pass an hour o

g v v met (Signed) A. Lincoln." i hink the Presifent vas k1dding & bit,

.)—g; < .t . - -
'I-,_ e, ,n,

'lmb be my ha.ve J.acked confidence in the ot‘ﬁ.cm cryptosystems in the same _

x . - .
Iy ¢

way that Pres_idgn':t:. Wﬂ.sop 1_q.<£ked cqn_ﬂ.dencq in thg codes of the State Depart-

méut, as can be seen in the slides which I nov show.

"

. i 18 a pho@ogx-aptg._of a page or two from the code book and cipher system

L,

_ 'uaed by ‘l;he P‘edéra,l-l_trn&. : They had what ve ca.u. "raute ciphers”, that is, they

v Y - £
~. Lol

wped 8 mtrix vi’oh ind:lcatimn ot the route to be :t‘ollawed .*,.n inscribing and

‘._ oy
EN

Tk _-tﬁmc}ibing '*Ehe voz-d_s of the message Here's l_ww you w.rite the nessage ins

¥he Tirst wc:rd, lecond, third, fcurth, ﬂfth, sixth s.nd s0 forth; then you

.
...._t’
- - .‘— T < B - -

" b
.‘bake then out- accm:ding to anorbher route. And heve the thing 1s ccnplica.ted

- v
bl . s
- . T »

'hgr the use of arbi'l:ury eqpivnlants fur the nma of :anoz‘tant people.
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.. ¥President; of the U.5." is reprenented by "Man" ar "Asia”. It had two

- h
.. -

. o -"mz\livﬂ.aﬂ,ﬁ: YO“ see, Here are some of the names of famous or well-known o)p
) 'atricer; of 'ﬂigt‘pextd. I have with me todnw the complete set of cipher f;g

“,. A - ’. . . AP
‘ A oy
__j;ﬁﬁ ‘books u-ea by the Federal Army during that mm. The next slide is a picture

- ‘l
. PR

.,,r:“_ di:_! n&._"‘.‘e senﬁ *;o Genexral Gra.nt in one of tl;ose route 'c:l'i)hers. I shall

- nbt take time to read it.

. . . ¥ - . n L .
¥ - ... MAfter the Civil War, or War Between the States, the use of cryptogragphy

oh dp l)‘ni't-ed _'3‘“{,.‘; mitm '}.frsiri: vent into a dc:cli:-:e, because there wos a

»

L j,aug pe.r!.od of peace, troken only 'hrieﬂ.y by the Spanish-American War. In 1885

w the War Depu-tunt published a code ca.uad "Code to Insure Secrecy of Telegrams™.

. W

-

« It e a oryptographic curiosity and no tribute to the img'{x:ntim of the officer

) i ' S s A W = * .
¥h¢ vas rYesponsible for its productica, because be copled almost word for word
PR . - %, ._.-: -I- : . - O o
the title page, the instructicns for use, mnd the arrangement of contents from
A S T -~ - i
P s h:
L < 3 T b -:'- N
. - " ’ !
: ' O i -
. “: 2 - _ ;
2 Y. . P
. ey ¢ - . '
- ! ﬁl’in
_ .
¥ "' € - -
S ;e -
ek
- * ""‘:;J":_ ) - . -
EA Ny ) -




7 e s - de £
- LA x . . H . . [N

< -~ ',‘- e
. o .REF ID:A63413 .
LT amt .-"’ ‘ ’ . v - - -
T e R o - T P -7
l i g i =

! IR RN R - < ’ " T
SR | ._émferqh:_t_,codg‘a ricturc of which I shov 1n this slide i‘n vhich pages of

[
a

i . .. l.' 4.

ﬁ/é ‘both codeu are plnced side ‘by l:l.ae roa' your inlpection. Bu.t good old Lieut.

e ﬂ'h

L

- qada thQ,tfsEe Arnw ‘used d\g.ring the Bjnnilh-Amr'ic:p Var and in the copy in

* ~, -

Eoloml Gregm'y did have a 11ttle lpu'k of Mgmtion. See wha.t he changed

i LN
b "--t -'\A *._

(hare point out the minor di:l’fex-encel) But believe 1t or not this vas the

oFT
'ﬂ . ‘ .

o
sz

my colléction, on the inside of the front cover, there appears the additive
At - . _,--. ‘ N R .

a2
L34
-

-'_tha.t m unedtﬁ? I nave that copy among nw exhibits here. ﬂm
."]:hgn.'g m*littlé'_ use fm" pouid cryptouyltep then because radio was jJust in

11:: mfnncy during tha.t var and there mn't much daner from interception of

noruéa .

{The Navy Code in the Spanish America.n wa:r--if there's time.)
xn 1899 the Chief sunu Officer undertook the prnpu.ratinn of a suitable

~codq. Econoq iiu :treued--the Chief S:lgnal Officer 1’,@522".5!_-1! did all the
_-Js L > ® b =t -t

- ’wur’k--qu in 19!2 the "c:lpher od' the War Department“ vas published by tha

[l [ e

‘ M,Ju'l;ant aaneral In 1956 a revision of thst 'book vas publilhed, and in 1915

N i cm;plqtely new coae, the War Demt 'l'clagn;p_'g cgg,e, vas published. But,

1 ifrqn::e . ..

%o the principal events in that e

printer
bcl.ieve 11; m‘ not, that code vas xn'inted by . cmmarciul Mewes in Cleveland!

. .;.A.t__lgut that 15‘)_@0;& nqr pu-edoceum_'_ in the (_)ftice of the Ghief Siml Officer

fald me whcn I ‘%oo_k over from him in Ju;unry 1921, after my World War I service
. When World Wer I came in August 191% cryptology entered upon a nsw and

me~p

2apid expansion 1l_x'i.n'vention and developmeht, and we zust ziow_ turn our attention

~=,

ion and deveiopment. With Herts's

-15-
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d N ihcm d‘ i;ho lo-ea.llzd ﬁertzhn vaves 3 and ﬁrcmi'- pmeticql demonstration

S N T TRt : - P

¥

_ uf 1gmf11ng hy wirelnu, [ m ora 1n uuitu'y commniutions m ulhnred in,

._. ut 7 .- '\'...

M «'hhu, of cmrae, m vht "tu-ouaht ubout remved mtereu’h und . nev ers’in
; “' LR e iy e '
Firenr - dpyptology.” " The Piret x* uuge of virnleu , o r-d:lo, a8 it soon came to be

.ty T

’ s - 3 Iy e
s e e (LI .._Er.t*‘.‘,a' _“?-ijmﬁ.-‘-\tt;‘-i - . . e

. a.lle in Amer:.ca.n terminology, was made in Europe before 1915 but wide usage

nowt e '] vz
4. ..... L) - . _J - . B
iy AN 2 Ll f Y '__;‘ " - c
. oo .
..

4 ‘of it was :!.n Wo:r,'ld War I. Develo;pments in cryptography lagged a'. bit, as we sha.ll
AL See

LR ig-:‘m-e caning to these developments & few vords lhould ﬁe nnid about the ’
. -t -*T B - ' Some of you well remember

e u.a, mition vis . vh the mm and tha Gentral ?omrl.

: hov Prcsidgnt wxgon strove and prn-iaed to keep the U.5. out of the var, how
h ‘! nslt onn tim d\n'ing . pu‘iod of l;ruinad rc;ntims with l;oth lidel he td declnred
“that wa nlev-er landour boy" to var and that there m :u;h o thing as 'being
' = ;;O pﬂ‘mﬂ tb ﬁ;ﬁ'i:.‘ut;.sz. lympnthiau for .thn muf; yu;t vere vith the Allies, i
- ke RS -
LA upeéuu; tho m-m-n, but there vere m toe U.5. mundreds o ‘thoussnds of

) ' . of them
d"emn-Amriem nni Oermn -ynpsthimnz and all Suenducioms exercised

T .." - @ . - ’ - ~

H

mmt roh in helping to pnvcnt oux entry into the war on oitber side,

LY . .
,\ .'W‘ F‘ 3 -

’leut of -11 on the s1de of the Al.lies. The m-m.-h tried their best not

J L -

3
,- . %

] 'to p‘uvoh ar 1rr1tate thu u.s. but even #o there were tima vhen British high-

- “?»b-ndqd uction ﬂmet precipitated us into the war m:lmt them " Phere were

I.
. ™

tm aetivitien tautrd prcparednau snd pational defensa in’ cue eirnmtmceu

“n \6

e

i
-.'.t LI . - \
o . .-‘ - ,l

C~ Mﬂ& our entfy in‘Eo the var umvoidable, lmt these nctivitm weren't of much

T, r' Jh \

'__‘ I e s ; notBing
R Hectmt. In ﬂ’m cryp‘iologic field, Tor exanple, M vas being done b:r
- ol ar = ) i:'\\
y

S Qithcx thc Arnw cr the Navy. Two Arnw otﬁcern hecme internted in the subaect
M . .

y ' UpSi
élg! m p ¢ nhuw ycu the titlc pa.ae of the rirnt mnusl on nﬂ.itary ciphers, by the

oy > ) i
- o '~ s - . A ) - : . % :
A . ' o - . - ) - . 1
. Ty . i, T ] = Yy - )
. ,_ ! = . -t I . T e - [ »
-,m?: . ,;:e A - X
\{] 't N - wrdy e 4 e . & . -
g‘- ‘, - LR - R & "
1 -1-. P . . - y - )
- "b - £ ., e -
™ - - g - . 1
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Do

.o T s was
But .these—me a.lmatnprivate venturel; officlally,

-

Fre S IR

q.‘s' z'-é_galards criirptogu.phic preperations, no new codes were in preparation in

T——

. . &itbar Service; no new ciphe'rn were being dreamed up; no cipher devices or

T
-'e:iy_her machines wera beling investigated or invented. As for cryptanalytic
. T "' ™ o - . ' . gl
ap&a'&ions--weﬁ 'there Just vere none whatever in elther Service, and, for that
. . ' £, . - b ) - ' ¥ wﬁ_ﬂ
\ . mtter 2 in the vhnle gcvernment. A private research institution near Chicago,

a
a

' . the River’bank_:hﬁmatar{el » of which T happened to be a member, working in a
- *!;o‘t.a.i'iy ﬂﬂareq‘b 1e1d of ‘sclence, began stulying cryptology and soon certaln

* penbera of the ;ai:a.fi‘ were working on messages vhich were furnished us by various

Mz-'rx'xi\éxrt G.epax;tme‘xxts a.nd agenciexfi- in Waahington Most of these were solved

- Kad raturned to Wuhingtcm, the stafs ‘becam more and more adept. But,

v -3

:E!M_ you, this m_nc.ﬂ: even a @éui-.gmirernmental agency; i‘t;was operated as a

patriotic -gél't\p'e aad at his own expense by the wan who, in 1915-16, as an
: - pftute and wen.l'bhy busi;msu:-n'an, Colonel Oearge ¥abyan, faresaw the inevitable
Yoo TR Y ’ “

entry of the U:S. :ini'..o the war, wholly unprepered for any cryptologic work.

&

-

' ﬁ'.‘he Coiénel was ﬂgtﬂ:., for on 8 Apr:il 1917 the.U.S., alwost suddenly 1t seemed,

: §eclired war on Germany. Héw dia this come sbout! Tt came sbout when it did

' " rTIE Y i;esult'ot a nice pl!;ce of cryﬁia.nnlytic work by British cryptanaiytic

nirértn in I:ondim on a message now world-fumus as the Zimmermwann Telegram. ‘

+ . * e ‘
d .

Tbe measage f:lrat ‘came from the German Foreiga Miniater in ﬁerlin, Arthur

rFIA

mmarmnn, 'to 'khn German Anhassador :Ln Wuhinston, Coun'h von Bernstortf; it vas

\

. _,,é - then lent on to the Germn Mi.nilter :!.n Maxico c:tty. Here's the message in the

¢ T

- . - -
g ' . v r 8 -
. . PELAAE e E N -
- [N J
. . - . - ] . - 7-
. - - e .
- g PR
F - .. P . -
Fa . LA F Y
.
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~ form in which it was transmitted to Mexico, I won' go into the stary about how

- “tbe Britien solved :{t, for this was dramatic ‘and com;lsx, because it involved

o the reconstruction of two rather lerge cm., The solution represented a

" 28,1

: éua' tecause 1% gives a good illusiratiom of how astute, diplomatically, they are. Q.l/

Here's a picture of the young British Naval Reservist who

. : s most credit--Ensign DeGrey.
fiyat-class plece of work, 7But I do vant to add a fev wmrdn about the political

pﬂgcta of the solution, and sbout British cieverness in the handling of the

o
- a

As 1 have &‘l.'rend:f -a.:ld—," it resulted in hriix_ging.us into the war on their side,

P

29 - Here 1is tha translation of the Z. T. It vas importent because the message said

Fd._:,_ -1
o .

“‘us and ve had established the authenticity of the trn:ﬁla;@iod of the Zimmermann

_Riverbank faboratories. We began training more people and doing more sclution

'thﬁtrk_-:-ﬂ.l yaid for by Colonel Fabyan. We had messages to solve that dealt with

e
.

the Germans were going to resume unreqtricted' submarine warfare and this part,

- here, dealing with a proposal to be made to Mexico, wes the strav that hroke the

- eanal's back, People in the Middle West hed been very lukewarm toward the ides

of our ge:i:.ting into the War--on either side-~but when the Germans began talking

&bout returning Texas, New Mexico and Arirons to Mexico_,‘tﬁa.t vas something else

"ggain. So, ve got into the war within a couple of weeks after the British gave

Telegram. A year or so ago the telegran'aiﬁ eplaode vas the subject of cne of

-

-the series of Walter Cronkhitg's *You Are There” television mogrems. And a book

of almost 258 pages, dealing only with that telegram and episode, was published

Jlll't about six veeks ago. I Wwrought a copy with me.

w

Well, as I said a fev minutes ago, on 6 April 1917 we were in the wvar as

-

"?!:lliserenta and thi.nasbam popping, eéspécially in my own little world at

L _ 18-
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-., m nii@:‘bor on owr southern border us well as mumn that dealt vith the

7 gativj.thl d’ ln!'xv iacntl.

'nure m one uther intere-tinq case, :I.n vhich b happone& to play &

.
- £ - - a hd
~.

ad.nou.' roh "In 1916-17 tha Germu ﬂ.nnnced a hrae mmber of Hindus in their

-

ntt-_enjatl_ o stir up & re‘bellim in Yodix) the iden being to cause 3o much

-

e __; t_x'_b\l‘bl‘.'a in India that the British would ve forced to withdrew troops from the

_:_‘Hdit;s_rn Front to quell disturbances in India. These Hindus were negotiating

C -for the p&éﬁse-d arms sud ammmifion in the United States, with the idea of
“M.ing then ovlr "l';o India, B:lx'm tha UV.5. was 'z'xeutral, it vas sgainst our own
hm to pernit mh undutakinga nas{mst a f‘.rienﬂly nation. Bothe business hed

rt,o be conducted uc.retly and that is how eryptogrms entered into the picture.

i; . a—

_é,,, ,!era 1: one page m‘.‘ a img, seven or oisht-paae le‘bter that was intercepted

- L]

'bot\rgan ﬂm f.oy I!indu mnt in the u‘n:[ted Stutaa and his chief in Switserland.

'!.'hﬂ letter conshted of groups of ﬂwes, in wvhich were :lnternperued some plain-.

!

tmd'- wural. ﬁh rccegnlmd retty quiekly that the letters d‘ the secret text had
n rephced'by _nm'bers vhich indfcated specific letters in scme ordinary book
- m&h coul&‘hecmled 'hy an agent vﬁhout :armins lulpieion. Each group of

umern x‘e;wesenied the yage number, the line mmber, and the position number in

mumctthathybook Allvcneededmthe'book, ‘imtnnfortunatelythc

*

Hmdutnﬂdtotelllnhh lattarmthe‘bookm, uowehudtogonhendnnd

try to solve the mnnm without 1t. It m l'olved, but thm'e iln't tine to

T

tqllyouhowitm dmuxccptiouyth;thyvcrking'backmdforthbementhe

. *

nuhge d.ud the hypothetical keybook, bnilding up the various wvords on various

-

.
.-

;:"._ T 49_
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pages of the book, thex building up the vords of the message--one helped the
other--I finally got certain clues as to the sort of book involved--that it

way & book dealing with the history of German political philosophy, economy,

and
or histcary. I hunted and hunted mminbemded for that book, / finally founmd it,

sll right. It was Price Collier's Qermany and the Germana. This message
figured in & long-dravn out trisl in San Frencisco, where there were about a
hundred alkedbox Hindus on trial simultanecusly. Smsxskebheaibbudecxbonmd:
Bostwrcpesdenoveand gotchonsede N opdosithothuccoiiness They were seavched
every day before they came into court, but one day, the day after I testifled,
one Hindu managed to secrete a gun in his ¢lothes and in the midst of the court
a
proceedings shot ¥8 Hindu who had turned State’s evidence, vhereupon the
Uniied States marshall, s great big fellow, six feet four, staniing in the
back of the cowrt, drew his weapon and shot the first Hindu dead. They were
both dead right there, within two or three seconds. That's the vay that
trial ended up, rather drametically, I'd say
To go bvack to the work at the Riwerbank Laboratories,

dndcamen the A Jutant General began sending us officers far training.
Here's & pictwre of one class, the biggest and the last cne I directed before
being commissioned and golog directly to France, for sorvice st GHQ, working

That picture spells out a message in cipher: KNOWLEDGE IS POWER.

on German codes and ciphers. /And now for a quick-look at the sort of things
dbaound ihaoecsudatee aaadgued: o otk aridtin

1 found at GHQ when I got there and was assigned to work.
let's first take a look at and discuss the use of cipher systems by the
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vurious belligerents, because these whre used for tactical purposes in preference
__U___, 40 codes and code systems, which came as a later development. Here's a picture
of the cipher systom used and misused by the Russisns. You will note that it
is besed upon the old Vigeners principle, using numbers instead of letters. It
represents & case lavolving only & set of 7 o & alphabets used repstitively, by
& ey mmber, for substitution. This wves the decipbering table. Russian ineptitude
in comnmications, and sspecially in eryptography, c¢ost thex desrly; because of
it they lost the Battle of Tanneuberg, which greatly contriduted to their being
L2, wocked cut of the war., The next slids is a picturs of & tactical cipher system
used by the Prench., It was a transposition system, the columms being here
trauscrived acscording to the columnar ksy; in sddition, certain distwrbing
elements c¢ame into the method by taking off the letters in dimgonmls, And here
/3 15 a picture of the system used by the Ttalian Army in World Wer I. Again, it
is only & variatiom of the old Vigenere system, Here is & system used by the
Guxwans begioning in the latter part of 1917. It was invented Ly them, or, X
should say, thsy iovemted a clever combination of two methods. We called it the
_f_'ﬁ“__muvx eipher bacause the cipher text consisted exclusively of those letters., An
alphabet in hers, arrsnged according to some yre-srranged plan, with the coordinates
AHFGVX; the lstters of the message were replaced by pairs of coordimates; Lo
sxaaple, the letter R is represented by AG, snd so forth. The whole message is
written out in the letters ADFGVX in a trausposition dlagram at the top of which
is & oy, developed from a key word} the letters are then taken out of the diagran

2l
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in columaear fashion, sseording to the key order. That system was a trand nev
thing in wilitary cryptography and caused no end of headaches for the Allied
aryptanalysts until {t was discovered Just how a solution could he achieved. The
sclution was not a general ocoe tut depended upon special cases; however, thase
happened so often that we could btank on them occurring practiocslly every day. The
ADFGVX syntem wvas used by the Gerzmn high commnd and it wvasn't long before it
was &iscoveresd that if you mede a stuly of just the number and direction of ADFGVX
mssages you could infer certain things about the tactical situmtion and, more
Imporrtant, you could, with some degree of assuwrance, yradict what might bhappen

in Shree or four days st & certain sector of the front., Here is an exmmple of &
ahart based upon the ADFOVX intercevts. This, gentlemen, is the first illustration

4

thet I Jmow of in history of one of the basic principles of what we call traffic

14,1 analysis and txaffic intelligence. (Explain chart.) The next slide gives o

plcture of the sart of “Bulletins®, as we called them, that we put out vhen the
ADFGVX messages were real.

Far tactical messages the British and Americans in Worrld War I used a
wathod Xnown as the Playfair Cipher, sllegedly invented by Lord Playfair, but he

4idn*t invent it--Sir Charles Wheatstone invented 1t.




REF ID:A63413

~Thé | |
Pr nmhndcd‘nnfurmiphermnt is ¢c have & sguare 5 x 5, or 25 cells in

Smptap et

all, ia which you stert in with e Jaay word, then follow vith the rest of the
unised letters of the alphabat. (I snd J are treated as the same letter). If
you want to encipher “AT" the equivalant 1a “VR", by diagonals, and so on.

Hore is an exanple of how o meesage is encipbered. In those days, 1914, that

Lieut. Msuborgne, whom I've already
wnprhdumm-tuﬂ' Ia fact, an officer of the American Army /

mentioned and whd
wbir later beciss Chisf Signal Officer; Nackex aiinneesd SMeuwboepted vrote & little

213 trestise, pislidh in 1914, in vhich be dealt with this Playfalr cipher system,
The title of his wizgk is "An Advenced Problem in Cryptography”. Today, our

most slemnttery Stdents sre given things of that sort to solve afier a few

Lesscma .

!
The Briutfiw developed & cipber device in Warld War I. They had

moufadtwred & et wany of them, thousands in fact, and they mroposed to

e

the Freach and “‘-htihmrlcm that a1l the Allies ghould use it for tactical

commanicstions! boj to the chegriu of the British it vas never put to use, for

reasons that I may tell you later.

A

8 Pu:h for tje ciphers and cipher systems used in World War I. Now,

Iy lih\quarl few vards about the codes and code systems. A code is
l
simply & syt of dictionary fa which the words, phrases and sentences are

!é representable ¥y arbitrary groups of letters or figures. Bers is & page from

& combercial dgminication company's codebock, vhich they offer to their

B
u“

custongers fd"‘&"ﬁw You'll notice that each of these code groups differs

Al

from every clreode group by at lesst two letters. We call that "tue

&
i9
5

-23-
P
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tvo-latier differentinl.” The reason for having such e &ifferential is that
aroys are somatimes made Iin tranenission, but the likelihood of meking two
arrore in the same group is not nearly as great as making & Bingle errar, Te
f-letter differontial atfords methols of readily correcting & group 1f it has
& single exxcor im 1t; with & it more trouble Z-letter errars can also be

coprectad. Now, cole books and codes are compiled G0 be sulted 1o general or to

specific kinds of business. If generalized > 88 ina general trade oﬂshipping

by purchase. But codes ma.y also be h.tghly specialized in cha.ra.cter s a8 in the case

of the one I show in the next slide.
_J!._.- mweraxetoowiex  You know, thers are certain people who believe flrmly and

implicitly in the power of hesling by suggestion, and here is a pleture of a

practloner

colle book put out by a pentdemmesiomsomsoucdexs lonkiomen in that field, a

vode that is ia Eoglish and Freach. Il's ¢iear that the purpose of it ia
Wwheeixedy to be shle to receive trestoent Sfemsorxy by youwr s practitiouer
are is
8o uetter vherg you/or hexsmex Thus, 1f you chould go wvay on & trip and want
to consuit your practitioner, you csn senmd him & message and tell him what
rather
you are suffering from, o, mscesssx what you think you are suffering from.
Tou would siagply represeat your illness, or alleged illnass, by the code
rrofessional
group corresponding to your malaise. Now, uole that the gaxkhewss who got up
this eode was pretty well varsed in the fantriraclez of cole atd coommuuzcation

difficuliies, becauss these code groups 4iffer by at lenst three leiters. snilie

The reason for this extrs wrecautioa 18, of cowrse, clear: It would be a
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pretty serious thing 1f you sent a méssage telling him that you think you sre
because is wrong,

suffering from com, but /the code group/ having been garbled in transmission,

e unfortunmtely gives you the treatment for conyuisioms. That would be

rrotty tough!

Prioe to World War I the use of code books for tactical purposes vas
thought to be impracticable, largely becsuse of the difficulties of compiling,
reproducing, Aistributing and @otecting the books, I doau't think they
thought tooc much about the possibilities of solving code. Early in 1916 the
Germans began to use smell fiald codes, and the Allies scon followed suit.

I bed some sliden to show you pictures of pages of the csode bocks of the
various belligerents, but T will omit them saad say that I also have brought

axhibite of such books as wers actually used for the purpose. Those who would

like to ses vhat they ware lilpe sre welcome to cams up afier this talk and

&L_mimthm. The caly slide that I will show is om@ that will give you a

unpreparedness
pleture of the Amrican Army's iomtagueoy in World War I for cole commnication.

This is autheatic-«I 4idn't make it up--because I found it 1in the records when
I closad our office in the AEF in April 1919. It's a code gottea out by the
£ond Iafantry Brigade, dated 17 April 1918, and it is vhat ve may call "the
baseball code”, If you wanted to say "killed”, you sald "struck out";"wounded"

was repesented by "hit by pitched bell”, ssd so forth--very slemsntary.
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In all I've said thus far sbout cur World War I erypto-commmications
tdure's been little or nothing said about our high-command ones, masiages
between General Pershing and Weshington, for instance. I did mention the War
Departsasnt Tealegraph Code of 1915, which we had vhen we eatered the war as
& Delligerent. It is with some sadness but also sce amusement that I tell
Jou that soon sfter ve Joined the British they told us, with as much delicecy
as you may imagind the situgtion rwquired, that that cods wasn't at all safe.
You o't have to wonder very much what the implicationa of such a notice
mant, aad I'zm sure o autborities manifested no great satonishment at the
timé. You'll remenber vhat I said about the Rritish success in solving the
Zimwrann Telégrasm which ¥wrought us into the war on thelr side.

Well, steps were taken right quickly to mwoduce s new and wuch safer code
for the ¥ar Pepartmant saod high comsand use; also a naw one for military
intelligence and secret agent comminications. It ves also about this time
thet our Navy began to improve its communication secrecy by sdopting a cipher
vhich went under the curious and salwmost movie-like title of the NCB--the

-2:_ /2 Navy Cipber Box. It was a sort of strip cipher system and I hmve & picture
of 1t,

I don't knov what ocur State Department communication security wves like
in those dayns tut I have my suspicions. The long tradition of secrecy amd
secret diplommay vasn't ocur tradition-«this vas distinctly a European pilece

of skullduggery and we had and vanted to have no part in it. Maybe we were

~2b3s
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taken for & aryptologic ride--I don't know. That would be something for some

aryptologically-minied historian to lock intoe-dicexsxmsldximrecanermcoabo: ke

Fssordwawibechronryclobtutx

And here is s good point at which to bring to a close this firat period,

Wetll contimue wvith a bit more history in the next period but it will be devoted

to watching the developments in a direction opened up by iaventions made gbout

the time of World War I.
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SLIDES FOR SECOND PERIOD

PAGE SLIDE RO, TITLE
6 229 Msxahall-Devey
8 gss RFP
Mcrse on
11 234 ALhart showing bullstin production, average daily volume
. of daily messages 1 Dec 1941-31 Aug 1945
235 - Chart showing progress of a message.
12 245 Trithemius
16 139 Analog deciphering mechine
1k%5 Ancther deciphering machine
137 Brute Farce
17 138 S1lide Run Unit
41 Section of Wing of IBM, Arlington Hall, 1945
158 Purple
158.5 Purple dudbuater
17-A I-1 Antenna fiesld at Hof, Germany
I-2 Intarcept pesition
1-3 Intercept position
18 X1 ABNER
X-2 AINAC
X3 ATLAS
X-% ATLAS & BOGART
X-5 BOGART
X-6 DUCRESS
X-9 S0LO

X-1¢ IBM Tgh
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COMMUNICATIONS INTELLIGRNCE

period
The titls of this WIFEPERTApEGE of my talk, might well be "The

Influsnce of C-Fower on History”, and lest some of you jusp to the comclusion
that I've suldenly gone peychotic and am suffering from s delusion that I'm
a reincarnation of the great Admiral MHahan, I basien to explain that the "C"
in such a title for my talk is unot the vord "SRA" but the letter "C" and it
stands far the word CRYPTOLOGIC. The full title of the talk would therefore
be: "The Influence of Cryptologic Power on Hiatory." As a sub-title I would
offer this: “Or bow to win battlses and cuvipnigns and go down in history ss =
great tactician, strategist and lender of men; w', on the other hand, how to
lose battles and campaigns and go dcwn in history as sn incompetent commender,
& mtlitary "no-good-nik'.®

A% this polat let me hasten to deny that I'm casting aay reflections
upon cartalin successfule-spsctacularly successful commanders; names will ccowr
to you without my calling them to your attention--and thertwill'bcn.maa of
mn in each of the tvo categories-<"how to win" and "how to lose" vattles and
caxpuigns--—-and entire wars, for that metter.

In his recent book Eisenhoweri Captive Hero (Earcowrt, Brace & Co.,

New York, 1958, p. 55) Marquis Childs seys:
"Any sxamioation of the relaticaship betweean Elsenhover and Marshall
is hanficapped Ty the fuct that Marshall) has naver told his owa story.
Repeated efforts mve been made {0 persuade him to write his sccount of

the great sventa in which he played such a decisive part, He Las replied
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more often than not that no homest history of any wer has ever been

written; and since he would not write unless he could tell the truth he

menact to keep silent.”

Conld it be that avong other reasons why General Marshull held the belief
that "no bonest history of any wer has ever been written® he felt that 4if the
COMINT facte vere incluled 4n the history the laurels of commanders of the
winning side mightn®t look so shiny &t they geterally appear? I am here
reninded of a stary that cams to me from a preuvty reliable source a couple
of years ago sabout & sdlitary figure much in the cwrrent news. I think the
story gulte nyrai:os in comnection with what I've just said,

(Story about General Montgomery if therets time.)

Scavtimes the course of histary 1s materially chenged by the amount and
quality of the COMINT and COMSEC svailable to field commniders and also how
well they use thess offensive and defensive weapons., Bomtimes it is msterially
changed by the sbsence of COMINT and COMSEC where it hed jreviously been in
axistence and used. We have already noted incidents of the first type, those
in vhich lota of first-class CONINT was avellsble, including the COMINT available

bafore the attack cu Pesrl Harbor. We may now take note of an incident of the

secand type, one in which the comsequences of a lack of COMINT plays the most

poninent role,

I have referencd here to the Battle of the Bulge, vherein a serious

ocatastrophe wvas bersly sverted bacause our (G-2's hmd cowe to rely too haavily

‘2-
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tm COMIRT, so that vhen 1t was unsvailadle they seemsd to lack all information
or at least they felt tiat way. I said that a seriocus catastrophe was barely
sverted but osvan 50 the losses wers quite severs, ss ocatt be sogn from the
follovings
“According f:o Risenhower's persocunel officer, American losses in
ths Hattle of the Bulge totalled 75,896 men, of whom 8,607 were killed,
§7,139 wounded, and 21,14k missing. Over 5,008 of these casualties were
in the 1#6t5 Divisicn. Bessuse of heavy German sttacks, 733 tanks and
tank destroyers wers lost, Two divisions, the 25th and 1#6th, were
mearly complately sunihilated, although the 25th Division did subsequently

anter combat aftar being Nmilt.”l

‘$iobert E. Merrisn, Dark Decesber, 1947, p. 211.

Vhat happensd? Why?

In an erticsls vhich is entitled “Hattlerield Intelligencet The Battle of
the Bulge as = Case History™, and which was piblished in the Felwunry 1953 issue
of Combat Forces Journal, Hsnson Baldvin saidt

"Intalligence deficlencias and sn sstigmtic concentratiocn upon our

o plang with an almost contemptuous imdifference for the enomy's, set the

stage in Decender, 198k for the German successes in the Battle of the

Bulge--a cese histary in the 'dos ad don'ts! of intelligence.”

Further on Baldwin notos that:
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*In General Sibert's words, ‘ve may bave put too mach reliance om
certaln tectmical types of intelligence, such as signal intelligence ...
sl we Bad too little faith in the benalits of aggressive and unremitiing
patralling by sosbat trocps ... « Depsndence upon "™Magic', or sigonal
intarcepta, vax major, purticularly at higher echelons; when ihe Jerzans
maintained radic silence, our sources of information were about halved.”
In vimt I read from TIME in the first period, the woxrd "MAGIC™ seemed to

refer only %0 the mechine that we reconstructed for solving Japanese Foreign
Oftice communications. In remlity the word MAGIC was used as & sort of code
ndme among the initisted and indoctrinated persons who vere antitied to receive
the highly secret informetion that came from the solution of Germen, Italian,

and Japaonse mecrat commmications. The term was introduced to us by the British

when we began to play togetber in the oryptologio gardens; we found it useful

and sdopted 1t, too. lLater on ve came 4o use other secret words to desigoate
this 2oyt of i{ntelligence and to chauge the words from time to time, for security
reugons. Cwrrently, COMIRT s composed of three types or categories of intellt.
gence, and by far the grestest part of it comes from intercepting, recording,

ol atudying enemy redioc @affic. The three types or categories ares

(1) Special intelligwnce, which comms from the solutiocn and processing of the
encrypted mssinges themselves and the result is information of highest reliability
because it comes, 30 to spesk, "right out of the horse's mouth®. (2} Traffic
intelligence, which comms from the study of vhat are called "the externals® of

e
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those messages, data applicable to such things as their callsigns, the frequancies
sployed, the direction or youtings, and so on and from this comes information
from which infersnces can be drevn; and {3) Weather intelligence, which coues
Trim the study of the enemy's weather messages, vhich in wartime axd even in
pedsetioe to A tertain degree, are encrypted. In this sudience it's hardly
pagessary to mention how isiportant a role the weather plays in the conduct of
war. Becantly BSA has slso been sasigned over-all responsidvility for ELINT,
ar elsctronic intelligence, but I won't go into that in this talk.
There is burdly beed for me to give you a definition of COMINT, but
perhaps I ahould ciie its three yrincipel objectives. First, to provide
suthentic infarmstion for policy makers, to spprise thea of the realities of
the internstionsl situmtion, of the war msking capabilities and vulnerabilities
of foreign countries, and of the intentions of those coustries with respect to
ver. Second, to slimimste the elewent of surprise from an act of aggreasion by
wnother country. Third, to provide unique information essential to the
succeasTul prosgstition, and vital to a shortening of, the periof of hostilities.
- It was in response to this third and last objective of COMINT that World
War II gave s Wrilliant apswer. I'm sure you would find the detailed story
of the succenses of Javy, Army, and Army Air Corps cryptamiysts, and of thair
tpposite suxbars in the Fritish Services oo Gsrmen, Italian and Japanese
mesgages in World Wer II highly interesting Dut there Just fsn't tiwe., I

think the contents of the Narshall-Dewey letter, from which I rewd a bit in the

G
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first period, will have to auffice. Howewer, it in itself is sufficlent to
gve you a pretty good idea of the comtributions COMINT mede toward owr wimning
World War IX. I% is unfortunmte that Genwral Marshall's letter was disclosed
during the Congredsional Hearings for it's now in the public dommin and its
contents are undoubtedly now knowa in all the lmportant chenceries axd war
22:7 officen of the warld. General Nershall, you'll remewber, in his letter to
Governcy Dewey, sent during the hot political campaign of 194k, was saking
T the Governur not to use cartain information Dewvey got by swrraptitious channels.
Here are scme axcelent illustrations of the menner of exmploymeot of COMINT:
"Now the point to the present dilemma is that we have gone. v
ahend with this business of deciphering their codes until we possess
other codes, German as wvell as Japanese, but our main basis of fnforme-
tion regaxding Hitler's intentions in XBurops is obtained from Baron Oshima‘'s
wensnages from Berlin reparting his interviews with Hitler and other
officials to the Japsnese Govermment. Thess are still in the codes
involved in the Pearl Harbor events. ‘*'
"o explain further the criticsl nature of this set-up which would
Yo wViped out alwost in an instant 1Y the least suspicion were aroused
Wit,thhtthdmcwnSumb;uamuciphwed
messsged and therefore our few ships were in the right place at the
right time. Further, wve were sble to concentrste on our limited forces
to meet their sdvances on Midway vhen otherviasé ve almost certainly

-6~
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vould bhave besn scume 3,088 miles ocut of place,

*¥e bad full information of the strength of their forces in that
sdvance and also of the smmller farce directed against the Aleutians
which finally lsaded troops on Attu and Kisks.

"Operations in the Pacific are largely gulded by the infarmation ve
obtain of Japamese deployments. VWe know thelr strength in various
garrisocns, the rations sod other stores continuing available to them,
and wint is of vast importance, we check thelr flest wovements and the
movemsnts of their convoys.

*he heavy losses reparted frowm time to time which they sustain

by resson of our submarine scticn largely results from the fact that we

kaow the sailing dates and the routes of their convoys snd can notify

our sulsmrines to lie in vait st the proper point.

*The current raids bty Mmiral Halwey's caxrrier forces on Japansse
shipping 1o Menils Bay sod elsewhere were largely based in timing on the
known movenents of Japanese convoys, two of which were caught, as

anticipated, in his destructive satiacks.

T EEERERER RN
"The cimduct of General Risenhower's campaign and of all operastions
in the Pacific are closely relsted in conception and timing to the
Information ve secretly obtain through these intercepted codes. They
coagtribute greatly to the victory and tremendously to the savings of

T
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American lives, both in the conduct of current cperations and in

locking toward the early termination of the war."

It will be helpful to list in sequence the steps imvolved in the production
of CRUINT, First, of course, thers comes the lntercept--you've got to have
the traffic and getting it 18 no smmll trick. Modern electrical high-speed
commamication systens used by all lsrge governmants reguire high-speed
intercept operations, and together vith the intercept there must be direction
finding, vhen you are working on the mobile commmications of enemy or foreign
arped forces. The Russians, for exsmples, have complex callsign systems,
complicated by shifting of freguencies, 5o that it is important to be able to
identify transmissions sither by direction finding ar by coe of two other

REE types of operatioms. One 1s culled radio fingerprinting, which takes advantage
of the fact that every transmitier smits electro-magunetic radiations characteristic
of that tranmitter and it is possidle therefore to identify a transmitter by
stulying the cherecteristics of its emanations. Whes the desd quaritere served
by this transmitter and the transuitting station moves, the move can be
followed by means of the transmitterts Wingerpriat®, so to speak. It 1s also
;zfg»— possible to identify operators of Morse telegraph communications. That is,
overy coperator lms characteristics of his own, and you cen by studying their
transmisgions identify them wherever or vhenever they move, This is very
useful. Muah work resmine to bs done in direction finding; in redloc finger-

printina’wﬂ. in Morse opsrator identification.

| -8
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The interception of the traffic is not only s complicated but also & very

wxpensive snterprise, costly in nmimbers of personnel snd equipmemt. It there

were time I'd show a few slides of typical intercept stations and intercept

positions. You surely must realixze that the business of intercepting & mesasge

while sinilar to is hayfly identical with that of receiving & messags when tha

receiver is a legitimste member of the radio nat. The intercept oparator can

bardly hreak in and say: "Bey, Wud, I didn't get that last group. Repeat it,

please™, The detection and copying ar recording the intercepted ansmy traffic

passed over modern high-speed comminications systems is a very complicated bub

important stép--and getting the Iintercept copy back to where it can be warked

on, that is, getting it there in good time, is also complicated and highly

important,. Much of the traffic has to be forwvaxded elactrically to be of

anything more than historical interest, and this raquires the Armed Forces to

8llocate to NSA spscial copmmnication channels wnd facilities solely for NSA's

oun and sole use. NBA is the largest user of electrical communicatiocns in the

world; its communications center at FPort Meade handles two million groups =

day; it 4s the largest center in the vorld. It is fadxrly cobvious that it's

our commnications peoples' Job to get the traffic to the desks of the traffic

anslysts snd the cxyptanslysts as fast as possible and as sccurately as possible.

Locked at from a parely philosophical o logical point of view, COMINT

oparations and sativities should be, and in the U.S. Navy they are, conducted

within Naval Commmication comuands and by Haval Communicatious personnel. I

think thie is logical because they are certainly the same generically as those

-
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a5 those conducted hy any large organization for providing ecommwuieations
systems, that 15, systems and means for getling nessages from certain people
to certain other people-<we call them originators and addresgees. The only
and the priacipsl difference between this crdinary type of comemmnications and
vhat goes oa in the mwroduction of COMINT is that we interpose owrselves between
the actual originators and intended addressees of the messages, that is, without
thelir permission and often without even theiy Inowledge we put owrselves on
thelr distribution list, Of course, we're not furnished the keys and crypto-
materiel that the intended addressess are provided with to make unbuttoning
the messsges a direct and eaay process; we have to £ind ar work ocut the keys,
and this i often very difficult but it has been done in the past and will
pobably be done again in future wars, Lastly, there's the job of translating
the messagen--this usually involves making the necessary corrections and
explanatory notes, somdtimes. There is an important corollary to what Im
saying here and i1t iz that tha roal key to success in the roduction of COMINT
is excellence in ouwr own commmication systems. Unless we can gét the traffic
quickly and acdourataly back to vhere it can be worked on by the analysts and
unless we have rspid and secure commmnications among the wvarious analytical
stations &ad also to those avthorized to receive the final COMINT, you'rs con-
ducting a mere exsrcise, 1ot a real operation.

The next step after interception is traffic analysis, that is, the

reconstruction of the radio nets of the enemy and the locstion of their
traoamitter stations. This gives very important informatiom on two counts.

First of all, establishing o recoustructing thes nets gives you order of

ol
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radio
battlie which is veoy impartant. The reconstruction of S networks is not mx

eusy Ysbmgofer vhen the calisigns and frequencies are chenged rapldly. It is

all through World War II
& curiows thing that/the Germans sscsed to be able to change their callmigns

and frequencies without too mich trouble~-it gave us and the Dritish a good

dosl of trouble amd we had $o Xasep & good many paople working at it all the
tine.

The secand good reason Iov engaging in truffic spalysis is that every
ance ia & vhile your cryptanalysis meets & roadblock snd you don't bave any
COMINT, in which cass the culy thing you bhave to fall back upon are non-COMINT
sources of information, nenbalcahacrabiden Somartmliy but you st1ll can get
2004 informwetion from traffic analysis from simply watching the ebb and flow
of traffic, changes in routings, stc,, from which you can meke inferences of
what is happening ar golng to happen. MNow these, w.nd you, sre inferences--
they are nit right out of the horses mouth as decrypts are,

he next step, of sowrss, is cryptanmiysis, to which I'1l return in a
fovr moments, after 1've cutlined hWriefly the smuicceeding steps in COMIRT
Eoduction. It is obvicus that the decrypts, if they are in foreign langusge,
bave to be tranalated into good English and with the translstiocn there is
always & gertain smount of esendation, because of srrors in transmission or
in reception, sod @rors by cipber clerks and s0 ou. SSanohiwosettichidagods
You must bear in mind that all this business is conducted as a very large-scale
production or exploitation operation. You are not dealing with single or

Just & fov mauzages w day--thers sre thousands of ithem., I'll show you by s

.ll-
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gaplh Intesnaiteevhit this neess.

The next step 1z the evaluation of the information and mind you, I've
been talking about the COMINT yroduct as iuformation. This is something vhich
the intelligence people are most insistent about, saying that (t's their job
0 evaluate the CONINT snd to collate and check it with information from other
sourcesa. And I suppose that this iz & very necesssry thing. It is conceivabls
that sn astute snemy might actunlly mislead you bty sending out a phoney or
twy, 1n vhich case the intelligence pecple should be sble to detect the spurious
smssegs by collating what it says with vhat there is from other sources.

Aol then there comes finally the dissemination of the COMINT product and
this bas to be very, very carefully controlled. For this purpose there are
special crypto-pystems and special security officers, and the decrypts are
kept out of the normal commmication ar wessage centers, so as to keep the
moster of persons seeing them to an abuolute mintnmum, All of them bave to have
& wpecial clearance; they take specisl baths on signing on and off.

Now I will go back to COMINT processing and give you some informetion sbhout
eryptanalytic techniques and gadgetry. I venture to say that you all know the

weittal ploture the average cltizen has of & cryptanalyst, for the picture is a

:i;{fﬂryom one, like the one I now show you, of Trithemius, whom I mentioned befare,

He's a long-haired egg-head; he wears thick spectacles, has long whiskers, with

erunbs in them, he has grimy fingers and finger nalls, and so ou. This chap

goes into & buddle all by and with himself and the cryptogram end socuer or later




he comes up with the answer, shgﬁ& i&-ééﬁ:Bﬁ? as a development the smart
6.18 cryptanalyst gets himself an assistant, or clerk, or a secretary, as shown in

this slide. Well, that picture or the preceding one is far
by SRS po Sciihodiing 3R R I0000% oMk v el dosclimick Jonicium peborsionmdznce® max-e

from the truth these days, for cryptanalysis and COMINT is "big business"
now--very big business indeed, because ve're spending well over half =
billicn dollars on it every year now.

Cryptanalysis of molern crypto-systems has been Pmcilitated, if not
mude ?ouible, by the use and application of special cryptansalytic aids,
including the use of high speed electronic wachinery and digltel computers,
some of which I'l1l show in slides to come. Some are standard machines, but
mostly we devige and use modifications of them. Nare fmportantly, we have
recently gone into the invention, development, and production of highly
specialized electronic cryptanalytic gadgetry. At this point I must take
a few noments to clarify the picture and in simple language tell you what
gadgets do for us. As I said before, the mere nuumber of permutations and
combinations afforded by & cryptosystem per ge isn't too significant; it's
vhat they amount to ar involve in terms of cryptographic mesningfulness and
complexity. In moldern cryptanalytic attacks on ths crypto-commmications of
nowledgeable governments what you are up against are usually quite complex
eryptosystems which generally involve, for their solution,the making of a
great multiplicity of hypotheses each of which must be tested out, one after
the other, until you find the correct ons. The Job of the cryptanalyst is
to devise short cuts for testing the hypotheses, short cuts often based upon

the use of statistics and statistical thearies having to do with the relative
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frequency of letters, pairs or sets of letters, words, sets of words, and so
on. Once }mving devised the proper test or tests for each hypothesis, or for
several concurrent hypotheses, human labor could be set to work making the
millions of tests in oxrder to find the correct hypothesis o to cast cut the
vast mjority of incorrect ones, When each test ls complicated, or lengthy,
it is obvious that you'd bhave to have, as we used to say, factorial n Chinamen
to do the job, or else the job would take eons of time. But it is our
experience that every test which can be made by bend can be mechaniged, and
it 1s further our experience that in most cases it is practicable to build
machines vhich will make the tests. I doa't have to tell you that machines
don't tire as rapidly as humens, they dontt need much sleep, or time out for
neals, or for recreation or for such things as shopping, love-meking, etc.-=
in short, the "care and feeding of machines" is a relatively much more simple
patter than the “care and feeding of human beings.® 80, we have oryptanalysts
who devise the tests; then we have cryptanalytic engineers who mechanire the
teats, then devise, ilnvent, develop, and produce the machines to perform the
tests at high speed. We have to have maintenance engineers to keep the machinea
in good working order; and the cryptanalytic assistants who examine the output
of the machines and who are usually sble to take the correct hypothesis or

few correct ones and go on with them to the final stage where s key is
recovered. Next we may have to have other machines which apply the recovered
ksys to specific messages and produce_tie -plain texts from them. But in ell

~1lt-
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thess steps, let me emphasize, the machines can do oculy one thing: they can
only perform, st & high rate of speed, processes which the human btraln and
hend can perfom but only at & much slower rate. Let me emphasize that these

machines don't, they can't, replace ths thinking processes fanvolved in

cryptanalysis.

This may bs a good place to resd a parsgraph or two from a very recently

h_gtar
- - published book by retired /General Albert C. Wedemeyer to show you vhat mis-

conceptions about cryptology can be entertained even on the highest levels, when
the information comes, as the Navy letter I read you at the beginning of the first
period states, via channels of gossip.

Ceneral Wedemeyer states, in connection with his discussion of U.S. culpability

1l

in the Japanese attack on Pearl Herbor,” that President Roosevelt had ample

i¥edgmever Reports, Heary Holt & Co., Hew York, p. #3f,

time to broadcast & warning, and bhe goes oa to say:

"The argumeat has been msde that we could not afford to let the
Japanese know we had troken their code, PBut this srgument against a
Presidential warning does not hold water. It was not a mere matter of
having Wwoken a apecific code; vhat we had done wvas to devise a machine
which could taeak any code provided it was fed the right combinations by
our extremely sble and gif'ted eryptograpbers. The Japanese kept changing
their codes throughout the var anyway. And ve Xept bresking them almost
as & matter of routine,”

Would that we had had such a machine then--or that we had it now, for it

would do vhat no mmchine can yet 4o, 80 far as I am aware, namely, think, even

w15~




139

143

REF ID:A63413

simple thoughts. It 1is to be hoped that the rest of General Wedemeyer's boolk
is wore sceurate in otherrespects than 2t is in regard to cryptologic oues.

Now, I vant to showv you vhat some of these machines look like. Here 18 a
highly-specialized World War II machine for deciphering messages; we call it an
"analog® because although it does what the enemy's cryptosystem does, any
redeublance between it and the enemy's machine 1s purely coincidental. To
explain, X1} say this: 1In a cryptanalytic processing center, we try to duplicate
with & fewv people what thousands of people on the eneny side sre doing, for it
takes thousands of soldiers to encipher and decipher the messmges of the many
headquarters involved in intercommunication. All these messages, or most of
then are intercepted, they all flow into one place, and you can only have a
certain number of pecple to process them. If you have the key or keys, then it
becomes & problem of production-line deciphering; 5o wa devise special machines
to decipher the meassges., As I said before, the machines may not have any
resexiblance whatsoevar to the suemy's cryptographic machines, but they duplicate
what their mmchines do, and &0 so at a high rate of speed. Here's s picture of
another such device.
sl axiiaxieex In this next slide you see a tabulatar, = standard tabulator
with & special attachment devised by our own enginsers susceptible of doing what
we call "Lrute force” operations, vhere you sre trying to solve a thing on the
basis of repetitions which are few and scattered over s large volume of mua;-.
Well, if you've got willions and miiliona of letters, or code groups, the

location of those repetitions is a pretty laborious thing if you have to do it
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by hand, so wa speed the sesrch up A machine of this kind will locate these
repstitions in, say, one-ten-thousandths of the time that it would take to do
] 3y 16 vy haod. Here 12 & speclalired machine, again a tabulator, with an attachment,

here, that is used for passing the text of one message againat the text of
anather message in order to £ind certain zimiliarities, or perhaps differences,
or maybe homologies, and it does it auntomatically. These relays are set up
sccording to certain cirvcuitry; you start the machine, and low and behold, it
produces s printed record of the message repetitions - what not.

Here is & mschine which I personslly call "Rodin™, after the plece of
work by the great Freuch sculptor Rodin, who sculpted a plece of engineering
known as "The Thinker." This machine alwost thinks. What it does is thies
you feed into 1t & certain number of hypotheses and you tell 41t, "Now, you
examine thess hypotheses and come up with one which will apswer all the
following conditions.® The machine takes the first hypothesis, let's say,
examines that, and as soon as it comes to m contradiction it says, *Hell, that's
no good; I'1l go beck and take up the next one.® And so on. It tests the
hypotheses, one after the other, at a high rate of speed, at electronic speed.
That's only cne small section of the machine.

ju! To give an idea of size of machine installation at Arlington Hall, 1945--one
wing."e now have more wmodern and much faster machines, and I'1l sr show you

/ % & few of them, just after this next slide--the Purple machine--reconstructed

g’ entirely by cryptanalysis. We also built machines to take faulty Purple messages
and decipher them.

} S
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Before showing you a few of our newer machines I want to switch to another
projector and this gives me a chance to show s few slides related to intercept
I«1 werk. Here's an antemnn fleld at Hof, Germeny showing two types of masts and
T2 mobile intercept vans. Next, sn intercept operating position at & Nevy stetion mm
I-3 on Skaggs Island and one at Bremerbaven, FPractlecally all the equipment 1s syecially
designed and developed by ar far NSA, and a great deal of the intercept is taken

in record form, on msgnetic tepe as & ruls.
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I'll now show & few of our newer mmchines, which for the most part are
speaially dssigned high-speed elecironic digitel computers. Here's one called
ABNER II, vhich uses & mercury tank for storage or memory. Next is AINAC IXII
vhich is one of & set of four sachines remotely controlled so that fowr saanlytic
units can call the machine into saction to solve the same or different but alresdy
programed-for prodvlens. This is & machine which can be used when & Job is too

big forr hand work and too small for oue of our large msachines built to handle

really big and complex jobs, such as ATIAS 2, Serisl 1, which has a megnetic-drum

and algo an elactrostatic-tube storage system, the former for high-speed memory
operations. A never ATLAS using maguetic cores for memcry is now under con-
struction. In this next slide you'll see how the substitution of solid state
dicdes such: a8 magnatic cores permits miniatwrization. The slide shows ATLAS
and alongside it BOGART, which doas everything that ATLAS does but is much
smaller and faster. ATLAS will be the last of the old style machines using
elsctronic tubes. Here's s large viev of BOGART; and next I show you DUCHESS
vhich doss certain quite complex matching sud cyyptanalytic operations with S-digit
code groups st the rate of 54,398 groups per second. Next I show you 5010, a
transistorived machine which has the general capabllity of ATIAS and cen operate
&t megacyvis spedd.-a million pulses & second. I may add that NSA hes, of courss,

/{_,oam of other types of computers, Including IBM's Tél; in fact, NEA has the
lurgeat collection of electronic computers snd data processing mmchines in the
warld. It must bhave them in arder to handle the very large and complex analytical
problems which it is axpectesd to handls.

«18-
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Because of the complexity of modern high-grade crypto-systems, the great
majority of them cannot be solved in the field, either at the intercept site
o ut a rear headquerters. Certain low.grade systems and a certain amount of
traffic anslysis can be performed by field units. As I've already said some
COMINT processing can de dome in the fisld to meet certain immediate needs
of field or base commnds, or forces afloaet; but as the crypto-systens get
more casplicated I am beginning to be doubtful how far this cas be pushed,
asgracherserthea:

Bach Service provides for its own special needs in this category but
COMINT processing iz essentially a complex activity and much of it can be
dous well only at major processing centers where the limited numbers of highly
skilled personnel can be concentrated and very specialized analytic mschinery
can be installed and maintained. It is not enough to install them--you know
they have to be mmintained and that's not easy. There 18 no pool in civil
cociupations for cryptanaiytic engineering and maintenance personnel--this is
an important fact to remember. We've got to train ouwr om in pretty nesrly
all cases.

1 want to say a fow wvards about the great importance of coordinating
COMINT activities with other intelligeuce operations and with the tactical
situation. Although COMINT is the most reliable, the most timely and, in the
long rumn, the most inexpensive kind of intelligsnce, it must, as I've said

btefore, still be évaluated, collated, correlated and coordinated with
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intelligence coming from other sources, if for ouly this reasont to mrovide

data far cover and protection of COMINT sources. When a decision has been made

to take sction based on COMINT, careful sfforts must be mads to insure that the

action cannot be attributed to COMINT alons. This is very, very lmportant.

When possible, sction mnst alvays be preceded bLy suitable recomnaissance and

other deceptive mmasures, othervise the goose that lays the golden eggs vill

e killed, I am going to give one example of vhat is meant by COMIRT cover.

On & certain day in Novesber 194k, sn enciphersd code message was sent by

a certain Japanese staff section to & certain Japanese Alr Force unit, requesting
air sscort for two convoys carrying troops to resnforce the Fhilippines., The
msssage gnve the nunber of ships, tsnkers, sscort vessels, date of departure,
port and route, and noon positions for the next seven days. The message vas

one convoy commander reported in a
solved in Washington. Two days after the convoy left, Ansstumeshe fius

message vhich was also intercepted snd aclved, sdfgik that ﬁshud been sighted
by & B-29, with strong inlications that the octhar convoy had also been sighted,
A few hours later, messages from these convoys reported losses as follows:

six ships definitely sunk, one disabled, one on fire. later we learped from
anothe source that one aircraft carrier was also sunk. But did you dswgpan

That B-29
xo notice that message about the B-291 #f Just didn't happen to be cruising

whound there; it vas sent there to be cbserved.

Of course knowledge and experience point to the necessity of exploiting
svery possible afvantage a tactical situation affords, and the temptation is
saturally very gresat, in ths heat of battle, to use COMINT vhensver and vheraver
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it 1s aveilahle. This may lead io carelessness which quickly jeopardirzes
COMINT sources. Of ccurse, the full valwe of COMIRT camnot be realized unless
operationel use ix made of it; hovever, vhen action based 1t is contemplated,
poesible compromisa of source must alvays be borne in aind mnd the danger of
compromise veighed sgainst the militery adventages to be gained. A minor
militsry advantags 15 never alone sufficient grounds for risking the losz of
the source--this is a cardinal princinle,

Also ve must bear in mind that cryptosystems are usually world-wide or
argn-wide In dlstribution and changes made az g result of suspicion of
compronive may therefore have a far-reaching consegquénce on the ability to
produce COMINT elsewhsre. The Commander seeking s minor sdvantage by using
COMINT in one locality may thus deprive snother Commander of much greater
nﬁv;mtags or even deny it to a Comander of & wajor operation
s ,  TFimally, ancther aspect of acordination is thet between the operations
;fﬂeera and the COMINT officers The COMINT authorities should be carefully
orimted to give the optimum coverage for operations in yrogress. There are
Just 80 many facilities and persomnel availsable, and only a part of the
anormous mrount of traffic can be chtained mnd processed. Therefore it 1s
esnentlal that the COMINT producers be congtantly infarmed of current and
planned operations so as to direct attention vhere most nveded. This was a

rery, very lmportant point to get scross. It was a difficult one to get mcross
i

beqause commanders in charge of large-scale operations are pnaturally leery of
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telling any cutsiders what they were planning to do, end the how, when, asd where
of the impending operation. Mutual confidence must be eatablished; so toat the
COMINT producers learn what the operations staff is planning; they support each
other,

This isn't the only or the most lmportant kind of cooperation that is absolutely
vital for success in CCMINT production, which nowadays s done on a really world-
wide scale and requires a great deal of cooperation of &ll soris, among many
thousands of skilled persounnel gcatiered practically over much of the eartht's
surface and separated by hundreds or thousands of miles. The integration and
direction of the COMINT effort is a truly huge military enterprise and requires
& high order of managerial ablility aund intelligence. Let me close this part by
saylog that not only does KSA have a large anumber of workers in COMINT endowed
with great intellectual capacity but it also has avallable to it axd uses the
trains of some of the gremtest scientists of this country. They come as
consultants and advisers; they work on HSA contracts, and they help NSA in other
ways, for instance; by maral support when it comes to reaching into high places
in government for money and people.

This ends tbe COMINT portiom of wy presentation. In the next and final

yeriod ve'lil devote owr attention to COMSEC.




