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l. As promised, I am sending you herewith the
paper which sets forth USCIB classification prin-
ciples for references to Sigint matters in lectures.
This may or may not be of assistance to you in
connection with the problem which you outlined to
me the other day.

2. Flease return this to me as soon as you
have finished with 1t as coples are scarce.
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FROM NAME OR TITLE

DATE
AN 19 Jan 53

ORGANIZATION AND LOCATION CONSU LT A-N T TELEPHONE

. s DA. AGO Form 895, 1 Apr 48, and AFHQ G—10-—4
eclaamﬂed and ap roved for relegse by NSA on 09272 20’14




USCIB IS8iB
Tlassifisation Olasgsification
Non=clagsified (Not mentionaed)
RESTRICTED COlFIDENTIAL
RESTRICTED SECRET
RESTRICTED SECRET
COFIDETIAL SECRET
CONFIDENTIAL SECRET
CONFIDENTIAL SECTT

SECRET SECRET

SECHRY SECRET

SEORET SECRET

Subject Matier

Nan=specific or hypothetical reference to
Commumication Intelligence and Signal Intole
ligence without any agsociation of thal
function with specific activities and
arganigations cthep than Avay Secwrily
Agency ag a whole and Us S. Naval Coms
municationg as a wholse

Association of spscifin phasss of Cone
munication Intelligencs activity with

m of witbse

Elenentary principles of traffie amlysis
and military cxryptanalysise

The %erms "United States Coummication
Intelligence Boaxd® and "United States
Cormuniesbion Intelligence Gooxwdinating
Committee®, and thelr ghbreviations,
TUSCIB® and PUSCICCY.

Asgociation of bread Commniecatlion Intele
lipencae functions with specific activities
and organizations by nons (except 68 pro~
vided under Ynon~-classifiad®, ghove).

Charts and daseriptions of the organimation,
of Army Security Agency, of Cornuacationg
Supplemsntary Activities, and of USCID=-
USCICCa

Individual intercept and D/F station products
and operational effectivenczss -

Standing operaltdng proecedvres and Instruction
nenuals governing the respecidve Comnmicaw
tlon Intelligence orpanization .(execpt
ingtructions to progesging activitien govern=
ing their processing deteil and the handling
and security of thaiy final pro'luchso)

Interespt assignuentse
Detailed intercept ard D/F plang snd ovor=

all operational effectivoncss of intercapd
and D/F organization as o whole

TOP-SECRET COPSE-




SECRET

SECHET

rop

T0P SECHRED

TOP SECRET

TOP SECRET

TOP SECRET

TO®-SECERESD S.E

TSCIB IsIB
Ulassificetion Classification

TOP SECRETR

TOP SECRET

TOP SECRET

(Hot mentioned
but self-ovident)
GLOIT

GLTIT

(Not authorised

under any
circumstances)

TOP SECRET GLINT

Subject Mabtex

General reference to the fach of crypt=
analytic success against lowegrade
military eryptosystems during and before
Vorld War Il.

References to the Communications Intele
ligence (identified as such) dezived from
low-grade militaxyy cryptosystens during
World War II, and fron those higheprade
gyetenms in the cage of which succasaful
cryptanalysis hag alraady been revealed
by official action (e.g. the Congrosaionsl
investigation of the abttack on Peasl
II&I‘W)-

Details of traffic snalysis (not involving
highegrade call-gign decryption) as applied
o engny commmications during World War
s

Records of the proceedings of USCIB and
USCICC and subwcommitices thereof, wnicas
more highly classified.

e detailed mission of esch Commmication
Intellligence organization as a waolea

Ingtructiong to processing activities
governing thelr processing in detail and
the handling and security of their final

products.

The faet of any peaece~time collaboration
in Corfminication Intelligence mattezrs
betwaen U.S. agencies and foreign agenciegs

(Except as provided under “SECRET abovs)
roferemges to the Communication Intelligence
(3dentified ag such) derived from cxryphte
analysis of eneny militaxy systems of
highwgrede (except the higheat grads)

during World Wer II, provided the references
cannot lead to inferences as to the spscific
aystens involved,

Detailed references to, and descriptions of,
cryptanalytic success against lomegrade
nilitary cryptographic sysbems dudng and
before World War IT,

-FOP-SECRET-COPSE
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USCIB

Tlassi.fication msﬁicatim Subject Matter

TOP SECRET and SECRET, with The sub.‘jeo‘b matter Lalling within thege
Conmunication Intelligencs categories is defined in CSP 1805 (4)
godaewsrord degignationse and Werr Depavtment® Regulationg for

Security and Disgemination of Communica=
tion Intelligence, ag interpreted and
amplified belows

The special code word applied to Special Intelligence shall be used to
degimate items of information, all or part of which have been derived from Speclal
Intelligence, whether or not such derivation is cbvious, and information which
vevegls the degree of suecess attained or the ability to abbtain succegs inep
problemg in the fleld of Special Intelligence; and all documents and commmications
in which this code word 1itself necessarily appears in ite code word sonses




