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SUBJECT: Revision of Departzent of the Army Hemorandus 380-%-10

0! Yhe Frovost Yarshal Genersl
Room 4C 655, The Pentagon

mtm 25‘ Do c.
ATYERTICE: Provost Division

i. BRaferante is made to the conference which representatives of your
sffice held with security officers of the varicus technical services on
8 Decenbar 1948 to discuss the problem of reviszing Nepartuert of the Army
Hemsrandum 380-%5-10. In accordance with ths request zade st this eon~
ferencn, the following mupgsstions are submitted for conalderation.

2. It iz recoomended that the zeroranduz be organired and written
primarily as an suthoritative gulde to poersons in industry, i.e,, to per~
sons who are nalther fanilisar =ith Departzent of the iray terms nor have
aceess to suppierentary imstructions, regulatizns, ete. In other wzoras,
Whis nemorandum should be so compiste in cortent and straightforward in

that any plant exscutive or contracting officer who ia not familiar
with the intricnte requirezents of glsssified eontract work ean, by fol-
lowing this one memorandum, e aprrised of 8ll of the responsibilities
and procedures involved in aehleving the reguired security. Admittedly,
this nakes the problem of revising thes memorandur = more difficult ons,
Wt & brief survey of the confusion that exists now concerninz induatrial
sacurity makeaz it obvrious that anything les: will only ada to the con-
fasion rather than elizinate it,

&, In keeping with the above, 1t 1s surgested thet the arount of
eollzteral material to which a mere title roference is sade be rept tc s
windrun, preferably to thoae regulationa or mezoranda which are necessary
for completencss but too lenrthy for inclusion ir toto. It is recocmended
that the practioce of makingy refersrces by identif ing the source and guoting
that portion of the matertsl which aprlies be used liberally. This practice
%111 make the ragulatior :ore corplets and will 4ncrease its value and
ussbility.

k. It s further sugrested that a glossary of technical terms
we inclunded in the regulation, There 1s a particular noed for eleywr and
acrurste definition of the parties involved and a sharp delinestior of the
rosponsibilities of each, The present perlod of tranaition fror three-service
grocurenent to single-sarvice procurezsent 1s a difficult ore for both
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sontrattor and procuring agengy. Old snd faxilisr tersm, cortncts, snd

s are being replaced with rew, it s cszontisl Lharefore thet
the terzinology of thls regulation, whieh has & basic position in the
srwed services procurezsrt procedurss, be clearly defined,

3. In view of the fsct that deterwiration of questiorable cryrto-
lagic slexrsnces 13 to rTust with the Aray~ravy«iir Forte "ersinnel “ecu~
ity Roard, it is strongly recomendsd that the Arsy “ecurity igency,
Whtoh has responsidllity for eryrtolosie gecurity within the Sraw, b2

¥ represemtation or this bowid when a cryptologle clear=nce is

tved. The deterdnation of tha degres of security sersitivity in-
wived in the varicus phaees of a eryrtoloric gontract exr e mude orly
bty treined aryriologlo experts. It ix reallized Lhst evary othsr tectnieal
services wight make s #imtliar plas for representation, tut tha parallel
does not exist. Fo other tec'nicsl ssrvice has over minety-five pesr cent
of 1%» sqcirmett and srtivities classifled; no other techntienl s2rvico =
without emmrtarpart in civil 11fe; and, most i~portant, no octher technicesl
ssrvies depends 20 eumpletely upon seeurity =asasures for its affentiversvs,

. Im responasw to ths recuest for ideas applies™ls to the general
prodlen of security elasrances, 1t 1e sugzeated that an irtoraive s*udy
be mads of she possihility of using psycholozlical testa in gonjunction
with a 1lis detsctor to detar-ine thé loyally and mental stability of a
person, The proxent methsd of measyuring stability antt Judging loyalty
lely by Anvestigating the erternal aprearances of & parson's past i»s
meRrd, Concsrmed as it ls with tre surface, this mettod {gmares the
procesy of sental developwnt, the trigle and esrrers inwalved in asturing,
This mathod shows oily the sdstakes a person makes and falls to deter-
uine vhather a pereon lesrns anything fros his mistakes. Appsarances ssldox
stow intent, and intent is the primsry slewsnt of loynlty,

5. Inclosed are specific cooments and suggewdions on the revisod
4reft of the Dopartment of the Arwy Memcrandum 380-5-10.

FOR TOT CHITE, ARYY SICUPTIT AGZK™Ti

1 Incl
Comaonts and suggestions
o revised draft of Dept of tha
Aoy Hewo 380-3-10
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Comnents and Suggestions on Specific Points in Nraft of Revised
Departaent of the Army Yewrandum 320-5-10

Parsgrarh 1 Inciude oxyptologlc eclearance directive in refsrerces.

Paragraph 2h Ioclinds definition of cryptologic elsarance substantielly as fallowa:
"A eryptologle clearance is a forwal ceriification of a person
sxthorizing Wim to have accesy to material associated with the
sensitive phases of comrunivation security, com-unication intelli-
gence, and related activities,®

Paragraph 2L Includs definition of suspension of cryptologic elearance substan-
t1ally as follows: "Any contractor, subeontractor, or employes
perforxing work sn oryptologic contracts who does not meet the
ecorrunt recuirements for clearancs for cryctologic duties, will be
ixmediately removed from duties involving access to cryptslogice
Snformation."

Paragraph 4 Add as second sentencet "They are also intended to serve as a
gulde for contractors and subcontractors engaped in classified
and/or cryptologic contracts.”

In last sentence omit "to eryptographie clesrances nor.”

Paragraphs 6 The quostion arises as to why the AFAF Personnsl “Zecurity Poard

snd 7 specifies officers as members while the Industrial Zmploywent Pe-
view Board does not specify. ls it intended to,(he formar exclu-
sdvely military and the latter a xixturs of m.il‘-lte.ry and civilian
personmnel? If such is the case, it is rscomrended that ths Zesig-
nation be altered to make the compositior of both boards a xixture
of military and civilian personrel. Goth boards will be operating
under bdroad authoritative powers and under c¢ompulsion for decision.
Such conditions are conducive to arbitrary actions and re~uire for
balance the compersating factor of heterogeneous aewbership.

Paregraph 8 Thara is a conflict between pararrach 8 and parsgraph 6b{1). Tmoes
the AXAiF Personnel Security -osrd grant (paragrash §b) or surer-
vise the granting of (paragraph 8) clearances”

Parazrarh Add: "including cryptologle® after the words "contract work or
9a(1) informntion.” In the sams sentence, substitute tre tern "letter
of consent® for Twriiten econsent.”
Add as pecond sentence: "The letlers of eorsent should specify
whether the individual eoncerned can oy samnot work on eryptolosie
eontracts,”
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P rh Add as second sentence: TAliens ars not cer-dtited accsss to any
9&22) gryctolosic cortraet work or informuation.” Underlining or itali-
eizing of entire sentence is recommencded.

Paragraph 10a A4dd to each subraragrarh  "The minimum limits for the investl-
axd b gation of personnel to be assigred to eryptologic duties will be
a Partial Tackgrour? Investigation conducted in ascesrdance with

Chapter 3, TX 30-218."

Paragrapt 108 Add: "Cryptologie elearance w»ill remain in force for such period
of tixe as the individual is employed continuoisly on eryptologie
eontracts, Unemploy—ent or perlods of employment on ron-
eryrtologic work of less than eighteen months duration may be
waived In determining the need for new eryptologle clsarsnce,"

Paragraph 12 #ill a security co nizant offlicer be avrpointad? Une should be.

Paragraph 13¢ Add as subparsgrarh ¢ snd change presert ¢ to dy “In addition to
the zbove standards, Individusls elearsd for cryptslorie contracts
mst be citizers of tho United Statss, preferably by birth, whe
have no intimste connections with aliens in the United States,
its territories or possessions, or in forelgn countries, even
though allled or friendly.®

Paragrach 195 Insert f5llowing as b and reletter subsequent paragraphs’ accord-
tagly:r "b. In addition to the above, in the case of cryrtslogic
eortracts, interim eryptologiec clearances will be issusd only
upon approval of the chief of the 'agency recuesting contractual
searvices,'”

Sample consent lettar:  Add at end of 2d paragraph: "Thls authori atlon
{does, does not) include access to erystclozic econtracts.”

Ravearas side of Insert "erytologic” in appropriate plsces.
letter stating
wonditions and

reqguirerents

Index card Under "Scope of Investization and Pertinrent Remarks®
add: *Partlal Rackground Investlgustion for eryrt-lopgie
duties, FWonderogatory, certifled for crvptologle dutles,
15 October 1949, by Headguarters, First ‘ray."
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