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FURTHER APPLICATIONS OF THE PRINCIPLES OF INDIRECT SYMMETRY OF
POSITION IN SECONDARY ALPHABETS

Section I

' INTRODUCTORY REMARKS ,

Paragraph
PUTPOBe . - o o o e e cccccm e —cmmme e ———e e m -z, 1
General remarks ............................................................... 2

1 Purpose ——Tins paper is mtended asa supplement to the technical paper, The Principles
of Indirect Symmeiry of Position in Secondary Alphabets and Their Application in the Solution
of Polyalphabetic Substitution Ciphers,' in which only ore of‘the hany applications of the prin-
ciples of indirect symmetry is treated. In this paper other applications of this valuable tool
will be presented, and the steps to be followed in the analysis of three types of cipher systems
will be shown in detail.?

2. General remarks.—As 2 general rule, the principles of indirect symmetry can be applied
in the solution of any cipher system based upon two sequences which are slid against each other.
This includes polyalphabetic ciphers based’upon a square table or cipher disk, the Wheatstone
Cipher, autokey ciphers, and some others which are not so frequently met by the cryptanalyst.

1 By William F. Fnedman, Cryptnnn.lyst Chief of Signal Intelligence Section, Ofﬁce of the Chief Signal
Officer; 1935.

3 The methods and ‘principles described herein were developed in collaboration with other members of the
staff of the Signal Intelligence Section and I desire to acknowledge my indebtedness for the important contribu-
tions made by them, especially by Drs. S. Kullback and A. Sinkov. ' In particular, it is neceasary ta indicate that
eredit for the original discovery of the principle of *‘conversion to monoalphabetic terms”’, described in par. 22,
belongs to Mr. William F. Friedman, Chief of the Section, who first applied it in 1923 in the solution of a poly-
alphabetic cipher involving two sliding, mixed, primary components.

(1)




Srerion 11

SOLUTION OF A PROGRESSIVE ALPHABET SYSTEM IN WHICH THE ALPHABETS
ARE CHANGED AT THE END OF EACH WORD

Pamgraph Paragraph
An actual example. ... beccaemas b eama . 8{ Reoonstruetion of the eipher component______ S
Determination of word lengths ___-.... Stas--vs 4[-Reeonstrustion of the plain component___.______ 8
Solution of two alphabets...... L eimeo___.1.___" 5] Solution completed ........................... ]
Application of principles of indirect symmetry... 6| Concluding remarks_______________._________._ 10

3. An actual example.—A very frequently encountered type of cipher is one in which a
key letter designates the alphabet to be used for enclphenqg a complete word. A great many
users of this type of system comimonly ercipher ‘an mfrequently used letter, such as Q, J, or Z,
at the end of each word to indicate to the decipherer that he is to proceed to the next alphabet
in order.to decipher the following letters. This practice usually facilitates the solution of such
systems, and in order to bring out other ideas of cryptanalysis, as well as to present an application
of the principles of indirect symmetry, the example henein treated will be of this nature. - The
cryptogram of figure 1'is known to have been enciphered by means of such a system, usmg two
different keyword-mlxed alphabets and- the letter Q to mdlcaw the end of a word

CRYPTOGRAM

5 10 2 2 »
QXRUB YAYKF"DJVKK CDR'BY WDBQZ KRZKGT

1]
NETIS
.8

. BZREK

9
ZMZPO

155

DTSJV

155
QPUXY

185
EZQUH

) ")
XEJIR DUYDW ADVXP

. n . 7
GJUZG XFIYS UHC’J_G

100 105 110
VGBTJ DTIGS XMIPS

190 T188 140

AGYCTI AICSI ZUTMM

_ 160 170
ERVJK QFUPY HBZKP

190 106 ’ 200
FYDVJ GMBRR YKHAO

215

IXVvVSY

220 228
SPUHF YDVJK VAB

Figure 1

JBRXV
MFGYB

115

UKVXA

v g
TSPRE
s

YZMGTI

205

ZXRCO

BGZYH

20
WIVBE,
. m.
YERVT.
. ‘“Alw".
GTUNX

B 1&)
LGEEX

210

GEBKL

4. Determination of word lengths.—Only one repetition of more than four letters in length
occurs in the foregoing message. Its first occurrence begins with the 184th letter of the message
and ends with the 190th letter, while the second occurrence begins with the 218th letter and ends
with the 224th letter. Since each word of the message is followed by Q, this repetition must
represent a five-letter word with the Q’s preceding and following it. Therefore, U,=Q, in one
and J,=Q, in the other of the alphabets used in the encipherment of the plain text which causes
this repetition. Wherever in the cipher text a sequence of letters occurs, produced by the
alphabet which gives Q,=J., this sequence will be preceded and followed in every case by the
letters U and J respectively. Let us now search through the cipher text of the message for a U

(2)
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3,

followed by a J at a distance approximating the length’ of -one word (not more ‘than 15 letters),
and tabulate the saquences thus found, for study. -

UBYAYKFDJ

2 8
UYDWADVXPJ
e n
UHCJ,H

m

UKVXAYERVTDTSJ
U XYERYV J
184 L 190
UHFYDVJ
218 : S
UHFYDVJ e e
Figurr 2 e
The letters falling between each U and J above are in the same monoalphabet, and if this

monoalphabet can be solved, a great deal will have been accomplished toward complete solution
of this message. With such a small amount of data, however, it will be a very difficult matter

to make correct’ assumptions as to the plain text represented by the foregomg cipher text.

However, if we can determine the cipher letters which represent Q in each alphabet as we have
those above, solution of the message will be facilitated. Let the foregoing portions, with the
cipher text following them, be supenmposed as shown in figure 8, and let us search for cipher
letters which may represent Q, in each alphabet used in this message.

v a
UBY;AYK.F_DJ‘VKKCDRBS{WDBO_ZMZKGIN‘ETISXEJIRD
Q Q "

42 59 62 . 75
UYDWADVXPJBRXVBGZYHBZREKGJIJUZGXFIYS
; Q . ' |

= 110

UHCJGMFGYBWIVBEZMZPOVGBTJDTIGSXMIPS~
Qe Q

11 . 152

UKVXAYERVTDTSJVAGYCIAICSIZUTMHTSPREGTUNKQP
Q Q

165 168
UXYERVJKQFUP HEZ KPYZMGILGEEXEZQ
Q : Q : ,
184 . 217

UHFYDVJGMBRRYKHAOZXRCOGEBKLIXVSYSP.

Q Q
218 28
UHFYDVJKVAB
Q Q

Ficunz 3
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4.

Note the repetition of Y H B Z of 5962 and 165-168. This is probably atwo-letter
word with its associated word stops, and we should find a Y and Z in each of the first six sections
of superimposed text separated by intervals which correspond to reasonable word lengths. This
eondition is met with in all the first six sactions; and, in the fourth section of the foregoing, Y is
separated from J by only three cipher letters. This, when coupled with the fact that the .
first word stop, Q,=Ue., occurs as the fourth.letter of the message, leads to the conclusion that
the cipher equivalents for Q, in the first four alphabets have been determined.

An examination of the remaining cipher text discloses that only two letters, G and X, occur
in each of the first six sections of cipher text, and we can assume first, that only six cipher alpha-
bets are involved, and second, that these two letters (G and X) represent Q, in the fifth and sixth \
alphabets, respectively. The following six values have now been obtained: ¢

Alphabet 1._____ Q,=U,
Alphabet 2____.. Q,=J,
Alphabet 3._____ Q,=Y,
Alphabet 4_____. Q,=72,
Alphabet 5..-.__ Q,=G, ~
Alphabet 6...... Q=X, "

Emvnm4~ R

N ¢
o T

. Since the eqmva.lents for Q, in six alphabets are known, the message can be broken into }
word lengths as shown in ﬁgure 5. ,

‘ 3 : 4 : 5
. QVVXR’U BYA;Y'KFJDJ;VKKCDRBY WDBOZ MZKG
Q Q. e Q ' Q Q
C 8 i 1 X 2 .. 3
- INETISX EJIRDU YDWADVXPJ BRXVBGZ
Q Q Q
5 ) B 1 2 3
REKG JUZGX FIYSU HCJ GMFGY
Q Q Q Q Q ’
5 s 1 ... .. 3
MZPOVG B'TJD'TIGAAS'X"MIPSU KVXAYERVT TSJ- },
N Q Q Q Q
3 s« 5 6 1
VAGY CIAICS8IZ UTMMTSPREG TUNX QPU
Q Q Qe Q Q !
2 _ 8 ‘ 4 5 6 1 '
XYERVJ KQFUYUPY HBZ KPYZMG ILGEEX_EZQU ‘
Q Q Q Q Q- Q 3
2 ‘ 3 4 5 ] 1
HFYDVJ GMBRRY KHAO0OZ XRCOG EBKLIX VSYSPU
Q Q Q Q Q Q {

2 3
HFYDVJ KVAB
Q

4
Y HBZ
Q Q
. 4 |
BWIVBEZ
: Q
D

Figore b
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-~ 5, Solution of two alphabets.—Note the sequence U T M M T 'S:P R E in alphabet &.
The T M M T suggests the AT T Aoftheword BATTALTION, and when the equiva-
lents obtained from assuming this to be the correct decipherment are substituted in the other
portions enciphered by thls a.lphabet, the following solutmn for alphabet 5 is obtained. vnthout

dlﬂiculty
. - ,
QXRU BYAYKFDJ VKKCDRBY WDBOZ MZKG
Q Q : - Q - Q THEQ
3 4
INETISX EJIRDU YDWADVXPJ BRXVBGZY,HBZ
Q Q Q- Q Q.
5 8 1 2 3 ’ 4 . '
REKG JUZGX FIYSU HCJ GMFGY BWIVBE?Z
- ONEQ Q Q Q Q Qe
5 - 8 : : 1 ' i
= MZPOVG BTJDTIGSX MIPSU. KVXAYERVTD SJ
THIRDAQ Q Q . Q
- .3 N - 4« . R 6. - o ..
] VAGY CIAICSIZ UTMMTSPREG T".U,NX_Q PU
. Q Q BATTALIONGQ Q - Q
2 ) 3 4 5 [
XYERVJ KQFUPY HBZ KPYZMG ILGEEX..EZQU»’-
.Q - Q. Q EIGHTAQ Q Q
2 3 4 5 6 1
HFYDVJ GMBRRY KHAOZ XRCOG EBKLIX VSYSPU
R * O .. Q FOURQ Q - Q
2 3 ) ' B
g HFYDVJ KVAB
E . _ ‘Fm{mmﬁ
An enclphermg table is now dra,wn up in which all the eqmvalents obtained are tabulated
This table is shown in figure 7. :
1 2 8 4 5 6 7 8 9 10 11 12 13 14 185 16 17 18 19 20 21 22 | 24 25 2
Plain..______ ABCDEFGHIJKLMNOPQRSTUVWIXY2Z
1 u
2 J
: 3, L]
Clphel'._._4 8
5|TiU VIK{X|Y|Z|P S EiR G|O M|C
6 X
Frguere 7

If the same sequence served as both the plain and cipher components, the principles of
indirect symmetry of position could be applied in the foregoing diagram between the plain and
cipher alphabets to obtain new values in other alphabets. However, since the plain and cipher

71833—35—-2
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components of this example are known to be different, equivalents in some other alphabet must
be.determined before the principles of indirect symmetry of position can be applied. This can
best be done by solving another portion of the clpher text.

- Solution of alphabet 8 is obtained by assuming a plain-text word. The cipher text followmg
the plain-text word E I G H T of alphabet 5 suggests the word T H R E E. Insertion of
the values obtained from this assumption throughout alphabet 6 yields the following:

1 2 ‘ .8 4 . 5
QXRU BYAYKFDJ VKKCDRBY WDBOZ MZKG

Q Q Q Q THEQ
: ] ’ 1 ) 3 ‘ P
INETISX EJIRDU YDWADVIXPJ BRXVBGZY HBZ
TWENTYQ e Co Qe Q. Q.

s 6 1 2’ '3 4 _
REKG JUZGX FIYSU HCJ GMFGY BWIVBEZ
ONEQ FOURQ Q Q ¥ e - Q-

5 6 L 1 2
MZPOVG BTJDTIGSX MIPSU KVXAYERVTDTSJ
THIRDQ INFANTRYQ - Q, : Q

3 ¢ 5 ] 1
VAGY CIAICSIZ UTNMTSPREG TUNX-QPU
Q Q BATTALIONQ-NOWAQ Q
.2 , T T 4 5 Y S 1
XYERVJ KQFUPY HBZ KPYZMG ILGEEX EZQU‘
Q Q 'Q EIGHTQ THREEQ Q-

2 3 4 5 e -1
HFYDVJ GMBRRY KHAO0OZ XRCOG EBKLIX VSYSPU

Q Q Q FOURQ EIGHTAQ Q
, . . _ B ‘ o
HFYDVJ KVAB
Q P _
i F1GURE 8

 The equivalents which have been obtained in alphabet 6 when inserted in figure 7 give
figure 9.

1 2 3 4 5 6'7 8 9 10 11 12 13 14 15 18 17 18 19 20 21 ’2223%2526
Plain.____.__ ABCDEFGHIJKLMNOPQRSTUVWIXYZ
1 Ui
2 J
Cipher____. 3 ¥
4 Z
-5 T|U ViK|XIY{1Z|P S E|R G|O M|C
6D E|J|K|L|B TiU XiG I(2 N S

Figure 9




T(5—1)
K(5—5)
X(5—86)
Y(5—7)
Z(5—8)
P(5—9)

D(6—1)
E(6—5)
J(6—8)
K(6—7)
L(6—8)
B(6—9)

REF ID:A58464
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- E(5—14)

R(5-—15)

© G(B—17)

0(5—18)
M(5—20)
C(5—21)

The letters X and J both oecur in column 17, g1v1ng the palr

X(6—17) J(2—17)
From alphabets 5 and 6 we have F
X(5—8) J(6—86)

T(6—14)
U(6—15)
X(6—17)
G(6—18)
I(6—20)
Z(6—21)

Jee1y

6. Application of principles of indirect'symmetry.—By applying the principles of indirect
symmetry between alphubets 5 and 6 of figure 9, the following pairs of letters separabed by ths
same interval in the original primary component are obtained.! -

This means that the equivalent primary component formed from alphabets 5 and 6 is the
same as that which can be obtained from alphabets 6 and 2, and that wherever in figure 9 a
first letter of one of the pairs obtained from alphabet’s 5 and 6 occurs in alphabet 6, its associated
letter can be written in the corresponding column in alphabet 2. - For instance, from T(5—1)
D(6—1), we can write T(6—14) D(2—-14), which means that the letter D must occupy the cell
in figure 9 designated by the coordinates (2——14)

All the values which can be entered are given in figure 11.

X(5—6). J(6— 6) X(6—17)
T(6— 1). D(6— 1) T(6—14) D(2—14)
K6— 8) - E6— §) K6~ 7)., EB@—1T7)
Z(5— 8) L(6— 8) - & Z(6—21) L(2—21)
E(5—14) T(6—14) E(6—. 5) T(2— 5)
G(6—17) X(6—17) w0 G(6—18) 0 X(2—18) .
. Figure: 11 ; i
These equivalents are now inserted in figure 9. to give figure. 12. . ) v
4 273 4 5 6 7 8 § 10 11 12 13 14 15 16 17 18 190 -20 21° 23 23 24 25 2
Plain________ ABCDEFGHIJKLMNOPQRSTUVWIXYZ.
: 1 - = : a E U N ¥ :‘ E B o
3 2 T| |E DI | 4J|% L
Cipher___.'_?’"' . - Y
4 , : 1 Z
- 5|T{U VIKIX|YIZP S E[R G|O MiC e
g 6pl | | |EJIKIL|B tlul |xie¢| [z}z] [N} |S
| ' FIGURE 12 o

1 The system of notation used here is the same as in Friedman, W. F., loc cit. Por mstance '?(5—-—1)

g refers to the letter T in line 5 and column 1.
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eHE ¥ poenz vo bu
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Fiaure 14
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The new equivalents obtained in alphabet 2 are inserted in figure 12 to give figure 15. '

1 2 8 4 5 6 7 8 o 10 11 13 13 14 15 16 17 18 19 20 31 22 28 24 25 28
Plain________ ABCDEFGHIJKLMNOPQRSTUVWIXYZ
1 ' U
21A SIT/W/EIR|Y BiICID/FIH|J/X|K|V|L P
Y
Cipher_____ 3
4 Z
151T|U VIK|XIY|Z|P S E|R GO M|C
6,D ElJ|K{L|B T|U X|G IiZ N s

Fiaure }5

7. Reconstruction of the cipher component. —From the three partially recovered secondary
sequences of figure 15, portions of three equivalent primary sequences can be reconstructed by
the application of the principles of indirect syimmetry of position between the three pairs of
alphabets which can be formed from alpliabets 2, 5, and 6. The tabulation of the pairs obtained
from alphabets 5 and 6, 6 and 2, and 5 and 2 is given in figure 16.}

[
I
N
I
(3]

OEOQWE TN MR
NHOQMCOCHEHERaGmO
NNHAKCHE N XRGED
T <ML O E =

QROOQWHNINEMKX I
N OW< IR >

Fiaure 16 ' ™ ;

Since some of the pairs from 5—8 and from 6—2 are the same, these two sets can be ‘
combined, and all pairs of both 5—6 and 6—2 having common letters can be united to give the ‘
following sequences: ‘

0GXJW

CZLRUF

SPBYKETDA
MIV

" 1Hereafter, when veference is made to two alphabets, the numbers corresponding to them wm ‘be ulld- P
For instance,. alphabets 5 and 6 will be replaced by 5—6. . -




10
The pairs-of 5—2 can also be united in a gimilar manner.
‘ ' KTA
MVSB
T oXw
PYED | |
ZRF = " l
CL o
It the letters of the sequence K T A of 5—2 are separated by one space, the interval
between them will be the same as in S P B Y K E T D A. All the sequences of 5—2 can
be so treated to give: ‘
K.T.A
MU V.S.B
‘0. X.W
P.Y.E.D
Z.. ;R . F o
C.L

Unfortunately, only one of the foregoing sequences can be used to combine any of the
sequences of 5—86, viz, the sequence M . V . S . B which permits the unionof M I V and
SPBYKETDAtogive MIV.SPBYKETDA. All the pairs formed from
the three pairs of alphabets have now been combined to give -the following sequences based
on the interval of 5—6: : ‘

MIV.SPBYKETDA
OGXJW
GZLRUF

At this point it is 1mpossnble to insert other letters in this equivalent primary component
unless some other equivalent pnmary component is made a:va.ﬂable Now it usually happens
in a keyword-mixed sequence that the low-frequency letters’'J K, XYZ,PQ, and BCD
retain their original alpha.betlcal_ order. If this is true of the original primary component with
which we are working, we can assume that X Y Z are sequent letters in it and bring the sequences
of 5—6 in juxtaposition as shown below:

Lol 1 0G@GXJI W Lol
"MIV.SPBYKETDA:
CZLRUF

The sequence X Y Z appears in the foregoing supenmposmon in a column, and since the
assumption has been made that these three letters are a part of the original pnma.ry component,
the other columns of this arrangement must also be portions of the original pnmary component.
This assumption is corroborated by the fact that 0P,BC,J KL, TU, and DF fall in their proper
alphabetical order. Since B C.and D F are sequent letters in,the columns of the foragomg
arrangement, it is reasonable to assume that they can be united to form B, C D-F. IHthiais
true,the BofM I V. SPBYKETD AandtheCof C Z L R U F may be placed over
theDof M I V. SPBYKET D A to give the following arrangement:

e ———— e -
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"MIV.SPBYKETDA
0OGXJW.CZLRUF

MIV.SPBYKETDA

0OGXJW.CZLRUF

This arrangement permits the combination of O GXJWand C Z L R U F, and also gives
the following columnar sequences:
MOP.TU
IGBCDF
VXYZA
"J KL -
S WE R

From a conmderatlon of thelr alphabetlea.l order the sequences J K L andMOP . T U
can be combined togive J K L M 0 P . T U. This arrangement, however, gives twp appear-
ances-of the letter Minthesequence M T V. . § P B Y K E_T D A-M, separated by an. inter-
val of 13. This means that the equivalent pnma.ry component thus recovered for 5—6 consists
of two sets of 13 letters each. We can now’ Tevise the arrangement which we have been usmg
to give the ond shown heremth

"MIV.SPBYKETDA L
" 0GXJW.CZLRUF. o
PBYKETDAMIV.S
.CZLRUF .0GXJW

The fact that A follows Z in the ¢olumnar sequence of the foregoing dia.gra.m ledds to-the
conclusion that it is the first letter of the keyword upan which the sequence is bwed All the
columnar sequences can now be united to give:

A.SWERIGBCDF.JKLMOP.TUVZXY?Z

Only three letters, H, N, and Q, are missing from this sequence. The H and Q can be mserted in
vthelr proper alphabetical posmons leaving N to follow A, which gives the sequence

ANSWERIGBCDFHJKLMOPQTUVXYZ

8. Reconstruction of the plain component.—The plain component can now be obtained by
usmg the three secondary sequences of figure 15 to prepare the deciphering table shown in ﬁgure
17 in which the principles of direct symmetry of position may be used.

: 1 2 3 4 &8 6 7 8 9 10 11 12 13 14 15 16 17 18 19 22 21 22 B A 35 2
Cipher._____ ANSWERIGBCDFHJKLMOPQTUVXY?Z
1 INEEEER Q| |
oAl (D|F|GIH LiM[N[o[P|Q|S[U Y| e [T[R[T
Plain. ______ 3 Q
4 Q
5 L| [N|o| |Q| |U E| |T|R|I| |A|B|D|F|G|H
o |W|Y| [E| |TIRIT| |A F|G[H Nlo| Q| |J

Fiaure 17
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The sequence obtained by a.pphcatlon of the principles of direct symmetry of position from
figure 17 is
E.TRTI. ABDFGH. .LMNOPQSU.

The mlssmg letters, C, J, K, V, X, and Z, can be easily inserted to give
EXTRICABDF‘GHJKLMNOPQSUVWYZ

9. Solution completed.—Now that both plain a,nd_ cipher components have been recovered,
it is possible to prepare sliding strips to complete the decipherment of the message. The correct
relative positions of these two strips for alphabets 1, 3, and 4 are determined by the values of Q,
in these alphabets. The complete decipherment of the cryptogram is given in figure 18.

QXRU BYAYKFDJ VKKCD'R.B‘Y‘WDBOZ MZKG

OURQ LIAISONQ OFFIGERQ WITHQ THERQ
ITNETISX EJIRDU YDWADVXPJ BRXVBGZY HBZ
'TWENTYQ THIRDAQ INFANTR'YQ REPORTSQ ATQ
REKG JUZGX FIYSU HCJ GMFGY BWRIVBEZ
ONEQ FOURQ FIVEQ PMQ THATQ»TWENTYQ
MZPOVG BTJDTIGSX MIPSU KVXAYERVTDTSJ
THIRDQ INFANTRYNQ LI?NEQ‘STR‘AIGHTENEDQ
VAGY CIAICSIZ UTMMTSPREG TUNX QPU
OUTAQ RESERVEQ,_B'AKTTALIONQ NOWQ ONQ
XYERVJ KQFUPY HBZ KPYZMG ILGEEX EZQU
RIGHTQ FLANKQ ATQ EIGHTQ THREEQ TWOQQ
HFYDVJ GMBRRY KHAOZ XRCOG EBKLIX VSYSPU
POINTQ THREEQ DASHQ FOURQ EIGHTQ SEVENGQ
HFYDVJ KVAB |
POINTQ FOUR

' : Fiaurs 18

10. Concluding remarks.—In the solution of the foregoing example, the pnncxples of
indirect symmetry of position were applied to an enciphering table (figure 15) to recover the cipher
component, while the plain component was obtained by applying the principles of direct symmetry
of position to a deciphering table (figure 17) based upon the recovered cipher component. How-
ever, the same result could have been obtained by first recovering the plain component by the
application of the principles of indirect symmetry of position to the deciphering table based on
the normal alphabet, resulting from figure 15. In this case the cipher component could have
been recovered from an enciphering table based on the recovered plain component, by the use of
the principles of direct symmetry of position.
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SOLUTION OF A PROGRESSIVE ALPHABET SYSTEM IN WHICH THE ALPHABETS
ARE CHANGED FOR EACH LETTER

‘ Paragraph Paragraph
Nature of the system__________. e cmcaaan Reconstruction of the cipher component ......... 15
Preliminary analysis_ . .. .. 12 Result of completing the plain component ....... 16
An actual example_ . ..o caoo-- "13 | Solution completed. .. ... . . ... e 17
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11. Nature of the system.—A very important application of the principles: of indirect
symmetry of position in the analysis of a cipher system based upon a square table will be brought
out in the solution of another type of progressxve—alphabet cipher system. The method of enci-
pherment is such that the first letter of the plain text is enciphered by a prearranged alphabet
of a square table, the second letter by the alphabet immediately following that used for the first
letter, and so on until 26 letters have been enciphered, after which the cycle of alphabets is
repeated for each set of 26 letters until the entire message is enciphered. The sanmie effect can
be obtained with a cipher disk such as the obsolete United States Army Cipher Disk, by moving
the inner disk one space clockwise after the encipherment of each letter of the plain text.

12, Preliminary analysis.—In order to develop the fundamental idea upon which solution
of the following example is based, the beginnings of two messages enciphered by means of the
square table shown in figure 19 will be examined. The sequence upon which the table is based
is keyword-mixed, derived from the word QUESTIONABLY.

? (13)

71833—356—3
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QUE
UE S
EST
STI
TIO
T0N
ONA
NAB
ABL
IBLY
LYC
YCD
leor

ST
TI
10
ON
N A
AB
B L
LY
YC
¢cD
DF
FG
GH

DFGHJ
FGHJK
GHJKM
"HJKMP
JKMPR
KMPRYV
MPRVW
PRVWX

IONABLYCDFGH
ONABLYCDFGHJ
NABLYCDFGHUJK
ABLYCDFGHJEM
BLYCDFGHJKMP
LYCDFGHJKMPR
YCDFGHJKMPRYV
CDFGHJKMPRVW
DFGHJKMPRVWX
FGHJKMPRVWXZ
GHJKMPRVWXZQ
HIJKMPRVWXZQU
JKMPRVWXZQUE
KMPRYWXZQUES

MPRVWXZQU
PRVWXZQUE
RVHAXZQUES
VWXZQUEST
WXZQUESTI
XZQUESTIO

ZQU

RVWXZQUE
VWXZQUES
WXZQUEST
XZQUESTTI

ES
ST
TI
I0
ON

TION
IONA
ONAB
NABL
ABLY

EST
STI
TXIO
ION
ONA
NAB
ABL
BLY
LYC
YCD
CDF

JKMPRVWXZ
KMPRVWXZQ
MPRVWXZQU
PRVWXZQUE
RVWXZQUES
VWXZQUEST
WXZQUESTI
XZQUESTIO
ZQUESTION
QUESTIONA
UESTIONAB
ESTIONABL

TIONABLY

IONABLYC

ONABLYCD

NABLYCDF

ABLYCDFG
BLYCDFGH

YCDFGHJ

DFGHJKM

J
K
CDFGHJKM
P
R

FGHJKMP
GHJKMPR

v

S
T
I
0
N
A
BLYCDFGH
L
Y
c
D
F
G

HJKMPRVW

ZQUES

TIONABLYCDFG

HJKMPRVWEX

Ficure 19

18T MESSAGE

Plain__... FIRSTBATTALIONUW
Cipher.._ FOWOAFFYCJPHKPY
Plain_____ SECOND.. .
Cipher.._. EED AL J

2D MESSAGE
Plain___.. THEFIRSTBATTALTI
Cipher. . TJTJBQBYJJFGPWM
Plain___._ THIRD..
Cipher... OM B Q M

Fiaure 20
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The cipher text produced by the two encipherments of the words FIRST BATTALION
WILL SUPPORT is different in each case, but when the two encipherments for these words
are superimposed, as shown in figure 21, certain phenomena are exhibited by the cipher text.

Plain text, _._-._._ ,F'IRSTBATTALIONWILLSUPPORT
1st encipherment_. FOWOAFFYCJPHKPYPQURPFGEKE
2d encipherment__. J B_Q B Y’J J F PWNMRWFWSTXWJKIRI

Fiaury 21

These phenomena deal with characteristics here designated by the term isomorphism. If two
sequences occur in a cryptogram, one of which can be obtained by applying a monoalphabetic
substitution, upon the other, the two sequences are said to be isomorphic. For instance,
the sequences LR SRULMYVLRMand Q SFSBAQANJQ SN are isomorphie
because the second can be derived by applying a monoalphabetic substitution to the first
using the following substitution:

Plain_____ ABCDEFGHIJKLMNOPQRSTUVWXYZ
JCpher___ . . . ... .....QN. .. .8F.BJ.

- Note that the two encipherments of figure 21 are isomorphic, and that if the interval in
the original primary component between corresponding cipher letters of this superimposition is
determined, it will be seen that in each case the letter of the second encipherment is three letters
removed from the corresponding letter of the first encipherment in the sequence

QUESTIONABLYCDFGHJKMPRVWXZ.

If the letters of the first encipherment are paired off with the letters of the second encipherment,
so that they are separated by the proper interval, portions of the original primary component
will result. The pairs which can be formed from these two encipherments are tabulated in
figure 22. ' - Coe

<>=Hom
w&owd;
ke kK

wE=mQ

Figonp 22

By uniting the pairs which have cémxﬁon letters, the following sequences. are formed:
Y. .F.,J..P,.%W..Q..8

..K..R..X

HAQITI QO
HHAERQW

Fiaurs 28
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A comparison of these sequences with the original primary component shows that both
are identical in interval. This can be seen from the following superimposition.

QUESTIONABLYCDFGHJKMPRVWX?Z

Q. .S A..Y..F..J..P..W.
' 0..B
' c G. .K..R X
H. .M
U..T
E..I

Fraure 24

13. An actual example.—It is obvious from the foregoing discussion that if at least two
differently enciphered versions of a plain-text repetition of fifteen or more letters should
occur in a cryptogram enciphered by this system, and if the isomorphisms resulting from this
repetition could be detected by the cryptanalyst, partial or complete reconstruction of the
original or an equlvalent pnmary component could be effected. These isomorphisms can best
be detected by superimposing and comparing all portions of clpher text containing like letters
which are adjacent or separated by one, two, three, or four letters. An illustration of this
method of ﬁndmg isomorphisms in the c1pher text is given in the solution of the followmg
example which is enclphered by means of the system referred to above.

CRYPTOGRAM

5 10 15 20 25
ARNUX XVMPY OPMFY KZTIW EHCDM
0 36 w0 4 50
HDSMM DWNGJ ZOKUYV BRQDX TFTCI

56 60 6 75
RBTIB RUYYA UPPKO HHEOF SNFOA

85 90 §
SZGDL TBJRX 0JXKO OXTP

Fraure 26

.
-1 PE— . o

The firet step in the solution of this cipher is to rewrite it In superimposed cycles of 26 let-
ters, so that letters enciphered by the same alphabet occur in the same column.

10 11 12 13 14 15 16 17 18 19 20 21 2 23

A4
YOPMFYKZTIWEHCD
50
I

75

9 25 26
P MH
36

JZOKUVBRQDXTFTC RB
UPPKOHHEOFSNFOASZG
J
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~ 14. Detection of isomorphisms.—The next step is to search through the cipher text of the
measage for isomorphisms. This is done by first superimposing portions of the cipher text with
like letters occupying adjacent positions. Only six such pairs of letters occur in the message
and they are given in figure 27 with the 8 letters preceding and following them.

-1 5. .
(1 -—-——A'RNUHVMPYOPMFY
25 - 80 -
@ . KEHCDMHDS__M__DWNGJZOKU
5 55 a0
@ ’CRBTIBRUX__Y‘AUPPKOHHE
. B8 60 .. .65 ¥(J
) IBRUYYAUPPKOHHEOFSN
60 [} 0 75
G YYAUPPKOMEOFSNFOAS
! 85 i " .
(6) BIJRXOJXKOOXTPmmmonmn—-
. : . VFIGUMW . PN

Note that in lines (1) and (5) of figure 27 an isomorphism occurs whmh begms with the
doubled letter and extends throughout the remamder of these two hnes )

5 6 6 67 8 60 13 9 70 12 7B 107 5 76

(X—-H; X-H) (M—0; M—0) (P-F; P-F) (Y-S5 Y-8)

‘ o 56 4 65
‘However, the isomorphism does not extend to the left any further than X-—>H because U-»O con-
69 13 M

flicts with M—->0 and M—0. Let us now superimpose all the clpher text bef,ween H and the end
of the message, with the correspondmg portlon followmg X '

% SR ) :
XXVMPYOPMFYK-ZTIWEHCDHHDSMHD-WN
(" S 7 7 ) 85 w o
HHEOFSNFOASZGDLTBJRXO0OJXKOOXTP.

V Figure 28

20 81 32 03 8 6 13 T4 25 %6 20 00 :

W—T and W—T, and M—0, M—0, M—0, M—0 and M——>0 indicate that the above two portions of
cipher text represent the same plain text and that this repetition begins in one case with the 5th
letter of the message and in the other with the 66th letter. Since.the isomorphism extends
.through the next to last letter of the message, it is safe to include the 33d and 94th letters in the
repetition.

15. Reconstruction of the cipher component.—Reference to ﬁgure 28 above shows that the
first lotter of the first occurrence of the repetition is represented by X, in alphabet 5 and the first
letter of ita second oecurrenee is represented by H, in alphabet 14 (66 —~52=14). Now since X,
in alphabet 5 and H, in alphabet 14 represent the same plain-text letter, these two letters must
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‘bé separated by an interval of 14 minus 5, or 9, in the original primary component. This is also
true for'all the other pairs of the above superimposition, and they can be written as shown

in figure 29.

O 'R <M

HrHrua N>
Z2noaTm.
TR MG W

Z0n"om:
EHANRT

FI1GURE 29

By uniting pairs ha.vmg common letters the fo]lowmg sequences can be formed:

(1)__-_X.......TH.......DJ......W
Q... V. .. LB, . B
3)----MP. .0F . NA

- 4)...YZ. .S G K

G)y-_..¢C .- “ R

6)..._I. . L

These sequences'are portions of the original primary component with which the square table
was formed and if this component is keyword mixed,V W X Y Z, B C D,and J K areverylikely
sequent letters. Let us make the assumption thatV W. X Y Z are sequent letters. and combine
sequences (1), (2), and (4) on this basis:

MXYZ. . .'.ETHSG.‘....‘B‘lk)“JK. ... VW

The sequence B D J K corroborates this a,ssumption, because all are low frequency letters
and not hkely to occur in the keyword, and it is very reasonable now to assume that the key-
word occupies the portion of the foregomg sequence falling between Z and B..

If the letter L does not occur in the keyword, then from alphabetical considerations it must
follow the K of B D J K in (7); which will permit the union of (6) and (7). 'Fhis is impossible
because the I of (6) would have to occupy the position of G of (7). Therefore, [ must be in the
keyword. . Since the letter L occurs in the keyword, then from alphabetical cons1derat10ns the
M P of (3) should fall nnmedmtely after the K of (7) to give . .

(S)XYZOF. ETHSGNA. .BDJKMP. . VW

© :16. Result of completing the plain component.—There is now & total of 20 letters in (8)
and it may be possible at this point to.obtain plain text from some part of the message by correct-
ing for the movement of this sequence against itself and completmg the plain component 'If this
sequence is correct, plain text may result on one generatrix, :

The last 10 letters of the message, X 0 J X K 0 0 X T P, seems a hkely portmn to use,
becaiise all of these letters occur in (8). However, there are- letters missing from this sequence,

‘but 'since the portion of text to be deciphered containg none of the miesing letters, the only

difficulty which may arise is in the case where a letter in the cipher component may correspond
to a blank in the plain component. This difficulty can be surmounted by inserting arbitrary
symbols in the blank spaces of (8) to give (9).

@WXYZOF23ETHSGNA4S5BDJKMPGE6TVW.

Y 2
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The text can now be:converted by assuming an initial relative position of the séquence with
respect to itself, and proceeding as in deciphering. In order to illustrate this clearly, {(9) will be
used to convert the first three lettersof X 0 J X K 0 O X T P.

Let the initial relative position of the sequence be that shown herewith:

" Plain______ XYZOF23ETHSGNA4EBDJKHP67V
Clpher----'XYZOFZSETHSGNA45BDJKMP67V

In thls “position X,=X,.

The cipher component is‘moved one space to the left for* decxphenng the next letter.
.t-Plainv._.»._-xyzor«23ETHSGNA4539JKMP67VWf
Cxpher----YzOEstTHSGNAz;sBDunPevaw_x

Thlsgweso =Z,. - B Tl

For the next letter tho clpher oomponent islagdin moved one space to the left giving J =B,.
This procedure is followed until all 10 letters_ are converted, giving

XOJXKOOXTP
XZB75V7KXN

The reSult of completmg the pla.m component for this declpherment is shown in ﬁgure 80
,x ZBT5VTKXN.

CJU):EHMWM"!ON%NS<QO“UEN&UNOIA>

H<CNOTUERGOWPOAPZQNITIHABONTO NN
HMNE<IIOIVERULIODUAPZQUIARONEO
MAPZOUNITHHAHMONKMEA<I-JOITERGYT
OTVERCUWOAPIZOQRINAREANDTIONKNMNE
AP ZQUNTHHAN|MONKME<IOIE RGO W
FOUERGCODAAIPZON T AEONTONM=
OTERGCODOAPIZOULISHANMNTIONKNE<
COWOAPZONIHEBAM TONKME<SIN IR
A<RNOVERGCUOTOAPZQNIHRANTON

Fiaure 30
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-:'Fhe underlined generatrix obviously contains the word INFANTRY. This parmits us to re-
place the 2 and 5 which were a.rbltmnly written in (9) by the letters I and R, respectlvely to obtain

XYZOF‘I3ETHSGNA4RBDJKMP67VW

17. Bolution completed.—Since the correctness of (9) has now been established and a word
of the plain text determined, it is an easy matter to recover the letters mlssmg in the sequence
and consequently obtain the complete decipherment of the message as shown i in ﬁgure 31.

ARNUXXVMPYOPMFYKZTIWEHCDMHDSMMDWN
Y
H
D

wr =0 3
TR
Ho BN H
B ro W
>n ox U
rz oc w
T Q< >
oo oW i
Z> vm A
i <o >
CEN WO
M oM H
ZO uAl o
s s I
S
-a'uu M =
mG oH M
HY Zw =

S m b = 3
‘; Do o+Hd
T HG WM A
oM W om
T mw A
- x»o e Al
Zmo uwuo
L med
L WA e 2
LMY wna o
" B - B I
Qv =

S Om H
o W

FIGURE 31

18. Concluding remarks.—If, m the enmpherment of thls cryptogram, the encipherer had
used different mixed sequences for the plain and cipher components plain text would not have
been obtained by completing .the plain component with the cxpher sequence. . However, the
analysis of the cipher would have been identical up to the point of completing the plain com-
ponent, but, instead of converting only afew letters of the aipher text and completing the plain
component, it would have been necessary to convert the entire message insofar as the partially
reconstructed sequence (9) would penmt and ‘then solve: the converted text as a monoalphabet.
This procedure will be illustrated in the ps.rt of this paper which treats of the solution of the
Wheatstone Cipher.

3

T N
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Secrron IV N
SOLUTION. OF THE MODIFIED WHEATSTONE CIPHER!
Paragraph Paragraph
Preliminary analysis__ . __________________.._ 19| Conversion of the cipher text to monoalphabetic
An actua) example. . o J20 ) terms. o eaceoccamidee 22
Rehoﬂstruietion‘ of the elphier ¢omponent _______ " 21 | Solution of the converted cipher text_.___._._. .23
R e ' ) : Reconstruction of the plain component ______ -

19. Preliminary analysis.—The apphcatlon of the principles of indirect lymmetry of posmon
in the solution of the modified Wheatstone Cipher is without doubt the easiest known method of
solution for this dipRef.? - This solution depénds upon the presende of & repetition of repetitionsin
the plain text of a meesage and their detection and identification as such in the cipher text by
the cryptanalyst. The repetition or repetitions must be of sufficient length to permit the regon-
struction of an equivalent primary component by the application of the principles of indirect
symmetry of position. As in paragraph 14, repetitions can-be detected by comparing portions of
the cipher text until one or more isomorphisms are found which may be utilized to reconstruct
an equivalent primary component of the cipher sequence.

Why isomorphisms appesr. in the cipher text resulting from two different encipherments of
the same plain text can be seén from a study of the lollowing plain text and its correspondmg
cipher text. Both sequences used in'the preparation’ of this enclpherment are given herewith,

- 8 5 4 2 1 6
Outer sequence: " FRIDAY:
"BCEGHJ
"KLMNOP
QsSTUVW
Xz ‘
AHOVDGNUFBKQXIEMTRCLSZYJPW.
3 . 1% 6 4 5 2.
Inner sequence: : . COURSE
' ABDFGH
IJKLMN
PQTVWX
Y 2

CAIPYEHNXOBJQZRFLVSGMWUDKT

tFor a descnptlon of the modified’ Wheatstone Cipher device and a method for. using it see Specw.l Text
No. 166, Advanced Military Cryptography 1931 Ed., Paragraph 60.

* For another method of solution see Friedman, W. F., Several Machme C'zphers and Methods for thezr Solu-
hdn Rlverbank Publication No. 20, 1918.

21)
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Initial setting of sequences A,=A,

FIRST*BATQALION*TWENTY*THIRD*INF
QRSWSIQYMLHTMBRXTXKVANJIRCYSRIUK
ANTRY*WITH*SECOND*BATQALION*TWEN
VDNXZVVHOWMFBRTPIKXCLQIWLHBYWYMZ
TY*THIRD*INFANTRY*WILQH?®*
DPNKBUCRBKSMZGPYOZZIXAL .

qunn 32

It will be noted that the plain-text repetition underlmed in figure 32 does not nge a repe-
tition of the cipher text. However, when the clpher text corresponding to the repeated plain
text is superimposed theu' lsomorphlc chara,t;ter is evident.

Phﬁn-;--___;_; _____ *BATQALION

TWENTY*THIRD®*
First encipherment_:. I Q@ Y TXKVANJIRCYSR
Second enoxpherment.. K WYMZDPNKBUCREB

First ep’cxph‘érment‘_ -

*

MLHTMBRX
CLQIWLHBYW
FANTRY*WI
TUKVDNXZVVH

Second encipherment. X SM'ZGP YO0 Z Z I

X
Plain--; _____ fmewe——— IN
U
S
memm 33.

By pairing off the letters of the first encipherment with the letters of the second en-
cmhemwt in the above supenmposmon, the followmg pa.u's ‘are obtained: .

IK HI KM cuU
QX TW vz SR
YC B-H ~ AD Us
ML RB NP DG
LQ XYy ~J N Z0

Figugre 34

In the ciph'er "cofnponen{i the interval between the first and second letters of each of these
pairs is 22; that is, for the pair IK, K is the twenty-second letter beyond I. It follows, therefore,
that pairs havmg common letters can be united to form portions of an equivalent primary com-
ponent consisting of two sets of 13 letters each, which will be identical with the equivalent
primary component derived by decimating the original primary component, using the interval
22.

The reason the interval between I and K is 22 is that the long hand of the device made 22
complete revolutions between the two encipherments of the character beginning each occurrence
of the repeated plain text. .Since each revolution effects-a shift of one space between the plain
and cipher sequences the 22 revolutions will effect a relative shift of 22 spaces. Also the reason
the interval between the other correspondmg letters of the cipher text remains constant, at 22
is that the motion of the long hand is governed by the nature of the plain text enciphered,
and since the plain text is the same in both cases, the movement of -the long ha.nd for. both
encipherments must be identical. From this it follows that if the nature of the text between
the beginnings of the repetitions had been such that the relative shift of the cipher sequence

£
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would have been 8 instead of 22, the interval between the correspondmg letters of the two
encipherments would have been 8, a.nd mstead of the pair I K, the pau' I B would ha.ve
resulted.

. 20. An actual example —In order to show how the foregomg prmclples can be apphed
in-the solution of & message, an actual example will be worked out in detail: The cryptogram
gwen herewith is known to have been enciphered by means of a modified Wheatstone Cipher,
using two different mixed alphabets. .

: ' ‘ ‘ " CRYPTOGRAM
‘ 5 10 C ' 15 ' : 2 ' 25
‘GRCSL JJMYM PEJGG WENNM RVMNG
35 -

30 ® ] - 50
CTINU RANYS SXQGR MJVTG XYDJM

8 85, 0 75
LIFLJ ERUX GPYPO NIGGM LCIWYV

W Ng

80
FXRUJ UKEB

10
MCKJA SO0SY

130

JMGVE VFUD

C00 95 100
F‘RQ“W‘U.'TNRZI MIZFO
' "115

: 120 125
KUAEP GEPPQ MNIEF

—
=
=4

, _ 15 1w
KYAVU.NSC’TH TO"XXI""
L 185 170 AR A
UJCDR UEQPH WRWFN

g GE-g =

155
DAS'NZ X'BA‘C

: ) 198
QZHGN XVVSU BJGDP UL'O'EG*

" Figure. 35

21. Reconstruction of the cxpher component —The first step in the solution of this crypto-
gram is to pick -out portions of the clpher text which are momorphlc, The most thorough and
stralghtforward way of doing this is to follow the procedure given in paragraph 14; that is,
to superimpose portions of the cipher text falling on each side of like letters which are a.d]awent
or separated by one, two, three, or four letters. However,. this procedure is rather laborious,
and it may be eliminated by scanning the cipher text and picking out peculiar patterns of
cipher letters which are isomorphic, somewhat in the same manner as a search would be made for
repetitions in a monoalphabetic cipher. Such distinctive patterns as A B B A, A B A C A,
A ABBA, AB C B A, etc., are easy to pick up with the eye and in a majority of the cases
where they do occur in the dlfferent encipherments of the same plam text, the cipher text corre-
sponding thereto can be easily discovered. .

In the foregoing message two groupings of the type A B C B Aare found beginning with
the 94th and 159th letters of the cipher text, respectively. The portions of text mcludmg them
are superimposed in order to determine whether the 1somorph1sm extends further in either
direction, :

110 1156

83
EBBFRQWUTNRZIMIZFOMCKJASOSYWKUAEP

150 1 176

XXIDASNZXBAVCJUJ.CDRUEQPHWRWFNQZHGN

" FIGURE 36
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In this supenmposltlon the similarity which can be verified begins with F—>D and ends
18 178
w1th A—H and it is possible that the plain-text repetition extends on each side of thess lnmts
106 114 179
boceuso neither corroborations nor contradictions can be found for B—->I and E—G. However,lt

can beé said that the repetition does not extend further than one letter on each side of these limits,
8 149 85 150 115 180 10 175
because B—X conflicts with B—I, and P—N conflicts with W—N. In order to preclude the

possibility of introducing error, only those portions which show positive evidence of similarity
will be used in reconstructing an equivalent primary component.

By pairing off the letters of the foregoing isomorphism and uniting those pairs having
common letters, the following sequences can be formed:

ORAH
MUZCE
‘ » YFD
[ IJP .
KQSWNB.
T X ’

Unfortunately; since no complete equivalent primary component can be recovered from the
available data, it will be necessary to obtain portions of some other equivalent primary com-
ponent which,; will permit the consolidation of the above sequences. These portions may be
obtained either by assuming sequent letters in the original primary component as was done in
the two preceding examples, or by finding other isomorphisms in the message and using the
sequences formed from them to combine the sequences already obtained. Of these two courses,
the latter is the easier to apply in the analysis of this cipher, because the sequences used are
known to be systematlca.]ly rmxed and to make correct assumptlons of sequent letters in such
cases is difficult. ‘

- In-order to find other momorphlsms, repeated letters of the cipher text wluch ‘are ad]acent
are superimposed a8 shown in figure 37,

'(1)____-——GRCSLJJMYMPEJGG»
. Le e . Y . 10 I 4-—m Faen
e : (2)___»_JJMYMPEJGGWENNMRVM

=

(3)---_MPEJGGWE NMRVMNGCT '

ok

30
(4)___-TINURANYS XQGRMJVT

65
(5)---_ Z.GPYPONI

(p}
Q

MLCIWVP‘X

———

oo}
o< ¥

0
(6)____FXRUJUKE

110 15

(7)_..--WKUAEPGE

FRQWUTNR

120 1%
PQMNIEFJM

|

150 185
(8)_-__UNSCTHTO IDASNZXB’
175 ’ '

(9)__--FNQZHGNX!_!SUBJGDPU

Fiaure 37



REF ID:A58464

25

m . 90 188 .84 182 88
In lines 6 and 9 of the aupenmpomtlon the repetitions U——>G and U—G, B—V and B—>V .and

87 185 @ 101

R—U and R—Uindicate that portions of these two lines are 1somorplnc -The isomorphism begins
s

with U—G and extends to the end of each of tzhe two lines. A supenmposxtlon of the text occurring
beyond these two points is mede in order to determine where the isomorphism ends.

80 85 %0 95 '
 UJUKEBBFRQWUTNRZIM'IZF‘
‘ T

ZHGNXVVSUBJGDPULOEO—-
qumn38

o5 193 AN I
A check at the end of the message is found viz., I—»O and I-0, whlch mdloabes that &he

isomorphism includes these letters. However, there is no corroboration for J —>H and although

it may be possible to include this pair of letters, it is ot uded in formmg the folIowmg soquenoea- f

‘QBV
MEX
FS

10
KNP
RUG
wJ
ZL

A reference to the first set of partial sequences found shows two, M U Z C E and
KQS WNB, which have letters in common with three of the foregoing sequences. "These
threeare @ B C, M E X, and K N P. In the first set the interval between M and E is 4; in this
set it is 1. The new set can therefore be reduced to the interval of the first by rewriting each of
its sequences so that the letters are separated by an interval of 4 instead of 1.

.V v ORAH

Q.. .B.

M. . E. . X MUZCE
F...S YFD

I...0 IJP

K. . N . . P KQSWNB
R . .U . G TX

w. . d

Z‘. ;LA

All these sequences can now be combined togive the following equivalent primary component:

YFDKQSWNBIJPVORAHMWZCEGLTX
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22. Conversion of the cipher text to monoalphabetic terms.—At this point it is necessary to
explain an important characteristic of the cipher text produced by the Wheatstone device.
The fundamental cryptographic idea underlying this instrument is to provide two gequences,
each of which is composed of a different number of elements, connected by a mechanigm in
such & manner that intervals between elements of one ¢an be measured in terms-of intervals
between elements ef the .other. For instance, in the encipherment of the word FIRST
of the example glven in paragraph 19 of this section, the interval between the F and I in the
plain sequence is equal to the interval between the Q and R of the cipher sequence. Likewise,
the interval between the I and R in the plain sequence corresponds to the interval between
R and S in the cipher sequenge, and so on for the other letters of the message. From this it
can be seen that the cipher text of a message merely indicates to the decipherer the number
of spaces over which the long hand must be moved in order to pick up the next plain-text letter,
and that the cipher sequence serves ag a gort of ‘‘yardstick’ on which these spaces are measured.
Tt follows: from this’ that unless the éxect order of the letters of the cipher.sequence is kuown,
the correct intérval between letters of the plain sequence cannot be determined and conse-
quently soliition of the message is till ‘a difficult matter, evén if the plain sequence is known.
On ‘the othér hand, if the cipher sequence # known, the iritervals between: letters-of the plain.
sequence can be determined, and if an arbitrary sequence 18 inscribed on the outer circle of the device,
the process of decipherment will result in a monoalphabetic substitution on the plain text.!

Now the sequence of 26 letters which hasbeen recovered may be either the original primary
component or any one of the eleven equivalent primary components of 26 letters which can
be derived by a decimation of the original primary component, usmg an odd interval other
than 13. Since it is necessary to obtain the exwct-sequence of the inner circle in order to con-
vert the cipher text to monoalphabetic terms, it will be necessary at this point to determine
the original primary component of the cipher sequence. This component can be obtained by
either of two methods. One is to derive the other eleven possible primary components of
26 letters from the sequence above, make the cipher-text conversions for each, and select that
conversion which gives a monoalphabetic distribution. Another is to follow the procedure
shown on pages 6-11 inclusive of Methods for the Reconstruction of Primary Alphabets,
Publieation No. 21, Riverbank. Laboratories, by William F. Friedman, in which the recon-
struetion of systematxcally mixed alphabets is treated. The second of these twq possi-
bilities i3 easier to apply in this instance; the first method would have to be used if the
sequences were random-mixed. . It.is found. that the component. derived by s decimation of the
foregoing sequence, using. mterval 21, gives the best arrangement for a systematlcelly mixed
alphabet. This component is glven herewith,

YEHPWFGMVNDLUOBKTZRIQXCAJS

In this component it is found that the pairs YW, WV, VU, and ZX are each separated by three
letters, while the pairs UZ and XY are separated by four letters. This gives a diagram with
six columns, and ifthe letters U V W X Y Z are arranged so that they oceur in their normal
alphabetical order, the following diagram is obtained and the correctness of the sequence is
established : ’ '

1 This idea of conversion of the cipher text can be applied not only to the Wheatstone Cipher, but also to a
great many other types of cipher systems based upon two shdmg alphabets, if both the cipher sequence and the

exagk manner in which it is to be used ate known. -

I
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v
R N A R O L A
_CONFER
ABDGHTI
FJKLMPQ
Towo STUVWX

- If -the sequence remltmg from thls dlagram is macmbed on the i inner cirele of the device,
any sequence whatsoever inscribed on, the puter. clmle, and the process of deciphering apphed
to the cipher text, a, mono&[phabgtlc substifution on’ the plain text will result, For instance, if
we wrife the normal alphabet with the word stop(#) falling after Z, in the twenty-seven spaces
prowdéd on'the outer circle, the sequence ‘obtained from thé foregoing diagram on the inner
circle, set B of the'intier circle opposite A of the outer cifcle, and convert the message as we would
if we were deciphering it, the conversion; shown in figure 30 is obtained,

Message. ...  GRCSLJIJNYMPEJGCHNENNMRVMNGCTINU
Conversion.... SDHKWIHQIPKHDLKHDLKHSHFHDTMPEH
RANY¥SSXQGRMJIJVTGXYDJIMLIFLIERUXZ
" NSDUSRMKWHWMWDTHMWJISKDPVHEKAUCY.
" GPYPONIGGMLCIWVFXRUJUKEBBFRQWU
MIEHRMWIHIMXTDHDTPIUHKWIHYKMWD
TNRZIMIZFOMCKJASOSYWKUAEPGEPPQ
H*IGIWHES®*TH*IGIWHIMXTDHJIJMGIHY
MNIEPJMGWCVFUDLKYAVUNSCTHTOXXI
KMWDH*IGIWHDKHIMXTDHDTPIUHDLKH
DASNZXBACJUJCDRUEQPHWNRWENQZHGN
YKMWDH*IGIWHES*TH*IGIWHIMXTDHK.
"XVVSUBJCGDPULOED
WIHYKMWDH*IGIWH
Fiaure 39

23. Solution of the converted cipher text.—Since the principles involved in the solution of a
monoalphabetic cipher are elementary, it:js not considered necessary to go into a detailed expla-
nation of how the solution of this exampb 8 obtauned The plain text of the message is given

in figure 40,
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Conversion..._. SDHKWIHQIPKHDLKHDLKHSHFHDTMPEH
Plain text.____ AT*ONE*ZERO*TWO*TWO*A*M*THIRD®*
NSDUSRMKWHWMWDTHMWJSWDPVHKAUCY
BATQALION®*NINTH*INFANTRY*OCQUP
MIEHRMWIHIMXTDHDTPIUHKWIHYKMWD
IED*LINE*EIGHT*THREQ*ONE®*POINT
H*IGIWHES*TH*IGIWHIMXTDHJMGIHY
 *"SEVEN*DASH*SEVEN*EIGHT*FIVE®*P
KMWDH*IGIWHDKHIMXTDHDTPIUHDLKH
"OINT*SEVEN*TOYEIGHT*THREQ*TWO*
YKMWDH*IGIWHES*TH*IGIWHIMXTDHK
POINT*SEVEN*DASH*SEVEN*EZIGHT®*O
WIHYKMWDH*IGIWH i : ’
NE*POINT*SEVEN®
¢ 4 Fiouem 40 - - S A

24. Reconstruction’of the plain component.—All the variable eletnents incorporated in the
crypfog‘mm have been obtained except the plain component.. Probably the éasiest method of
rqcoyenng it is to prepare a deciphering alphabet from the above solution based on the arbitrary
sequence used in converting the cipher text. = The plain component of thxs deciphering alphabet
wilI be ﬁhe pIa.m component used in the preparatlon of the ; messa.ge

Dmc_xmx_mmq Ar.nunm'.

Cipher..__. ABCDEFGHIJKLMNOPQRSTUVWXYZ?®*
‘Plain_._._._ C TDMV*EFOWIB RZLAHQYINGP S

' All 27 eléments of the plain component caunot be obtained directly from the above decipher-
ing alphabet, but it is posmble to recover the missing letters by reconstructmg ‘the diagram from
which it was obtained, using the method by which the original primary cipher compouent was
recovered. Application of this method gives the arrangement shown herewith which can be
completed without difficulty. '

~ 3 3 5 6 1 4

LISTEN
ABCDFG
H..MOP
QR .VW.
Y2

~
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25. General digcussion.—The application of the principles of indirect symmetry of position to
isomorphisms in the cipher text of a message enciphered by means of an autokey cipher system
using the cipher text as a key affords an easy method of solution.

The method of solution for this type of autokey cipher is identical with that used for the
Wheatstone Cipher up to the point where the cipher compounent is reconstructed from isomor-
phisms. From this point on it differs in only one detail, vig, instead of it being necessary to use
the original primary cipher component for converting the cipher text to a monoalphabet, either
it, or any one of the eleven possible equivalent primary components consisting of a complete set
of 26 letters, may be used. However, as in the aforementioned example, in converting the cipher
text to a monoalphabet, it is necessary to duplicate the deciphering process, using an arbitrary
sequence as the plain component.

(29).
O




