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REFAAT BY THE TSRIR SICURNTY, COMMITYES
g
A SUUS PR THE JFCREASED SECURITX
& COINE

o0

1. 7o cmsidcr vimt cwbees shuuld bo mado in BRUSA COMINT
rogulations and practioos in «der to improve CQMINY soourity and to
iverceca the officimoy of the exnloitaticn of COMINT sourcas.

EALTS EFARING CN THE FROBLEM AMD DISCUSSICH

2e Ovor thoe pest year USCIB and its Scourity Cmittoo have
ocusidercd tha nesd t0 make chanzes in prescat ERUSA COMINT regulations
and pracotioes in order to msel varicus problems aiffecting the sccurdty
and dissiminaticn of COMINT. Jniay plis thoso problsas have indludeds

8, Cortain subatantial charges in o paturs amd produsts
of BRUSA CCHINT aptivities singes KRUSA scourity regulatians and

practices woro lest rogularized in 1948,

be The nced to inereasd tho utility of taotiocel nniury
COMINT in Kerca.

0. The desirability of broodening the usd of othor lovw lewal
COMINT material

de The anticipatcd requircmoat %o provide oortain ERUSA
CQIINT produnts to third perty rcoiplents in FATO

e, The propos2l to eatablish a RATO CMINT sorvies

-1-
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B A gy in S tacainnlogy applicd to (e eatogcried
& CGHIRT ro a8 ™

(1) Rinfzata e 1 *Cpcalel Intalligenss® axd
shatiteio thafer i tera "Orspt IntzlMigeoro™;

(2) DArsentieen vsd of % tas0 "Speoial Intelligenco®
{"Cr;3% TateldAginas®) asd "Tralils Intelligenco® as
o t3goTien Lo mwgﬁmmrm-;aqmu
1573 deTindng the aciaves of COMTT, (Boo par:a I exd o)

(2) 2statdtah nov catacclies far the hmm.eg o COMINT,
(Be9 sozcn 34 el W)

e oo ntah!.seh::nt of thrco catagaries for tho herfling

of COMINT (Categorica X num)mmu«mmn&.
divieien of Categcrioes i szd II into vericus alassos $0 parait
differcatiatics in the keoiling and dissemaination of mterials
vithin thard ®tagorics,. Allarrmy ie mode for tha uaa of
sAigplemalary sihcuwards for thero additi@al, soparate elesscn,
Category III 18 1ecarved foe certain low leva) COUINT matoriale
0 o handled @) & 22 ocdzrGind basia and discoainetad to A~

irdoparirmtcd porcona. (830 percs 32, 4-6, 10d1.)

4, Tio tabliedront of propcivias for olmiﬁmun axd
calengd petsotian of thaze new bandling categaries as follewss

(1) Catagoey I to bo TOP SECRET end %0 bear &.TOP SEORRT
ectssaad, (8o peves 8, 15, 1)

(2)%%3@"Iltﬂbmmmmmtsmmcﬂ&-
wrde (Soo paras 9, 15, 31)

(3) Categesy IIT %0 bo 6les3ified mot Jovse than
CGFIISHTIAL and 1ot 20 e desigrated L7 a sodownd, (Bed

ra 10)

e, TS establishont of a meons whorchy COMINT matorials will
19 assigred t0 Uwir approeiato categories; theso assignennta ta
bo recozied and rogularissd through the establisheont uf an
additionod annoxurs to Appendix B, (Beo para 7)
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EO 3.3(h)(2)
PL 86-36/50 USC 3605
£. o ostadliciT2nl of msdlen regulaticzo far tUw dis-

sepimtion of Categoiics 1 and IX CQMEZ, 1=olwilirg pecvialch
Uats

g Tho establigdizont of preois ragulaticns for the
Muﬂm—uca of Category II1 OGMIN?, inolwding pasvisian thats

(1) Catagory ITY OCMINT sbell normally be handled via
COMINT ohanmols, but may bo dissccinated in the sexa manncy

. as othey intalligoncs materials of similar olassification.
(Seo paras 28 and 34)
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YR atr & s N D N
. 2 T e !

EO 3.3(h)(2)
. PL86-36/50 USC 3605

(3] Catagexy IXT CONTN? muy ne? be dlssenimated by rxdle
in plnin languege enve In the forn of oparztioral erinrs
Vian 0 saritahle meana of ge agrmoniestions 19 awailabls,
(3ee para 227) .

Ry The eatablisliscit af & elary definiticn of “"suitatlo
.m;gfw 20%icn O Do twm on tim meis of COMINE, (B2
psIa

1, Provisim f& spooisl handiing and e Llimited die~
sanination of COMINT itens requiring sush tyeatment, {(Se

por= 29)

§o Rliminetica of tho presenl arbitrary time 1limit goveruing
the expoaure of Andootrineted povacrz to hesardos swditions,
and the substitiition theTofor of & provision reguiring s &s.
tavnination in eech insteancs baucd o tha timelinc=s and sensitivity
of the COMINT knowledse of the parasn wiwee assigrm nt fa 1n
quastion, It is provided furthe:: that this detorninatien shall
% mads coly Dy sonic™ offissrs (v officials at a lével %o Mo
sgtablished by USCID and LSIB,

k: Fravision et regulativns goworning standerds for COMINT
oirity investigations and Olesreree bo sxshanged btetween USOTR
erd 1STD, (Soo pera 19)

3, Provision that USCIB ap! iSIB shall maintain lista of
irdogtrinated persene authorisod to have sccass to both catsgoriss
Iam II COMINE, (Soe pars 22)

R, Provision that USOIB e ISIB shall exshange lists of

the tota) meher of indeatrival s+l persans authorized to havo
sovoss t9 both ocategerden I av! II COMINT, {(See pere 23)

—_s- L

-YOP-SEORET-SUEDS = _SHIURTITY INFORMATION-
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5. VUpta rcvision of Appciix B and Un assigent of CQYIWT
"Eatorials to tho sppsipiato Bov entegeisn, 1t will » necascory
to ma¥e aEgTorEiate sorrTationy oo Tevistias t9 tho prsscnl anne'®9
to Apratdixz B and to the other appenliess t0 the ERIBA Agrescat
£ Wat they will ccnfora to the witeiples dnd ternierlos; eatablisdd

18 ho mev Apperliz B,

el 007340,
6, Cortain a&nngis sbovld be oy R0 ERDBA gsowxdty regu-
laticns and prootiosy in ogdgr to erido fer the profcacd definitias

and catogories of CCHMIKD whish haw boch approwed in prineinle
VB0IB armd to zest other peoblees affudting COMINT seturity axd dise
ssaimtion whiech dew bec oobxddessd by USOIB and ita Security Cex-
nitteo, Thewo olnngtd shixnld inalunds:

2, A mbotantia} rovisian of Appsadix B to imalinis tha
ehargss 15istcd in peras 480 aboSe as rossuted in thy dvaft of
a na Apprddix B whioh is attheeliid ss Intdemvzo 1.

be The estahlisimcnt of a new snnexwre 0 Appandix B which
will 1list tin detalled assigmesnt of COMINT materials to the
appropriato, nees eatsgories,

‘g The cormatich o revision of the present anosnwe to
Appendix B and tho othor appandiosa to the BUSA Agrecment so
that they vill el %0 the primaiples and teminolegy of the

Bz Appandix B,

RECOMENDATIONRS
7. It is recticondsd tiats

a. The mmﬁaea-ﬁulppondixl (Inolosure 1) te appeoved
by USCIB as a besis for megotiatior with 1SIB; a gopy of thie
drefl Appendix B to ba forwarded to LSIB new,

b, The UBCIB Cotidimics be dgsignated to have prepareds

(1) A propozzd nev annexure to Appandix B vhich will
assign COMINT matorials to the spprosxiate nsw categories
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(2) A 11s¢ of rosultes? oditarial SGmCsmD & 0.
7isias ek in to roseat amnexury to Appsadix B and
other appandioes to the BERUSA Agrecmant,

Upca roviev and & ty USCIB of the draft armyno
to Ansuu:: B (1) abocu}, tho total dommontation prapaved By
I?in BCIB Corzdinmtes (b(ﬂ wd (2) .m) o forwarded to

de UWCIB deaigrate a ropresdittative or repeescntatives to
megotiate with roproscntatives of LSIB in revieing Appasdix B
and making rosultant elmncos in the other appatdicss to the
BRUSA Agsecaamte
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10 Aped) 2952

APFEEIX B
TARIE OF QOGTRAiS

Fare 31 82 dugbhen

DEFINITIONS AN, GATRRORIES

Red i Ry,
Trafllo Intelligenga

Pera & Qatogesy X COMIND

Fore: § Categeay IT OCHIND

Fara 6 Catsgesy I CHINT
. Fava 7 Fr=aioe Comtant of Categories

GLASSTFIOATTON AFD CONRWORDS

Parve 8 Category I GOMIRT

Fara 9 Criggory 11 COMINT

Psra 10 Catagory I1T CQMIRT

Fara 22 - Qlagsos of COHINZ

Pasa 12 Teahniea) Matsrial (Mattar)
Para 13 Desrponia

Pera 14 faw Traffis

Pare 15 Coloumdn
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ERDOIAES OF SPCURIIX
Para 16 Pragervaticn of tho Saxoe
Forz 17 o Tise ILimit far Safegumrding
OONT
Fara 18 Protesticn of Indcaterinatel
Fara' 19 Seourity Investigntions axd
Clecr=:050
Rhare 20 Indcotinatian
Fara 4 Riorgoany Indoctiinations
Para 22 Becords of Indootrinated
Paxa 23 Exohanco of Recoads of
Indootrinated Parcons
Fara 24 deocass to COMIN? Agenales
Para 28 Custedy of COMINT Materlals
The ¥ood-to-Xnow
Para 27 Dipeaimation of Catogeries
I and IT OOMINT '
Para 28 Disecaimtica of Categery
III CCHMINT
Paya 29~ Spsoial Hondling for Lindted
Distribntioa
FPara 30 ) Prahibitie on Caoroiadl Uso

o O
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. R 2 Application of Olassifientions
and Coderrnds
, Fra R Tranmaicsien of Oategery X OGINT
Fase 33 Transaisoim of Oatogory IT OOMIHR
Rw 24 Trenssiesion of Category IIT GOHINT
Para 35 Trenmispien of Rav Traf¥ile

Para 36 Uso of Speoial Crypleszaphis
_ Charnals o Ciphers




REF ID:A55107

“FOP SO RET - SRCURT T TRFCRMA TTCH- |
I
|
|

AFFEOIX R

1, Theso prinoirles shall bs tho basis of all reguletions for the
gosurliy and disesnimntion of Cazumicaticn Intslliccses issusd b,yf
& mdir the anthcrity of USOIR or ISTB and other -mmpmu'emcfm
of the Gevermmcals of tho two poarties, 'Bnmcpe-ndpmanngafﬁ
regulations my vary in acoordince with requircmante otthaparueefk,
agsueies, deparizaats, and ainistries to whea the; are degigrod ‘boll
apply, tut all shall be in asocrd with thoeo basie prinoiples in svery
roapoot. To onsure wnifern interpratatica of what eanstitutes ml!t
scoard, cnch pardy ehall forword sll such rogulations to tho other
for inforroaticn. i

.2, Tt 18 raocgnized that, vhile the following prinoiples are in
gonsrel of uwalvorsal spplication, pecvision should be mado for parhmt
ciifisaticns in tho oveat of wayr or ecorgecsy to ensuwre that the ;
maxiren operaticnal benafit ccnaistent with soourity is derived frim
the scures, FProvieica is pzd9 hersunder for modification in -pooi#ic
sitoations. It iz eontesplatod that in tiro of wry, o mepﬁm#ly
ap agrccd to Jomﬂ} by U50IB and 1SIB, additiomel rogulaticns ea-'
bodiing exorgonoy pocvisions Mlhbaaghthtofmbythen{l-
spsative parties, |. '

g
\
;.

|
|
|
|
|
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-POP-BHIRET---SECURITE-DFORATICN.
EO 3.3(h)(2)
PL 86-36/50 USC 3605

3. Somminatien Tntallicwneo, (OGMDT) s the momo givea to all
1ntal)4gencs informatic and toskmdoal mterdal (matter) resulting
fro the intercopileo and stuly of telesamuniontionn, axept oS
ard propagance troadoasts .mtmmwmms&paem@
authoritisg, |

e The tems Ogrriation Tatellierrse, (QOMND) ad |

Bigrsd Intedlirerag (SI0IFT) are ayneay-cus. L

o Txeffie Intallirerce i that Co—rmicaticn Inhnigem:a
vhleh rosults froa trafilc amnlyeis (the stuiy of procedure |
sigmels, callsisns, Eessage heedings, D/F boarings and other !
extornals of cxramisations) and fiaa plain text, 1:e., tntor-!»
matica produccd by all moons mw&oubxlomtnmms::.
of the toxt of intercopted camaunicationds |

4., Commamicaticn Intolligeonte is divided into thred
catogories, as £ollouss

(1) Catogory I COMINT
(2) Category II COMINT
(3) Catogory IIL COMINT

i
!
]
I
I
|
|
|
|
I
!

e2e

-20P-5EORFT .. SECURITY IRERGATIOH
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|

0., Cammmiontion Intelligcoss will be placed in Oatesor!.eip

X, IX ar ITI ap matrally agreod by USOIB and 1818 firca tixo to

|
-~ P ;

|
£, As agretd by USOIB and LSIP, Oatogories I apd 1T GOMIWY

Ecy bs subdivided into soparato elasces fn oxndsy to permit |
aif forcatistion dn tho provasstng, expleitation, er dlesairntion
of miterial requiring stil) more 1inited Elsteibution, |
& Cgtocoyy T COMINT 1s that Cazumicetion Intollizonco forub;uh
the proteotice of ecarss or oomtcat is the ovarriding consideration
snd which must, therafore, be given tho highoat degimo of ecourity l
rroleotion. In goaoral it will irclvdos .
&, Crypt intalligonde excapt that specificelly inalwisd u
Categories XI snd IIX |
By Crypt intelligezoo eecnocrining weathsr Gardved fraa the |
coxmmionticns of mateovalogloal crpanizatices, |
8, Trafiis intelligence involving callsigns or massage E
mmwmeﬁwwoimgmmwmu@;

|
as my b0 spsoified Ly USCIB and 1SIB, |

d, Other traffis intalliganca and esrtain plain toxt material

as spodifioally and mutvally egrecd by USOIB axd ISIB, i

5. Catogory II COUINE is that Comunteatiea Intalligencs for vhich

tho peoisoticn of souros or contcat is not always tho overriding
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sxcideration and forr vhich & 1sss rigid staniand of sccimity is ecc-
#13crcd an sosopiable 7iske Im gsncrol 46 AL fmmdeving
s, Ooipt intalliceroo involving ecdatien of ecdiy, elpirra
exd speoial s5utccs of Low security grading as may to epenified
by USCIB end 1ATH,
b, ALl plain text acd traffie iateiligeroo nod sproifieally

22032 in Ostegwwien I o 1T,

6, Qaterary. IIT OOMINE 48 thet Cermmisatien Intelligenca which
=y b subject to tho least stringent secwrity ragulaticns apd vhigh
may require moro extcasive disscaimatien in erder %o provide for
effootive utilizaticn, In goneral it will dnclwie certaim types of low
lsval COMIF? agroed spooifically snd matwelly by USCIB and ISTB,

T tmnmummmmmmmummtmm
mmmnmwm&cmmnmum:.n
axd ITX apd in such soporate olascos within Catogories I and IX as ‘
my e eslablished, These lists shall be in tha form of ab anna=uYQ

to this Appesdix,

CLASSTICATION AXD OQDEVORDS

8. Categery I COUNE zhall bo classified TOP SICRET and slhall bto
designated by a distinotive ecdsvord agread oo from tims to time by
USCIB and 1SIB, exnopt that Orypt Intelligenns concerning wsathor dow

rivcd fra W&o commnicaticsy of matcoralogior]l organisations shall be

desigsatcd Iy a sopaxato godorsrd.
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_FOP-SEORET - SEOURXFT IO I TIN—

9, Qatcrory YT OOMINZ ehall bo classified SEORET and shiell bo
donizmitod ty o distinciive ecdoucsd zgrecd @ fren #Hmo 30 oo by
COIB and 1318,

10, Qptsxery TIZ COMIHE a2nll bo olacoified o lovor Umn
QOFFIDRATIAL apd sinl) not o desigmted by & cofovsd,

12, Qlagera, WMoDavsr Oatogories I apd IX OQMIET aro subdivided
into coparats olascsa, cach additiomal alass shall bo designated by a
supplemontary oodsucad agrecd om fyca tizs to Hixo by USOIB and 18IB, -

12, Jeatnic) watoried (mttsr) apportairdng to the mreduotien of
COMINT shall beor tho alassificaticn and codsvord(s) approswiate to the
Ros5t ssoaitive catogory and olass of OQMINT to0 which it relates, Sush
teohninn]l materiel (matisr) aball bs hondled ia agotcdsrne vith the
rogulaticon appliscable to that categery and olass, |

13, Dosmmenis whigh roveal agtual nma-s;. PSOIress, ¢ progasses
in the prolustica of CQMIET shall bsar ths classifioation and ecdeuwerd(s)
apriGiwiate to the moat sensitive category and olass of COMINT to vwhich
thcy rolate end shall be herdlcd in soscadarzo with the rogulations
applieable to that catogory and clasa, even though such deduzants may
not reveal COMIKT as sunh,

34, Bau traffig (i.e., intercopted traffio shoving no evidence of
eoocasing for CRIINT purpcsss other than the inolusioa of a camm
mxmber and/or an arbitrery traffio desigcater) shall be olagsifisd not
oy then OCHFAUERTIAL apd ehnll not be dosigmated by a eodowisd,

-’-

OR-SEURAT - SEOMITT-HFGILTIN-
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18, Qodesmeds wood to desigmte Oatcgaries T and IX COMINT, apd
=W alaores inte hish thass oatogoriee my be eubfivided, mhal)
c2olvey Yo ofaosifiod TOP SRCRET epd SECRET respeciivaly, and itholr
LN 0241007 2lal) 2t be meda knen to no-indestetzated psracne, no?
2l theoe eodoiozdc i weed in thoyir solsvord senew In tha proscmin i
of rca-indenteimind porocise

IRNPIFIES. OF SECIRIRE

16, Tho walwm of Ca=unisntion Intollizsssa 4n var and peace
earnct to ovaroatimated; ecnzivvaticn of the source is of susese
impertonoe. Tt is ogcontial, thovefors, that the profuotica, expledtation,
and dssevination of COMINT, and of all ralatcd o resultant inforcation,
be strially ecntrolled and appiciziatuly liwited, Tho Ryaice)l sotity
of ralated dogurcnts is not alone suffiolent; it is osmscntial that
dlm?nm 40 the cistsxso of COMINT, either dirsot or indireat,
be avoidad cxgopt ancng thoad to vhen the knovlodge is ncoassary for
the proper pericizonts of tholr dutiea, The provisicas of these '
rsgulaticas atal)l apply to any intelligenao whish, ia vinle or in part,
inolvies inforzaticn vhich ¢an beo traced solaly to COMINT souzasd.

17, The %49 iuit for tho safeguarding of OGMINT es dafincd
hovein aowe eapivom, It is of the utmcsl iupurtarnos ﬂmtmpl;h
and absclinte silsnss on all Conumicaticn Intelligengo matiers bte
mintadned Iy theo vhe Iave evwr bosn ecentgted with Comumieation

-bea
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“TOP-E3URET- - SEOURITT-TRFCECATION-

Intolligonen arganizetione and ty all individual rcaipients of
Co=—=m1oaticn Intolliccrnag, whother past o asent, wiless sod to
the axtont that they a9 i3 frea this oblimtion by umistakadle
snd catagorioal eder of prepaT mﬂnﬂ.w.u-hnnhdos!gmww
tE9 rocpeotive rartian. If, at any 4ime, indicorsot mattcr roferring
$o Oamraication Intalligenco 43 Wiodiast & publishsd, evan thoush
by precinsnd pecple o thozy im authority, this docn not i any wsy
froo those otucd poreons Wi aXv, or ewc havo boen, prcdussta o
resiplrats of Caxamieation Intalligenoo fica thelr gontinuius obld-
ation to maintain aﬂamo in acgordanso with theso sogulations,

18, Bwiy effort should bo made 40 ensure that no peracs who has
knciledge of COUINT gla)l, as long as this Imouledge is ecnsidercd
80 tiroly and senpitive as to involw a substantial risk to tho seourity
of COHINT seotivitlcs, if cprinioed, bo aseigeod to or bo engagod in
sotivities which might reascmbly be expsoted to place hia in a peaitien
whars ho might be captured by an snacy o otharuise bo ferged to sulnit
0 questicning by third party maticmals, wum of the oporation
cttmamatruumeb.ﬂlbsmmm'immamlytwa@iw
_ofiloers ¢ officials at & level to be established by USOIB and ISIB,

19. Eap? in categeries of pavscas and in Individucl casedn
agrssd uped froa tico to timo bty USOIB and ISIB, sl perscns to b
asaigned to Cammicitich Intellisenso duties o to begcmo redipients

- -

-“T0P-0%0RE?- - _SFCURITY IRECRIATICH
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of Ooxptessien IntsNigorrs alnll bo the subjest of soovrity imsati.
Rilens axd alearartiz, To eomura Kot sah inwsoligations end od=arvents
s Gialler in eharcolar, e=h party 21) farverd regulations govooning
o3 %o e Stiar for Anforaaiden, Tt 45 recoonise? that the stenfsxis
for Unsy Invesilsedcoy apd alenmaross my GAfTer dopeniing upen tho
oatooory of COMINT to vhish 4o indiviswml in questimy vill mw

S0CTTa, et Gat euph Jiffeveiics WALl be canznswrate with e
differenio in the mraitivity of tho COMINT materials invelvid,

20, All parzans to be asaigned to duties involving Categorics I
and IJ COMINT oz tO Becmo scoipients of thepe categcries of COMINT
shedl be indcotrirated (4.e., instructed am to the mtuvs ‘ot COINT
‘and tho scourity rogulations and precticses whish gowara tho hersdling
of COMINT mterisl azd COMOAT sotivitien)s It will not 1o necessary to
indicatrinate pereona who will e reoiplents of G‘teguzy III oCMINT
alenn o vhese dutien vill involw only this categzory of COMINY, |

a, Kuoiledco of spscifie satogarien o alaseos of COMINT
shall by made sTuilalble to Indootrinated perscas only em the
.besin of thely "necd to knou,”
b Xvogy effort aball be mads to reatrist the mmbap of

poroens indcoirinated for OOMINZ to the abselnio minimum, I%

is zecogiiscd as acnsistant vith this prinoiple that thero msy

be a subotantial differcaco in the mmbsr of indcotyinated porsizn
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mn;m-toﬁmuﬁmntmtc;ﬁdoomqmessserwm.
6. It i) ¥ porsiesible fcr.bﬁmu-imtsd peracn vo

hevo eas500 40 & Jeos scusitive eateccsy o eatszorics apd

clazemo(es) of CRUIHT to vark vithin Agensles ¢ Oemtors in which

tHharo aro lecai-l othir peTaco engaged i o predootion &
aopleiiation of & nero scnaltive eatepory o eateozories and
clras{es) of OGHINY, cnly eo leng as dvo precaniieh shall be

takcn (by providing eogragated, scoura areas or otharwied) to

WISUT9 that tho activities and knculedgo of saoh porstas aro oo

fircd to the COMINT matorial and cotivities for vhich they bawo

ae3050, .

A, In tioo of wor @ CRoTgeasy, o wdor other spotifie conditiena,
a8 agracd ty ISOIB and LS(B, exveptiaal occcagitns ray arise vhers it
is oomsiderad esssatisl for an individual to taks up duties invalving
Saxnmieaticd Intellirenoo before & eesurlty invoastigatich and alsaranso
ean bo ocspleted, In such cascs, ths perca otisorned may be suitally
indostvinated ca tho authority of such ssnior offigass & officials
umdoaignawdtgtharaapaouvopnrﬂur In all such cacss, stepo
altall bto taken to ensura that scsurity invostigatiens and olearacess
arc capleted as sota as pcasible aftor indeptrirmation,
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22, USGIR snd 181D shall saintedn avrlete Msta of pspeco
eroeatly havinz aseesa to Cetasciies I and IT COMINT wndor thelr
rospastive Qovsrmrnide

23, USOIM exd 1872 shall keop ecch otiur ully dnformed of the
Dopart-onta, Kinisicles, Agondles, 0£ffic~s, Boadquariins, apd Coxcsds
TC2tving Oats crice I apd YT QGINT, or either of them, or sy o o
mY9 olaspes thores?, irdisating ths approxireto mmbse? of indostrivated
poracnd having accoas o esoh entezozy and olesg,

A, Fo ratie=nl of @ party shall bo peinitted aceoss to the
othor pariy's COMIKT sgoronies or CQIUINT materials o knouledgs of tho
odstonge tharens, ualoos ho as bozn approved by his parcnl ageasy o
Board and has bocm paoperly indootrinated, Surh acscss o knovledze
ehall et all timpbe linttcd siriotly to the entogory or cntogorles and
olaso(es) of CQURT for whish tho peraca ec=2arnsd has hesa given
msmumltw‘dtwucp.mtwwhﬁ. .

25, BExoopt as implieitly irwolved in tho oparatita of paragraphe
27 and 32 L)y, desuscats ocataining Catogories I and IT COMINT apd
teohaionl mtorlal (matier) o infoymation revealing sotual suocoss,
PGETrass & procosses in tho proiuoticn of thoso categeries of GOMINTY
ehal) ronin exolusively dn ths eustody of indcgivdmated poraons,
seown fidia exxainmtion by ac-indeoiuinated poTsors,
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EO 3.3(h)(2)
W — P"L 86-36/50 USC 3605

b, Tn hu:o Elniple geveralng Un pnéucuna. sxplsitatic,
st Glescimtich of OOMINT &8s thy "nosd ¢ know,® Miﬁaauf

QQUIN? etell, therofare, bs Mado kncvd mly to-thoeo Andividuals
mmmsthmwwmxﬁnmm,@u
ercalfionl)y provised 48 pregrasts 7 and 29 balcy, bave Loca da-
diviratsd and awhoriscd ¢9 kv agtuss to the paf“-im\larmtcae@y
o olass of OOMINT 2o vhish eugh Sts3 apportiatem,
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g« In makirz %o G20pticys Qoccsibed An patagraphn 29 el 4
abe7o, & stviied effcrt cball be mids 0 soawro had incefap as
peasitis, sotien caznci Bo atirituied to Categories I sad IT OOMER?
m. Any poooacrry scunieatien ghall Bo 69 wrrdcd that the
gubjent mttar cervat 2 Geccd 6301f1¢al)y t0 oca acuvecd
(VAth zaras, times, positicnn, and other deta 1dcntloe) with that
frca Gelginml dcatypied tarls mittad or carofully disgalesd wWiecstol
possibls), If such a emmmication is $0 o transaitted Ty a mcens
poad Yo fntardaption, 4t shall o Ghoarypiad in the available
arypiegrarhis clamal er eipher of greatest sseuity axl mest
linitsd distrituiicn, The CAINT ecdoucsds shell not be uecsd Sa
eaxsaticn vith sugh & gtmmpteatim, Uniwdogteineted psrsomnd
invalved are to b glven caly o misimm informntica they reguive,
28, Catcgory III OOMINT may to disscamimatsd im socerdsnee vith the

@mﬁm&n&ﬂqummummmw
piellar clasaificaticn, pocvided thats

8, Whezsver Categesy 111 COMINT, Annluding any intelligenss
whieh in vhale o in part cam bo twrogsd palely to Categary IXX
OGAINT soureas, is to be trensxiticd by a msans expuecd to
intervoption, it shall be tramsaitied in plain lengwoge caly whon
thoro 1s ro suitabls mcans of scowre ccxaniecction, Suzh plain
langvags trangaiesicng shall be in the fora of opaiational oslasad
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s JEO33(h)(Q2)
RL 86-36/50 USC 3605

9 oS Pt €2 ohivat sattcr senent b reccfl spenifienlip
to 9 CIHING #5710

¢s Catogory III OQHTHY, 1xolyding soy intelllzse=zno whisch
in viole o In part can bo trusod sdlely to Oategcry IIX OOMIAR
£XIN29, 1]l not Lo digsmminated to thiyd periy rooiplents esps
wler o fallowing acnditicnst
1) Tn tuo eveat of OMINT arracgeccats vith thivd pavtics .
within the frersitek of dllied ecumends, Catogory III COMINY
my bo-Taleased t0 thico talnd partios 4 ‘seccrdanso with the
provisions of Appondiz P and 1t pertlzont annaxwarad,’
(2) Dwring sotive s1litesy bostilities o in the easo of
an exorTgesey invalving a matts? of Loolaptd to ths natices}
pcourity of elthcy pewiy, Category III COMINE may be disermisated
to maticmals of third parties vid are engaged direotly with the
lﬁce!!lhhmhmﬁuﬁaaeemmmmmvuh_ﬂa
U8 or B in doaling with tho emsrgensy involved, Tho deterulmation
of & requivczont ¢o zako this exneptiion shall o sudo enly YWy
sezice offigare o offleials at a lovol t5 bo established by WCIB
and LSXB,
-ls
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29, In tho ewun? dat elther priy welnss 1041v14nY itTo oF
CHIFT wiioh, by roeccn of U extrico oeitivity of Wnir scor) &
mﬁtﬁm?ﬁhumammmmmwawmm
o given 0 tw satecrT7 ar olarp of OQITHT within uhieh they fll, 48
vill o for tho origiroting party te ixdicate the naturo ef the spoaiad
mngéumdwﬂt.omm;% that tho other party affud ainilasly
Untted dlasmintion, '

30. Coxmiieatdicn Intallisenco: slell neveor wdsr any olre=xsicnsss
& in any fora be dlseeninated o any Ministry, Departzont, Agwsy,
Orgenizaticon, OfPisg, c individel frca whish o from vhem 4t might
roacttbly o axgsated to find 1ts vy, affisially o tra-officislly,
into the poceaneica of eny pezecn o givnp whio soculd uns it for edixsrois}
omnpatition o .oc::z-;?asal. gain ar advantago,

EROORINRES
N, The apraupriate elassification and codewcid adall appsay on

owry shent of paps® whieh emiairs or disglozss Categuries I and IX
CQMINZ, taolnical matorial (matter) sppsitaining to thesa categerien of
CQMINT, and doduzents which reveal sotual surcass, progress GF pProlasces
:ln'ﬁm peoduciion of thesze categeriss of COMINI, This rule applies to
m2pe and charis o vhich aro ploticd data and informatica derived fyem
theso catogories of COMINT,

EO 3.3(h)(2) - 16 -
PL 86-36/50 USC 3605
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32, Catogory I CQMIKT and TOP SEORET technicel material (mattsr)
8kl not bo transaiticd in plain langvage exsept es follows:

8e BSealed, Ly c=foband ghammols, tvoxr Iutos spesifically
sppecved by USOIB or ISIB, Such apprcial will be s excoplice
visnTd sueh rcutcs izvelve air or land tranaport oveor the territory
of a thind rariy,

be Over landli=es sposifically approved in each instanco Ly
USGIB or 1SIRB,
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e, Ovor ocipletaly pratiated Yool ecammioatied systens
elvsiTaly intievz]l 0 agorsies o affiess profding o Gillising
Corzrontoatiess Intellicenso,

33, Catsgory IX COMIET epd SEORED terlwien) mmtarisl (metier)
stel} nct bo traxsmitted An pladn lapgnage caoepl as provrided inm pamn--
grazh 32 adove of by Steotsd postal chenne)s ovir Toutas aprreisd by
WOIR g 18TR, ‘

34, Catigory III COMIN? axd CONFIUSNTIAL taohnioa) matorial (matter)
a4 be treasitted by OQUN? ehamwls vhercver pessible, bud may bo
transaitted by senaantic) ehapals veod for intelligern:s materials of
sinila> olaseification, It shall not bo transaitted in plaia langiard
b;amnaupﬁdﬁinﬁmpﬁmmoﬂuwﬂiddbm&.

35 BRaw traffzio olasgified CONFIDERTIAL shall not be tranmittad
in plain langwage excapt as provided in paregraphs 32 axd 39 above, The
rostrlotiens on tha sonvoyanoe of mv traffia ovar o torritory of thixd
partiss mey be rolszod bty USOIB or ISIB excopt that sush relaxaticy wild
bo b0 exespticd In tho oame of rew traffis originated ty paticeals of
the third parte imalwed,

36, Rroopt as provided in pavegrath 2 aboros

e Category T CQMINT and TOP SECRET tgchnies)l material
(matter) tranemittcd in emovypted form shall be emorypied in
speolal orypiczraphio ehamnols or oyphcra exprussly provided
for theocs subjcata.
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b Coatagtyy I3 COUNT spd SECRET teckuiood materisd
(rottes) tevamitisd in esorypicd Lo @al). Yo eworypts 18
SpRW) igplogaphls eharvla op OFpticre eryrsedly ravidad
fo thezs subjeots, taes:'slim in peragysih g abony, o in
ths highsot grade o7 3ar avuilatla,

Q. Eowsior, in tho east of RIRRX or sinliarly sermo
ayptore, the tsanssizsicn of Carmmioatisn Intolligemes, TOP
SEORST and SEURE? terinieal mattsrs ad row trafflg odur W
sera oharmal is autherised, prowidod that sunh ohonnals ard
roeczead for thesa sudbjeots exnlusivaly,
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