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1, Pursusnt to the decision of USCIB af ts_s‘x'\i")'thiimeeting on 24 March
1952, the Deputy Coordinator| ,«“ __|for the purpose
of moking an informal explans ‘koncerning the
results of the ERUSA conference held in on. 1n Janunry 1952,

2, The Deputy c:m-dimtor caued upod Ly |
on the afternoon of 10 April 1952, The contents of uscm mjaoe, 8 SumATyY
o0y vere explaired to the latter, After this

presentation, o stated that, in his opinion the;-e did not

eppear to be much. :I.n the .nta of d:!.rect concem | He inquired
if it would be necessary| view
was expressed that this would probably not be necessary as thes arrange- ,
nents were regarded as coming within the scope of fhs
the provisions affected were virtually the some in|

[ | The new errangements might, therefore, be considered merely as

agreed interpretations., In response to a queatian as ﬁo the manner in
vhich[  lnight desire official notification,[ ; kndicated

. that he considered a. regume’ of the type m-esented wu.m 'be sufficient for
purpcses of ; “Itwasagreedthatsucharesme' would be
mrepared a3 800n a3 practicable. .

ng the sbove presenta.tion, the Deputy cmrdi.na.tor infoyrmad

t the U.S. had entered into certain arrangements with
foreign egencies or individusls for the purpose of cobtaining raw material
in return for cash and/or equipment., None of these arrangements was
specifically identified, | lwas also informed, in genernl
terme, of the recent agreement | lfortheexchangeofraw
traffic, but the means vhereby this agreement wes establiched were not
indicated, It was ggreed that this informaticm would also be submitted

in memorandunm form with the aforemntioned resume', PFrior to this
notification concerning on was received by
he Cogrdinator to the ect that the Direcw m taking sim:l].a.x

action,

k, In sddition to the foregd the quesﬁ!.&n of rei“;e.tions beween
the Senior U, S, Liaison Officer ond |wms
discussed, | [ he Telt that

the proper chamnel for handling policy matters was through elf,
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—JOP-SHERET - SECURITY INFORMATION ' 18 April 1952
SUBJECT: [ [participation in U.8,/U.K, Collsboration on COMINT
Matters

, t conference, | |ra:lsed the question of
|in U.S o-Briti.ah conferences. The D.puty Coordinator
stated that,in view of the respective contributions and interests of the
three nations in the. total COMINT effort, it was hardly reasonable to
ezpeetthmtositdpmuequalms in discussions of the various

problems that a ,thattheeonTMl
are essent

which led to the|
8¢ _reagons, it g wedpmperwmhe

ones and that U.S,

no deﬁn:l.te decision for. or ageinst as & general
rule, but instead to ueide on the basis actually involved
in each eonterence. 1 |appeared to accept this point of view
and 414 not press . +the matter further. He stated, however, tho
anxioustophyausefulpartandmuldweleme U.S. guidaneeto end,

6 mestion a.lso arose ag’ to the matter. of procurins COMINT studics
prepared by the U.S. intelligence agencies, It was pointed out, as had
previcusly beaa done, that these studies were under control of the agencies
preparingthemandthatAFSAeouldsupplyonlythose that had been released
by the m 8, Requests for additionsl material would have to. be made
tothalatterthrmz@themperchamals.
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Rear Admiral, U, 8, Ravy
Deputy USCIB Cecordinator,
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6. Category "C" COMINT ia defined as those results appertaining to
tho' analysis of enciphered weather messages.

7o Category ¥D" COMINT is Communication Intelligence of such low
degree of gensitivity of source that its compromise would have a minimum
effect upon other sapects of the overall COMINT effort and which, to be
usaful, must be disseminated operationally to substantial mmbers of indoc.
trinated persormel, cleared for the classification gppertaining to its
content. Operational dissemination, as used herein, includes dissemination
to combat units in the field and to other recipients having the "need to
knou®,

8. Unless otherwise specifically sgreed by the USCIB Coordinator
and the Direotor, GCHQ, Category "D® COMINT shall be strictly limited
tos (1) those results pertaining to traffic smalysis (including
Direction Finding) of specified target nations wherein no analysis
of complex procedursl systems is involved, and (2) those results sp-
pertaining to ths analysis of umencrypted messsges (including those
transmitied by voice) and of eryptosystems of s low oxrder of
ceryptosesurity.

INDOCTRINATION

8o Except in categories of persons snd in individual cases ggreed
upon from time to time Ly USCIB and LSIB, all personmel to be assigned to
Communication Intelligence duties or indoctrinated ss recipients of Come
municstion Intelligence shall be the subject of speclal security inquiries.
To ensure that such inquiries are similsr in character, each party shall
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Lorward gll regulxtions governing the same to the other for information,
as It is recognized that the standards of such special security
inquiries may differ depending on whether the individual in question
will have sccess

(1) To Category "D" COMINT and/or Category “C" COMINT,
onlys or

(2) Additionally, to Category ®"A® COMINT and/or
Cstegory "B® COMINT

end that such differences will be commensurats with the difference
in the sensitivity of the materials included in such eategories.

ba The principle of indoctrination iz based on the "need to
know®, which means that each person will be indoctrinated only for:
such portion of Communication Intelligence (which may be any one or
more classes of COMINT) as he requires in order to perform his

assigned mission. The indoctrinations for the various classes of
COMINT will differ in sccordance with the "nesed to know",

Ge Above 8ll it is imperstive that unauthorized persons be
prevented from ascertsining, (1) the scope of the COMINT effort, (2)
the degree of success obtained in general, and (3) the specific types
of commnications which can be read. It is only by a strict applica-
tion of the principle of the "need to know" to COMINT indoctrination,
as wll as to its dissemination, that 1t will be possible to minimize
the risk of commomise inherent in the indoctrination of substantial
mumbers of individuals.

* do A person who hss been indoctrinated for one or more of the




o hlre o

Jess sensitive clasces of COMINT may be indoctrinated for oune or
more of the more sensitive classes thereof only after such
individual has been the subject of the specisl security inguiries
applicable to the more sensitive materisl,

e In time of war or emergency, or in avreas agreed upon £rom
tims to time by USCIB and ISIB as subject to Emergensy Regulations,
or otherwise an agreed by USCIB and ISIB:

{1) Exceptional cccesions may arise where it is considered
uaentiﬂformirﬂlﬂcimltohkeuph!sduﬁes before the
special security inguiries can be complsted. In such case,
the psrson concerned may be suitably indoctrinated on the
authority of such senior officers or officials as are designated
by the respective parties. In all such cases, steps shall be
taken to ensure that special security inquiries are complsted
as soon g8 possible after indoctrination.

(2) Tt may be considered essential to employ, solely for
intercepting or tramlating raw traffic in commestion with the
production of Category *D® COMINT, persons as to whom the
prescribed speciasl security inquiries sre impoasible or ime
practicable. In such cases as are spproved by USCIB and LSIB,
the persons concerned may be specially indoctrinsted for such
limited purposes, and not otherwise, affer such special
security inquiries as msy be practicsble have been mads.
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9. TUSCIB and 1SIB shafl maintein complete lists of peracms currently
indoctrinated for Category "A" and Category "B" COMINT under their
respective Govermments, specifying in each instance the one or more classes
of COMINT for which the person concerned bas been indoctrinated,

2+ No nationsl of one party shell be permitted sccess to the
other party's COMINT agenclies or to the products, or knowledge of the
sxistence thereof, wnless he be approved bty his parent agemoy o>

Board, and be properly indoctrinated, and such gccess or knowledge

shall st all times be limited strictly to the particular one or mére

classes of COMINT for which the person concerned has been indoctrinated,
with the spproval of his parent agency or Board.
be USCIB and LSIE shall keep each other fully informed of the

Departmenits, Ministries, Agencies, 0ffices, Headquarters, and Commands

recelving Category "AY and Category "B* COMINT, or either of them, or

any one or more classes thereof, indicating the approximate number

of indoctrinated persons qualified to receive each class.

GENERAL PRINCIPLES OF COMINT SECURITY
10, The value of Communication Intelligence in war and peace cannot be

overestimated; conservation of the source is of supreme importance, It is

essential, therefore, that the production, exploitation, and dissemination

of COMINT, and a5 well of all related or resultant information, be strictly
contolled and sppropriastely limited, The provisions of these regulstions

shall apply to any intelligence which, in whole or in part, includes items

which can be traced solely to COMINT sources,
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