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MEASURES ~ m INCREAS:iiD §~C,'qf..ITY ~ MQlm ... EF...,·F...,I ... C,..I..,.E-NT--. 

UTILIZATION OF COMMUNICATION INTELLIGENCE - -
:m! .PR-.O_B_L_E;;;;;;M 

1.. To consider whether any ohanBe should be made i-n current 

regulations governing the handling ot OOMINT in order (a) to pre

serve and improve security with respect to the more sensitive types 

ot COMINT and (b) to improve the ettioiency of exploitation or the 

less sensitive types thereoto 

FACTS ... BE-r..AR-=-I::;;;NGo;;. Q!! .!!!§ PROBLEM A1i]2 DISCUSSION 

2. See Enclosure "A" attached~ 

CONCLUSIONS 

) On the:basis or the disoQanion above referred to 9 it is 

concluded that~ 

a~ It is practicable and advisable to separate OOMINT into 

tour distinct categories (A~ B, 0 9 and D) 9 each ot which 

may further be subdivided into separate classes 

b, The OOMINT material to be included in each category can be 

determined on the basis or sensitivity ot source or content. 
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c~ A distinction can and should be made in t 

standards required for the more sensitive categories 

(.~. and B) and those required tor the less sens1 tive 

categories (0 and D) i' and such distinction should be 

commensurate with the relative sensitivity at the 

materials included in such categories, 

d. Indoctrination should be limited to the particular class 

or classes ot OOMINT as to which the indootrinee has a 

legitimate "need to know." 

e, Existing principles ot OOMI!ir security should be main ... 

tained with respect to the more sensitive categories 

(A and B) . 

t. The principles ot OOMINT security applicable to the leas 

sensitive categories ot OOMINT 6 (O and D)~ should be r~ 

laxed in order to permit maximum utilization ot this 

material~ but such relaxation should be speoit1oally 

regulated so as to 1nsureQ so tar as possible& that this 

is accomplished without risk to the OOMINT ettortg and 

particularly to tbe more sensitive categories thereof, 

RECOMMENDATIONS 

4· It is recommended that the re~ision ot Appendix B ot 

the BRUSA agreement attached as Enclosure B be accepted by USOIB 

as a basis for negotiations with the UK.~~------------~~~ 
Uo 2 Q 

EO 3.3(h)(2) 
PL 86-36/50 USC 3605 
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Enclosure A 

1- All oommun1oat1ona intelligence (OOMI~T) is currently 

subject to special security regulations to insure that it will be 

produced only bY.[ and disseminated only to9 specially cleared ~ld 

indoctrinated personnel having the "need to know"o Under existing 

regulations~ the number ot such personnel is to be restricted to an 

absolute minimum: 

2 The prtmary obJective ot such special regulations 1s pro~ 

taction ot source: 

a, It is recognized that any nation reasonably sophist! ... 

cated in cryptography which learns that its communications arf' 

being read 1a capable ot deny1ncD or at least m1n1miz1ng 9 that 

source ot intelligence to others. 

b. It cannot be assumed that foreign nations are unaware 

that we are engaged in a OOMINT ettort Heverthelos~ 1t !a 

ot paramount importance that they be prevented from asoertaino 

1nge part1cularlJ on a current basis~ (1) the scope of that 

ettort 9 (2) the degree ot our success in generalg or (3) the 

speo1t1o categories or communications we are able to read 

o ~ I'b la also :reooRD.1zed that the dauger ot compromise 

ot a particular source varies d1reotlJ wlth the number and 

the reliability ot the persons having knowledne or that aourooJ 

Erlolosure A ) _ .. • 

TOP SECRET SUEDE 



3~ The basic de~inition ot the prinoiples o~ security and 

dissemination applicable to OOMINT is to be round in Appendix B to 

BRUSAt entered into 5 lfu.roll 1944·· It is therein stated (paragraph 2): 

''lt is recognized that 0 while the tollowing prilloiples are 
in general of universal application~ certain of those primarily 
applicable to peacetime must be mod1t1ed in time ot war or 
emergency~ to ensure that the maximum operational benefit con
sistent W1th security is derived trom the source~ Provision 
is made hereunder tor the necessary moditloations, In time ot 
war or emergencyr or exceptionally as agreed by USOIB and LSIB9 
~ergenoy Regulations embodying the emergenoy principles con
tained herein shall be brought into toroe by the respective 
parties,'' 

4, Appendix B to BRUSA was amended in several relatively Wl= 

important particulars at the U~S~-British Technical Oonterence 0 15~ 

26 July 1948 9 but it has not been signitioantly changed since 1946~ 

No general "Emergency Regulations" have been brought into toroe by 

the respective partiea-

5·. among the developments indicating the advisability ot 

making substantial revisions to 4ppen41x B at this time are the 

toll owing: 

a.. Active military operations are being csonduoted in the 

Korean Theater.. This has brought about a rapid increase in the 

number ot persons engaged in the various OOMilf.r activities~ It 

has also multiplied demands tor a more up=to=date approach to 

the problem ot disseminating COMINT to lower echelons 1n the 

oamba~ a~s and the p~oblem ot e~teot1ve operational use ot 

COlvtiN'l' '> 

b The state ot ~oold war" wh1oh exists in other sensitive 

areas constitutes a grave emergency which puts upon us the 

·- 4 "" 
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obligation to exploit to the fullest our all~souroe intelli~ 

p,enoe potential. Such exploitation requires the cooperation 

o~ a relatively large number of individuals and raises 

di~tioult questions as to the most etteotivei secure means ot 

exploiting and disseminating OOMil~0 questions which did not 

exist 9 at least in their present torm,. when Appendix B was 

agreed-; 

o~ In partioularp intensive exploitation or plain text in 

conjunction with low and medium grade decrypts is a development 

which has occurred tor the most part atter the etteot1ve date ot 

Appendix Bii and it has not yet reached its peak,) The importance 

ot this development is augmented by the denial of high grade 

~----~~eoryptso Because of the nature of this mater1alp ita 

ettioient exploitation requires the cooperation of 0 and con= 

sultat1on w1tb" more 1ndlv1duals than any other category ot 

COMINT, 

d. Despite the special seGuri ty regulations made applicable 

to CO:MIN'l.'" various important souroes o:tl loOMINT have been 

denied ~o us... Although the causes thereof are not known with 

certainty, there has been an apparent relat1o!l! between our 
' 

success and denial 1n a num.ber.ot instances which it is d1tt1= 

cult to attribute to coincidence~ 

6._ In the light ot the toregoiltg developmentis 51 lt is believed 

that Appendix B to the BRUSA .Agreement 1n 1 ts present :torm is not 

adequate to insure that OOUIN'l information will be exploit8d. and used 

EO 3.3(h)(2) 
PL 86-36/50 USC 3605 ~· 5 .. 
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to the maximum extent consistent with protection ot souroe 9 since it 

does not 

... autticiently retleot the existence ot de facto states ot 

war and emergency; 

-recognize that problems analogous to those involved in 

making ettective operational use ot omliNT arise 1n the 

non~operat1onal exploitation ot this material and should 

be provided :ror in like manner; or 

=provide sutt1c1ent guidance in solving the security 

problema inherent in expanded exploitation ot plain text~ 

in conjunction with low and medium grade decrypts" by 

greatly enlarged statts. 

7-:. The principle ot "cODlpartmentalizatlon" 1s recognized 1n 

the currently etteot1ve Appendix B to the BRUSA ARreement: 

a.., Although intelligence isg in a sense, a "seamless web" 11 

the very concept ot classitication tmplies that various types 

ot intelligence material canQ and should for security reaeonsG 

be segregated tor processing~ tor exploitationi and rar 

dissemination 

b-. In the COMIN'l' t1eld 0 tor a number or years prior to the 

BRUSA J\gl"eement; the oonoept ot a codeword deaienator was super

imposed upon olasa1ticat1on and 1t served to distinguish all 

COMINT trom all collateral 1ntell1genoeo Only speciallJ oleared 

and 1ndootr1nated personnel are qualified to process~ to t~plo1t 9 

or to receive codeword mate~ialo This protection has been 

.. 6 = 
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extended to the codeword itself 

o., Further retineaent of the same prinoi ple is also illus

trated in Appendix B to BRUSA~ wherein COMINT is subdivided into 

three general categories 9 each designated by a separate codeword 

and each 0 at least to some extentu subject to special handling, 

Each element ot OOMINT is allocated to one or the other ot th$se 

categories~ namelY: 

(l) "S,eeoial" Special Intell16enc! - Special Intelligence 

whioh by virtue ot its source or content requires exceptional 

safeguards~ This material is designated by the codeword 

applicable to Spt=cial Intelligence with the prefix "Special" 

or by an agreed subsidiary codeword (Appendix B0 paragraphs 

17 and 22). 

(2) Specia.l; Intl!,lli,£enoe .... OOMINT which by virtue or ita 

source or content re~uires safeguards less exceptional than 

those employed tor "Special" Special Intell1eenoe but more 

restrictive than those governing Trattlo Intelligence (eogng 

Appendix B 11 paragraph 4) ·· 

()) Tratt1c Intell~ence - All other COMINT protected 

by the special security regulations applicable to COMINT, 

but less restricted than either "Special" Special Intelll

genoe or Special Intellicence (e.g~g Appendix B9 parac~apb 

5) . 

4. The ultimate developlllent of this principle is the C()D= 

oept ot the ''need to know" P .... ._the concept that each item ot 

- 7 ~ 
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COMINTG even within the foregoing general oateeories, is to be 

made only to those cleared and indoctrinated personnel who re

quire it in the performance of their dutiesc 

8~ It is believed that existing problems oan be solved without 

any fundamental change in principle by: 

a . Revising Appendix B or th'e BRUSA Agreement in suoh manner 

as to implement this principle ot "compartmentalization" r which 

principle should be adopted to the current situation; and 

b:. Making appropriate changes in the regulations and 

operating procedures ot the Agenoies 9 the operations ot which 

are coordinated by USOIB~ so aa to reflect and apply such re= 

vision .. 

9 l!.:nolosure Bp attached 0 is a recommended revision ot Appendix 

B ot the BRUSA Agreement which dltters from the existing version in 

the following maJor respects: 

ao Revised: COMIN'l' is de1'1ned so as to exclude from special 

OOMINT regulation: 

(1) Preas and propaganda broadcaatsQ and 

(2) Unencr,ypted military messages or a 

tactical nature;) 

Existing: Appendix B in its present torm contains no 

such express exclusions~ althousb in praot1oe 9 

the first is not regulated by USCIB or LSIB 
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b Revised: 

Existing: 

OOMINT is divided into tour general 

categories (A0 B, 0 and D), and pe~1ss1on 

is given to sub=divide each oategor,y into 

separate classes~ 

As pointed out above~ OOMINT in practice is 

divided into three general categories and 

provision is made tor certain classes within 

each category (e go, items or "Special" 

Special Intelligence and W'eather Intellieanoe). 

c Revised: The basis tor division into categories is 

sensitivity of source or content. 

Existing: Primarily the basis tor division into oata~ 

gories is cryptanalysis as distinguished 

troM trattic analysis9 althoup~ sensitivity 

ot source and content is recognized to a 

limited extent, 

d, Revised: Indoctrination is to be selectives. based on 

the "need to know''., in that an ind1 vidual 

will be indoctrinated only ~r the particular 

classes ot OOMINT he requires to pertorm hia 

mission and will not be told aboltt the others.) 

Kx1at1ng: No corresponding provision is contained 1D 

the present Appendix B, 

e, Revised: A distinction is made in the security inquiries 

required tor clearance and 1ndoot~inat1on into 

- 9- • 
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Categories A and B on the one hand 0 and 

Categories C and D0 on the other~ It is 

contemplated that this provision will be 

implemented by USCIB so as (l) to continue 

existing clearance standards with respect 

to Categories A and B9 and (2) with respect 

to Categories 0 and D0 to require clearance 

standards not less stringent than those pre= 

sently required tor SIDCRET~ 

Existinr.: Appendix B makes no suoh distinction. 

t.. Revised: It is specitically recognized that there may 

be a substantial dirrerence in the numbers 

ot persons cleared tor the respective OOMINT 

categories-

Existing: In its present torm~ Appendix B contains no 

such speoit1o provis1on9 other than the 

principle ot the "need to know", the appl1= 

cation ot which is not spelled out:· 

g: Revised: The existing general principles ot COl.4IN'l' aro 

reta1ned 9 but it is speaitically provided: 

( 1) \Yhen and by whom an exception !l1aY' be made 

with respect to each category ot C0!.4I.N'l\ 

and 

(2) That Categorr a and D COMINT onlf mq be 

dissemin~ted to un1ndootr1nated personnel 

when suitably "disguised"" and the meaning 

" 10 ... 
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ot the term ''disguised" is defined., 

Existing: Provision is made tor exceptions to the 

general principles ot OOMINT security but 

such exceptions are not sufficiently 

spelled out nor are they sutticiently 

elastic to permit adequate exploitation 

ot the less sensitive oategoriest the 

compromise ot which \\'Ould not endanger 

other aspects or the CO:MINT ettort •' 

especially in time of' limited emergency 

or localized hostilities~ 

h. Revised: Two additional seneral principles ot OOUINT 

security have been addedD namely: 

(1) Provision is made tor the exchange ot 

UK and US clearance standards to insure uni

tormi ty; and 

(2) So tar as practicablei in the dissami= 

nation ot each class ot OOMINTg even thou~h 

to cleared and indoctrinated personnel having 

the "need to know"., technical data identifying 

the particular source is to be omitted" 

Existing: Appendix B in 1 ts present torm contains no 

correspondinG provision .. 

i.) Revised: Each class ot CONINT is identified by an un= 

olassitied "designator"" the meaning ot whioh 

S!. 11 .., 
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can not be revealed except to persons author

ized to receive (cleared and indoctrinated 

tor) the material desienated thereby~ 

Existing: Each category is identified by a classified 

codeworde but the meaning ot such codeword 9 

in practice, is not revealed except to 

person authorized to receive the material 

designated thereby, 

.1-~ Revised: The olassitication ot COMINT material is to 

be deter.m1ned in accordance with established 

standard&~ provided that: 

(1) All Category ''A" must be olass1:tled 

TOP SECRETp 

(2) J\.11 Category "B" material must be 

classified not less than SEORET 0 

()) All Category 0 and D material must be 

o1ass1tied not less than CONFIDENTIAL, 

It either the OOMINT designator or the 

class1t1cat1on as applied to a particular 

item requires a more restricted handling~ 

such restricted handling is to be given the 

item. 

Existing: The inter-relation ot codeword and olass1t1-

oat1on is not made entirelY olear 
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, 
k Revised: An attempt has been made to put the various 

provisions ot Appendix B 1n a somewhat more 

logical sequence~ 

10 Enclosure Or attached~ attords an indication or the etteot 

ot the adoption ot the recommendations made in the present studyr as 

respects: 

a Particular souroe9 

b~ Classification. 

Co Clearance standards& 

dQ Numbers ot persons cleared& 

e. Oompartmentat1on9 and 

tQ Dissemination outside USOIB intelligence comronen~a, 

lln The principal advantages or the reoommsndatlons herein pro

posed are assessed as tallows: 

a. A return to the strict application ot highest security 

standards tor the protection ot the moat sensitive OOMINT material 

by means or separating tram the present 0 overall body or special 

intelligence a large body- o:r low level and plain text material .. 

b, The establishment ar a :rlexi ble mechanism tor handling 

unique problems (such as WHEEL) on a regulated rather than an ad 

hoo basis. 

o~ Provision tor broad dissaminatio~ at low-level tactical 

material tor which such dissemination is neoesaar.v and outweighs 

the degree or risk involved . 

d Provision tor broad dissemination and use ot plain text 
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material without detriment to the most sensitive COMllft 

with whioh it is now assoo1ated1 

e Striot regularization ot procedures tor sanitizing and 

diseuising materials-

fn Allowance tor a great increase in the etficienoy ot 

COMINT operations through: 

( 1) Permissive lowering ot investi{'!at 1ng and clearano e 

standards tor indoctrination to handle low=level 

materials c. 

(2) Alla.vanoe tor clear-out oompartmentation w1 thin 

the OOUINT eftort-

g. Anticipation ot a olear=·out delineation ot those OO:MIN'l' 

activities or products which may be exchanged with third parties, 

12. The principal risks appear to be as tollows: 

a Considerable increase in the number ot people involved 

in OOMINT activities with respect to the less sensitive categories .. 

b, Considerable tnorease in dissemination with respect to 

suoh categories, 

o~ The admission ot large numbers of people to only one ot 

the tents on the midway thereby arousing their OQrios!ty about 

other s1d eshows 

- 14 ,.. 
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l-2o I'NTRODUCTION 

DEFINITIONS 

3o Communication Intelligence 

4o Category "A" COMINT 

5., Catego:ey' "B" COMINT 

6o Category "0" C01niNT 

7 o Category ''D" COMINT 

INDOCTRINATION 

8 o Seouri ty Inquiries 

ao Standards ~or each cateaoryo 

b-do Determination o't ".need to know" for 
indootrinationo 

eo Emergency waiver of security 1nquir~o 

9o Maintenance and exchange of records of indoc
trinated personnelo 

PRINCIPLES OF OO!££NT SECURIT!' 

lOo General 

llo Restriction on combat activities ot indoc~ 
trinated personso 

l2o Time limit tor safeguarding OOMINT never expireso 

Enclosure B 

-15-
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1). "Need to know" as applied to each item ot COltrNT; 

restrictions on numbers ot persons cleared ror eaoh 
class ot COMINT; commercial advantage prohibitiono 

PRINCIPLES C1l COMINT DISBm.fiNATION 

l4o General 

lSo Designators, classes, classification bt designators, 
lists or cor!INT UDder each dasignatoro . . . 

16o Classification of Categories A1 B, 01 D, Raw Traffico 

l7o Specific Principles of Dissemination Appl~oable to 
Category "A"o 

18o Specific Principles of Dissemination Applicable to 
Category "B"o 

19o Specific Principles ot Dissemination Applicable to 
category "C "o 

20o Specific Principles of Dissemination Applicable to 
Category "D"o 

PROCEroRES 

2lo Use of Designators and Classification on Documentso 

22o Means ot transmitting Category "A" a.nd "B" COMINTo 

23o M:eans of transmitting Category "C'' and "D" COMINTo 

24o Means of transmitting Raw Tratfioo 

-l6o:o 
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APPENDIX B 

PRINCIPlES OF SECURITY AND DISS»~INATION 

INTRO tuO'l'I ON - .. -
lo These principles shall be the basis of all r&flUla• 

tiona tor the security and dissemination of Communication In= 

telligence issued by or under the authority of USOIB or Lqi:B 

and other appropriate officials ot the Government 

partieso The scope and phrasing ot suoh regu.lat1ons may va~ . . 
in accordance with requirements ot the Parties, Agencies, De-. 
partments, and liinistries to whom they are designed to apply, 

but all shall be in accord with these basic principles in 

every respeoto To ensure uniform interpretation of w.hat con

stitutes such accord, eaoh party shall forward nll such 

regulations to the other for 1ntor.mnt1ono 

2o It is recognized that, while the following principles 

are in general of universal application, provision should be 

made tor pertinent mod1t1oat1ons 1n the event of war or eme~ 

genoyo to insure that the maximum operational benet:i.t oon= 

sis tent w1 th seollri. ty is dari ved. from. the soaroeo "Provision 

is made hereunder tor mod1t1oat1on in apeo1tio situationso It 

is contemplated thnt in time. of war. or exceptionallY as agreed 

b,y USOIB and L.c:JIB 0 additional Em9rgenoy Regulations embodying 

amergenoy provisions shall be brought into :roroe by the re

spective partieso 

-l7c 
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EO 3.3(h)(2) 
PL 86-36/50 USC 3605 

lo Commun1:oat1o.n Intelli.se.noe (COUINT ~ is the name 

given to the results (including end products, details of ana= 

lytio methods and procedures, and i.a.fol.'JIIltion relative to the 

degree ot success achieved by analysis) derived from the work 

of agenc1es0 the operat1ous of which are ooo:rdinated by USCIB 

and LSIB. which study communications (including radlo trans .. 

mission and teleoo.rrmunioat1ons of all ld.nds, save tor press and 

propaganda broadcasts and unencrypted m!l1t~ry messages ot a 

tactical nature) not originated by I lauthoritieso 

ao The terms Communications Intelliqence (COMINT) 

and S1s.nal In.tellisene (SIGIN'P) are sy.nonymouso 

bo Communication Intelligence is divided into tour 

general categories. as tollowss 

(1) Category ".A" C01.UNT 

( 2) Ce.toBOrY' "B" OOMI'f\JT 

( 3) Category "0 '' oor.fiNT 

(Z.) Category "D" CO"MINT 

Go :As agreed by UC3CIB and L9m P each ot the tore• 

going categories o:r co~~ may be subdivided into separate 

classes in order to per.m1t difterent1at1on in the prooesse 

1ng8 explo1tat1on9 or dissemination ot any one or mol"e Of 

such ol asseso 

4o CatesoFz.~~ COM[NT is that Communication Inte111• 

genoa wh1oh by virtue of the sensitivity of its source or con6 

tent requires the most exaeption~l sa:reguards and which should 

-1&.. 
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therefore be controlled most strictly in processing and 1n ex-

ploitation and limited most strictly in dissem1nat1ono source 

protection is the paramount consideration affecting Catesory 

"A" OOMIN'l' o 

ao There is no single criterion. other than sensi

tivity of source or content· to distinguish Category "A'' 

COMINTo It shall include: (1) Those results pertaining 

to amlys1s or material protected by oryptosyst8l'1S (in-
• 

eluding ~se applied to prooedaral systems) lYhioh, by 

their nature, afford the highest orders ot orypto-seou

ri ty; and ( 2) COlO:'NT ot other categories (including plain 

text) dealing with certain most hiRhlY sensitive subjectso 

So CatesorY..!'D.~~ COl.UNT is that Com."nunication In.telli• 

genoa \~ich9 by virtue of its source or content, is sufficiently 

sensitive to require safeguards ot a high order9 but not the 

exceptional safeguards made applicable to Category "A" OOHINTo 

Protection of source is also the paramount consideration with 

respect to Category "B" COMINTo 

aa Illustrative of the types ot material whioh it 

is contemplated will t'rom time to time be included in 

OategoZ7 "B" co:MINT are: (1) those results appertaining 

to analysis ot material protected by cr,yptos~ste~s (in~ 
fl 

oludins those applied to procedural systems) wh1oh0 by 

their nature, aft'ord medium or high. (but not the hiBhest) 

orders of crypto-secu.r1 ty; ( 2) those results appertaining 

-19-
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to traftio analysis and transmitter 1den'b1t1oat1on 't'lhere 

anal.ys1s of complex procedural sy-ste"ls is 1nvo1Yed; ( 3) 

those results appertaining to the solution ot sensitive 

pla1A text proformas; (Z.) those results apperta!rdng to 
-

sub3eots ot medium. or high sens:lt1T1ty, wh:loh do not 

warrant i.nolusion 'in Cateso17 "A"J and (S) those results 

appertaining to the anaJ.7sis of complex meteorolo~1oa1 

reporting systemsa 

6 o ~atesorz: ':.9.!! coro:NT 1s defined as those results ap• 

pertaining to the analYsis of texts of unencrypted messages 

(including those transmitted by vcioe) except (a) those re

sults w.h1oh may8 by virtue of sensitivity of source or oon= 

tent8 be plaoed in a higher category, and (b) unencrypted 

m111 tary messages of a tactical nature 1 excluded f'rom the 

defi.nition of OOMINT under paragraph 3. above. 

7o Catesorx "D" OOMINT is Communication Intelligence -
of' suoh of such low degree of sensitivity of souroe that its 

compromise would bave a min' mnm etteot upon other aspects of 

the overall COMIN'l' ettort and whioh• to be useful, must be 

disseminated operationally to substantial numbers of indoo-. 
trinate6 personnel, cleared tor the olass1t1cat1on apperta!no . 
1ng to its contento Operational d:lssem1nation8 as used herein, 

includes dissemination to combat units in the field and to other 

recipients ha'Vins the "need to know" o 
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ao Unless othe~Y.ise speo1~ioally agreed by USCIB 

and LSIB, Category- "D" COMI'NT shall be strictly limited 

to: (1) those results pertaining to trattio analysis 

(including Direction F1n41ng) o~ specified target nations 

wherein no anatrsis ot complex procedural systents ls i.U· 

vol vad, and ( 2) those results o.p pertaining to the analy ... 

sis ot oryptosystems ot a medium or low order ot orypto-. . 
security, as m~ be specified by either partyo 

INDOCTBINA'l'LON 
!IL ::nnw 

So Except in categories ot persons and in individual 

oases agreed upon from time to time by URCIB and LSIB 11 all 

personnel to be assigned to CoiJmunicat1 on Intelligence duties .. 
or indoctrinated as recipients ot Communication In~a111gence 

shall be the subject ot special security inquiries. To ensure 

that such inquiries are similar in character8 each party shall 

torwa~d all regalations governing the same to the other tor 

141'ormationo 

ao It is recognized that the standards ot such 

special security inquires m~ differ depending on whether 

the individual 1n ~uestion will have access 

(l) To Category ''D" OOln:NT and/or Oategol"Y' "0" 
COMINT, onl.y'J or 

{2) Addit1onally9 to Category "A" OOl.1IN'T and/or 
Category "B" COUlNT 

and that auoh difterenoas wili be oomm.en.surate with the 

d1fterenoe in the sensitivity o-r the materials 1.n.oludea 

1n su.oh oategor1eso 

1--Qp SECRET 
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bo The principle ot indoctrination is based on the 

"need to krlow", which means tb.ut each person will be 1!1• 

dootri.nated olll.y :ttor suoh portion bl' Comnan1oat1on In

telligence (which mQ" be auy one or more classes ot 

OOMINT) . as he ze quires in order to per:torm his assigns d 

m1ss:t.ono The 1.Ddootr1na1dons tor the various classes of 

OOMINT will ditter ill aooordanae with the "need to know"a 

Oo Above all it 1s imperative that unauthorized 

persons be prevented from asoertal.n1.ag1 part!CJllarly on . . 
a ourmnt basis, (1) the scope ot the COMIN'T effort, (2) . 
the degree of success obtained in geDJ.'8.1 11 and (:3) ~e 

specific types of oomm.un1cat1ons which oan be reado It 

is 0.1117 by a strio1; application ot the principle of the . 
"need to know" to COUINT 1ndootr1nation8 as well as to 

its d1ssem1nation1 that it will be possible to minimize 

the :risk of o anpromise 1tlherent in the :lndoo tr1natlon 

ot substantial numbers ot individuals., 

do A person who bas been indoctrinated for one or 

more of 1ihe less aens1tive classes r:st COMINT JDaY' be ln .... 

dootrinated tor one or more ot the more sensitive classes 

thereat oAly after sttoh 1nd1v1dual has been the subject . 
ot the speoial security 1nqu1~es applioable to the more 

sensitive mater1alo 
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eo In tine of war or emerseno70 or ln. areas agreed 

upon from time to time by u~am and LSIB as sub3 eot to . 
EmergeJlOy Regulations, or otherwise as asreed by UOOIB 

and LSIB: 

(1) Exceptional oooaa1o1'18 may arise whore it 

is considered essen~ial tor an individual to take up 

his duties before the speoial seourit7 inquires can . . 
be oompletedo In such case, the person oonoerned mq 

be suitably 1.ndootrinated o.n the authority o'f such 

senior otf'ioers or otf1o1als as are designated by the 
• 

respective partieso I.a. all such oases, steps shall 

be taken to ensure that special security inquiries 

are completed as soon as possible attar indootrinat1ano 

(2) It ma.r be considered essential to employ, 

solely tor intercepting or translating raw trattio in 

co11118ction w1 th the production ot Category "0" or "D" 

CO:MINT1 persons as to whom the prescribed special 

security 1n~1ries are impossible or tmpraotlcableo 

I.a. such oases, the persons concerned mB1' be specially 

indOatrinated tor such limited purposes, and not other

\dse, on the author.l.ty of such senior o:rticers or o:r

tioials as are designated byUSCIB or L9IB, attar auoh 

speo1al security inqu.i:des as may be praatioa ble have 

been madeo 
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9o USOIB and LSil3 9hall maintain complete lists of 

persons currently indoctrinated tor Catego17 "A" and Cotegory . 
"B" OOUINT under their respective Governments, specifying in 

eaoh instance the one or more classes of CO'O:NT tor which the 

person oonoerned has been indoctrinated. 

ao No national of one party shall be perm! tted ac

cess to the other party's CO!AINT agencies ar to the pro-. 
ducts, or knov4edge of the existence thereof, unless he . 
be approved by his parent .agency or Board, and be properly 

indoctrinated, and Sllch access or k:D.otvledge shall at all 

times be limited strictly to the particul.£lr one or more 

classes ot COMINT for which the person oonoern.ed has bee.tt 

indoctri.aated8 1rd th the ap r,ro'Val of his parent agency or 

Boardo 

bo USCIB and LSIB shall keep each other tully in-
,. . 

tor.mea ot the Departments, Ministries, Agencies, Offices, . 
Headquarters, and Commands receiv!ns Category "A" and ,. 

Category "B'' COMINT, or either o't them, or EllY one or . 
more classes thereo't1 indicating the approximate nwnber 

ot indoctrinated persons qualified to receive eaoh classo 

GENERAL PRINc;:PLES £F co:MINT ~EOURITr 

lOo The value of CoJDlrlUDication Intelligence in war and 

peace cannot be overestimated; conservation of the source is . . 
ot supreme 1mportan• It is essential, therettore8 that the . . 
production, exploitation, and d1ssem1a.at1on o't COMINT8 and as 

... 2,. ... 
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well of all related or resultant ~ntor.mation, be strictly con

trolled and appro~rlately ltmitedo The provisions ot these 

regulations shall applJ' to a:17 inteUigence mioh, in whole or 

1.o. part, includes i tams which can be traced solely to OO?fiNT 

souroeso 

llo aa The pbTsioal secur.lty of related documents is not 

alone su~tloient; it is essential that all reference to the 

existence ot OOl!DNT, either direct or indirect, be avoided 

e:xoept among those to \mom the knowledge is necessary tor the 

proper pertor.manoe ot their dutieso 

bo Every effort shall be made to ensure that: 

(1) No person who has been a recipient of Cate• 

gorr "A" C01~IN'l' or who has been engaged in its produc• 

t1 on w1 thin the preceding 12 months shall be assiRQ.ed 

to or be engaged in activities whioh might reasonablY 

be expected to place him 1n a position where he might 

be captured by an enem.r or otherwise be :rorced to sub• 

mit to ques~ioning by unauthorized personso 

(2) No person Who has been a recipient ot cat&» 

gory "B" OOMINT or \'lho has bam engaged in its produc

tion \v.lth1n the preceding 6 months shall be assigned 

to or be engaged in activities which m1sht reasonably 

be expected to place him in a position \mere he might 

be captured by an eneJDT or otherwise be forced to sub• 

m.it to questioning by Wlauthorized personso 
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12o The time 11mi t for the safeguarding ot OO'MINT never 

expireso It is of the utmost importance that, subject to the 

limited exceptions hereinafter stated, complete and absolute 

silence on all Communication Intelligence matters be maintained 

by thoso who have ever been connected with the Cornmunioation In-· 

telllge.noe organization, and b,y all individual recipients of' . . 
Communication Intelligence, whether past or present, unless and 

to the extent that they are treed from this ob11sat1on by un

mistakable and categorical order at pro~er authority as shall 

b,e desigl'lB.ted by the respective partieso It at ansr time in• 

discreet matter referring to Communication Intelligence is . 
broadcast or published, even through by prominent people or . 
those in authority, t~is does not in any way ~ree those other 

persons .who are, or ever have been, producers or recipients 

of' Communication Intelligence trom their continuous obligation 

to maintain silence in accordance tnth these regulationso .. 
. 13o The principle governing th& production1 the exploita• . 

t1on9 and the dissem1natio.o. of' OOMINT is the "need to know''• and 

this principle extends to each item of OO.MINT as well as each 

class thereof'o Each item of OOMINT shall therefore be made known 

only to those individuals who require it in the performance ot . 
their duties and9 t7.1t~ the limited exceptions hereinafter speci= 

fied, w.bo have been appropriately indoctrinated tdth respeot to 

the pa.rtioulnr class of CO~"INT to which suoh item apnertains o 
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ao Every effort shall be made to restrict the 

number of persons indoctrinated as to each class at COlaN'!' 

to the absolute miDtmnmo It is recognized as consistent 

~th this principle that there may be a substantial 41f· 

feren.oe in the number ot persons indoctrinated 1'or. Cate

gories "A", "B", "0"1 and "D" COMINT, respeotivelyo 
• 

bo So far as praot1oable 1 in the aiss81111nat1on of 

each class ot COMINT to cleared and indoctrinated personnel 

having the "need to know", technical data identifying the 

particular soaroe shall be omittedo 

Co It shall be permissible ror persons 1ndootr1nated 

in less sensitive classes or CQ1INT to work w1 thin Agencies 

or Canters in whioh there are located other persons engaged 

1n. the prodllction or exploitation o't more sensitive classes 

of COUINT, o.nl,r so long as due precaution shall be taken . 
(by providing segregated, secure areas tor activities re

lated to the more sensitive olasses, or otherwise) to insure 

that the activities and knowledge at such persons are con

tined to the class or classes at COMlN'l' 'tor which they have 

been indoctrinatedo 

do Communications Intelligence shall never under any 

cirownstances or in an.y torm be disseminated to any Mini· . . .. . 
stry, Department, Agenoy, Organization, O'tfioe8 or 1nd1v1r 

daal from which or from whom it might reasonably be expected 
~ 

to find 1 ts way 8 otf'icially or extra-of'f'ioially 8 into the 
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possession of any person or group who could use it ~or 

commercial competition or commercial gain or advantageo 

PRINCIPLES 0~ DISSEMINATION 
.. •• w :====:..--e:iill v . ...,.. 

14o The principle that the preservation at oomnunioation 

intelligence sources is a vital consideration afteot1ns the use 

ot Communication Intelligence, and any action taken \d.th respect 

to it1 shall be recognized at all timeso In appl3'1DR this prin

ciple, intelligence and operational noeds must be balanced ngainst 

a realistic appraisal ot the riSk or compromise or souroeo It is 

to enable this to be done 8 and not in derogation ot the above

mentioned prino1ple0 that some differentiation is MSde1n the 

rules ot security and dissemination ap~lioable 

ao to the various classes ot Communication Ing 

telligl!tno e and 

bo under special circumstances fd':teotins the 

national seouritTo 

DESIGNA'lDRS AND CLASSIFICATION 

lSo The purpose ot the designators applicable to the 

various classes ot OO'MINT is to indicate thnt the material 

designated the~by is cm£DRT of a particular degree ot sens1-

t1v1t3' O't source or content and is to be handled 1n accordance 

~·rith the COUINT regulations applicable theretoo 
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Subject to the provisions ot paragraph lSbp below, 

all Category "A" OOMINT shall be designated by an agreed 
'"" . . . 

designator, which shall be unolass1:r1ed8 but its meaning 

shall not be revealed except to pers·o.r:t-s authorized to re

ceive the material designated therebyo 

bo In the event that either party produces individual 

items or a class of OOMIN'l' wh1oh by reason of the extreme 

sensitivity of source or content should be restricted to 

categories ot personnel more limited than. those qua11r1ed 

to receive Category "A" COMINT, it will be tor such party 
• 

to request that s uoh 1 terts or class ot COUINT be designated • . 
w1 th the oo.nsent of the other, by an agreed separate or sab

sidiar,r desi~nator and to indicate the nature ot the res

tricted distribu.tion to be given to su.oh 1 teMS or olasso A.D.y . 
such separate or subs1diar.r d$s:l.gnator shall be unclassified, 

but its meaning shall not be revealed except to persona 

authorized to receive the material designated by that par

ticular seporate or subsidiary designatoro 

Co Each agreed class ot Category "B" COlniN'l' shall be 
• 

designated by an agreed designator \Wtioh shall be unolassit1ad9 

but its meaning shall not be revealed except to persons 

authorized to receive the class ot material designated therebyo 

do All Category "0" c OMINT shall be des1gnated by an 

agreed designator, \v.hich shall be unolass1f1ed8 but ita ~ean-

1ng shall not be revealed except to persons authorized to re

ceive such material \Y.ith destgnntoro 
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eo A1l CategorY' "D" OOMINT shall be designated by an 

agreed designator which shall be Wlolassit1 ed, but its mean .... 

ing shall not be revealed except to persons authorized to . . . 
receive such material with designatoro 

to Teoh.o.ical matter apperta1A1ng to the production 

ot each class ot cm.ttN1' is to be handled 1n accordance with 

the regulations applicable to the class to \Vhioh it apper

tains. and 1f it appertains to more than one cla~s, to those 

applicable to the more sensitive ot such olassesQ .. 
So Documents which reveal actaal success. prugresn1 

or processes in the production ot' each class ot OOtaNT shell 

bear the appropriate designator and be sub3ect to the reg

ulations applicable thereunder; provided. however, that this 

shall not require that a designator be applied to papers . 
\mioh do not reveal 8J1Y ot such :raots8 even though such 

• 
papers may refer to OOMINT activities and organizations9 

so long as each o:r such papers is classified not lower 

than SECRET o 

ho I~utually agreed lists shall be prepared and main-
• 

ta1ned in current status by UOOIB and L.«tm to 1ndioate8 by . 
source 11 by content 9 or by other mutually understood means 

or 14ent1rioation the types ot coniNT which are to be desigra. . . . 
nated as category "A" 1 "B", "0" or "D" COMINT1 respeot!vely. 

together with the separate -or subsidiary designator app~i

oable to each class thereofo 
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16o The classit1oa~1on ot COMINT ~11 be ~P SECRET, . 
SECRET 11 or CONFIDENTIA.L11 as appropriate, using established . 
standards for suoh olass1t1oat1ons, sub3eot to the following: 

ao As provided in the preceding paragraph, the . 
respective COMINT designators shall be unclassiried, 

but t.b.e meani.os ot eaoh of them shall be classified in 

the sense that such meauins shall be made lalown only 

to persons authorized to receive the material designated 

therebyo 

bo Category "A" COMINT shall be classified 
TOP SECRETo 

Co Catesory "B'' COTaNT shall be classified 
not lower than SECRET~ 

do Category "0" COMINT shall be classified 
not lower than CONFIDENTIALo 

eo Category "D" COMINT shall be classified 
not lower thau OONFIDENTIALo 

f'o Technical matter appertaining to the pro• 

daction of COMINT shall bear the classification ape 

propriate tor the material to which it appertainso . 
So Raw trattic (ioao, intercepted traffic show

ing no evidence or processing tor OOl(INT puxposes 

thereof • including items thereof carrying a oase 

number and/or an a~b1trary practice traffic desig

nator) shall be class1t1ed not lm1er than OONFID~ALo 
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ho :rn those oases where there is any ditrerenoe in 

the dissemination ot any item of COMINT 11 depencl1ng upon. 

whether the rules made applicable by the OOMINT designator . 
or those made applicable by its olass1tioat1on b~ applied, 

those rules requiring the more limited dissemination are 

to govern.o 

17 o '.Vith resReO~ to __ cat..!f19.rz.. ... "A" O(L1INT., preservat1o.D ot 

source shal~ be the paramount consideration in time at war and 

peaoe a11keo Ho exception shall be made to the following rules 

governing suoh material without the prior agreement of USCIB 

and LSIB 1 save in a case ot extreme emergency- in which there 

is an imminent threat to the vital national interests of a 

BRUSA partyo 

ao No Category- "A" material, including any intelli

gence which in cole or in part can be traced solely to a 

Category "A" COI.!INT souroe 11 shall be disseminated to allY' 

person mo has not previously been cleared and indoctrinated 

·tor such material and the number ot such persons shall be 

kept at an absolute min1mumo 

ba No action based on Category "A" COMINT shall be 

taken lacking suitable "cover", which, for the purpose ot 

this rtlle, shall be interpreted to mean substa.n.tiaU,y 

identical intor.mation based upon a genuine, less sensitive 

source (i.ncluding a less sensitive CO?O:NT source) o 
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Oo The detexminat1on of a case of extreme emersenc.r 

3ust1tyins making any exGeption to the toregotng rules 

shall only be made at the highest departmental or 

m1Disteri.al level, and in such a oaae: 

(1) An:r necessary c0l'llnunioat1on shall be so 

worded that the sub.1eot matter cannot be traced baok 
• 

to a Category "A" OOMINT sc.uroe (with .aam.es, t1.mes 11 . 
positions, and other data identical with that t~om 

original decr,ypted texts omitted or oaretully dis

guised) 8lld the "A" designator s.ball not be used in 

coAD.ect1 o.a. therew1 tho 

( 2) A studied e.ttort shall be made to ensure 

that such action cannot be attributed to a Category 

"A" COMINT source, by prov141.ag suitable cover or . 
otherwise attording a rational basis tor attributing 

such action to another, less sensitive sourceo 

18o ~11th respect to 9atesorJ: "B~ 0_0!4I!f£ 1 preservation ot 

source shall always be a highly important consideration, but it 

mq be qual1t1ed by intelligence and operational needs under the 

circumstances hereinafter speoitiedo No exception shall be made 

to the following' rules without the prior agree111ent o't ~OI'R and 

LSIBo 

ao S~bject to the exceptions here1narter speo1~1~d8 

.no Category "B" COUINT1 including any intelligence which 1n 
f . 

whole or 1J1 part can be tratJed so,.ely to a Category ''B"' 

COUINT source1 shr-ll be dissemin~ted to any person who has 
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no~ previouslY been cleared aud indoctrinated tor suoh 

material and the number ot such persons shall be kept 

at a minimum commensurate ''11th the ~ens1t1v1ty or the 

part1calar source or o't 1 ts oontentD 

bo An exoepti on to the forego lag rale maT be made 

1Jl a case or e.merge.ncy involving a matter of importance 
-

to the national security ot one ot the BRUSA parties, but 

onlY by senior otf1cers or otticials at a level to ba 

agreed by USCIB and LSIBo 

( 1) In 4eterm.1n1n.g whether an emergency 3ust1-

ty1ng such en exception existsv due regard should be 

given to the following: 

(1) ,.lhether a s~ate ot peace or war existso 

Either USOIB or T SI13 may, by noti float! on to the · 

other party, designate a particular area in whioh 

hostilities exist, and b.'· virtue at such designa-. 
tion Category "B" COUINT relating to the area 

designated shall be regarded as subject.to war

time regulationso 

(1i) Tbe relative sensitivity o't the parti

cular OOlaNT source 1nvo1Ted and the possibility 

that its compromise mQ)" lead to the compromise or . 
loss of other COJ1INT sou~es, part1cular13'· iihose 

which are more sens1t1vea 

.. 3 .. Q 
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(111) ~Vhethar the part!c~lar action co.atam-

plated is ot sut:ticient import811ce to 3ust1f7 

the inherent risk or compromise or loss at souroeo 

f1v) T.be etteot ot suoh compromise or loss . . 
on other commands, are~s, or operations at the 

time and in the tu.ture. 

(v) The availability ot suitable "cover", . . 
which, tor the purpose ot this rale, may be sub

stantiaUy similar 1.atormnt1on derived from a 

collateral intelligence source or appropr.late re

connaissance or other covering action with respect 

to a speo1t1c target or activity revealed by 

Ontegory "B" COfiJINTo 

(vi) The .necessity that. operational use be 

made of such Oomman1cation Intelligence 1n order 

to realize its full valueo "Operational use" as 

employed herein includes action taken by any 

~over.nmental authority on matters ot importance 

to the national seourityo 

( 2) In making any such exception, studied e1'tort 
• 

should be made to ensure, so :tar as possible, that the 

action taken or the communication. made ca.anot be attri .. 

buted to a Catego17 "B" CQAINT source aloneu Arly' neoes-. 
sary order or conmWlioation should not bear the ''B" 
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designator and should be so worded (with names, dates, 

posit1ons 11 and other data 1dent1oal t-tith that of the 

or1s1nal text omitted or oaref'ull7 disguised) that the 

subJect matter oannot be traced to OOMINT souroeso Un• 

indoctrinated personnel involved are to be siven only 

the minimum intormatlon thEW require, \dth no unneces-

sary detail, and, where praot1oable8 the aotioc be1ns 

taken or the oommW11oat1on being made should be attri

buted to a simulated collateral 1ntelli~enoe souroeo 

(3) Any action taken, or &llJ' oomunioation made, 

lacking suitable ooTer, must be care~ully balanc~a 

asainst the poss1b111 ty of oom.prom1s1ng the source or 

sources involved. Only after it has been decided that 

the over-all milita17 or other advantage to be sa1ned 11 

realistically considered, clearly outweighs tbe loss 

\th1oh m~ result trom compromise ot source. shall ac

tion be taken based on Category "B" oormr or a com

munication based on Category "B" couiNT be rnade availa• 

ble to unindoctrinated personnel in the absence at suit

able covero 

Co A second exception to the rule of paragraph 1Sa9 

above9 1s that forecasts or conclusions derived in whole or 

in part from analyses at maps on \W11oh results appertaining 

to the analysis at meteoro1QB1oal reporting s.ystems are 
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plotted ma,y be issued to ~lying personnel nnd to other 

personnel who are not indoo trJ..nated tor Category "'A'' 

COMINT 11 but only 1n suob. tom as can give no indication 

~·rhatever ot the souroeo 

l9a ~·lith resR,tg .. t_~o O,!lesorr "0'' COMINT, preservation of 

source is an ~portant consideration which should alW818 be 

carefullY weighed against the 11eoess~ty ot producing and d1s

sam1nat1ng satisfactory intelllgenoeo 

ao Subject to the exceptions hereinafter speo1t1ed, 

no Category "0" OOMIN'l', 1noluCl1ng any 1ntel11ganoe which 111 

whole or in part oan be traced solely to a Category "0" 

OOMINT source, shall be disseminated to any person who haa 

.not previously been cleared and indoctrinated tor such 

material 8 and the number of su.oh persons shall be the mini-
• 

mum commensurate w1 th (a) the sens1 t1 vi t.r ot such rna ter!al, 

(b) the personnel needed to produce satisfactory intelli

gence theretrom and (o) the necessity 'tor adequate dissem1n

at1ono 

bo Intelligence based in w.hole or in part on Oateo 

gory "0" COMINT may- be diseminated without the ''0" desig

nator to uni.ndootrinated personnel qual1f'1ed to receive 

intor.mat1on ot the olass1't1oatlon required by the subject 

matter it the soaroe o't sudh intelligence has been apo~opr1• 

ately disguised prior to such dissemiaationo The source ot 
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such intelligence is considered 4is~1sed it, and onlY it: 

(1) All teohrl:lcal data which mi8ht identity the 

cortmT source has been removed; and 

( 2) A studied ettort has been rr.ade to disguise 

the intelligence to be dissemiDated so that it will 

not be attributed to a OOMINT source, by: 

( 1) Rewording the sub3 eot matter so as to 

oontor.m to collateral 1nte111genoe in~o~tion 

which is substantially stmilar; or 

(11) Attribati.og the intelligence to a 

genuine or simulated collateral 1ntel11~enoe 

souroe; or 

( 111) Otherwise attording a rational basis 

tor attributing such intelligence to another, 

less sensitive, so~oeo 

20 o Category "D" cmtiNT shall be governed b,y the same reg

ulations as those mde applicable to Category "C" COlaNT in the 

preceding paragrapho 

PROCElXJRES 

2lo SubJect to the limited exceptions speo1t1ed above ana 

hereinafter: 

ao The appropriate designator and classification shall 

appear on every sheet ot paper which contains, or discloses 

the existence ot, any class ot OOMINTo This rule applies to 

maps and charts on which are plotted data and intomat1on 
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derived rrom 8l1Y class ot oalfiNT. The appropriate des1a-

nator and class1t1ontion shall be enorJPted 1n the text of 

every eno17pted oo:mm\U11oat1on oonvey1.ns COl.tmT and shall 

appear in. pla1A language at the head of the decrypted 

vers1ono 

bo All documents containing co~~ and teohD1oal 

matter shall remain exolgslvely ln the custody ot persons 

who have been appropriately 1ndootr1natea ror the olaas of .. . 
COMINT therein oonta1ned, seoare ~rom examination by .a.on

indoct~nated personso 

Co An exoeption ~m1ch is ap~lioable to each class ot 

CCifiNT perm1 ts an Agency engaged in the production o't Com

munication Intelligence. at the discretion nt the senior 

ott!cer concerned and after fUll consideration ot the risks 

involved to the source, to omit the olass1t1cnt1on and the 

designator trom 1 ts vrork sheets and similar documents used 

exclus1vely ?dthin the Agency or w1th1n_1nteroept or D/F 

stations in technical operat1onso 

22o Material bearing the Category- "A" 1 Category "B" or 

Category "0'' COMINT designators shall be trananitted as follows: 

ao Encrypted, in syste~s specifically provided for 

this purposeo 

bo Unenor,rpted: 

(1) Sealed 8 b,y sateband channels~· over routes 

speciti~ally approved byUSCIB and L~IBo 

... 39= 
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( 2) Over landli.a.es, speo:l.f:loally approved 1A 

ea.oh instance ·by USOIB or LSm. 

( .;\) Over. completely protected looal oormWl1oa

t1on system$ exolus1vel.r 1ater.aal to Age.1101es or or ... 
I 

tioes producing or utilizing CCiaNT at the appropriate 

olasseso 

23o Coll1ll1Wl1oation IntelligeDDe material benri.ng the Oat&• 

gory "D" COMINT designator shall be transmitted in the sarra ma.n

n.er as Category "A" amaNT designator material whenever posslbleo 

:'Then it is not possible to transmit by Ct£tesory "A" COUINT desig

nator channels, the material Jl1al" be transml.tted by conventional 

channels used tor material ot identical class1tloat1ono 

Raw Traf'tio class1t1ed CONFID~YTIAL and· CONFTnEN'l'IAI. 
Ill -· F' 

technical material shall be transmitted as toll~Ys: 

ao Encrypted, in syst~~s specifically provided tor 

this p11rpose o 

bo Unencr,rpted8 by mail channels provided tor 

material ot· the same olass1t1oat1ono 

-.\o .. 
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Enclosure C 

~~ OF MATERIAL TO BE INCWDED D Nl!.W CATEGORIES 

1.., The attached chart sets torth AYAIII"les or COMINT to be included in the various categories 

and seta forth auggeated claaaiticationa and conditions under whic~ the various t)'p8s might 

be handled and diaaeminatecl. 

2o The chart does not purport to determine f:fnall;y under which categoey all given t1P81 ot 

COMINT 1dll tall or how thq will be handled, It ia anticipated that the euggeatecl cate

gorisation will be subject to further consideration b7 the Uo So and between the U:~ So, 

U" Ka· ..... l ____________ __, 
EO 3.3(h)(2) 
PL 86-36/50 USC 3605 
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North Korean & 
Chinese Comnnm:l lit 
Mil,lli,Naw.l. low 
level cr.ypto now 
being done in field 
plus related T/A, 
D/F, RFPo 

., Selected other low 
level QrWto., 

REF ID: 
0 3.3(h)(2) 

PL 86-36/50 USC 3605 

USCIB Dire L1mited 
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n 
If 

n 

·n 

n 

n 
n 

Normal clear
ance tor SEC. 

n 
n 

As at preHDt 

n 

n 

n 

n 

COMPART-... 

Encloaure C 

DISSDa:NATION 
OUTSIDE USCIB 

normal dis.-. 
- semination:~ 

As at present., 

n 
n 

at present " 

n n 

n n 

n n 
n " 

See note l'J 

note 2. 
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.. 

.. .... 

Ai.LO Plain Text 'idll no~ b& pgoolj..••a.d by the &ft'UPB- lfOZ'ldng on the perl;ineDt ~:a.'i.:it=tx• 
material., 

Russian Plain Text wUl no~ be p::oceaaed b7 a group separate from that tJOr'drAg on 
cipher material':) 

It 1a envisaged that the relaxation ot cloarance standal"da to those normal.ly re= 
quired tor T QSo will require pJ:waical compart;mentation ot this group from pereormel 
cleared tor higher categorieao 

2" Qcm!pa.rtmetatioq pategg_:r,r 2 

Categor;y 11])11, low level QrJPt.o, will no!'mallT be proceaaed 1n the field with the. ma~mDD 
se~Nrit;y provilliona possible under field conditionso 
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