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FEMORANDUM FOR ULSCIB SECURITY COVNITTIE:
SUBJECT: Informaticn Relevant to Soviet COI'INT

1. Attached herowith as ineclosure #1 is a cooy of a.
paper prepared scre time age in this office and reproduced
at the present time for vour informaticn since it has a bearing
on the subject stated above.

2., Attached as inciosure #2 1s an extract frcm a Russian
Army Operationai Order, available only in German translaticn,
whieh indicates further Russian use of COMINT,

3o Inclosures 1 and 2 relate to the "draft" uerc previcusly
submitted tc the Chairman of the Security Ccmmittee ¢n the general
subject of Scviet sophisticaticn in communications intelligence
end communicaticns Sccurity as relevant to the pronosed change
of the BRUSA Appendix "B" t¢ provide for a Category D.
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Russiap Kocwledre of German Cr ntogranhic Practice
(19433

A German translation of a cantured Russian intelligence
manual designed "for higher staffs" gnd dated 1943 lndleates that as
of that date Russlan Inteliilgence held a surarisingly detalled
knowledge of Cerman Armny signal cormunicaticns with regard to their
organization, equinment, and cryntcgraphic media. The report
also states that the German Army Chief Si~nal Officer suponlied
German Arnyy Intelligence with a daily rewort on intercept resulits.
The brcehure, available in German transiation as GI'DS Document
H3/382, becomes of interest as another item indicutive of Russian
appreciation of the elements of comminicatlons security. "TICTTM
informaticr, summgrized in the GCHG discussicn of "The Russian
ty* Service®” (T 91/G=-38) indicated that it was the bellef of a
British liaison mission to Moscow early in the war that the Russians
were "weli on the way" to the sclution of Inigma traffic 1f they had

not indeed alrecady sclved it. The »nresent manual, whlle not

giving any indication of such Russlan cryntanalytic.activity, does
]

indicate that the Russians were thcroughly familiar with the
distributicn and use of Enigma cipher machines in the German Arny
at approximately this date. Ir addition, the "TICH'™" Tear whieh
investigated a German factory whieh had »roduced Enigma machines
discovered that a Russian inspection of the factory had ﬁreceded
their visit and that the Russian investigators, who were Russlan
Army officers, significantly showed greater interest in mcdels

of the Gercan Naval Enigma than 1n models of the German Army

Enigma which were equally available, (The inplicaticn 1s that as

Russian Army "experts" the investicatcrs were alrcady guli
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familiar with the German Army machine but the German Navy version,
which differed in sume features from the German Army model, was
new to them),

Evalvation of the statements made in the manual is perhans
subjective and shculd not be atternted without consideraticn of
the context in which they apnear. The difficulties of dealing
with a German transiaticn frcm the Russilan must be mentioned, for
example, there 1s no indication of its disseminaticn other than
that to be iﬁferre@ from the reference in the German translation
of the title to “for higher staffs" and there is no indicatiocn of
the Russian elassifiestion. On the basis cf this statement,
however, it may be assumed that the manual was intended for the
use of staff intelligence officers - whether such staffs were at
the Frornt or Army levei or may have Ineluded Division 1s unclear.

Msking allowance for the linguistic difficulties of an English
translatlcen frco: a German transiatiorn froem the Russian (where the
Russian text discussed German organizaticn) the "tone" cf the
references tc signad commun;cations ccrmare in nhraseolcgy and
reference tc sallent volnts for ccmmunications security tc
other recently aval_abie Russian material whiei. has led ASA tc
comment on anparcnt Russian *"sonhistication" in ccrmrnicaticns
intelligence and cormunicaticns security. This "tone of reference"
to German communiccticns may be ccnvared with the language and
terminclogy uséd in the "Lectures on Cryntcgronhle Seeurity (Suv)n
recent.y translated frcm Scuree 267 by CSAY (NI-4-~TIC.I"). The
ASA translaticn of the 1¢44 "llapual fcr the Processing c¢f Radic
Intelligence flaterials® may also be cited in thls connecticn with

particular attention to chapters 1 and 11 of that trunsiation
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Consistent with the iimltaticn of disecussicrn in the ""fanual

for Processing Radic Intelligence "atcrigis" tc the cormuniecations

of foreign grmies the nresent manuvai, nrenared for Red Army
7

intel.iigence (fficers, 1lnits its diécussion.to the organization
of the German Arny ("Oberkocmmando des Heeres!" - the German
tronslaticn of the titie uses "Wehrmacht" - "armed forces" - but
the subject matter is limited to the German Army"). Examimation
of the complete manual leaves the impression that the German
Army organizaticn was thoroughly famillar tc Russian Army
intelligence. In the case of German ,Army Intelligcnce cn the
Eastern Front (I-tc Ost), for example, the manual gives a break-
down of the vuricus secticns showing thelr nvmerical designaticn,
their resovcnsibilities, their sources of infcrmaticn, and the
inteliigence produced. The following trcnslation of selected
pages gives the gist of the informaticn ccntained in the manual,

G"Ds, H3/382
Oberkourandc des Heeres
Genera.stab des Heeres
Abt Fremde Heere Ost (III-C)
"Translation ¢f Eassian Cantured Document Number 1:
Orientaticn ‘anuval cn the German Armed Forces for
Higher Staffsv, lssued by the Chief Inteliligence
Directorate c% the Red Armys ‘tsccw 1943,
Organizations cf OKli/GenStcb and Fre: ede Heere Ost, charts
and explanatiocn, prn. 27-28,
"The Signai Certuniccticns Secticn (Nachrichten Abteilung,
Chef Heeres Nachriehterwesen) provides the signal communicaticns
between command and oper:ticra. staffs and nlaces at their disvnosal
currcnt enemy intell.igence reports es we.l as s dally renort on

intercent results (Abhfrgebnisse)., This sectior is resvonsible

for the recruitiqf trsining, and €
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" and keeps the Waffenamt advised of reqrirements for the development
of technical equinment. The seeticn prevarcs new ervnhtcgranhie
regvlations, administrates the cryntcgranhic service, and ccntrcils
enclinherling and decinhering work", n.30.

The strength and equinment of a Ccrns sigrnar complement 1s
given in tabular forn with the statcrent that each Corns has
22 Enigus civher machines. pa. 63.

The radlo ccmmany of an Army's signal troon ccmnlement
includes 24 Enigma cipher machines. p.65.

& tabular listing cf the varicus tynes of signa:. equinment
with its specificatlions used in the Gernar Army is nresented on
P77

Under "Trocp Command, "rganizaticn of Si gnal Comnvnic. ticns®,
the followlng dlscussicn of “Enelphered Command Communicaticns®
appears:

"The question cf en¢inhering curmané ccmmunicstions is glven
very great importance 1n the German Army. The army 1s equipped
‘wlth cinher machines whicl are used for radio traffic from
divisicn staff upwards. Such a einher machine has over 1
million possible encinhering cumbinastions.

"I additicr to the einher machines the Germans use a
"Hand Cryptogranhic System", They have a simnle trocn ci-her used

by divisiun, regiment, and battalion. In additicr there is a

diffiecult ("Schwierigen) cinher with a double encipherment

that i1s used by divisicr and corns, often by Army,

"The Troop einher, which 1s prenared in a busic prineiple,

is distributed in thousands of ncdifiestiurs.

"In additicn, there are thousands of variouvs slgnal tables
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covernames, and symbols.

"As a rule Tcr an individual large operaticn each formation
has its own key table, covername listing, radic signal table,
ete,

"The Germans use variouvs methods for pan encipherments

1. Use of the standard man grid.

2, Divisicn cf a large ma9 square ("Quadrat") into four
parts; middle square {traneze), each middle square in four
parts - smali squaresj and each small square in nine narts,
Finally each map point on the map is designated by a five
digit number, .

3. Cover names are provided for the imwortant orientaticn

points.
4. "Stosslinien" method ", p. 107.
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