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MEMORANDUM FOR AFSA-].S

Subject: Gcmment on USCIB 13/195, "Maaaures for the Incrsaased Security
of COMINT®

1, A¥FS84-1l reccmmends that we take the position of supporting the
principles of this proposal while reserving Jjudgement on detalls. This
is a logical position to ‘take, bscauszsse it would be useless to belator
the details {some of which need second thoughts) until we have soms 8s-
surance that the genersl principlos on which they ere based have general
U. S» acceptangs.

2. In ny opinion, these principlss are forced on us whether we like
them or not. The Daslc purpose of the new proposal is 40 ingrease the
sgocurity of really top-lovel, really sensitive COMINT, snd to inerease
Jhe nsefolness of lowsr-level, less gensitive COMINI. It 1s proposed to
do this by separating tie two, ard handling them differently, =0 thai
the high=level, sensitive COMINT will not be imperillsd by essociation
with low-level COMINT which yequires wide digsemination, and the lowe
level COMINT will not be sowed up 0 the point of uselozshess by assoolia-
¢ion with high-level COMINT which requires abtringont safegusrds. Unless

you separate them, you will not sccomplieh this purpose.

S. The malient feature of the new proposal, then, is the wsthod
of divigion of COMINT into separnte categories. The proposaed categori=-
zation can be called a departere from or not a departure from the basic
principles of the present Appendix B depending on how fer down you go
in your dofinition of “bagic®. The originsl 1946 Appendix B provided
for dividipng COLMUT into eategories based broadly on diffioculsy of pro-
duection. The proposed version doss the same thing, so that there is
really no departure from the old prianciple in that respect. WBhere the
difference liea is in the diresction of slicing the categoriss. The
original division was a horizontal one-~cryptanalysis was difficuls, =o
it formed the top category, with greatly limited disgsmiunation--traffic
snalysis was less difficulds, o it formed the lower category, witk leas
restricted dissemination. {I ignors for the moment the fach that, in
prectice, no differcnce was made in degrees of dissemination.) Thus,
with any aspecific body of foreign traffie, you could cryptanalyze it end
digseminete the product norrowly as top-category COMINT, or tyraffice
annlyza it and put cut the product more widely as low-level COMINT.

4, This hasls of categorizing began o come locse et the seams
almost as soon as it was devised. The pature of the problsm was auch,
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or bogan %o become such, thet the nest diastinction betwoen difficuls,
sensitive crypianelysis and easy, insensitive traffic anelysis simply

4id not hold. This wes recogaized in 1948 in emendments to Appeondiz B

by which exceptional shifts of category could be made for specific casgsesn
of ®eapy" oryptenalysis and "difficult® traffic anslyeis. This make-
shift geemed 4o pateh up the old Appendix B almost adequately for a while,
but the plein languoge problem and variocus problems brought out by the
EKorean War, and which have been partially solved on a piecas-meal hasis,
have shown that ¢ more fundamenial change is nseded.

5. The present proposal provides for a vertical category division
by tochnical difficulty snd sensitivity ef ¢he foreign communications
thauselves, rathor than by what is done with them. This statement,
thoughk an oversimplificstion, is ecgentiaslly true. Of course, the pro-
posed top category will continue to contain largely the produets of
erynptanalysis, and very few of tyaffic anelynsis, and the bottam sategory
will be heavily $raffic anslysise—-bu® %his will be because of the nature
of things, and not because of artificiallitiss creeted by category defini-
tions, as at present. (Under the proposal, categorization, in practice,
will be gpacific-=for each new GOMINT job as it comes up someone will
have to detemine what category 1t belongs to. A% present, the category
is prescribed by blsmket rules which, as ofton as mrot, fail to satiafy
the needs in individusl ceses.)

6. The devails of how much we are going to teke the wraps off the
low-lovel stuff, and what the code-words will be, end how handled, and
whether there shall be one level of clearaacs or twoe or four, reoquire
gome study, and I do not propose $0 g0 into that now., It seens $o me
+hat USCIB must agvee (1) that the four proposed caiegorics are neces-
sary, (2) that the higher ones mmst come under rules predicated oa high
gecurity, and (3) that the lower ones must come under rules predlcated
on usofulness. This much agreed on, we should present these basic points
%o ISIB, to get their reaction. Only theu need we start heggling over
tho details of implementation. The proposed revised Appendix B submitted
with the paper is merely one way of doing it-<there are many others.

/9/ Eos S, L. Goodwin
Be S, Lo GUODWIN
Captain, U, 5. Navy
AFSA=-11
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