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Cooi'U'•NATO R, U& C!. ( B 
BEPOR'l BY !BE I!REOioa. :amm>·fOitCES 'S!CtJRtn__.-AJ...,.GE_l,...,~m-r 

%0 TBB 'OJITED STA'tES COJamiiCA!IOJS BOARD 

JI'U.SUF.ES FOR li'CRWED SECURlfi OF CCIIIUBICATIOI nr.rELLIGEIC! 

'tHE PROBLEJI 

1. Wbat &dditiOJJ&l ..uurea 1hould bo tabn to proteot auoh COJIII'l 

aouroea u 11117 be expected aooa. to )'i•ld vital iDtona:t:lon, the dr;yin& 

up or which ahould be prevented at all ooatet 

FACTS B!ARIIG UPOI THE PROBID AID DISCUSSlOll 

1. Aa ••t toroth 1n Faragraphe 1·18 ill the Enoloaure • 

COJroUJSIOU 

I • It 1a oonoludsd that a 

... J. review ot tbe entire problem of C::IIIIR aeour1 t.r ia 

w.rranted in the 11cht of tba preaent a!tuat1ozt Wherein there &ppoarl to 

be a ;ra.dual leaaeniu; or aecunty in the ~oe ot a more preaaing need 

therotor. 

la. The po•alb111ty of •"- appro&oh to a at&te ot readability 

ot certain hlsb-lewl ol')'ptoayate• aDa it 1mpe.r&tiw tlat there be no 

dela7 in the re-eDl'dsti')ll ot pre1ent C011II'l' •eour1ty mea.1ure1 and the 

tormulati()ll and applioatioxa ·'f aew or add1t1oua.l measurea whioh ay pre• 

wnt a repetit:l.CGl. ot tlw loaaea aurf'erod 1u the reoent pe.at. 
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o. In oozmootion with oerta1D cUl'Tont h1ch-leval COJUJrl' 

problou it i• po••ibl.e Nld it may bo advbablo to U\Btitute aeourity 

1ateguar&s •uoh u wore in .toroe in oonneotion with oerta.in high-level 

COJfift problema in World War It. 

IEOOJMJIDA'riOWS 

.ft. I'b 1a reoo:r.monded tbata 

a. tJSOIB direot the USCIB Beour1t)r Oomtttee to •• the 

rertn ret"erred to 1n Par. k and to •ubad.t reoOIIIDOndatiozqJ &r1a1~ -
trom. a. oo:oa1dera.t1on ot Para. Sb and So of' the toreco1~ conolua1=a • - -

b. !he 'O'SCIB Secur!ty- Ccmmittoe ba direoted to aubmit 1ta 

report to USCIB not latar than 15 Deoember 1950. 
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ACORN- EO 3.3(h)(2) TOP SECRET 
DCLOS'Olll PL 86-36/50 USC 3605 

FACTS BEARIW llPOJI' 1'BB PROBLEK )lD DIIJCUBSIOJr 

1. the Direotor • .AFSJ. ia beoomint itte).roaa1ngl.y ucmcorned over what 

appear• to be .. p-adual le .. eni:DG or tbe ••curi"ty Qt oo.v:nrr in the 1'848 

ot & sore :pre••hlc need therefor. AlthoU&h a numbor·· of' iJIPortant IUJ4 

bae1o atepa haTe been ta.latn •1•• the 11ar to eetablbh aoourity on a 

f11".11lf.tr foundation., othor devolopt;~onta/ba.ve occurred whioh baw. to a 

large extent, nullU'1od the etteote iot our ad.vanoet. 

1. Since tho end of' Wozold •:t Il there baa b&en a oontinual 

improvement in tM typea of cr;yptoeJ78toml employed b7·· ... foreign eovern­

JPI!IInta an4 a atea~ tir;htenine; at oommunication aeo\:11"1 ty praotioea, 

eapeoially by t~ ~ Bot an ... / 17 baa this been t~~-b \.. n u a 
"'~~~ ... v, 

reault ot conoentrato4 etfort' USA auaoooded 1D. aolving ,... \ oeaattW\iC&• 

~·•• the fruits thoreot •re • oan denied ua because ot tm;, withdrawal 

tram. usage ot &111 ri~·leval ayatcu soon atter IUooeaa 1ft thoir 

10lution •• attalr..ed. 

I. Of the typal ot h1tth-lewl •yatelll &till 1n Ul8 byiL.. --------1 
ene 11 Ullreadable and the other ha.a ben read 1"ra.gwJntaril;r to a ..-eey 

li:mi ted degree. Ill the lattor ca••, w orlc baa been aur:rounded by tM 

110at atri~ent •ater;uarde and Tirtualq ::a.o diaaelldu.tion hat been ade 

or end produota. 

4. M&!Janwhll• there :ba• been &. •teady cd tubata.ntia.l inoreate of 
~~ ,!"' ~~-n '4 ... ~ 

both worbra and o01'18umera. lfbe Kndoctrixaat'"ed,.. ~ baa riaen trom 

6M i!l February 1841 to 1,3~2 1n Ju:JJ.e 1960. In addition. there ha'91J 
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'been ~2"&ble 1Dd1ddu&la brou;ht illto tho triDce of bCW'le.sg. tor 

ac!almatrathe, bud:«Jtu:Y• nr otlwr naaona .. 

5., .&aida .troa tho toregnS.u,c. oerta.iD dh•••lU.tinB eategua~ 

haw V&cluallf been relaxed. Materi&l 11 Jl'.71r d1atr1lNt.d ADd M1B't*iM4 

1ft a uqmbctr ot areaa ia 1fuhi"'tOD aut1lde tho produol~ a~DQie•, whore 

1twu .-nr pormitted before. Morecm.r, d.11tr:Unrtioa ha.a bHn author ... 

1184 to ac141t1cmal apnoie1. Re•tricti:u .;n the diatributicm ot 

•terial to. and me.intenazsce ill~ oooup1od areu ha:ve al1o been ouo4,. 

•• b. tb;t .t'aoe or all thil, the da-.nd tor aosmr.r .... beoOWJ 

iDOreui~ly &reat ad 't.be need tor it• protection ia.{lGr&tiTO. lfe have 

llOII' been virtually aut or touoh wit~ lhich-lewl oo:zmuuicaticma 

tor three yoara.. I! wo 1hould. regain oontaot and t.hon loae tt ap.in w 

are 11bly to bel denied thi• rital B'>uroa ot intelllr;ence tor a muoh 

T • Si.lloo the War • t.he 'bl.eia ••••ntiala ror orteot1 ve nour1ty' 

oontrol haw tiDally boon ••tablt•bed arter par• ot ettort. 1fe aow 

a. A. tedoral proteoti w law 

b., Seourlt;y agreemont1 with our foreign collabora.tora 

o. taprowd 1nwat1ptift •oh1Ur'f 

cl. An 1nterdepart..ments.l authority (USC18) 

•· Cor.-a'X! aooUl"i 't7 ata:ad&rda 

t. .&. •izl&le u.s. ptooduoer ot hich•lo't'Gl C01fi11'1'· (USA) 

I• Gueral appreo1at1cm. or the valuo ot COlUJI'l 

TOP SECRET. I ACORN 
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a. In additicm to thD rore,oi~, thoro he.a boen instituted withia 

.AFSA !tael.t a fairly rigid •y•tem or aortpartmcntation ot problema, a 
u..... Cof'I\INT \:>'"16'J-....{.t,ir-. 

reature whioh Ddl1tataa a~atn.t teohnioal etticienc7~but whioh ia oa.n-

aiderod eaaential for aoourity. 

g. a. JIQ:w ,tH7 # Jba pl te tho meohanilma md f aotors liated & hove, 

it b not bolleved thAt the aeour1ty aituati•)n ba1 been improved to a 

d.ogre~ whioh "Q.rrante bru.hia:: &aide or e.ll fear tha.t !'urthor or tu.ture 

•uaceas an high-lovel proble~ may bo ~ullified by leak&~ ot into~-

tion to tho Govormnenta who11e ooromunioation. ha-ve beun auooead'ully 

a.ttn.olrod. In taut. tho buts tor contwuad a.pprebl!txudons an thia acora 

•hortooain,::e in tho COUI!il' aoeurity p1otw-Et. Am02ll thoo e.ro tm 

f.~ 
(l) tzo nmoh individual authority IU1d discretion are lett 

1\ 

to individual ocn.a\JmOr t.nd producer e.~enciea to inaure unltora applioa-

t1on of adequate 1eourity mouure•• (The •oourity oontl"ol or atOillio 

e'JJI3rg infOl"'IAt.ioa ia more oentralhed and r1c1d.) 

(I) Thure 1e .no over~ll authori tr to b:a•Ut'• obeenanoe of 

aoour1ty ragule.tinna,. (InapeC.Jt1on authority •uoh as t.bat whioh •• 

e:a:roiaed by tho Crrptographio Seou.ri ty Board air;ht well be weted ill 

USCIB .. ) ~ ~~~ 
~ ~ ,O• bAt) 

(J) !heto ia fN' ~~e wf.Q&Adbef.fm.ination of rtJault~. (dver 

l.ooo,ooo oopies of COllllrt tra..nitlationa, repre•entinz •Qlft8 16,.000 

btdhridua.l deor;ypt.ed 1:1081a.,tet, were diesell\ina.ted in Se~or, liGO. 

!be handling of the Ge:r!!an problem proved that COMINT oan be erfeotbely 

uaed even with tho moat draetia reetriot10118 on dieae·rdnation.) 

TOP SECRET • ACORN 
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(') The admilliltratift, ecm.trol. and budgetary ao~17 

I.1'Jd procedures aro auoh that l.arp number• ot iBdidduala lll\lft be 

apprbed ot aumoroua dota1la or cmnm aot1v1t1ea. ('rho larp 13.UI1tber 

ar ac•no1••. otfio••. boarCS.. lmd cOIIIdtte•• oonoornod W1 th the 

opor&ti·.:-n and a~niatration ot COVlliT aot1vit1•• !18ooa•1tate• lmtUilfU"• 

able r•porta, jwttitioationt, • to •• whioh are ftl7' ba1ardou.t to 

1ecurity. 'l'he a.rra:a,..remonta cowrniDg the operati011 or CIA. are muoh 

aoro oouduo1,.. to aooreoy •) 

b. It 11 ob11.oua that under oo:dit1ou 1uoh u the ro";obJc. 

tho lawa ot probability are bound to operate to produoe inadvertent let.lc:­

ap or information, ewn thoueh the quo•tioxa ot loyalty 71J1J¥ JSot enter 

into the ploture at all, The ohanoo tor loa• ot dooumenta 1noreaaea 
~~~~ 
eert61a~ with the n~bor ot dooumanta dieaeminated1 and 1ft the COW!It 

field t:Mt loa• or a aiJt:le dooumont. eomet1Jae1 regardleaa ot ita 

epeoitio oontenta. •7 haw clbaatrout onnaequoneee - it the dooume:at 

ahould tall into t~cmg banda it.{!!E\ ... ao*.!_. oor!_ain_l~) be followed by 

auoh oouaquenoe1 up021 our COJa'HT aoti vi tie a • 

10. l>uriD& World ftr II aertaln •peoial ••o'Ul"ity aategu.ardl wore 

e.ta.bl18'bod in partioul&r eer,.nte of the Gttrman CO!!Ift problem. .lotue.l 

experience with tbote tate,uarda -..plT ~onatrated their teaaibility 

e.n.d the praotioability' t)f operatinc: 1uoceaatully with tha absolute 

alai.ulll or diaae.tatioa and ot -.1nt&in1DJ: t!w utm.oat aeour1t,y under-

41tt1oult elraumatancea. that export~• oonatitutea a oantradic~iQm 

of h trequontq-hearcl oontentiou that oporatio:nal •f'teotiwnall ot 
tc ~~WLtY 

CO!!IIT 1a 1nevttabl)" d.eteated 'b7 too at:dot lbdta:tion ot d1BHIIl1n."\tion. 

tOP SECRET ACOR~ ~ 
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11. It 1a poaat.ble to •ater;ua.r4 COIIIJI'l by er:apl"fln& 1peoial 41•­

cui••• whioh will aDt hazld1cap 1W 'Wietulna•• aud wbioh at 'thlt .... 

ti• 'Will ••l"ft to hicle tho aaot •ourQ4t trca whioh it oomea. 

u. 'J'he latter poaa1b1U'tJ• together w1th lllQJ'9 rS.1icl 1iJI1ttlt1ou 

ern dta•eailulttoa ~ 'be moo•aaey to taaur. \18 ap1ut tbet cb71D~S up 

ot the •ourcoa ot th18 'Y1 tal l.zltor.'tlc. 
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