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REPORT BY THE PERECTUR,ARMED ?onc:ns SECURITY AGERCY”
10 THE UNITED BTATES COMMUNICATIONS BOARD

MEASURES FOR INCREASED BECURITY OF COMNUNICATIOR INTELLIGERCE
THE PROBLEM

1. What sdditional messures should be taken to protect sush COMINT
socurces a3 my be expected soont Lo yield vital informetion, the drying
up of which should be prevented at all costa?

PACTS BEARING UPOM THE FROBLEM AND DIBQUSSION
2. Ap set forth in Peregraphs 1+12 in the Eunclosure,

CONCLUSIONS
8, It is oonoluded that:

8. A reoview of the entire problem of COMINT gecurity is
warranted in the light of the present asituation wherein thore sppears to
be & gredusl lessening of mscurity in the face of m more pressing need
therofor.

be The possibility of some approsch to & stats of readsbility
of certain high-level oryptosystems makes it imperative that thers be no
delay in the re-examination of present COMINY mesurity messures and the
formulation and applicatisn ~f new or additional measures whish may pro-

vout & repetition of the losses sufferod in the recent pest.
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8. In oonneotion with gertain curront high-level COMINT
probloms it is posgible and it may bdo advisabls to institute security
safoguards such as wore in force in ocomnection with certain high«level
COMINT problems in World War II.

RECOMNENDATIONB
4¢ It s recommondsd thats
a. UBCIB direct the USCIB Becurity Committes to malos the
review referred to in Far, 3a end to submit recommondations arising
from & conslderation of Pars. 3h and 5o of the foregoing somolusions,
b. The USCIB Security Committee Lo dirsoted to submit ite

report to USCIB not later than 16 December 1960,
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FACTS BEARING UFON THE PROBLEM m nz&mssxox

1. The Director, AFSA is beooming ﬁ;oiieuing% concarned over what
appears to be a gradual lessening of tha ucurity of OOMINT in the face
of & more pressing need therefor, Although a numbor or iwportant and
basic steps bave been taken sinse ‘l;ha nx- to utablilh seourity on a
firmer foundation, other dovelopmontu havo occurred Ihloh have, to a
large extent, nullifiod the offeotn or our advanoa..

2. 8ince the end of World ‘hr IX there has baon u cuntinmi
improvement in the typos or aryptosyitm employed by I‘oreign govern-

wants and a steady tightunlnr o:r stmmmication nacurity prnotiue:,

eapesially by th4 | Wot nnly has this been true,b e N U8 R
A . *0 ﬁ*%&u
result of conoentrated aﬂ'ort AJ?SL succecded in solving hena em!.:a.ﬁ- g

dieww, the frults thoereof mre s con denied us because of t!m withdrawal

from ussge of all high—leval systcms soon sfter luuceu in their

solution was attuained,

3, Of the types of high-lewvel systems still in ume by:

ene is unreadable snd the other has beon read fragwimtarily to a very
limited degree. Ia the lattor omse, work has been surrounded by the
most stringent safeguards end virtually no disgemination has been made
of end products.

4, Moarwhile there haz been & steady and substantial increase of
; AN Y. . F VYW 7 ‘-Qt:vuﬂ_
both workers and consunsrs, ZThe Aindoctrimt'ed’\lht. has risen Irom

684 in February 1947 to 1,332 in June 1950. In addit{ion, there have
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been inmmerable individuals brought into tho Iringe ur mowledge for
admninistrative, budzetary, or other reasons.

5, Aside from tho forsgning, certain diumin#tinn safeguardsy
have gradually been relaxed. Material is now di:t;:ibutad and maintained
in a nuober of aress im Weshinzton cutside the pré;iuuing agexrcies, whors
it was nsver pormitted dafore, Moreover, dutrs,y{d:ion has been Authore
ised to sdditiomal agencies. Restrictizns un tho digptyibution of
waterial to, and meintenancs in, seoupied a.reu“;’;huu also been onsod,

6, In the face of all this, the demand ror COKINT bas beoome
inoreasingly groat sud ibe need for its proteg;’:bion imporative, We have

now been virtually out of touch with ixigh-levul sommumientlons

for thres yu'rl. If wo should regain contast and thon lose it again we
are likely to be denied this vital sourca of intelligence for a much
lonzer period,

7. Binne the War, the basio essentials lor offective security

gmtrol havo finally beon established after years of effart. We mow
have:

&, A fedsral protective law

b éaourity agreomonts with our foreigm sollaborators
o. Improved investigative mmobinery

d. An interdepartmental authority (USCIB)

s. Cormmm scourity standards

£. A singls U.5. produger of high-loval COMINT (APSA)
g+ Oeneral appreciation of the waluo of COMINT




8, In addition to the foregoing, thero hea boen instituted within

AFSA $tself a falrly rizid system of aowpartmentation of problems, a
v COMINT onedunetiom

feature which mllitates azainst technical efficlency but whioh is com-
siderod eszential for sacurity.

9. . Howeves, Josplte tho mechanisms and factors listed sbovs,
1t is not believed that the security aituation bas heen improyed %o a
dogree whioh warrents brushing aside of all fear that further or future
succoss on high-lovel problema may be nullified by leakare of informa-
tion to tho Govermmsnta whose corpmunioationz have been successfully
sttaoked, In fact, tho besis for continued apprehsnsions on this mcore
remains the samwo, or owven strdanger than before begause of certiain
shortoominze in tho COUINT socurity pleture, Amon; thom aro the
folluwings

(1)AiSo mwk individual authority end dimeretion are left
to individual ocnsumor and producer agencies to insurs uniform applica-
tion of sadequate security woasures, (The security control of atomis
onorgzy informationm is more centralised amd rigid,)

{8) Thore is no over-all suthority to imsure obserwanse of
soourity rogulstions, (Inspeotion muthority suoh as Lhat which was
exeroised by the Uryptographio Security Board might well be vested in
USCIB.) 25 wariels Top VBimininn

(3) Mﬂiuoﬂmﬂm of rosults. (Zinr
1,000,000 gopiles of COMINT tranalations, representing scme 16,000
{ndividual deorypled mossages, were disseminated in September, 1960,
¥he hendling of %¥he German problsm proved that COMIRT oan be effeotively
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(4) The sdrinistrative, eontrol, and budgetary machinery
end procedures arc such that large numbers of individunls must be
apprized of nmumoroux details of COMINT aotivities, (Tho large number
of sgencies, offices, boards, and sommitiees conoormed with the
operation and adminiastration of COMINT activities necossitates ixnmumere
able reports, Justifioations, e to., which are very hazardous to
security. The arrangements goveraning the cperation of 0IA are much
more oonducive to seoreoy,)

b: It is obriocus that under conditions suoch as the foregoing,
the laws of probability are bound to operate to produce ipadvertent lsak-
age of information, even though the queation of loyalty may not enter
into the ploture at &ll, Ths chance for loas of documeuts inoreases
:;mi-n-ly mm’ber of doouments disseminated, and in the CONINY
field the loss of a single documont, somotimes regardleas of its

specifis oontents, may have dissstrous consequonces -~ 1if the deoument

should fall into the wrong hands it/willimost aertai:_x_lg&bs followed by

such conssquences upon cur COMINT sotivities,

10, During World War II certaln special seourity safeguards wore
establishod in particular segments of the German COMINT problem. Adotual
sxporience with those safeguards smply demonstrated their feasibility
snd the practicabllity of operating successfully with the absolute
ainimun of dissemiration and of maintaining the utmost seourity under
diffioult cliroumstances. That experiemns constitutes a contradtetion
of the frequontly-heard oomtention that operational eflfectivensss of

o Aowdilonaro

COMIRT is inevitably defeated by too atrict limitation of dissemination.
2 P BFva A B A
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11, It ia posaible to safeguard COMINT by employins special dis-
guises which will mot handicap its uwsefulness and whish at the sume
time will serve to hide tho mamet mource from which it vomes.

12, The latter possibility, together with meore rigid limitations
on dissemination may be necgeasary to imsurs us against the deying up

of the sourcos of thisz vital information,




