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IBPOR! BY !D USCIB COORDlltl!OR !0 
!HI trlrl'BI> .STAtES COJOOJ:RIC.A!IOD IOARD 

IIIAStllU:S !'OR IN'CREA.SBD SECURITY OP' OOJQlt'IICA'l'IOJr IITELI.IGEtCB 

':BE PROBtml \ 
$.>,_ 

1. What additional measure• ahould be taken to proteot Jff·preaent f! {"h,rv 
COKI~ aource~·cJ .(J.~ ... ,I.Gh JWW.......wu.reea -u '11111/.'T w-npeotett -•cne ·to yield. 

~-j(~\c\.c: --E :"]-
FACTS BElRIJG UPOW TBI PROBLEM AND DISOUSSIOW 

1. .U aet forth 1A Pa.ragn.pha l-ll in the ~noloaure. 

COICLUSIOHS 

'· It 11 oonoluded that 1 

a. A rsview ot tho entire problem of the 1eourity of pre•ent 

COJIIft 1ourcea ia arranted 121. tho light o£ the preaent • ituation. wherein 

there a.ppeare tc- bo a gradual lesaen1n:; ot •ecur1ty in the ta.oj!..pt a m.oro 

:recent pa1t. 

World W'ar II • 
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'· tt 11 reoommetnded tba.ta 

a.. USCIB diroot the 'OSCIB Security COJilDl1tteo to aka tho 

rertn retorred to ill Par. S!. and to aubmtt reoomaenda.tioua aridn& t'roa 

a •tuq baaed upon oons1der•t1on ot 'Pe.rl. S~ ..... J9i ot the foregoing 

o ono 1us1 ou. 

b. 'the tJSCIB SeoUl"ity Committee be d1reotod to 1ubmit its 
_)~~ \~'l"l.. 

report to USCIB not later than 16 lee•~ i:l66. 

I 
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lliCLOSU~ 

t:o a.~{h )(2) FACTS JJEARilJG UPOlf 'l'liS PD.OBLEll AID DISCUSSIOI 
PL 86--36/SOUSC 3605 

J 

:1. Binae tb.e end ot World War II there has been a continual 

ilaprovamelit in the typo a ot' (Jr".fPtosyateJU employad by torelp ~overmnonta 

u.d. a steady tighta:rdnt; ot acmmunioatiQ%1 •ecurlty praotioee, makine the 

pt!r~ol.ld~ooou.lootl'i~on~•ot....,C~OIII~B'l~··.t-;alrf.,· :::::=1!1yai··· .. ..,1nn,.-ol'lto:re ..... a ... •I"P1~·J1g-· .... ~d"""11'1'1oult~. 
-

1. \ In the fe.oe ot the 1norea81-ng dif£ioultilU 1n ita production, 

the demand.\ tor COIIII! has beooma &'V1U1 r.;rea1;er and the need for the pro­

tection ot all COMift aouroe• 1norea1111gly impttrfl,tiw. l'ot onl7 11 thia 

true a• roga.rd• all current 0011111'! aource1, but we m:Ue:t; anticipate ewn 

greater neoi tor\tha protootion of uw •ouroea. ~-•xa.lnple~....-------4 
---..;~_t...-.oj~._~tnned..e~SA. -•uoa!lde.cl.J.n. a.olvia&, .oort&iD ..___ __ --'I 

~yatema,-tbe...trult.t.J-,.ho.roor. were J,O.on de:~tiecl--ua beoause .o.t. ~the 'lfith-

~1 f!r.em""'QQa&e ...af....a.Uj jh1,h-lewl llfBtV.IIll aoon a.tter 11\lOceaa in 

treb a~oa ....-a:ttained·j·-NI.d we M.ve .nAW been. xirtually out -o.t ... :;tg_uoh 

, El t~ ~JaveL o~m2 Q!..Y._on. -ffW 'tAl""· yeara • ·- It-.,. ahoul4 

lji)C&1ta...Q...~t-.ot~ ~-then l!'Jtt it ~!L~,g_q . ..,to.. -be . .4Qic4~ 

"f'tte.l '8'1mtee. ~ lllp*4...!.oao--.'-IBUOh-l~i«t'r 

-:){'a. 'the bae1o •••entiala for 6f.t'eot1w aeourity o.ontro~. o 

COUIB'l' haft tiu.lly been eatablbhed e.ttGr yeara o£ e.ff'ort and th& 

aeourity a1tuation haa been ooDa1derably improved. 

b. 'there ia a geDBral appreciation ot tho value ot COlliH and 

tho »aed for proteotinp; ita •ouroeiSJ a.nd w now ha."" the followi»e 

•ohanbu for bettor proteotiona 

1 

---------------------------------
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ACORN 
(1) • tederal protoctive 1~ (Public Law Mo. 513). 

(a) Improved inveetiga.tive maohineey. 

(S) An interdepartaenta.l authority (USCIB) 

(4.) J. Bingle u.s, produoor ot hi&h ... lavel OOXI'HT (.AFSA). 

(6) Common aeourity ata.ndards· 

(6) leourity asreement1 nth OU1" toreip ooll.&bora.tora~ 

_::~. a. 'l'he part played b7 USOIB in the tore,oing improvement• in 
\1) 

aeourity .ai"e notable. USCIB Direot1Te Wo. 1, a.pprovod on 18 J'ovembor 

1948. and reviaed aa ot lS October 1950. provideat 

ft4. • •• Tbs Board will perform. auoh runotiona a.1 :may be 

~equired to acoampliah its objective. but it will place 

particular empha.ah upon the .rollawillgz 

• • • 
(o) heaoribiJlg be.aio aecurity atanda.rda and dis-

aemination polioies to protect all Communicatiana 

Intelligence aotiTities and aoureea." 

b. The aaco reference (Par. 12) eatablishea,. among other 

•tanding oOIIlllitteea,. a COim'!littee on Security with the tollowi:rte re•ponai• 

bilitieat 

"{b) Secur1'Sr• Formulation ot interdepartmeJltal 

aeourity and d1aBem1na.tion poUoiea,. and oo­

ordina.tiOJI. or other eeour! ty matter• under oogniaanoe 

ot USCIB." 

TOP s:cRET ACURit a 

-. 

·~ 
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TOP StCRET ACORN 
•• USOtB Direotive lo. 4, approvod on 14 January 1949• and 

revi•~d aa ot 86 Ootober 1950, eatablishes "Inatruotions tor the 

Compa.rtmentation ot COliU:VT inf'or!Ution" • inoludi~ certain "Preoa.utions 

in d1asem1natian and utili1ation of results." 

~. Aa a co:aaequenoe of tho tore,oing, thore has been inetitutod 

w1thin AFSA. itsolt a~~~•:ratom or oompartmontation of problema, 

t. teature which militates asainat teolmioal etf'ioienoy ill COKift produo• 

ti~ but which ia oonaid$red eeaontia.l for eecurity • 

. f. a. lfeverthele••, the tTSCIB CoordiDator 18 becoming inoreaain:;l:y 

oo:noerud over wbat appears to be a c:radual loaaeni:at; or the aeourity ot 

COIUI't~~ Although iaportut 

a.ud basta atep1 have 'been tabn liDOe tbe war to establish aecurity on a 

firmer tounda.tion. othor development• have ooourred whioh have • to a 

lArge extent, 'Dullitied tho ertoota oi our t.d'Qlloea. 

o. Deap1to the meoha.niau and ta.otora for better control,. it 

1a not beliewd that tho aeourit;y situation baa been im.proved to a. degree 

whioh warranta bruahing uido@all tear that ourrent and future auoces• 

on hich-lewl problems may be :a.ullitied by leakage or information to tbe 

Governm.on.ta whose oommun1cations are nOll" beint; or ~ bo aucce••­

tully attacked. I:n. f'aot, the baaia tor continued appre~}iOJUJ on thia 

eo ore remains the le.m.& or even atron&er than be tore • beoauae of certain 

nn tao tor• 1:a. the COlli IT •eour1 tT picture. Among thea aro tho 

tollowinc • 

(l) There has been a •teady and •ub•taat1al increaae ot 

both worker• and cOM'UZI:Pra. Tho liat ot indootrinated oonaumera alOll& 

has rbe~ from 5'H: b. February 1947 to l,ZSZ in Juno 1950. I:a. add1t1QI11 

:,... .. - '"" , a • ol- ,... •..:r.Jtil' • 
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SECRET 
~C;· ,;:cit JJ t.~ ~ 

Ali:mft&-'c~ 
'thor• haft be•a bmume:rable 1n ~ ~ rlduale 'brou:ht into the tri11t;e ot 

knowledge tor a.c!mi:n.iltra.ti .,.e.. ou~etar;y • or other reaaona • 

(I) Certain aiasem.1nat1on aa.teguard1 havo sradually been 

relaxed. Material J.S nn 41atr1buted and ma1nta1no<! in a uum.ber o!' areas 

b. Washington ou,;::,ide the produoin3 a.pnoiea, whore 1t waa never permitted ~ 

before. '€!reov::.., diotributicon hao been &uthwise4 to &dditi ..... t 0/lGMi~;~~ ~ -Reatrictil):ns on tho distribution or material to. and maintenanoo in, 

oooupied areas ha~ alao bsen eased. 

(3) The admbuetrathe, oontrol, and bud,st&r,y machillGJ!7 

ed prooedurea are auoh that larbo number• ot ind1'rlduab mu1t 'be 

a.ppr1asd or nUJllfJrou. details ot COJil:rtt aotirt tie a. {!he large num.bor ot 

agenoiea, of'!'icea• boardl, and committeoa ooncei'"D8d with the opora.tion 

and administration ot Ca.IIt aot1Tit1oa neceeaitatea inn~rable reports. 

just1ri cations, eto. • whiob. aro very he.zardoua to aecuri ty. !he arrange• 

ants govorni~ the operation of CIA are Jlllloh more conducive to aecroc;y.) 

T!JP S~CRET 



... .,. ... .. .~ "' 
-,.,,_~_--~_..--•• c.--. ~--~ -~ -. .... --

( :!:Wor -auuh: ~liM ...,,, ·~olllll -mul.ed in and OX!r~od '- t""- ~-~ 
_, \. I -II ··- 1 -=-- ~~~ 
~-- cra.,W.e iedttdtJ B~~-Wll :w-'i'imd'·tlf"i!m'~rataed· b)! USCIB;i 

"' 1. It 1a obrl.oUB tha.t under the tcreco1ug conditions tho laws or 
~- iU k"-~~!,.;4."-GL~ rbCO MINT. ~ ~ ;-..~-~o.'-AI.,~~~ 

probibili ty are. bound to o~rate A. te •••eo iJ:IadTOrtent leakase of 

intormation~.._ewn th~h the quo•tion of loyalty may not ente.:r into the 
~fr"4 M lti.l Ol.Jto.. o-l-~w.u..~ -\... eD~1 NT" ~\l:o.o:.A-, ~~ 
picture a.t all'" )the .n.:naea tor the foa.k:a.:;e inoroaaes-irl diroot proporti 

~ 
taken into the picture 1\ tho ohanoes to the number of persona who are 

\.u.t-A.-'>"~. ~ 
loa a of dooumonta 1noraaaea in direct proportion to t be number ot dOII)UIIOSl3Lt&/ " -
clisaeminated, ....e Tn tho COJlift field, tlw loss or a ai~l• 4ocumont~ 
•omotimea rego.rdlell of 1 ta apeo1f1~ contents • ~ have disastrou conse-

• quonce•; ,-If the dooumant should rall into tho wro:ag banda it most 

certainly will be follocvd b,y suoh consequoncea upon our_c~~ acti~tiea~ 

During World War II oertain special eeoudty aa.t'eguarda wen•• 

eatabliahed in particular aep10nta or the German COIQ:JT pl.-oblem. J.ctual 

experience with thoae 1ate~uarda am.ply demonstrated their teaaibility- and 

the practicability ot oparatillf; eucoentully with an extreaely- limited 

number of oporat1onal personnel who had a real "uoed-to-know")and with 

the absolute minimum ot disae:ad:aation. i'h&t experience proved the 

poae1b111t,y ot maintain!~ tho utmoet •eourity under difficult oircum­

atanoe~and oon~~titutea a oontradiction ot tho frequantly-hea.rd contenticm 

that operational e!"feotlwneaa of COJI!ft ill inevitably deteated by too 

•tr1ot limitation or dissemination to oansuaer•• 

f. It 1a poaaible to aare,uard COKII'l by emplO)'iD3 a peoial dia­

;u1ae~ which will not han<!icap it1 UBetulnoaa and whioh at tho sllll!t timo 

will aerve to hide the e:xe.ot souroe rrom. which it ocmoe. 

6 ACORN 
------
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ACORN -

~ !hs latter poas1bil1t.y, tocetber with more ricid ltmit&tiona 

On dbaem1uation 8q' be nece~t&ey to iMure ua a.,a.inat the dryin& up ot 

tM aourcea of thie vital int'orma.ticm.. 

1e. a. In oonaideri.ng what additional a tepa ahould bo t-.ken aa 

aoon •• possible )it ia oonvenieu.t to di'V'ide the whole problem ot COJI!ft 

1eo~i tJ into tour prinoipal aep":nts 1 

(1) Security precautions applicable to all etepa tn 

the production ot the intorma.tion, 

(I) For-.t ot tho final product (whether or not tb& 

eouroe or th<l information, whsn it leavaa the production 

ageno;y, is obvious). 

(3) OQntrol ot produotion ot oop1eJ and their dia• 

•ominat10ll to oonsW~Pra ... 

(4) Security prooautiona applicable to tr~ operational 

use or COUIIT-

b. tJndor 1te charter USOIB preaoribea bo.aio security standt.ria 

and dissemination policies and therefore it baa cD,nisance or all four 

ot the a.bove-mentic=ed aegment1 $ , , t; 
~~~ lt. a. The USCIB Coordinator has" jurisdiction over only the first 

Jepont (Par. lla{l)) and ho.s instituted within AFSA. as rigid seouritr 

oontroll in the produoti.on o£ COKIIf ill!'ormation a• practicable under 

the meohaniol ot prooeaaing. CC!lpa.rtaontation baa been 01peoia.lly ri,:Ld 

in reapaot to the procea•inc: or the principal high-level orypto1yatema 

and 1 t it d.oubttul whetlwr turther 1tep1 oa.n be taken in that direotion 

· -~~~-~-. -. :;._-.. JBP~~CRff ·-• .... ... . - . . . . it.. 
J ... - ....... _111: •1- ...... ..... ... ...,. ;a..: • • • ....... • ..... 

• -:..; r"f l \o ~ •f 1 ~- ., .. "' ; J\, ., • • .... .ltJ '" ,_ •.., .: ~ •._ • ' .. ,. l,o ~ 9 .. : 

~ ........... ~ ..... ~..:..-~ ,. ..... ,.. .. r- ... • .... ~. ~-· ...... -.- ..... -. 
I 6: - t r .. :!!! ~~~ J• ~ ..... • '".. ' • I ,. • "!'._ ... 

··~i ... _ i:ll .. ·"=T..~--11~ ::.:- ·~ .. ;:: ...... " ....... ,. ~ - .... , - ' • 

AC"R~·.fi -~,~ , u l-~~ . .. ... -. .... ~ .. . 
:.. ' ' .. ~ . . # 1 , • '~&-

.... ; a~~· l r • ·~;1 ; 01 L • .. "i ~ • •• 

.. 
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TBP srcRET ACORI~ 

the other three eagD"..ent• ot tho problem and beliena tha.t it 1• to thoae 

a:r:-eas • e•peoially (I) and (a)# that USCIB •hould now direct ita 

attezttion. 

c. 'l'he USCIB Security Committee oould be dirooted to •tudy 

those ••;meDttt of the problea and aubmit reoomm.o:uda.tion~~ as retard• the 

,rea.ter tecur1t;r protection ot ourrent a• well •• antioipa.ted _., aou.rooa 

ot COJIIIr. 

TB? S~CREf ACORN 
'I 
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