REF ID:A55676

APPROV ALS, DISAPPROVALS,

MEMD RO“TING SLIP NEVc%ﬁlggnnﬂvcﬂs: OR SIMILAR ACTIONS

1 NAME OR TITLE e 7

INITIALS

CIRCULATE

ORGANIZATION AND LOCATION

DATE

COORDINATION

FILE

INFORMATION

NECESSARY
ACTION

NOTE AND
RETURN

SEE ME

SIGNATURE

NME. /%% OD Hrm s




MEMO ROUTING SLIP | s s, sty

INITIALS

CIRCULATE

DATE

COORDINATION

1 NAME OR TITLE
ORGANIZATION AND LOCATION 0 o 6

FILE

INFORMATION

NECESSARY
ACTION

NOTE AND
RETURN

SEE ME

SIGNATURE

'Rﬂ/\
)Sé:tﬂl we, W?m)’

FROM NANE OR TITLE

é’%«&v——-

Ldag, ¥

ORGARIZATION AND LOCATION O Q ?—u

TELEPHONE

NME "% OB Mmpiiirms

186—48487-3 3¢ GFO




MEMO ROUTING SLiP

NCES, OR SIMILAR ACTIONS

INITIALS

CIRCULATE

1 NAME OR TITLE
ORGANIZATION AND LOCATIO

AFSh—c

DATE

COORDINATION

FILE

INFORMATION

NECESSARY
ACTION

NOTE AND
RETURN

SEE ME

SIGNATURE

A .
-N M E FORM NO 9 Replgoss YA AGO Form 893,
{ OCT 48 pr 48, which may be used.
v " w T

TELEPHONE

18—48187-3 ¥ GPO




)lﬂ ')‘Q V N J@Q.Am@-‘”_
104 mzj’[ (7 Jué*/w«/

W/&,r«;f st LSCB 0len S
,Z(C{MM!. Ot St € M“w&ﬁ,ﬁz
o htse £ oan T Cougods o) R

Tlee, Qoo L«,_J@am»?ug,#
et A an A M/ébv.u‘cg_‘Lc Y

J

&6\ CAA LM\ Qo:__z,,, ) AR
%/ze_}?:““" a

/dfé mJ%a,,,wa,/ ot O

| W T

EO 3.3(h)(2) o Zé
PL 86-36/50 USC 3605




REPGRT BY THE USCIB COORDINATOR TO
THE UNITED STATES COMMUNICATIONS BOARD

on
MEASURES FOR INCREASED SECURITY CF COMMUNICATION INTELLIGEYNCE

THE PROBILEM e
l, Wbat additional measures should be taken to protect K 3 ‘presont /g futvre,

COMINT nourcestﬂd_.(l.)..amh DY _AQUrces ‘a8 mxy ‘he-wxpectod -soon-to yield.
] \ —
viet-information

FACTS BEARING UPON THE FROBLEM AND DISCUSSION

" 2. As set forth in Paragraphs 1-1} in the Enolesure,

CORCLUSIONS
5. It is venoluded that;
&, A review of the entire problem of the security of present
COMINT sources is warranted in the light of the present situation wherein

there appears to bo & gradusl lesseming of seourity in the faoRof a more

pressing need therecfer. f“"'/}T"‘wl

b, 1::@—@:% 1n-iha- ;W
‘f ﬁr‘ﬂfﬂuﬁ:‘ﬁ -~ ISV Tmt“}'ﬂtﬂﬂ—ﬁ&blj.t ':6 ({1

et
imperative that there be no deluy in o re-oxamink - p sent 0 uu’(
sscurity measures and ib- Lormu ti.g 4 uppl -Ul-'nmr or additioml t
macsures which msy provent & repetitiern of the losses suffored in the ;
recent past. ‘rﬁ_{'
¢. In cormectiom with all high~level COMINT problem it s (

possible and it may be advisable to institute security ui’aguardu such Al}h.ﬁ

as wers in force in connsotion with certain high-level COMINT problems in leM
¢

World War II. .S'
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KECOMMENDATIONS

4, It i recommonded thats

s. UBCIB direct the USCIB Security Committeo to make the

review reforred to in Far. 3u and to submit recommendatiocus arising from

a study based upon consideration of Parg. Sh ot Bk of the foregoing

asonclusions.
b. The USCIB Security Committee he directed to submit its

me \5¢1,
raport to USCIB not later than 16 .
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FACTS BEARING UPCN THE PROBLEM AND DISCUSSION

s
!

M

1. gj_me the and of World War II there has been a continusl
Mprmmen‘b in the typos of nryptosyltam enployed by foreign governmonts

l.nd e steady tightening of ommunioation lecurity practices, making the

T Y N T
R U

praduction of GOIIF! . problem of oonltmtly inoreutng difficult\(

B )

! In the fuce of the .'mcreuing difficulties in its produstiom,

l JJWMM uy

! the damand tor COMINT has become even greutcr and the need for the pro-

. tection of 0.11 COMINT mources inocreasingly 1“‘1’9"‘““' ¥ot enly is this

r

trus as reztrds a.ll current COMIN? acurces, but we muut sntioipats even f&

. ““smntar mad‘ forn\_x‘\bha protostion of new sources, Eok_oxmplgw §
d-effart AFEA sucgeaeded.in solving oert;iﬁ ‘
puptmyatom ,""the_i‘.ruitg tharoof were soom denied us because of -the with-
d.num.l frem-usage 41:4.11 high-level systoms scon after success in ﬁ
t{he-h-rm'bion was-sttained,~and wo have now been yirtually eut -af fiouch é

meumfw three.yoars. - If we should %
rpgein. gontact and then lose it again we are likely.to be deniod ihis ;gf
Thal TT0rse of-intelligenca for s-muok~1MEErpariodi~ E
3

y s. The basio essentials for effestive security control o
COMIBT have finally beon established aftor years of effort and the
segurity situation has been oonsiderably improved.

be There is a gensral appreciation of the value of COMINT and
the nced for protecting its sources; and we now have the following

meohanisms for better protection:

e okt e
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| noi
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(1) A fedsral protoctive lew (Public law No. 513),

(2) Improved investigative machinery.

{8) An interdepertmental authority (USCIB)

{4) A mingle V.5, producor of high-level OOMINT (AFSA&),
(6) Common seocurity standards.

(8) Seourity sgreements with our foreign collaborators.

:1. &, The part pleyod by USOIB in the foregoing improvments in
:eouri‘by.t‘gs notable, USCIB Directive ¥o. 1, approved on 18 November
1948, and revised as of 13 Coctober 1950, provides:

4. eos Tho Board will perform such functions as may be
required to accomplish ita objeotive, dut it will plsce
partioular emphasis upon the following:

*® » »
(c) Presoribing basic security atandards and dis-
sonination policies to pratect all Communications
Intelligence sotivities and sources."

b. The sano reference (Par, 12) establishes, among other
standing coomittees, a Committee on Security with the following responsi-
bilities:

"(b) Becurity. Formulation of interdepartmental
seourity and dissemination pollcies, and oo~

ordination of ether security matters under ocognisance

of USCIB."
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o« UBCIB Direotive No, 4, approved on 14 Jamuary 1849, and
revised as of 25 Ootobar 1930, establishes "Instructioms for the
Compartmentation of COMINT informatiom™, inecluding certain “Precautions
in dissemination and utiligation of results.”

4%. As & conseguence of tho foragoing, thore has been inatitutod
within AFSA itself ntmdllyltem of gompartuwentation of problems,
o feature which militates sgainst technioal efficiency in COMINT produd-
tion but which is oonsidered essontial for security,

5: a. VNevertheless, the USCIB Coordinator is becoming increasingly

ooncernsd over what appears to be a gradusl lossening of the seourity of
"%-\w

GOMINTS 229 A5 a pdie /ren ’“W Although important

and basic steps have been teksn since the war to establish socurity on a

firmer foundation, othor developmenta have ooourred whish have, to s
large extent, nullified the effscts of our sdvances.

b. Despite the meochanisms and factors for better contrel, it
is not believed that the seourity situntion has been improved to s degree
which warrants brushing uida@all fear that ourrent and future suocoss
on high-level problems may be zmullified by leakage of information to the
Governmoents whose communisations are now being or 1l be success-~
fully attacked. In faot, the basis for continued apprehopsions on this
score remains the sems or even stronger than before, because of certsin
new fo.ctor.l in the COMINT seourity ploture. Among them are tho
followings

(1) There has besn a steady and substantial incresse of
both worksrs and consumers, The list of indootrinated consumers alon?

has risen from 584 in February 1947 to 1,332 in June 1950, In sddition,
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thore have been immumerable ir‘:viduels brought into the fringe of
knowledge for administrative, oudgetery, or other romsons.

(%) Cortain cissemination safeguards have gradually been
rolaxed. Material is new distributed and maintained in a number of areas

in Washington outgide the producing agenoies, where 1t waer never permitied

e
before, E)reover, distribution has bsen suthoriged to additiomal aganaie 8, /“ ‘4)

—

Restrictions on tho diatribution of material to, and maintenance in,
oocuplied arsas have alsoc bsen eased.

(3) The administrative, control, and budgetery machinery
and procedures are sush that larze numbers of indivlduals muﬁ'.-: be
apprised of numercus details of COMINT motivities, (The large mmber of
agenoies, eoffices, boards, and committeos o;:neernad with the operstion

-

end administration of COMINT aotivities necessitates innumersbles reports,

LA et

N)

\,\ Justifications, etc., which are vory bezerdous to security, The arrange-

A\

ments govorning the oporation of CIA are much more conducive to secrecy.)
(4) The dissemination of results is far tov voluminous for

3
5 CM:M"i 5o, oo
S sefoty. ' coples of COMINT translatio Z/repreun‘tin{; & oo

6,000 individual decrypted mossages, were in September,

[TWY 4
1950 The handlinz of the German problmln:: proved that COMINT can be

effeotinly used svon with the moat drastic restrictions on ﬂiuomimtion?

(5) There iz no over-all suthority to insure cbgervance of
GOHIET security regulations within offices of COMINT consumer agencies bt cux
and organizations, Possibly too much individual authority and diloretimh'j
ay& arc left to individual consumer and producer agenciea to insure uniform be. d
/ applicetion of adoquate seourity msssures. (The seourity combrel of th e,
I
|

stonis energy information is more ceniralixed end rigid).f:

\A CARW S




suthoriby -woohrse-thatadlch. s yesled in and oxorgliged by tha. Lryple-
:«T graphis-Seourtty SO BIERt-*wll bé VERRTTE THY ¥ioroteed by USCIB
« It is obvious that under the fcregoing conditions the laws of

" H eoubtinwd, Ascumly r"bCO MINT, S tGa 1&-;,,{"'Pﬁnm 2T chausr
probabllity are bound to operate Ato-,roduee ipadvertent leskage of

inforzation, sven though the quostion of leoyalty may not enter inte the
WAAPRAL 54 orvo ) dasdumssephine § COMINT Licrnsonns, buiin.
plcture at ull,A /Zhe chences for the leaksze inoreases-in direot proportion

Gk
to the number of perswus who ars taken into the ploture A thoe chences for
W doentod
hloas of doouments incroases in direot proportion to the number of doouments

disseninated, snd In the cOMIN? {ield,the loss of a single documont,

sonetimee rezardless of its speoific contents, w have disastrous conse~
. quencna Af the documont should fall into the wrong handas it most

esrtainly will be followod by such conseguences upon our CONMINT sotivities. 7\

% During World War II certain speclal seourity safeguards were
3

established in particular segmonts of the German COMINT problem. Actual

sxporience with those safsguards amply domonstrated their feasibility snd
the praclicability of operating successfully with an extremely limited
numbor of ¢porational personnsl who had a real "nsed-to-know" /md with
the absolute minimum of disseminmation. That experience proved the
possibility of mainteining the utmost seourity under difficult circum-
stances/ and oconstitutes s contradiction of tho frequently-heard contentiem
that operational effeoctivenscss ef COMINT is inevitably defeated by too
striot limitation of dissemipation to oonsuners.

« It is possible to safeguard COMINT by employins special dis-
guisefk which will not handicap its ussfulnoss and which at the same timo

will serve to hide the exact source from which it camos.
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ta. The latter possibility, topether with more rigid limitations
on dissomination may be nscessery to issure us sgainst the drying up of
the mources of this vital informatiom,

. &. In comsidering what additional steps should be taken as
goon &8 possible)lt is oonvenient te divide the whole problem of COMINT
segurity into four principal segmonis:

(1) Security precautions applicable to all steps in
the production of the information,

(2) Format of the final product (whether or not the
source of the informetion, whon it leaves the produstion
agency, is obvious),

{8) Cemtrol of produotion of coples and their dis~
sonination to consumers.

(4) Security procautions applicable to tho operational
ugs of COMINT,

b, Under its charter USCIB prescribes basic security standerds

and dissemination policles and thersfore 1t has oognizanve of all four

of the sbove-mentioned segments vk
gne * V‘l“umirwmag.
1'. a. Tha USCIB Coordinator hes jurisdictiom over enly the first
segment (Par. 11a(l)) and hos Instituted within AFSA as rigid security

eomtrols in the preoduction of COMINT information as praoticable under

the meshanics of processing., Compartmentation has been especially rigid
in respect to the processing of the principal highelevel sryptosystems
and it iy doubtful whether further asteps oan be taken in that direetionm
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toward inoreased sssurity. Z/;Z‘hp;’iggxmmh T A0sk .inte this

Westion mb&m-wwwﬂ (o1 2T 2

b, The USCIB Coordinator has po jurisdiction, however, uvor“ﬁ '
the other three sagrents of the problem and believes that it iz to those
areas, ospeoially (2) and (3), that USCIB should now direct its
attention,

8. The USCIB Security Committee ootuld be dirscted to study
those segments of the problem and aubmit recommondations as regerds the
groater security protection of current as well as anticipeted 2wir sourcos

af COMINT,




