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THE UNITRD STATES COMMUNICATIONS BOARD
m
MPASURES FOR INCREASED SECURITY OF COMMUNWICATION INTELLIGEKCE

THE FROBLEM
1. What additional messures should be taken to protest (1) prosent
COMINY mcurges and (3) such mew scurcos as may be expeoted zoem to ylsld

wvital $nformation?

PACTS BEARING YUPOW TAE FROBLEM AND DISCUSSION
£. As set forth in Parsgraphs 1.12 in the Enslosurs,

COMCLUSICKS
8. It is conoluded that;
a8, A review of tha sutire problem of the securlity of present

COMINT acurcos is warranted in tho light of the prusent aitustion wherein
there appears to be o gradual lessening of security im the fuobt of a more
preasinz nevd therefor.

be The poasibility of zome approéch, in the not diatant fuiure,
to & stute of readadbility of certain high~level oryptosystums makecs 1t
fmperetive that there bs no delay in the re-oxamination of prosent CORINT

wr ot

seourity meamures and the forpulation and applioation of mew or additionmal

.
L

peasures whish may prevent s repetition of the lesses sufforsd im the

recent past,
o, In occnnegtion with sll highelevel COMINT problems it ia

-h- v ]
LR YL T AN

possible and it may be sdvisable to imstitute seourity safeguards suwoh
a8 wore in foros in ocxmootion with sertain high-level SOMINT problems in

World wer II,




RECOMUERDAT IORS

4. 1% is resommended that:
&. UBCIB direct the USCIB Ssourity Commities to make the
review referred to in Per. 5& nnd to sutwit resovmendatioms arising Iros
& study based upon somsideration of Pars. 3b and %o of the foregolng
sonolusions.
b, Tha USCIB Seourity Ccemittee be dirested to submit ite
report to USCIB not later than 15 Decembar 198O.
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B¥CLOSURRE

YACTS BEARIEC UPCN THZ PUOBL¥Y AWD nxsc't!ssmﬁ

3., Since the end of World War II thare hu bcan . anntinunl
improvoment im ths typos of sryptosysteons mpxnynd by roruign gmrmxrt-
and a steady tightening of coemmmication leourity mo-l:.icu, mklng the
produotion of COMIETY a probiom of aonahntly inoroasing Airﬂaultin.

This is true espoolally as regurds COHIHT dealing| , ‘ |¥

£. TIn the faco of the inoreaaiug diffioulties in ttn produotim.
the demand for COMINT has beu':m aven greater mud the nead for the yro-
teotion of all COMINZ -ouroal inoreasingly mpeutivu. Hot only .’m this
trus as regerds all ouz-rent COMINT sources, but we muut u.ntiuipntq tvon

grester nacds for t.ha protoatlon of wew sources, ror cxmplu, vmen .

8 result of eonsentra.ted effort ATSA sucocveded in sohin,, gortain

| |tho fruita theroof were aocon donied ul because of the with-

dnnll soon after lucceug in

thelyr solution was attained, and we have now besn virtually out of toiph

$. n. The basic essentials for effestive security centrol of
COMIRY have finally beon established after years of sffort and the
sosurlity situntien has teen o usiderabdly improved.,
P. There is o general apprecistion of the valus of COMINT and

the meed for protectinmz its mources; and we new have the fellowing
mbchanisms for batter protections
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{1) & fcderal protectize law {(Public law Ko. 513)

{2) Improved investigative machinery

(8) An interdepartmontal suthority (USCIB)

(4) A sinzls U,8, producer of nizh-leove) COMINT (AFSA)
{6) Gomnm security standards

(8) Seourity sgreoments with sur foreign collaboratora

&, &, The part playsd by USCIB &n tho foregoing improvemsnts in
seourity lﬁe notable. USCIB Diregtive Ro. 1, approvod on 16 Novembar
1948, and rovisod ns of 13 Qotobor 1060, provides:

"¢ aes The Board will perform such funstions as way be
required %o ncaomplish its objootive, bubt it will place
partioular enphasis upon the following:

« ® ®
{0) Fresoribing basio ssourity standards and dis
sonination polisies to protest &1l Commmunioationx
Intolligence antivities and sources.*

. The sszo roference (Par. 12) cstabliches, amonz other
standing committoos, & Comuitboo o Seourity with the following responsi-
bilitiens

*(b) Security. Formulstion of intordopartmontal
sgourity and dlassonination policies, and cow
crdination of other security mtters undsr sognisance
of USCIB,”
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a, UBCIB Direotive Xo. 4, approved on l4 Jamuary 1849, snd
ravised as cf 25 Octobar 1850, establishes "Imstructioms for the
Compartmentaticn of COMINT informatiem™, including certain "Presautions

in Magemination and utilization of resulis.”

B, As a aonsequences of tho feregeimg, thors has basn {nstitutod
within AF3A ttaolf a fairly rigid system of sompartmentation of problema,
s feature which nmilitates against technical affialency in COMINT produg-
tion but whioh is sonsidered esssntial for ssourity,

€, w. Fevertholess, the USCIB Coordinator is beoominr incressingly
oonoerned over what appesrs to bo a gradual lessening of ths seourity of
GOMINT in tho fans of & mort pressing nsed therefor. Although important
and bhasic ateps have been takon aimse the wir to estublish sesurity cu a
firmer foumdation, cthor developmants have cocurred which bhave, to u
large extont, nullified the sffeots of our adwmnces.

b. Despits tle meshanisms and feotors for betiter control, it
is not beliswed that the soourity situation has been improved to s degree
which warrants hrughing ssido of all foar that surrent and futurs succoss
on high-levsl problens may be mullified by leakize of informmtion to the
Qovernmonts whoge somrunicatioms sro new heing or som will be success-
Lully attacked. In faoct, ths basis for sontinued epprohensions on this
soores remeins the sens or even stronger than hefore, ecauvse of mrt.'a.m
sew faotors in the COMINT security pioture. Amonz them aro the
following:

{1) There has bosn a stesdy and substantial incresse of

both workers snd gonsumers, The 1list of indootrimmted sonsumors alons

has risen from 884 in FPebruary 1847 to 1,832 in June 10860, In additiom,




thors have been imugerable individuals brought into the frings of
knowledze for adminisirative, budzetery, or other reascns,

{8) Cortain dissenin-tlion safeguards have gradually been
rélaxed, Meterial is mow distributed and maintained In a mumber of areas
in Washington cutside the produsing apennies, where it was wever permitted
bafore. Moreaver, diatribution hms beon authorized to additionel sgenslea.
Reatriotions on thy distribution of material to, and maintonance in,
scoupiod areas have alse buen ceped.

(3) The sdministrative, control, snd budgetery machinery
and procedures ars aush that large numbors of individuxls must de
apprised of numorous dotalls of COMINT sobivitiss. (The large mumbor of
sgencies, offices, doards, and commiticosx goncerned with the oporetiomn
snd ad=inistration of COMINY aotivities uneceasitates innumerable reports,
Juatifiostions, oto., whioh are very hasardous to sscurity. The sarrango-
monts governing ihe eperallivn of CIA are much more sonducive to sscrocy.)

(4) The dissemination of resmults is far too velumimous fop
safety. (Over 1,600,000 soples of OOMINY translations, ropresenting somo
18,000 individual Georypted messazes, werc disseminated in September,
1950, 7The handling of ihe German problem proved that COMINT san be
effostively usod even with tho most drastic restricticns eu disseminstion.)

{5) There ia ne ovor-all authority to insure obaservance of
CCMINT seourity regulations within offices of COMINT sonsumsy agenoies
and srgsnizations. Possibly too muoch imdividual authority smd disoretion
are left to individual consumor and producer sgencies to insure uniform
applioation of adequate security msesures. (The security scntrol of

atomis epargy informaticn is more coniralized snd rigid, Inspsotion
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authority suoh az ihat which was vealed ir and exercised by the Crypto-
graphic Beourity Board might well be vested in and exwroimed by USCIB.)
Y. It &8 cbvious that under the fcregoing conditions the lsws of
provability are bound to operale to produce inadvertent leakage of
inforration, sven thoush the quostion of loyalty may not snber into the

m, ok .o Gefu i ot Fill

ploture at xll., The chances for tle leakase lnorceses in direct proportion
to the mumber of persuvns who are taken inte the pisture; ths olumvces for
loss of dcovamonta iroreeses in direct proportlion o the mmber of dosumants
disasninated, snd in the COMIN? {ield tho loss of a singls doounont,
scawtimos regardless of itg specifio contents, mmy have disastrous oonse.
guences. If the dcoumont should £3511 into the wrong hemds it most
osrtainly will bo followed by such copsequonces upon our COYIET activitlea.

8. During World War Il eertaln special soaurity ssfeguards were
esteblishod in particuiar sepmonts of the Oerman COMINT problem. Aotusl
exporience with those safeguerds amply domonstrated their feasibility and
the prasticability of operating successfully with sn extremely limited
nupber of opermtionsl personnel who had & real "neod-to~know” and with
the absolute mintmun of dissemimation. That experience proved the
possibility of maintaining the utmost sesurity under diffiocult cirenm-
stances and qa;utitutn & sontradiction of the fraquently-heard asontention
timt operaticnal offeotivencss of COMINY is inevitably defeated by too
strist limitation of disgenimation to oonsumers.

9. It is peesible to mafeguard COMIRT by employing specisl dis-
guises which will not handicap {ts usefulnoss and which at the sams time

will serve to hide the sxact source from whioh it cowes.
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10, Ths latter possibility, togother with more rigid limitations

1
i
u

on dissenination may Do necessary to imsure um agsinat the drying up of
the sourges of this vital informatiom,

1. a. In comsidoring what additiopal steps should be talen ss
soon as possible 1t is scnvenient to divide tho whols problem of COMINT
seourity inte four prinsipal segments:

(1) Becurity preoautions applicable to all steps in
the produstion of the iluforzation.

(#) Format sf the final product (whether or not the
source of ihe inforzation, when it leaves the produstion
agency, is obvious).

(3) Camtrol of produoticn of sopies and their dis-
somination 4o consumors.

{4) Security procautions applicable to the operstiomnl

o v et G YL iohy - Al T tad f‘:*' -l:}'."'i ‘-CEIEHI ‘L’ml'é‘ :&*‘:J'{QH ]:?ipl:.lr

uxe of COMINT.

be Undor its charter USCIB prescribes basic soourity standards
and dissemination polioles and thorefore it has sognizance of all four
of the above-mentioned sezmonts. u‘. nabel ,Q
182, a, The UEBCIB Coordinator hes AJuri-diotinn over only the firat
sogmont (Par. 11a(l)) and has instituted within AFSA as rigid seourity
pontrols in the produotion of COMINT information as prastiocable under
the mechanios of processing. Comparimentatien has besen especially rigid
in respect to the proosssing of the prinoipal highelevel eryptosystens

and $t 4s doubtful whathor further ateps oan be taken in that dlrection

i o Ty b )
e

- 3
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toward inoreased seourity, Newover, USCIB may wish o look imto this

question and inquiry ix welcamed by RIRAFSA.

be The USCIB Coordimator has no Jjurisdioction, howewer, over
the other three vegmonts of the prodlem and believea that it is to those
areas, ospssially (B) and (3), that USCIB should now direct its
attontion.

6« The UECIB Boourity Comiitee could be directed to study
thoss sezmonts of ihe problem and submit reccoomondations as regurds ihe

greuior security protection of surront ws well as antioipated new sourcox
of COMINT,




-

" MEMO ROUTING SLIP

1 MAME CR TITLE

FROM NAME OR TTTLE

ORGANIZATION AND LOCATION

lﬂ

IOGTJB — B

A T2 SORSY T s 8 p———
CONCegm-NCES, UK SiMIiLAR ACTIONS

- CIRCULATE
“A—. ‘

GDRDIHATION
FILE
INFORMATION

NECESSARY
ACTION

Doi ]

Replaces DA AGO ¥ BD.:
aprts,whlahmnyl;.:mﬁsml




REF ID:A55710 ,_

R

\L;,\‘ ‘”‘1:{_" s RPN )

REPCRT EY THE USCIB COORDINATCR TO
THE UNITED STATHS COMMUNICATIONS EOARD
‘on

- YFASURES FOR INCRVASED SECURITY OF COMYUNICATICN INTFRLLIGENCE

THE PROBLFY
1. . What additional measures should be taken to protect present and

future CONINT sources?

FACTS BVARING UPON THE TROBLEM AND DISCUSSICN
2, As sst forth in Parsgraphs 1-12 in the Fnclosure,

. CONCLUSIONS
3. It 1s concluded that: _

a. A review of the entire problam of the aécurity of praesent
CONINT sources 1s warrantéd in the light of the present situation wherein
there sppears to be a gradﬁal lesaening of security in the face of a more
pressiné reed therefor, '
b, It is imperativé tha£ there be ﬁo'delay in re-examining

rresent COMTNT security measuréa and in investigating the possibility and
desirability of formmlating and applying new or additional rieasures which |

may praventva repetition of the losses suffered in the recent past.
c. Ir comnection with all high-level COXIKT problems, it is
possible and it may be advieabie to inatituie security safeguards such as

" were in force in connection with certain high-level COIINT problems in

¥orld *ar II.
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: RECQ‘ NVERDATIONS
h, It ié recommended that:

‘a, USCIB dirbect the USCJ;B Security Gonﬁnittee -f;o make the
review réferredz to in Par. 3a and to submit recommendaticns arising froa'n. |
a etud&; based unon considerat,‘iori of Pars, 3b and 3¢ 6f __thé foregoing
conclusions. | . | '
b.- The USCIB Security Committee be directed to submit ite
report to USCIB not later than 15 January 1951.
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'FACTS EFARING UP._oﬂ THF PRORLEM AN DISCUSSION

1., Sihce the end'bf World War II there has been a continﬁal‘improve-
msﬁﬁnin_the types of czyptosyst§mér§mp1oyed_hy foreign.gOVernments‘and a .
steady tighténing of camﬁunicaﬁion security-praéﬁices; makingttha.pfcdqc—_
7_:tion of GO%IFT a problem of . conatantly increaSLng difficulty.

2;v In the face of the increaqing difflcultaea in its aroduction )
the éemand for COMIET has becqme even‘greater'and the need for the pro-
tection of all COMINT sources inéfeasingly imperative,. Kot only is this
true aé regards all current éOHIPTOSOurces, but we'mgst hﬁticipate even
greater need for the protection of new sourcees. | . |

3. a. The basic essentiala for effective security control of
COHINT have finally been established after years of eftort and the
. gecurity sltuation haa been considerably improved ) '
| b, There is a general appreciation of the: value of COMIET and
the nsed‘for protecting its sources, and we now have the follownng
me&haniama for batter protections ,

(1) A federal protective law (Public Law N . 513)
(2) Improved investigative machinary. . )
(3) An 1nterdepartmental authority (USGIB)
(&) A slngle u.8. producer of hlgh—level COUINT (AFSA).
~ (5)" Common aecurity standards. | _
~ (6) Security agrecments with an f¢feigh.callabdrators.

4, a. The part blaye¢>byLUQCIB in the foregoing imﬁrovements in
secufity?iS'ndtablé. USCIB Diréctive No. 1 apprafed_on 16 November |
: 1948 and revnsed as of 13 October. 1950, prevides._ '
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'i ",, ... The Board will perforn such functions as
may be reqpired to accomplish 1ts ob;ective, but it will
place particular emphasis upon the following-'

& & % .
(e) Piescfibing hasic securitj étandardsrand dio— |
"o aemination policies to protect all Communications
Intelligence activitles and sources," _
| EL Tho sane reference (Par 12) establishea, among other standing g
‘ conmittaes, a Committoe on Securlty with the following responsibilities- ﬁ
‘"(b) Security. Fozmulatlon of interdepartmantal h
: aecurity end dissemination policies, and coordina-
;tion of otﬁeo security matters qode:'cognizance of
usem | o |
¢. USCIB: Diroctive Ko, 4, approved on 1A Januaty 19&9, and
revised as. of 25 Ootober 1950 establlshas "Inatructions for the
V'COmnartmentation of “COMINT lnformation" includ;ng certain "Precautions
‘in disseminatlon and utillzation of results. - »
- S As a consoqpence of the foreg01ng, there has been instituted
7*. within AFSA itsolf a system of . compartmentation of probleme, a feature
“which mllitates against technical efficiency in COAINT production but

_’.wﬁioh is considered essential for security.

| 6. a. Hevertheless, the USCIB CQordinator 15 becoming inoroaeingly
‘ coneerned over what’ appaars to be & gradual lessening of -the gecurity of
CO~IHT, Although important and basic.eteps have been taken sinca_the
war to osoabiish éeoority_onvé'fiimer:foundation} oﬁher developments

" havée occurred which ﬁave,:to a'lorge exteﬁf'.nullified_the effects of
. our edvances. s, - PP f (_YV\F\FJ
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b. 'Deap#te»the meéhaniama and factors for better control, it
is not believed that theé éecurity situation has been improved to a'degree
which warrants brushing aside all fear that current and future success |
on high—level problems may be nullified by leakage of information te the
Governments whoae communications are now being or may be successfully
attacked In fact, the basis for continued anprehensions on this score
remains . the game or even stronger than before because of certaln new
factors in the COEINT security picture. Among them are the following:
(1) Thore has been a steady and substantial 1ncrease of
both workera and consumers. The list of indoctrinated consumers alone
has risen from 594 in February 947 to pA 332 in June 1950, In additien,
there have been 1nnnmarab1e individuals brought into the fringe of
knowledge for administrative, budgetary, or other reasons.
(2) Certain disseﬁination safeguards have gradually been
"rela#ed; ‘Material is nqw-alstributgd and maintained ina number‘of areas
- in Washihgﬁonrcutaide'th;ipfoduciné agencies, wheére it was never permitted'
before, Ioreover, distribution has been éuthorizéd to additiohal‘ageneies,
AEG, E’A,'HSHB“ RDB, " end probably others, Restrictiona on the distribu-' -
tion of maierial to, and malntenance in, occupied areas have also been
»eased. ) o | _
| ,.(3) The_administra@ife, coﬁtro},'and budgatar& machinery
and-procedures are such that 1aggé ﬁumbers of.individuals must be.apprised
of rumerous details of COMINT activities. (The large number of agencieé,
offices, boards, and'com:itiees'concerned with tﬁe operation and admin-
- istration of COLINT activities necessitates innumerable reports, justifi-

cations, etc., which are very hazardous to security. The arrangements

gcverning thpmoperatien of CIA are mneh‘&qféfzo?dupiéb to secrecy.)
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(%) The dissemination of reaulﬁs is far too‘voluminoﬁa'forv
safety. (About 750,600 copies -of COMINT trgnslé@iong, repreaénting some
16,000 individual decrypted mességes, were distributed in September, _
1950 to consumer ageﬁciee.)’_The handling of'tﬁe'cerman prﬁblem in ¥orld
Tar IT proved that CONTNT can be effectively used even with the most
vdrastic restrictions on disee;ination. | A
| {5) There is no over-all éuthority to insure observance'of
COMINT security regulationé“within offices of COMINT consurer agencies
and organizaiiéns.. Possibly too much individual-authority and diserstion
are left ﬁo indivi&ual consﬁmar and producer agencies to insure uniform
application of adééuate éecurityAmeasufes.‘ (The securiﬁy control 6!
atomie énargy information is more centralized ahd_rigid.) Possibly e
- periodic review by USCIB of security practices’actually employed by
activities under tﬁé Board's cognizance might be advisable, :
| (6) Not only has there been a éignificant inerease in the
'number of personnel who have been brought iﬁto the GbMIMT picture since
the end of hostilities in 1945 but also-théfa.has been an increase in the
rate of replacement'or turnover. In time of war.thie turnover rate may
be expected to becous greater because of teasaignmﬂnﬁ of personnel to
overseas ﬁnits. .
_ (7).Sincé the crd of hostilities in 1945 end the recent
advént of new hostilities, the presence of indocﬁrinated persornel in
combat areas has increased the danger of compromise of COMINT information

through capture of such personnel.
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(8) The probability of Lrzdnent military and political
collaboration with allied ﬁatipna other than the Pritlsh (¥ATD) will pose
sdditional and even more Aifficult problems in the maintenance of CONINT
- gecurity, espeéially if that collaboratioen should include disserination
and usage of COXINT materiai._ '

7. It is obvious that under the foregoing conditions the laws of
probability are bourd to dperate against the continued security of
COMINT. 1In the first place, t:e chances for inadvertent leakage of
information, even though the cuestion of ioyalty may not enter into the
picture at all, increase as the area of dissemination of COMINT increases,
since the chances for the leakage increases in direct proportion to the
nﬁmber-or persons who are taken into the ploturs and the chances for
inadvertent loss 6f documents incregses in direc£ proportion to the
nunber of doéuments disseminated. In the COMINT field, the loss of a

single document, sometimes regardless of ite specific contents, may have
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disastrous'consequences; if the document shouid fall 1nto-the wrong

'hands it most certainly wiii4be fdllowed by such‘conseqﬁences upon our
COMINT activities, Secéhdly, the opportunities for aéqniring documents
by covert operations of secret agents increase as the number of targets,‘
or offices. to which commfr is distributed, increases, &

8. Dnring World War II certain special security safeguérds were
“established in particular sogments of the German COMINT'problem. Actual
.experiencevwithbthose<safeguards amply demonstratektheir feasibility‘and-
the practicability of opefaiing succéssfull&'with an extremely limited
'number of operational personnel who had a real "need—té-kncw", and with
the sbsolute mlnimum of dissemination, That-exﬁerience proved the
- poasibility of maintaining the utmost security under difflcult circum=-
“stonces, and constitutes a contradiction of the frequently-heard
.contention that operational effectiveness of COMINT is 1nev1tably
defeated by too strict limitation of disgemination to consumers,

9. It'is poseible to safeguard COMINT by employing special dis-
gulses which will not handicap its usafulnass and which at the same tima
will serve to hida the exact source from.which it comes.

10. The latter possibility, together with more rigid limitations |
on disseriination may be,necessary to insure us_against the drying up of
~ the sourceé of this vital information,
1l. a. In considering what additiohal'staps should be taken as
‘soon as possible;fit is convenient ?o divide the whole problem of-COHINT-
security into four principal segments: | = o
(1) Security precautions applicable to all steps in-

the production of the information./mﬁy\ ,
i-j,‘/,}l. -

1.
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@ Pormat of the final product (vhether or not the
souree of the information, when it leavev the production
agency, is obvioug) = S o

(3) Control of production of copies and their dis-
eemination to consumers. ‘ » ,

(k)_8¢curity_precautions applica@le.toithe operationél -
uge of COHINT; | . | o ”

b, Undcr its charter UsCIB prescribea baalc security standerds.
and dissemination p@llcias and therefore it has cognizance of all faur .
.of the above—msntioned segments. | . e
12, a. - The USCIB Goordinator has cperatianal Jurisdiction over only'_
'the first segment (Par, 1%a(1)) and has instituted within AFSA as rigid
sacurity controle in the produ@tlon of COMINT informaticn as practicable
" under the mechhnics of processing, depértmentatibn has been éapecialiy
- rigid in respect to the processing of the principal high-level crypto—
systems and it ie doubtful whether. further steps can be taken in that
. direction toward increased security. o _
b. The USCIB COordinator has no juriediction, howsver, over
the other three segmente of the problem and believes that it is to tbose
areas, ospecially (2) and (3), that USCIB ahould not direct its attention.
¢. The USCIB Security coml_zt.ea, could be directed to study -
those segments of the problem and submit raqommsndétions as regards the .
greatef eecuriiy prqtectian of current as well as anticipated gources

of COMINT,
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REPORT BY THE DIRECTOR, ARMED FORCES-SECURITY AGENCY
TO THE UNITED STATES COMMUNICATIONS BCARD

via
THE ARMED FCRCES SECURITY AGENCY COUNCIL
on

MFASURES FOR INCREASED SECURITY OF COMMUNICATION INTELLYGENCE
THE PROBLEM

1, What additional measures should be taken to protect such COMIKT
sources as may be expected soom to yield vital information, the drying

up -of which should be prevented at all costs?

FACTS BEARING UPDY THE PROBLEN AND DISCUSSION

2. As set forth in Paragrephs 1-12 in the Enclosure. |

CONCLUSIONS
3. It is concluded that:

&+ A roview of ihe entire problem of COMINT security is
warranted in the light of the present situstion wherein there appears to
be a gracdual lessening of security in the face of a more pregsing need
therecfor. . | | |

b, The possibility of some approach to a state of readability
of certain high-level cryptosystems makes it imperative that there be no
delay in the re-examination of present COUINT security measures and the
formulation and application f new or additional meaeures which may pre-

vent a repetition of the losses suffered in the recent past.
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¢ In connection with certain current high-level COMIRY
problems it is poasible and it may be edvisable to institute security
safeguards such es were in foroe in comnection with certain high-level

COMIRY ﬁroblems in World War II,

RECOMMENDATIONS
4., It is recommended that:

a. USCIB direct the USCIB Security Cmittee to make the
roviow'reforr_ed to in Par. 3a and to submit roéomondationa arising
from a éonaidoration of Pars. Sb and 3¢ of the foregoing conclusions.

b, 7The USCIB Security Committes be direoted to submit its

report to USCIB not later than 15 Decembsr 1950,
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| PL 86-36/50 USC ¢
FACTS BEARING UPON'THE PROBLGLAND DISCUSSION - 0 USC 3605

1. 7The Dxraotar. AFSA is ‘beooming inerusingly ccmsorned over whs.t
u.ppea.ra to be s p'udual lessoning of ths ucurity of COL'IBT in ths face
“of a more pressing need therefor. Although a number r inportant and
basic ateps ‘have boen taken cime the war %o act;blish ueourity on a
'fimar I‘mmdation, othor dovolopuants have oosux'red which have, to n.
hrgo extent. mullified the efi'ects of our admwe;. | ‘

2‘ uince thu en& of Jorld Var II there lLes been s continun.l
improvement in the types of cryptosyatema employod by foreign g;ovem-

monts end & ateaay t15htenin4* of eomunicaticn seourity practieos.

‘3. Of the types af high—lovel ,aysfems,s‘til_l_ in u':el

one is .unraadable'and *!ﬁ»othéi'haa Eean read fragmentarily to & very
'lin.tted desree. In the la.ttor caso, work has been surrounded by the
most stringant sa,fo zusrds end virtullly ne dissemination has been mde
of end productl. ’ ‘ ) _

- Leuxmhile thora haa been a ateauiy and aubstl-.ntial :mcrease of |

Lt ' " Coviumimass a

_ both workers and oonsumers’s Tha'\mdootrimtod im; has risen frm
6% in February 194? to 1,332 in June. 1959. In addition, there havve
T‘( ’) H"'f';f* W’V 7‘7\“
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been inmumorsble 1ndividuals brcueht into the fringe of lmcwledvo for
.admnhtmtxve, budgetary, or other raaaons. n

5 Azide from tha foragcino'. certain dxasemimtian safaguards
have gradually been rolazed, Naterial is now distributed and mintaimd"?
in a number of areag in T-ashington outaide the prcduoing, azencies, whors
it was never pormitted b?forq._ }uo:jaova_r. dis?.rzbutipn has bgen suthor=
ized %o additional é;geﬁoieé; Réltrictiom a::n the diatribution_of_
o mﬁtori_al to, and meintenance in, 'ocoupi;cad areas have alao-béexz 9-ansd. »
6, 1In the facs of oll this, the demand for CONINT has becoms

inereasingly graé,t end ‘the :ie_ed for its protecﬁilon inperative. We have

Te Sime the ’u‘.ar, tbs basie euentials for affeotxva saourity

coentrol have finally been eatablished n.i‘ter years of effor’c. Wo now

Chave: IR ' EO33()(2) _
a. A fqderal protect.ive law PL 86-36/50 USC 3605
b - Sscﬁity egreemonts ﬁth oui- I_‘br'eign collaborators
Ce -Imprcvad 1nveatiga.tivve mchinery | | |
d. An interdepa,rtmental authcr:.ty (USCIB)
‘6. Comon seourity standsrds
f. A sinzle U.S. produoer of hl.,h-levol COMINT (AFSA)

'g. General appreciation- of the value of COMINT
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va,' Inraddition to thsrforegoing,'thsro hns been ipstituted within
AFSA itself a fairly rigid system of compartmﬁgtation of problems, &
feature wh;ch militates abainst technlcal effzcgggggzbut which is cone-
aidered eaaentlal for sccurity.

8. 8. lHowoaver, dsapite the mechanisms. andi?actorl linted abovu,
1L is nct Lelieved that the security aituation has been improved to a
degree which warrants brushing aside of all fear that furthor or'futuro
success on higk—ievel probloﬁs»may oo nullified by leakaze of ;nforma- |
: tibn'tn the vaarnhﬁnts whose communicatioﬁs bave béen sduccessfully
attacked, In fact, the .basia for canﬁiﬁued_épprahanaions on this score
remains the samo, or evén stfonger than before because of certain
ghortoomings in the COLTRT gocurity picture. Among them are the
followings | I -

(1) Toe much individual author:ty and disoretion are left
to individual ¢onsumor and producer sgencies to insure un;form ap011ca-
ticn cf adequate securily measuros. The seaurity sontrol of atomic
o enerpy informaticn ié more centralized and rigid.)

(z) There ia no over-all authority t6 insure obgervance of
éecﬁrity régulationl;x (Insﬁegticn.authority such es that which was
oxercieed.by the Cryptographic Security Board might well be vested in
USCIR.) | | _

(3) There is far too wide dis:eminatio# of results, (Over
1,000,000 copies of CDEIKThtranslatiung, represantiﬁg some 16,000
_individual dedrypted wosseges, were disseminmted .in September, 1850,
Tha handnng of the Germeu problem proved that COMINT cen be effectively

used even u1th the most drastic reatrictions on disaemination¢) ,
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- ‘(4) The aehninist:atiw,'control. and bu&getary mohinary
and procedures arc such that larce numbers of individusls must be
epprised of numerous details of COMINT activities, (The large number
of ugenciea, offices, boards, and committeas ’oonoerhad with the
_owratian and administre.tion of COVIRY aetivitiea necesaitatos inmmr-

" able reports, juatificatlons. etc., whioh a.re very hazardous to
socurity, The e.rrangements governini‘ the opex-ation of CIA are much
more conducive to. socrecy.) A

b. It is obvious that under oonditions such as the foregoing,
~ the laws of probability are botmd to operato t:o procluoo madvertsnt lenk-
| age: of mt’ormatzon, even though the questmn of loyalty may not enter
into the picture at all. Tho chance for loss of documonts 1ncraasel

w A Prcetilon.
se:i;smly with the number of documents dmaemno.tcd, and in the COMIﬂT
field the loss of & sm@le documont, sametims rega.rdlesa of ite
specii’io oontenta. mey have disutrous ctmsoquencea - &f the document

—E

 should fall into the wrong hands i%/will moxjoﬁgrtamw)be followsd by

.such consoquences upon our. COBIRT aotivities. |
10; During World Wur I certain npeoial seocurity sa,feguardn were

egtablished in par‘ﬁioula.r pogmenta of the German CCMINT problem, Achtual

~'éxperiehco with t_hos_a .»éfegﬁards: ’é.mply ’deﬁxom'craté& theiz; feaaibility

end the practicability of operating succqaafuliy with tho absolute

ninimum of 'disaemimtiéﬁ and of maintainiixg the utmost security under

. difﬁcult ciromtames. Thﬁt experienae ccnstituten a oontradictibn

of the frequontly-nea.rd conmtion that Opere.tlonal effectivensss of

by esvaaianosd
COXINT is mevita.bly defeated by too striot limite.tion of diaaenination.
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11--. It is possible to aa.feguard CQMINT Ly employing epscial dis-
guiseh which will not handicap its usefulness and whiph at the seame
time will serve to hide tho exact source frem which it comes,

| 12, The ;atter posaibility, together with more rigid limitations
on digseminetion may be necessary to insure us arainst the drying up

of the sources of this vital information.
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