NATIONAL SECURITY AGENCY
WASHINGTON 25, D, C.

" oiatle 114
23 Feb 55

SUBJECT: Rcport of. Communications Security Violations

TO: Chief of Naval Operations (OP-30)
The Pentagon

1. Attached is the quarterly (October through December 1954 )
compilation of communications sccurity wviolations reported to or
noted by thils Agency which occurrcd in communications of those
Navy stations which handle COMINT traffic. 7You have been notified
of completed evaluations of possible compromise§ which are reported
herein as violations.

2« This report is furnished primarily for guidance in
improving the security of COMINT communications. Simllar rcports
are forwarded to Chief, Army Security Agency, and Commander, U.S.
Air Force Security Service. Upon request, additional copies of
this report will be provided in sufficient gquantity for dissem-~
ination to those activities under your Command engaged in COMINT
operations.

3. BExtracts from this quarterly summary may be classified
SECRET if the ¢xtracts are restricted to lists of violations which
involve messages classified no higher than SECRET. For example,
the list of violations committed by an activity which originates
messapes classified no higher than SECRET may be extracted and
forwarded to that activity as SECRET material. The key list is
SECRET in classification.

4. This correspondence may be downgraded to SECRET upon
removal of Inclosure 1.

FOR THE DIRECTOR:

E. M. Gibson
Lt. Col,,AGC
Assistant Adj, Gen,

Leclassified and approved for release by NSA on 05-15-2014 pursuant to E.O . 13526)

2 Incls:
l. Communications Sccurity Violations
by Navy Stations.
2. Key List of llavy Violations.
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POPSEEREE Serial: 1AL
_— 23 Feb 55
cc: NSA Europe
NSA United Kingdom
NSA Far Fast
NSA Alaska
NSA Pacific
AG

c/s
comsec (3}
s/AssT
coM
PROD
R 06B
411
413

M/R: This is a compilation of communications security violations committed
by Navy COMINT stations during October, November, and December 195%. A
similar report will be forwarded to Chief, ASA, and COMDR, USAFSS.

J. J. Martin, 4131-1, 6045k, pa
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COMUUNTCATTONDS SRCURITY VTOTATIONS BY NAVY STATIONS

DTG . TRIGRAPH KEY 0. REMARKS
USN-11
OCTOBER
1505002 PFF Sa Broke on BB vice AA
2017227 QAJ 24 Broke on YCDNH vice YCDNO
2610502 QWD S5a Broke on CC vice DD
NOVEMBER
0209417 RUV 2d Broke ~= FFQRG vice FFGRG
USN-18
NOVEMBER
031900z AAY 2a Broke on LEBGS yice LEGBS
2302207 ACF 2a _ Broke on JXSNQ wice JSXNQ
~BECEMBER
0120052 ACT 24 Broke on QATKJ vice QAKTJ
0421097 AIG )} Broke using trigraph ALJ i
260050Z 3 Broke on LJDZN vigce LJZDN
USN-19
OCTOBER
0521157 BEC 24 Broke on UXLGB vice UXCGB
1008052 CHT 2c Broke on CYVVAQ vice OVPAQ
NOVEMBER
0802072 AET 24 Broke on JAQJS vice JAQJK
2218257, CYS 2a Broke on CIUVR vice CIVUR
USN~20
DECEMBER
1002107 AIR 5a Broke on BB vice AA
100230z AIW 5a Broke on BB vice AA
1002407 AMA 5a Broke on BB vice AA
1003007 AMC S5a Broke on BB vice AA
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VIOLATIONS (Cont'd)

DIG -  TRIGRAPH KEY_NO. REMARKS
USN-27
NOVEMBER
1800012 DJY 5a, Broke on BB vice AA
300916Z FLJ 13 Broke using trigraph FLA
DECEMBER
2111117 DzZL 1 Broke on PM rotor arrangement
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October, Noverber, & D cember, L95h
4

ROTOR ARRANGEFMARNT

Use of a rotor -arrangcment for an inappropriate cryptoperiod,
day, or month. (Reference AFSAG 1262, para 5006a(l))

ROTOR ALYIGNMENT AND MESSAGE TNDICATOR

Discrepancy between the message rotor alignment resulting from
decipherment of the message indicator and the message rotor align-
ment actually required to decipher the message, although the
latter was correctly derived. Thé discrepancy involves (a)
transposition of letters, {b) substitution of a letter alphabet-
ically adjacent to the correct letter, (c) substitution of a
phonetically similar letter, or {d) errors in encipherment.

Failure to tail previously enciphered message. (Reference AFSAG
1262, para 6002a(l)

KEY GROUP
The trigraphic key-group indicator in the message indicator did
not correspond to the key group actually used for encipherment,
Reuse of a key group was not involved. (Reference AFSAG 1262,
para 5004b)

MACHINE DESIGNATOR AND MULTISWITCH SETTING

The machine designator in the messape indicator d4id not correspond
to the multiswitch settiing used for encipherment. The messages
were (a) correctly enciphered or b) incorrectly enciphered.
(Reference AFSAG 1262, para 6002a(1))




