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§

3.  AFSA~CL has been engaged over the last sevaral months {n ma g
soalysis of AFsA oezeonications for the purpose of ésteruining tho types ?‘
end exbeneiveness of informstion potentislly evallatls fo foreign traffie E
aalysis through duunr stuties., Volumineus samcunta of detalled technieal 3
e b i -
dats heve beon ouspiled, and gonsclidation of the msterial into a final
stcplote Teport has proven so time-consuning thst a susmary report of ‘3
£1p4ings 1a sonsidered assonticl and is contalned herain., The detailed 3
report, shon coapleted, wlll serve chlefly ss vefarwncs saterial fer q
future studlez. Yo study 1s based primsrily on snalysis perforsed on :

all massages handled between Lthe AVSA pracessing center and interacpt ;
setivities during the pericd 15 Juae - 15 July, 1950, (A voluzme braakdown
Wy originating station during the base period of study is sttached as
Iaclosure 1.) Inassugh as APSA eaczuniestion procodurss have remained
Basically unchanged, findinge bBased ea traffle of that pariod are gener-
slly trus of the situation at prescot. The report aleo incorporites
yesults of subsaquent sput checkn on the sams traffis, and resulis of
sortimwoos review of traffic hendled st the ARS and MSS eommunleations

santera,
17, SRUURY OF QHARACT:RISTICS CF TNTERCITT TRAFFIC
%, the comuunliestione of AFSA would gain the sttention of foreign
\ traffic analysts in the eourse of elecantary studles of U. 5. sdlitary




waaaorications, hich studies woold mtall segragation of ensrppted traffie
W external sharacteristice. It would ke noted that a distinotive general
systen, ehsractarised by an «ight letier massags indleator, contains the
vast balk of all encrypted trafflic of the srasd Fordes, sad that wll aver
0L of the traffle in this aystem is routed 4o UEPSS, which oan be ldenti-
Piad an iplinglon Hall “tation. The orizinstors of this traffie are desig-
sated on eath messaze by means of fixed address groups, Thess sams origine-
tors send and reoeive meswager in othor penersl systess with routing to VEPAS
‘ or BEFY, A pumhar of eharactaristies lnherent in R/I sotivity are ovident ia
AFSA sommications, Asoflz these arar
{a) The worldwide nature of the srganination osn be
detorained saslly by errptonet resonstruction,
{b) Tue volums of traffis in ths eryptonst s extrenely
heary (60852 of all ammed Porces enwypted traffis),
Prastically &il of \he traffis is reuted to or from

v’
{e)
|/ ene eantral location, identifiable as irlington Hall
/

Mstion,

{d) Tysftle flow is almest entiraly unldirectienal (997
dnto Arlington).

{e) Tethnical maturs of the traffie is indiosted Wy mon~
wnforzancs to ecomand shannsls ae oppozod to mormal
ecznand, adeintstrative or operational traffie.

{2) Large weluzes originate froc losations which are

sparently set of adejuate sllitary significance to
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{g) Cuocasional platn-lsnsuage disclosures cecur whish
eantain phrases such as "raw traffic,” or even
lmmcmttd intercepts, -
3. Apalysie of data lesting to establishzent of thege charaetoristies
if inevitably results in sonclusions that AFSA Lntercert traffic ean bo 1dmti-
Lied as wmush, Theas conolusions ars lu;t;.antiatodv by saally accosaible
m;iwwomuon. specifia operating practices whieh either provide
additiona) subetentiabting evidence or are potentiel scurces of further
fnsecurity sro serarately tonsidered below,
8. Control seris)l sxhers., The practice, peculisr to intercept
\raffic, of using a special set of aerisl nuxbers sxternally te aid in
meintalning eontinuity of traffle flow, is evnslidered tov provide eneny iatexr-
gopt with & definite ald in ehecking oontinuity of bis Antercert, or if he ae
dealren, a means of checking owr Intercept volume with a sinteum of effort.
B, Veriable system indiestors. Given geod intercept eeversge and
a hasic knowledge of intercept cparstions, there is evidence to indlente that
the varlable indicator systen can be solved snd that traffie eriginatod by
individusl stations may be sategorised imto She trafflc types rayressated by
the variabls imilcators. ¥hen this is sswomplished, it is possible Yo ecspare

sne shation sgalnst suother with respect o general intercert comtrol ebjec—
tivss, Inteccs;t capetdlitios of individual stations, ste. Wiith exceptionally
geod covarage Wy forelzn iatercepl, such Information is waed to revasl the
signifiennce of sraffic totals resulting froxm events of international $apor-
tance, thus defining sissions mers clearly and reflecting U, 3, fatelligence
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remirements. for example, s study of|  [Jotals lwmedlataly before and
after the invasion of Seuth Feres reveals that thet station tsok the lead In
{oterception of Horih Leresn military clrouits. Although U, 8, Antelligence
resaivecants are obvious in this caze, altustions may axriss tn the fature Lmeoly-
ing 9. 8, intellizence repdrezents which sre less sbviocus, snd weuld be
revealed only throuch Naetustions in AFSA tetale, Yhen the general sission
ab s given installstion is kncwn or swepected, further detsila, inoluding the
wpocifis eirocults monitored, might be cbtalned by manipulation of traffis flow
én foraign olrouits ard cbmervation of effects on rew Lraffic totals., ®oan

dotalls of fatercept control have been reconstructed to the point that apseifie
Sargets sre fdentified, it i concalvable that infermces masy be dramn regarding
sxplotbability of furalgn traffie,

s. Call signs and addressing information, imple evidence i presmnt
$o0 parzit general ldentifieation of activitiss fnvolved, to eatablish realin-
tlc Linkages batwesn AFsA, AHS, AFSS and BES, and o tle In the gollection
aotivity with dissexinating activitiea,

d. Preosdencs, iag general, precedences o quike unlfora, snd
besome revshling only when uwnusuelly high precedence from intercept stations
san bo linked with siznificant ensxy avtivity. This bas eccurred on a musber
of ocoasions, {(Soe Inelosure 2,)

e Raruns. Yraffic fros imtercept stallons is also characterised
W ap wausually high rate of reruns compared teo ether aillitary traffie.
Although no particular irtelligence pignifiszice Sa attached to this fastor,
it serves to Laprove fSiralgn intercest coverage.

Rt
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£, Traffic types. Bassd en dategorisstion of waffio by yype, and
Miﬁcigfwn of the Lypas, each iyps hes theracteristics of ita own. Per

axarle, !.dﬁiiifiggtlon of one type wp wsather vesilte in cotation that
alrogt 211 weather ‘iﬁtntgopt.- ara ehtalned at stations in the scific araa.
Yhe assomption follows ﬁ:att.hil treffic gonsista of snerypled westher (rans-
miesions froa iwian statiens, nthcugh thia suslysis project did not lnsluds
sonitoring of inter-coteunicstion hnﬁ;ﬁ““mtmcpb stxtions, it is unde~

1ot PR Al G R Rt MY Y

ptood that coples of wsather traffic intcrceptad at L%::a:s (the largost source

of suek traffie forwarded to AYSA) ars forwardasd te L‘IFI this say

be interpreted as lndiesting the sxistence of a processing unit et that

locetinon, an assumption supporiad by a flow ef traffia during Juna froa LUEX

to indvews APE, lmuwn to be the headjmartiers of the iir Force Teather Servige,
K« Cryptographic charact-ristics. A study #f the eight-letter

i A B8 oo BB ok e, 4

indioztors used on stranhled texl ravoals several mon-rando- seiectlons. A%

scoasional palr of messazee with identics) indlcators was fouad, Identicals

T YY)

in the first and eighth positions of Lladividual iadicators ssqurred al a rate
far lowsr than expected randon, suggesting thet such esewrranges are aorsally
suppresaed but appear e¢cadlonally as violstions of srypto-eparating instructions.

Taaro wad a high rate of repetition of a glven lstter in the sane position of ‘

T

sevaral consegutlive indieators, Pregquengy domits on ledters usod rer position
pur station per day reveal that stations may e grouped aeverding to distinstive
Sraquansy dlatribution patternsj 4hat within thems grouplige the patteras fur
iy one of tho first six pesitions vary dally, although 2 glven pattern may
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redur in the wane positien or in any othsr af the first alx positionsy the,
also within thesc sroupings, Ahes swvonth position patiarn is the sase from day
S day. Selaction of the slghth lether appeardd to bo renden exeept for svold-
anve of letbers ldentical Lo those used in the first position,

(h) C(perstor sfficlency snd dimoipline. fTraffic emanined by pro-
sedars analysts tdelled 25,631 measages, 1ho overall dfsorspancy average
{C.12 per message) cuvperes favorably with tha average of al) mflitery
stetions (more than one per message!. JImmodiate currective aciion waa takwn
s the morme sardpus viclstions and practicos am exaplified 4y Inclosures
3 Yarcugh 4,

IIY,  BOE-INT-RCTPT SlMULICaTIthY ©F 2F84 ABD RELATED ACTIVIZi-=,

he Heletionet iy between sF5- apd the -arvices ¢ryplologic sgensies
haying been establiabed ihurough ccamuniostions associations (sce persgraph S
shove}, valid aesuwartions ecncerning thelr respective functicne u'; Aada on
the basis of voluzas and types of traffio, other ecommunications esntacts,
Main tanguage ssssogses, and an abundanca of unolassified colliatersl infor-
mation, Tho budk of the men-intercapt traffic esn Bbe groaped imto tiLras
sajor satogerics on the basis of epyptonets, sddrossess, length, volurs and
firection of trafflc. <2nme of these duserves lmsediato conudant.ion in that
safficlont evidance is | ;:-oae-\t. to inlieats that ita purpoat 19 e dh-m!.n&-

YT IS & R BT T b W T BV oA

tlon of COMINT products, !hrauh snulysle of voluve, pracaaa icas, &nd
RF-‘-"-.. wyptésista in this growy may well provide l'orli.ga annlntn with

TR B

o index to t.ho mrant of COMIET suecesa cn.,oynd by APSA, Pur example, &
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slguiticant tnareans in the volume of Letercerd traffio mtwdﬁv:
MuMhman!MMmméuamimo
m-uuMcm»mnwmmm,mnmcnmm
Jonyhh., Frma mntmmtim m;vﬂa-ity to eperstional isoedlate

T st At g o

aud m Thése coxangen vere Wd te Mnhin inttlllgmcn dardived
ﬂ‘w !’eﬂh Nores) fotercert md GM hidt pruu!mz:u indinated mtv;h.
Lraffic mes of yital dagortascs to Ahe tactical efforts of tne T, K, forews.
his 14 cited by my of emacnle, mamdawwwmm
inleraative pattirna wre noted In this type of twraffic, Inaldentully, the
miter of preacdences ma takon up Smmadiately with the originators of the
traffic lavolved with the resuit that a notlesable lewsring of procedence
followsd, e entirs problen of comswnications Lawolved in dlssednstiion hae
e dlscussed st length with security repwssntatives of A58 and Cp-202, and
8 4a hoped that owat.ismuy tuuthlo mw Plans san be isplesentel,
H:’;;W‘&TH“ ACTICH,
¥ the Cindinge reported above dndleste gwnerally um the ucurity
Qf P& m&mta. Idun.y, pmmlw ::uon
ﬂuld iswive ths uwnl of mmn-um- which perit the segrezaticn
& KFSA Yraffic and the Adentification of addresp dmaignations, Tas resoval
8f thess charsctoristics is an sskressly cospler transaliesion secarity preb-
Jex sinee AFSL is Tassd sith the Sask of restoring peotection to an fdmtified
sligarisation rather than mum.y satablishing csroteation for s aew srganise-

dlon, A diaguiss e nesded snd AFZL ssn effect his dlsguive only by either

PRI S —— e
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pasaing itaelf off as one or mors surolated organiwations pressotiy in
WAstealico o as #ne or more new orgsnlsatiens which challenge identiffeaticn,
In oither sase, the dissprpoarasce of the zesnt Toarm of AFSA comxunleations
wuld eoineids with (and say bo {dentifisd with) Ahe satablishment of AFSA
esamloations o the dleguived form. The probles, sesexhat gversixzplified,
48 srw of hiding a large object within a ssmll cbiest, and canrct be resnlved
wiless beih ohlects are Joine: and sll external features of both bocoss
Sdentionl g are pretoctod, An ideal exasple of such a mliuntion would be
saxplete en-lins sneryplion on a trunk clreuit weed by APSA and a wide varlety

7.\ ﬂm‘u&ariniu whigh permit nwnm of nraa u.:m er the Lfdsntiflcation
“ of A?SA nﬂdrm dnlmationa, mlm wholesale changes ;rt sacde 1n Lthe external

~ "#\ — T | W e T e
mrut.orhtm nt mn-mt micn&hm, o uzlna t.ho vg;m er AT
-y L g gy TR

dum:n eamduuona is @woslderably reduced,

- e -

. Hurmw maihh, #M ‘has taken soryestive astlon en individual
st oo i i

[~

aspusts of t.h. onu:u. problm. Wntil such tiwe as & practionl ulumm to
1=t T ~

the entire mblaa is advencad, AP5A-04 propowes t0 satntain survelllsnce end
roecasend iaprovecests ob specific sepuetas wherever Ladlcoated, Commsnta wd

ressxmondations on scme of She inhsrent charasteristics which zonpiridute Lo

She gosplexity of the foblem, but ars scawvhat beyond tha seopa of PS04,
are contalned in the resaining parsgraphs. ' " o
Yo Is ls strongly recosaanded that the requiresents for elegtrical
Srsnsaission of intarcept data b earsfully reviewsd by eempetant parsennel
OTHEAR THAR THOSE DIMSCTLY EMGA0LD IN PROIVCTICH ACTIVITIA: and that waoh




Faviow bx on & mntimning pericdic basisy that procadures be vatadliehed,
focsapanied by intenslive perscnnel training, te faeilitate recogaition of
#plaltable data fn she fleld; that rejulrezents for transdssien Ly
alectrical means B made more realistlc in beras of eploitedllity; that
she possibliity of establishing as sxalusively APYSA sourier seriice %o handle
he voluse of duta not Lemsdletoly saplelisble be sthoroug:ly investigated,

1% ia delisved shat a courler service gould be organised oo a mera affective,
affisient, sallable snd secure basls than is possible under sosmunications
waditioos exiating thoday,

& The aryptonyates “ff‘, for t-hc trmhc&.on of raw lotercuct Lo
Ming\osx is m;.:;:eql :a;ﬂ,r ndath frox the gecurity staodpeint,
Fenlgnated an NINLRYA, 4% in & nm-um additive ke gemerator, pre-
pwating the pessibilities of melutien of pelrs of sessa;es in depth whether
oy ol the rolors are kuown, and, given the rwitors, the possitiliiiy of
$datifyle; sad netting she roters and sulichen o pernit the reading of
sraffic in vne sryptoperied Af a rotor aldgmment is transeitied in the clear,
It 1e therelure reetwasndel that the erjptosystes known s iFOLLO {cne Lims
wse uf AdsM 2-1), with the one-tims pad indlcator procedurs propased %o
AF84-C2 3n AP2A-Ch D/F duted 24 June 1950, he rectasidersd m; iovercepl

nad, a5d that It be placid in effect as 850n es possible as an interim
syetem peanilng the avallability of the A5AM 9, a clpher ralatively lamine
w dapth reading and reconstructien,

s My esnteplated zove of AFZA sativities would provide the first
real opportunity to overcomc fnhersal weaknsases, partioulsarly overt
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assoeiation of sollection and preduction sstivitlies with dissssinating
agencins, Oomsanicatiens plarning stould bagin ecaswrrently with eay
svverent plens, and full conslderatisn should be glven to tranesission
aosurity implisations,
1CG. A mars socurs procedurs has besn davissd for sreviding sxternal
{dentiflaation of traffic by Lype, and {n ready for discession, Sowevar, 1%
in falt that any sxternal segragation of traffic presente imherant security
o wexknonses. Anccrdingly, 1% Se strongly recoxmendsd that APSA-02 aad
| APSi-~13 review ths expressed requlrecont for esternsl sagragstion and adl
posaible solutions based on revieion of in-station baadiing practices be
aaPl etoly axhausted in prefarence to esntinalng the pressnt procedurs s

L fomituting x now procedure,
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e sarial nusber ranges ran soncurrently sa traffles eut of (Lo,
two separate sriginators. of Lhe traffiec was in a
999 rangs and A%E was in x JOOL-399% renge. It was 0ot possible
ta asxooiats -pueiﬂc renges with U6 or US%-X1 s such.

Inelosure 1




