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IS April lfSl 
!:' . .L.rCL. -/'I 

4!/C 
fo" r:ze-/t:.111fOt/ 

L JI!R.O!mCTIIJJ 

1. ifSA..()4 b.u ~ an&a&l4 OY_. \.U lu\ ...,..al. .:d.ha iJl M 

M&17ale r4 Af'!3l ooamn!catlone tar ih• pa.rpo$e or -~in& \ho tfpoe 

·-
at. hue M.D OOGS>Ued, -.nd -.neol!Aat.!on of \he aa\..S.al im.o a lizlal. 

...,let• ~ to1u $11'0Yen • t.lro con~ t.h.at. a ..,ry r1fp0l't ot 

fll\dln.ie t. .onaidend. ... ont.ie\ cd 1• cont.&lned h«N1n. !be 4-t..Ued 
-c...__. -

M;O'f't., llbOA COil;)l.tt'd, 1d.ll .....,. ehl•fl1 u ret.-.nc~J Mt.wrS.al. ter 

htura 11\udlea. !he .t~d;y 1a huod P1"iurl.17 on analr-1• pef'ol"'A:&Jd on 

.U. .... 1£ .. bandled betn«n tM •PSA :pftiCOII~ ewer &ad 1ntwoapt 

Ht1T1Uea du.r~ tdle pviAd l' lllelo • 1~ Jl~J.¥, 1f50,. (.A YOltUU br~ 

., o:r!«inaU.,. at.a\.lon ~!a& \he 'be.eo pef'iod ot a\~ _1• at.taoh•d •• 

laoloiUI'e 1.) ~MUGh •• mA eot.=attio.tibn pJ"OCodta' .. h&v• J"lllldned 

Wioal..l1uahanc:•d.- f'iDd.t.n(e baaed eA v&t.fle ot t.bat. pc'iod we ...,..... 

.U, t.I'U ot .,_ 1itu.t!on &t. prooeat • -the H,POr\ al.o Jlscorpor'-t•s 

rwutt.a ot INb~ .,.rt, ehedet~ on t.fte IIU$ tratn..,, mel ,..aulte of 

.-on\imlou rwtn •t \raffle handled •\ \be ARS ..nd ISS CI01J:Itllllnlee.tiona 

n. 
I. the ~lOS ett ion• et USA •uJ.d a.s.n Ute a\t.ention or tord.p 

t.ntt.lo lftlll-'• S.. Ul• eo~ae ot el.~ A.wii•• ot 0. $., Jdll\&17 
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-----!tE'F-TJT:~-e-s:~--------_,-,__ 

tl r anication.,. lrtch ttudl•• .,illd •kll ~aUol\ of WJt!"'Pt•d trattie 

• cerD.Al ebal"ac\eri.n14e. lt. •111•" eot..d tha\ a 4118Uftot1Ta acetal 

.,n ... thtl:raot. .. iaecl to' an er1;bt ltrtter .... ace 1Ddleat.or, contain• the 

TUt bulk et all .rtet"1Pted \rattic •I t.b• AT:Db4 rortee, ao4 that. wll O'f'W 

toJ ot tbe t.:tAtt!.e in \hie ~~Jet• l• rcna\ed t.o ~, llh{oh ~M b«t iden\1 ... 

tied u trl!nat.on Hall ~a\ton. Th• or1.tiflator• of ill• t.rattie u. .S.a!,c­

a.ted on •&eh uuaz• tq -.ne of t1xe4 adc!naa c,roupa ~ ..,_. .,... ortct.M.­

\01"'8 •tnd _.d HM1•• •n~tt•• 1n otho.r aaerll ~Q".t.ms wit.h J"OUtin: ~ UJPAB 

er llFI'. l IN!IIber ot ~n..ctaridlea t.Mftent. 1ll 1/I &0UY1Q- .,.. ovtdent. la 

wsu ~•t!.ons.. ~ t.hen ar•1 

I 

( 

I 

j 

(a) !be 110:rldld.,... Aat\Jt'• ot \IHJ CJilt;taniaat~ eu u 

-~ ••si~ ~ ~et 1"4100M\r_.ct1on. 

(It) 'ft14l ntl-. ot tn.rtio 1n t.h• emtAn.t la a\reael7 

••• ,, (~ or all 1ftMJd ftlrc~ •noeyp\ed t.r.tfio). 
~ ,...... 

(o) fT~t't.lcall.y all of \h• t.ratflo 1a nut.d t.o or troa 

t;Qe octrtl lHat!on, 1dw1ti.atle •• 4rl1ngton Hall 

Ad loft. 

(ct} ~1• now t. a1aut. .m.tr.t7 wdl.reotiott!\l. <m 
f.At.o ... llacton). 

(•) 1'.cbnical aat.un ot \he \raftle 1a 1ad.lQ•ted b,y aon­

..,rol"NJ'\ei!J t.o eo...aM •l'aanMl• •• e)'J)OSod to noral 

--.nd,. adlld.nt.t.'NltJ.Ye Ol" operat.!Gn.l traffle. 

(t) WJ-p w1 .... orlalnate trGe 14't..t1DIHJ 11hioh ar• 

~1¥ AO\ ot adequate .ul\a.,. d&ft1t1e~ to 

~ant. web ftl\1U,. 
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(a) Occasional pl.dh-lanp&te di1oloeu:r•• oeel.U" whl.oh 

OG\a.tn plu'uea auit1 u ...., t.rattic1
11 er .-..m 

.umet)'pted Werc:ept•, 

.). ~b or tkt.a leading to •a.bl11tl.-nt of th ... chuaetot-i.t.iea 

f !Mrtt.&$bJ., r..ult• ln concluions t.hat. AI'S! !Jxt.'JII"C•P, valtlo Cllll tMt idlmU­

lS..S .. .-,. ThHe co.nol~uns aro nbatant1ate1 .._, eui)J' accualhl• 
...____,_...... __ . ., ___ ......,.. 

eellat•al Wor;;.at1on. ~1tlo operat.iJte p:ravt.!oea whiab .t\h•r proyid• 

Udit.iana.l. tub.tant.iatJ.fla witt.nc• o:r are petc\lal 80Ufl!• of fvt.hqr 

S...tteuri.t.7 aro Mf'Va.t~ COllaldo1"9d 'bel.c:nr. 

a. Cenirol ..-1&1. DIC:ber... 'ft\e F&C\1c•• I'*'Ultar w Wlfn•Pt 

v..tt1o, at u1ng a .-w nt. ot •vl.lll ... .-,.,.,.. Clttwrnally t.e aid in 

..Snt.aht.~ ooaUmdey ot t.n.tflo n.nr, b ....,_d.nd to Jlf'O'I'ide w•r:v later• 

o...,t wlt.b a .. finit.• aJA 1A ehec!d.na oonU.nu1t.J" et bs.. lntercert, en- 1t b• 10 

~ ... , a uana ot cbeeld..na eaar lzlt.ercept wl_. ld.t.h a cn«.u• ot •llort. 

11. Jarl.Ul• q.t• llld!eatora. G.lY.n ,..cl 1nt.ereept ""rag• Mtd 

a Udo lmotrl«fa• •f int.•l"C~ opeNtlon•• there S. trrldllftc. to 1Aiiett.e \bat 

\h• varl.Ul• bd!cator qata caa. M eolyod 1M tlul\ t.ra.fti• er!:inat.ad b7 

l.aat:wicklal at.at.lon• .a7 'M -.t.ecoriaed 1Go \h• vd'flo t,rpee r..,:ruant.e4 "bf 

t.bo l'ar1abla l.ndlcatore. 'ben \h\1 1a AHDIIPli&h•d1 1\ l• po•dbl• \o eoa,pu. 

•• na\.J.on q&lnet. 100\h.,. 111\h I"Qpee\ \cl &..ral !Dt•rc:t~Pt cout..rol ebJ.c­

\1YM., 1A~~;.-\. ~·'·•liU .. •f 1ra41:w141aal. -.t.1oraa, 41\o. Wlt.h ecc~U.n~ 

.... eoYC"qe lQ' tOHtZ'\ i.at.tree;;t, ncb 1ntor.=at.1on 1• \&Sod to l"e't'f.al t.h• 

•l¢.ti•.nce ot vat tie Mtal• ruul\ S.ft!! troa wtmte ot 1Ator.llllt1onfl. iapor­

itM•1 thWt ~ ld.nione •r• cl.earlT Md Htlwtl.n, u. "· w.us.,;.nc. 
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EO 3.3(h)(2) 
PL 86-36/50 USC 3605 

.t\e!" Ul• !.n.-fulon ot .. at.h liOrea l'"'ft"ell.e \hat t'hd 11\ation took Ua• lq4 1aa 

lateroept.ion of loMh ferean .S.Ut.a17 dn\dt,•• Al\hDU&h u. 1. !At..-l.l1ace• 

n;u!NU:nt• are •lwl•u. 1n Ul1• oue, a1t;\&at.1on• .., art.• 14 tit• Nuro !Jftol¥­

iD& u. &. IA't.el.U&enee "-.uin:t•n.t.a 111'\leh _... 1•• •Wiou., and •alA be 

,...,....,.. onlt tJm:nldt tlurtu.etion• 1A A7SA .. telt. lh«t t.ho .-.ral .s....ton 

al .. &1•en 1n8t..:Uat.ion u am 01' .upeoted, f\tr't,her detdla, 1J.\Olud.lnc th• 

tPGC1tie •!rculta 110nltored, ldaht. be obt.a1ne4 b7 ~U . .on ot uattiG tlllw 

eft t.reip dretdta u4 obnn-aU.on ot .tt.cta on fti,W \Httio ~ala. 1ib1n 

Mt.U. ot l.nt.oree;t oontrol ban M-en racon.atl"W%t.N t.o tM p4lftt t.t.U •P•lt:te 

\ar&et• .ra 1d.n1t1ed, lt. la concd•abl• that. WC"Ccea 11111' M dn1nl recar41n& 

e::q,].tli\~1\7 ot ~ ~aftio. 

•• C.U d.pa antl ad.dr.aalna 1Dlorut1cn .. Mple m~• u prq.m 

to por=.it &ClWralitt.ntitteaU.tm ot ac\irl.U.• ianolftd,. \o ut.ablitlh ....u.­
t.1c lJ.nkq•e '-.t""n ~A, ARS, 1.1SS and us .. ao4 to t.ie 1ft tb• wUttct!.on 

aot.i"d.\.7 w1t.h .U...cdnatin& uth·1tiu. 

&t Jir.Medenes. 1ft 111J«r'A11 pr.-4-ncea _... qu1h \Uli.ten'il, .nd 

tJ lllCilJi6 ~ onl-7 when •utuUl.r llJ.&b pr~enee tros SJrt.«r~ -"t1one 

.., be link«! .ub •ltftiliea.nt en-v .Ud\7. ftah bu •ceunftl.i on • ~ 

ot ocua1ana. (See l.'lelenre a.) 
.. ~. "t.rattic tro:a in\ a uttpt at.at.lona 1• al.ao charactcrlud 

..,. M .wnal.l-7 bJ.P nt.• ot rerut1S e»::pareci \0 ethv a1.Ut.U7 trett1e. 

Al~ • p.nieular !l'lt.elli&.nce ai.,pit!c~mc• S.a attachftti w Ude tut.or1 

it nnw to ~· Atre.lp intercept. ecnrer..-. 

-- . ---- ... __ ....... ""~.,........- ..,..... 



REF ID:A57055 

E03.3(h)(2) 
PL 86:c36/50 USC 3605 

liD~~~ 
I. t.-dfio \nN. la..a n oat6£0r!Jietion ot tFafflu lq vra, IA4 

u.tlf'te .. U.on •I t.ne t.n·••# euh VJ:ia haa tharaetertst.iu of it.• Ol!l'lto flor 

~le, lchnt.lfl:o•tion of OM \.J"Pe u watheJ" 1'-e.rnl.\.1 1a cot.at!on t.h.e.t. 

alr..olt ill wath~tr irit~capt.a aro cbt&iM'i at. at.aUon!J 1n. t.b.• !ftCflflc ara.a. 

!he unapt.!on fbllowa t.hat. t.t4e \n.tfia to.Daina ef ener-Jpt.ed. wea\h•r t.r~ 

..t.nomr trca -.tan ett•t.lena. .U.~~h t~l.a .W.,..u pt"Oject dld not 1ncludt. 

.mitJJria& ot Sllt.•r-comuntc!lticn bet.W\:en ~f,W"Ce,pt .t.t.tions, 1t u und.ez-... 

1\.ood t.ha\ cop!" of 11'9Cth81' t.rJtio intercepted a\ Oua.'1 ( \h• ll:ri41R 110\U"CC. 

,\ 

~ \ 

.t .-aeh tnt.tie torn.l"4ed t.o .lfSA) an torwardad \o tn!tJ J"th!.a ...,. 

k lnt411"fNted u ir&dlaaU.ng th• m.t.cee of • proCttaetna un1\ at. th•t. 

l.o..,.t1on, • unapt!on npportad b;r a llotr •I \ nttio .tts.rtnc June troa LU!l 

to .!tttlrn• .lfl1 -.wn \o be t.t• b•atl,.,-tt!"s ot 'i-te ~lr Forcct ,-t&tn.,.. Sft'T1e•. 

I• Ct7Ptoa:raph!c cb.u-aot-:riatiaa. A RUdy ef the eis;ht-let1..r 

!Ad!o~tora ~d. on tteramhlod text. re"foal• •enral llOn-r~do .... ••llfoUon•.. M 

•¢0U1onal f.-1r ot .. 88R!:M witb i~1eal J.cdlcatori) WU towtd* l'4fNlt1...,.. 

I. a \hu tlnrt. an4 td.aht.h pee it tone or J..ad1Yldual 1Ad1oat.oro eMr.d'Ted at, & rat• 

,_ lonr than ~eot.ed nndo1~ nu..un& \hat. nth .. eurr..-.o•• er• ur~ 

Q~Prtllt~ but, appeAr •CJCadonall.J' • Tlolat.!An.e et fll7pt.o-Clpttrat11'\l instructfons •. 

ft.-.,... a ll1.&tl nt.• o! r~l~ton ot • cl:tea letter !A th• • .,.. poaUf.on of 

""trftl eonpcutlYe indieatora. Pnqu•q 41011Dta oa 1.-t.t.cr.s ucd rer pol1t,1on 

pes" at.ation pv dq meal t.bat a\.t.1ou -.., M a:rouped acecr-ll.nz to dilltinot.iy• 

b'~07 41et.rUn&t.1on pa.t.tertu•J \bat. .S.t.h.ia t!Mn II"'iip!rtrict tlu; pat.t.C':ll tor 

lfll o.uo ot \bo t1rat. aix poaitiMe YIIZ7 da.ll.71 .:1\llo~l· a al••l. pattcn ~ 
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REF ID:A57055 

;[[]fJ Elf 
.....- Sn \b• IIUO potltlon or 1a .,q oth:;r of th• that. •h politionsJ \M\1 

el.• w1\h!a tbesa sngp!.n£a, \h1t .wonth pol1t1on ~\\l!l"n 1• t.h• ·- ti"M­
h llq. ~eot.lon ot t.h• ei&ht.h let\IIJ" appear~ '- ho r~ aeep\ tot aw.fA... 

--~ ot lett.era 1dct.l04l t.o t.ho.. &Ja.S .1a. t;he til'at poel\ton. 

(h) c,..trator ett1a1enq lft4 clieoipHae. frratt1c .-.'!l!ned. b.J .,...... 

e.tJre a.."1alyst • tAtlle'i 25 .. 6)1 ••eat&•• 'lho ov14"all d.leonP*ll~- aver ace 

(0.12 pet' ••••£•) ~ar.a ta\liirabll w!.th taa• av"':rq• ot all 1111 i.ta17 

Ae.tion• {•re 1.han cme ~- &e.te.'l£•.l• __.,cliate cc,rroctJ.y• aet.lon waa ~ 

• t!'le RON •~ua Y1ol.L"1o.:a aod p.r&et.icoa .. ~lt1ett tv InclosUJ'• 

J t.llrcuah t. 

W.. l!ot-M::.RC~·T ~U:.J.CA'flt:t:~. tt ~f'~t. IJII) UL.Il!iD AQ'IVlfl..·.:::., 

4. :r.kt l.otl•.Jr k\wvn "ff:,. uct tile -..nlc• CTJFf-ol.oO,e ~dfll 

lllrr!n.: been ..t.a\111et.~r.l t.hr9qb eceuaniee.t.to.na &NOciaUo~.s (tae ,..l't.fil'.aph )tl . 
-.e), ftll4 •••~·t..l.o.c. CC.GCarn!ni t..'le-ir r .. ,raetlft hnaticn.e II"& fiA4a .,, 

t.he !)uie ot Vo)l'UiWa ar.4 \7PM Gt v.d11o, other u.-un1ca\1oNJ aoman•, 

tl~tSA tancuaae MliU1.1••• and an ..-ndar&e.~J <'t unolaulti•d coUatv&l. WoJ­

-'itta. Thi) b\llk ot tale mr.-int.~"IJt 'rattic: .an " IJ"O..tped 1JRo ttra 

...,..,. cat.~r!es on \he but. ol OJ'1p!.orMtt1 .lf.tdroueoi'Jt lea.ctb. wolC"l"• ud 

apeetloll r;t trJtlc. ~- ot th•ae d,qeel"YC:J ~dJ.ato GOQiderat.ion 1:1. t.Ut 

------------------------------~~-----------ftlfflc!.ent. wl4~"lC• 1s preaent to 1nJ1e,to t.bat. it.a purp&»c:· lw \bc.t dbe«lia ... 
-, !!I ' x•SCoazusrn........... ....... =nc.oor:---~-4-.........--•~..:r-_. .. ..w., .ao-=w--...-..... -.. .-..... JI_W __ 

tlon •t CC'llllNf prc.iuct~. ~qb ~le ot Ytil11:1W1 praco4•ace•, =4. 

aM r;;;iiii;. ~iii !A we ll'DtJP IIA7 ..U "Prov1detores:;;~ w1Vl 

-.- -~ I ..... 
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REF ID:A57055 

EO 3.3(h)(2) 
PL 86-36/SO.USC 3605 

~ f.MrJU• ta \!Ht 'fOl-. of~ \n!tio HH1~ ~ 
••~ud \.Ct \he ~1'1 of ~ fel"ta wu ~c! v a ttn~lciWaW.e 

~. P.r••dtnc.a to•• tr.a. Ndin• .mt prs.rit,. to •,.r~t-tional s .... :Uat• 
·-----.......__.... .. __ ~ ~-------·---- .... ~ 

1114 •lftl'plq' ...... ae~u WI'O ~ t.o a.v.nt.al!\ lat•lllpnce C.1n4 
"----_ .. .: ..., ,-,24M - nm a :1s: • .w: ,..,,__ = £ ..,_......,.~ 

O.lo~ !oraau .lal,_.;•.Pt Md tiM blp ,. .. .s.ne08 ind!eat~ that tM ......... ........... . ........ ~.;- ...... ___ -
.. --~ '-. ... -.. - - . 

v.ttlt-... ot ..s.•u .lllpo~ \0 Ul• tMU.O&l ettorl• ott~ u. •~ to.roe~ • 
---------~---;,:.~ - - - ._._......,, .... .._. - --

- ••"•-f"...---=--~·- ... -·_.... ....... ... ___ ----

tlld• 111 cl~ b1 _, et •I!Cl31•1 f4lir • ~ ot et.bar ~ricMt 8\Cl 

w.-.uv• ,.t\.ern.e _.. •te« a ttl1a \J9e or tnttto. llto.l-\..U,,. eu 
..t\w of .... odcOd ... ~ lp i•G4l•t.~ wlih the -~tor• of \1\• 

Watt1o lJIIOl.n4 wit.h Us• ....Ut. \hat. a •U.ocble lowU'ln.i ot pnoetlltftce 

te.un.d. 1hit tnt1r• pro\WM:a el ••J.Qicat1one llnPolwd iA 43.~nat1on bu 

"-~ at l*'£\.h -.itt\ ~t.l "fiHMtUtb· .. of J.S.l ~ C;P-a:tl, ud 

" u 1\o,..:l that o,_.~~~ftall7 t•oU:a)e OO'f.:' ~ ~ N J..,l.Mllmt~ 
...,.._...,......,....- --. ._ - ,. --.- __ .._. ...--..-.. ----- _ ... .:--.........._ ----••Lo' -...1 

lY. lftO~~tus Mn:roJ., 

J. h. t1.n41.ftp npol'ted u... 1n41••t.• &CUalll t.ll4t th• .. curltr 
___. - ~eoowa::: ~.. 4#¥ .... -- br ............ --~-~ 

fit W4J. ~1~ 10cwt1o•Uono S.. ~t.~. U..Ul¥1 prot.oct.1w aet!.oft 
----------------~----•~r--------~~ ~ !Qol•• iM ,..,.&1. o£ C~taarMt..-t.U.C• W114b pwd.t. t.bd ••~tton 

af Jl5.l VattJ.o •• ~ Uw:lt!tioat,1cm, Of aclctna• 4~tonet 'fA• r.O"V~ 

•t \hNe ..,.._\eri•tJ• 1• M ~ c;Gpla ~-1oft Ml:lll"1\.f IJftt­

t.. a1-. liSA 1• fiP4 d.t.b. ibo \•k •t na~ pi'Otoct.iotl w M .iAmt,J.t'Ud 
• 

-...riP\&n I'~ t.httl W~I.U, ..t.•blllh1fl4 prot.Mtio:t tor a..., f.l"~ 

4.t... A 4iAp1M b AMd-.d M4 W-1. tan .U.o" Wit.~· onl,y b1' d'Ulv 

---- -- - ------- ----
------------~ ~ - r -~·- --

-- - - -- -~ -------------
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REF ID:A57055 

,.••lfta t.ieelt •tt .. .- • •r• ~\•d orcut•i.t.n. Jl"ttHil~ Sa 

allrhho or M •• or •.r•.., 01"1Ml .. U•a.e *lab ch&llq• fAtrlt.lltMt.Un. 

Ja eitbC" .... , t.be dbappoaraoc• of \htt pr.....,t, t•,. ot Kl!~ • .,.lllllcret.1cuw 

...:S.d eoind.d• wlt.h (Mel Uif be tunU.tlf!d w1thj t.IM .nablS.IlwHit. ot AtSi 

•••• olo•tl.oml iA tiM 4Ua:U....d fltl"ll. tu prob1•1 toti~at. GY«t"d.zplif1•4, 

u .- •t kitd.aa a l&r&• e\1Jtot wlU'dn & ....U obJMfrt.a and cannot. be r..ol•.S 

Ml.en -.u~ obJ..tt an .,_in~'! M4 all -*ttmel. teat.wn •t bo\b ltecotflO 

I....UtqiLl enrs ..,.. s;h\:oot.ll\.1,.. .1ft 1-.1 uupl• •t each • •lut~n wo\\lll k 

IMPl.et.• ..-l.S.IM ccrjpt.1on ~a ihAk ciro.U. Med lo' APSJ. Md • ..U. vu-l.V 

ef o\1\v •J'PA1ut.J.ona. lt. 1a toncl.tt4~ that. lt. t. t.pN.thl• w .r~•• 
._...:r..-.... , ...,_ - __ ........ _ -~- .. ~"T----- ·-

....... itt.lc• -~ p.rrdt ~~\ion or lii1 Vattlo 01' t.h.e 1ct.otJ.rlcat1on 

el AHA llddrue ..t.aipat1one• .UHa wbol•Ml• AAQCM al"e -.diD J4 \.h• -.mal 
.._...- --- r .• -- - .......,.,..... .. ...._. ...,_ .........-~ •• --- ~ -~'"'- ............... __...._~--_, .... ......,.... _ .. ....,.r 

..,.Mttc_.btl.ca or aon-.tr.u. u .. !- inlCI'•U.oM, ~ ~~ ~.-l!+uM ot_AZJA ... _________ .. ~ -~ ...... _ -·. --....oi'··---~~ 

.:S..otri•ll toii\1Wl.llat-1one 1• •ut•n.hll rti41aced. ........ ______ _ 
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