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SUDJRCTs Crypto-Sseurity of AFSA Communications.

1 I; too, s conoerned for the sseurity of Comint
Gomnuniecationg, My staff and I coneult with AFS4-04 staff
vory frogquently on the gubject, PFPrumpt action ia taken
€9 seck out the facta when any violations are noted,
Unfoprtunately, operating personnel usually note enly
gross violations, so no doubt many vielations eccour
unnoticed, or are noticed only when habitually repeated,
A major contridbuting fsctor is the involvad cover pro-
cedrres necossary srd the large nixber of cryptosyatens
in use for Comint traffic, Sinplification and stand-
ardization would improve the situation treuerdously.

2, I yecorvrands

as That AFSA exercise diract gontrol ovar

distribution and opesration af arypto-
systens used exclusively for raw and
processed material, To this end, &FSK
aryptosystens (not Arny, Kavy, or Ar
Force systens produced by AFBR) should
be produced and diatridbuted throuzh
service channels, for the spaaific
problans to he met, regardless of service
involved, We should plan to asconplish
this with AFSAT 9 systens as s&on as

osgible., %o this erd 1t is proposed

hat a conferance with the three sarvice
eryptologlo agenoliea be called; togother
with repressntatives nf avsa~ai, ARG A-04
nndll?sh-la to 1 ple-ont this sourse of
sagtion, .

b, Surveillance of AFSA caeiunteations should
be intensified 4if possible ard consideration
should be given to stationing an AFSA.D4
anit at A3 for this pu:g:lo. This can be
Justified, I think, &y sxpanding voluze
of traffiec, which 1 approaching one million
groups per day.

-, -y
w

-y

Declassified and approved for release by MNSA on 05-16-2014 pursuant to E.O. 13528




ﬂl i i 14 May 1951

~Xep-gacem- AF32-137/p1b

SUBJRCT: Crypto-Security of AFSA Communications, (Conttd)

¢. & new AFSAQ should be produged for the
purposs of establishing prefaerrod standard
eoonmunications procsdures to bs used in
handling AFSA materisl. This book should
be produced in eollaboration by AF3i-1}3
and AFS5A-2, with assiatance from AFSA-D4
where comunicatlon measures unigue to
AFSA's problems need solution, 34«13
should de fivun the responsibility for
revising the book as required by changing
sonditions,

Arthur Znderlin
Cormander, USN
Chief, aFhA~13
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