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l. The attached memo from AFSA-00B, dated 14 April 1950, is f£Jirwarded
for your comments and recommeniation,

e0: AFSA-13
/s/ 8,P. CALLINS
S5+P. COLLINS
Colonsl Bignal Corps
Deputy Director, AFSA
To: AFSA-O0A From: APFSA-04 Date: 23 MAY 60 Comment No, 2

Mr. Corry/42e

1. Surveillance of communications intelligenss aotivities has been largely
1imited in the past to occasional spot-checks because of limitations onm persomel
available for such tasks axnd bscause of the tremendous scopd involved in o
thorough snalysis. A rough estimate indiocates thet AFSA communiocations represent
at least 76~80 percent of the total enorypted message volume of the Armed Foroces.
Included smong activities conducted recently slong this line are:

8. Approximately a year ago, ons traffic analyst was sssigned the task
of determining types sand amount of information aveilable through external examnina-
tion of Army Seourity Agenoy traffic, Coverage was limited to ASA traffic mppear-
- ing om ACAN circuits which were umder surveillence for ordinary seourity monitoring
purposes, Ho formel report was rendered but evidence was sufficient to indicate
that the following conolusions could be substantliated:

4

(1) That the peculiar characteristics of intercept traffic make
it easily 1dentifiable and that any attempt at concealment
would have to be of such drastic nature as to mske practiocsh. '
bility questionsble.

|

(2) That it is procbable that the sxtensive use of radio communica-
tions for forwarding of intercept is unjustified, and that
proper segregation snd use of courler airoraft would result
in reducing radio traffic volume to such an extent that oon-

5, sideration feasibly might be given to appliocation of trans~

A mission security measures to reducs recognizability,

H (8) That the Army Security Agency field intercept organization
: (i.e., ™Order of Batitle Informstion®) could bs reconstruoted
with a minimun of effort,

(4) That somes "special®™ aperating prectices which tend to further
segregats intercept kraffic might be sliminated without ime

peding traffic handling.
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(5) That eircult discipline and operator effisiency, although

approxinating the oversll Army level, could stand consider-
able Improvement,

(8) That establishment of a procedure whereby the seourity monitor-
ing eotivity might insure that correstive asctlon is teken in
osdes of major transmission smecurity violations, would be
bamfioial. ’

(7) That, under certain circumstences, it is possible for an enemy
to determine specifioc imtercept targets by careful padding of
his treffioc volume and olose analysis of volume originated by
tertain intercept stations.

{8) That, by observation of volume originating in certain aress,
it is possible for general areas of emphasis for intercept
purposes to be determined.

e Within the past yesr and s half, Op~202K oonducsted & survey of
Qommunicstion Supplementary Activity Traffic simlilar to that carrisd on by Army
Bocurity Agenoy. The conolusions were adequate; not only was "Order of Battle
Information® obtained but the olassified call signs and delivery groups in use on
the supplementary net wore recovered in full.

¢, Stations originating intercept traffis have been s ubject to the same
violation, compromise, sand traffis wvelume reporting procedures as all other Armed
Forces activities, thus providing ons mesans of oontinuing surveillance. It was in
connection with t he carrying out of this procedure that the racent decisions con~-
dertiing the inadsquacies of CSP 1615/S8IGGUM were determined.

'de A program to avoid association of direct commection between certain
®oritioal area® Special Seourity Officers and Arlington Hall Station has been in
effect for some time. This program involves careful control of externsl addressing

of eommuniontions and, in soms oases, use of disguised oryptographic system indioaw
tors,

#. Bpot-checks of message headings of decrypted tapes have been made at

irregular intervals in the past for indicator depths and for careless practices in
indioator sslection,

fe Re~svaluation of orypto-security provided by ASAM 2-1 has been in
process for the past several weeks, An attempt is being made to deviss a one-~time
key procedure acoeptable for intercept station use,
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2, It is believed that a more complete and more thorough securlity analysis of
t AFSA communications is desirable, to obtain factusl data to substantiate conclusions
presented in paragraph 3a bove, and to provide a planned cheock on oryptographic op=
orating practices. This will require some assistance from AFSA-02, "

5. It is recommended that the sttached Disposition Form, requesting ersistance
from AFSA=02, be approved and forwarded.

g

1 Inel /s/ H.O0. HANSEN
D/F from AFSA-04 to H.0. HANSEN
AF8A~02 subj as above Captain, U.S, Navy

Chief, Office of Seamiity
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