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1. A potentially seriocus insecurity in COMINT Commpmnications has develoned
as a result of investigrtion of a meesage DIG 1622127 April originated by AF A~
242T4. The messagoe bore an operational immediate precedence and was tranamitted
to practically every activity identified by mecurity tratfic analysts as con-
gernced with communications intercept. Presonce of elther sondition is suffi-
clently unusual to warrant speclal attention of foreign T/A personnel vogL-
igation revealed that the message informed addressees of a
change on 15 April., It is bellaved that any elementary trallic analysis effcrt
vculd draw realistic conclusions.

2. AF3A-242 hes been contacted directly and a procedurs has been established
whereby, in simllsyr clrcumstances, several ce-arste messare with varying extarnal
charsctaristios will be tranasitted. 7This 45 an interinm measure for use until
mors satisfactory protective rmeasures can be implemonted.

3. It appears sssential that a covar program cust be inltisted to nrotect
such traas:zission in the future in order Lo aveid placing severe rssirictions
on the originator. This 0ffice will prepare and implement such moasures as ars
econsidered appropriate. To ald in planning, 1t 1s rojucstsd that Tranamlssion
Security Branch (AFSA-411) be placed on internal) distribution for the following
types of messages origivated by your office to field activiticss

a. Thoae dealing with geheral changes in coumunicatisng or cryptographie
procedures or aystems,

be Those given a precedenco of Operational Immediate or higher,
¢. ‘Those which are addressed to all field sctivities,
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