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SLCTION I - GEMERAT

1. The clianzifying of information and material withir tnz2 cryptologic
field is an invol-edi snd complex problem Bvery docunicut .o te classified
mst be considered as being unigue and one whose clasgificatior Ls Adependent
on factors existing within that document alone. The decis’c: as to the
proper classification of & document cannot arbitrarily be Je+omuiined by
referral to other docunents or to specific rules and regulsti.ms. 3Jach item
of information or materisl must be ad.judged sclely on irs own uerits and
classified according to its content There are, however, ce..~i2 basic prin-
ciples of classification which will be of assistance to inA:viduals within
the cryptologic field in the solution of their classifi-catic: problems, and
it is proposed to set forth these basic principles in thi.s racument

2. As a basis for classification, it is necessary that all personnel
be thoroughly conversant with the security classifications esiablished by
Executive Order 10501: TOP SECRET, JECRET and COITIIDENTIAL. fTnese security
clasgifications can be stated as follows:

a. Top Secret: Ixcept as may be expressly provided by statute,
the use of the classification Top Secret slall be authorizcd. by appropriate
authority. only for defense information or material which renuires the
highest degree of protection The Top Secret classification sh=il be applied
only to that information or material the defense aspect of .uich is paramount
and the unauthorized disclosure of which could result in exceptionally grave
damage to the Nation such as leading to a definite breaek i~ cip.omatic relations
affecting the defense of the United States, an grmed at.ack against the United
States or its allies, a war. or the compromise of militar: < defense plans,
or intelligence operations, or scientific or technological ‘:velopments vital
to the national defense.

b. Secret; Except as may be expressly provided T, statute, the use
of the clasai® -~<“ion Secret shall be authorized, by appr..privte authority,
only for defeuse information or material the unauthorized 4 aclosure of which
could result in serious damsge to the Nation. such as by jeopardizing the
international relations of the United States, endangering the effectiveness
of a program or policy of vital importance to the national lefense, or compro-
mising important military or defense plans, scilentific or t=zhnological
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GUIDE LINES FOR STCURITY CLASSIFICATIONS (Sect IZ2b Cont'd)

developments ixportart to national defense, or information revealing
important intelligence operations.

c. Cozfifaptial: Except as may be expressly provided by
statute, the use of the classification Confidential shall be authorized
by appropriate autiority, only for defense informetion or material the
unauthorized Aiaci-sire of which could be prejudicial to the defense

interests of the ~ation.

d. Conticential - Modified Handling Authorized: Ii.s ices not
congtitute a se,zvec and distinct classification category. "rfoemation
must meet the reoulvenints set down above for Confidential wmterial. The
addition of the notation "modified handling authorized' onl; e, its
modification of the storage and transmission procedures.

& 6&6enal use oniy '?

?. Within the cryptologic field we must provide even e e safeguards
for our activitls: than are provided for under the standard e-curlty classi-
fications, Befor- any officlal cryptologic information 1s " ve disseminated,
it must be deterined that the recipient has a need-to-know  Information of
an unclassified a:iure pertinent to the misslion of a cryptolegic activity
should not be discussed with anyone except for official bu.! ~<3 purposes.

L4, Beyond the basic classifications established by "x~erutive Order, it is
recogniuzal that trere are apecial considerations which must ce considersd
geparately because of their inherently sensitive nature. These special con-
slderations pertain to specific categories of communicatiors intelligence
(COMINT) and are identified by the aasignment of a distinctive codeword. The
clasgification of COMINT lnvolves two distiact conslderations: +the security
of the information andi the senslitivity of the source from w-°2i the infor-
mation was derived. Either or both considerations may affert the classi-
fication, dependent upon whether the Ipformation or the sourcs is the more
sensitive.

5. Inltially, COMINT material comes to this Agency as r«w traffic which
has been intercepted by field station activities throughout the world. 'This
traffic is classified no lower than CONFIDERTIAYL, until such time as an
analytical processing 1s begun. From the analysis of thi: -~ aw traffic, we
derive three types of intelligence.

a., Cryptintelligence is that COMINT vhich resulue *-om cryptanalysis
of the systems utilized by message originastors to protect tue traffic during
its transmission. This includes speech and facsimile gecw.r 1y systems.

b. Traffic intelligence is that COMINT which resvius from traffic
analysis of intercepted electrical communicationa. This ir::uvdes COMINT
produced by sll means short of cryptanalysis of message texta,

c. Intelligence derived from the analysis of pla:ctext traffic.
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6. Informaeticn ~=vived from these three analytical processes
(cryptanalysis, treifis analysis and plaintext analysis) is divided
into three securi.y categoriles,

a. Catexry JII COMINT (Top Secret Codeword) is the mo=
sensitive category :znd contains information of the highest c1a°airication
whose source mus’' -~ protected at all costs. In general, thi< will include
information derived from cryptanalysis (except for designatec iypes of
COMINT) certair des:unated types of plaintext and special ‘:rzatner -~rypta-
nalysis and Traffir Analysis of certain high level systems =s specified by
existing euthorlr-ica, For additional items In this category. :ee Sectlon

II. odewovet)

(5E¢Rl=

b. Calegory I1 COMINI, is less sensitive than the preceding category
and 1is one whose material can by acceptance of a calculated r’sk be dissemi-
nated without ovar-riding concern for the security of the sowurce. 1In general,
this will incluce “raffic intelligence which has nct been specifically placed
into other caiegnrses and cryptanalytic intelligence resultirn. {rom the
solution of cer:wiin low level codes and other security systems as specified
by existing authr-ities. For additional items in thils Categr~y, see Section
III.

¢, Catrgory I COMINT (Non-Codeword) is subject to the least
restrictive regulations of the three categories and will include certain
types of low level COMINT as specified by existing authorities. Material in
this category will be classified no lower than CONFIDERTIAL without the
assigmment of any codeword., Extreme care must be utilized in placing COMINT
in this category. (See paragraph 7, Section VI - COXFIDENTIAZ,)

7. In add.wion to these categories, there are certain .ther basic
statements that =.r acceptable as guide lines in determining classifications.

a. COVINT will normally be considersd as falling w.thin Category
JIT except for su~n specific systems as have been mutually a Teed upon by U.K.
and the U.S, %0 ne in other categories. This llst 1is available in PROD
(WsA-0621).

b, Standing operating procedures, personnel reports, organizational
charts and instruction wmanuals governling respective COMINT' .rganizations
will be classified according to the information contalned * :.:..ein; those
indicating operational capacity or success will be classified at least SECRET.
Classification problems which cannot be resolved by the originator will be
referred to HSA Classification Advisory Tanel.

¢, In reference to type of cryptosystems, the terws “low grade",
"medium grade” =:3 "high grade" are often used., Definitiom of these cate-

gories are as Tellows:
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(1 lcw-grade, Fertains to a cryptosystem which
off=r3 cnly slight resistance to cryptanslysis;
for o.ample: (1) Ilayfair zirkers, (2 Single
t:a-3vosition, (3) Unencipherea ore-part codes,

(2) meilwe grade, Pertains to a cryptosystem which
ofre~s considerable resistance to cryptenzlysis;
v wcazsgple: (1) Strip ciphers, (2) Polyphase
tro-.spueition, (3) Unenciphered two-pirt codécs.

2 lagh~pgrade, Tertalns to 2 coyplocystem whicr
P*ers o maximun of resiscance to erypiannlyst e
fo~ example: ({1, Complex cipher machines, . ! ' .2~
Lank. wystems, (3) Unknown two-part codes encipl--rvad
+1.!" 11 additive book.

3. a8, It must he pointed out that, although the crypt -aljtic technijyues
<o30ciatec with a snenific operational cryptosystem fall inlo lategories 11T,
I1 or I, nevertheless a detalled description of the procedures and general
principles .derlyi:y the solution of a type cryptosystem may be of lower
classification or ev2n wmclassified, e.g., the sclution of tke lZuszie
Playfair system. ‘''ri~ consideration applies alsc to principles ..' technijues
involved in the .tuc :x on U.S. and NATO cryptosystems.

b. Likeviza, although it must be pointed out that traffic analytic
techniques and dat-. associated with specific targets fall Into Categories
11X, II or I, neverti elnus a detalled description of the general principles
and. techniques ipvnived in hypothetical traffic analysis may be of lower
classification.

c. The claszification of an item of cryptanalylic or cryptographic
equipment is deterrined solely on its own merits, based on the cxtent to
which protection or new principles and technigques must be afferied. The
degree of classific-t‘on does not necessarily concern only the rield of
cryptology (or crypto.uzlc aspects) but alsc tzkes into account engineering
sophistication.

S9. As a mean< of Jurther assistance to personnel the fc!i>wing classi-
fication gulde li:v9 have been established. Remember they are only general
in nature and that ui:w classification of any given item must tc established
solely or its own merits. In addition, an abbreviated classif’cation table
has been inclosed at the end of this document and is intended for reference
purposes only. It may be detached and used separately. WARKI¥G! In no
instance may this *able be used to solve classification problim= Reference
must always be mr.2 to the complete text of "Guide Lines for Zccurity Classi-

fication."
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GUIDY LIXES YOR SECURITY CLASSIFICATIC.! (Section 1I - IIZ .

ECT10N II - TOP SECRET CODEWORD (CATEGORY -I11)

The following typos of information are to be classified TOP SECRET\dodeword:

1. Cryptanalyviic intelligence and teuhnlque%der*ved Iron and state—
ments of success sitributable to a given Category IXI systems ‘

2. Traffic ixt,_]igen"e based in whole or in part on Ir2 inalye
use of identific~rions and other data derived from Zategor; ... 2010 T,
Such traffic int~l . igence might involve a high-grade encryyp-.l.n systen or
nessage headingz c.orypted in codes or ciphers of high securziyr radlng. |

el 1, B

3 Intellizeace which can be ldentified as resulting Frcx. the stwiv\

4, Special "icather Intelligence, designated by a distinclive codewof@.

5. Intelligence which can be identified as resulting f>om thel 1
| -ince 1 September
1939, except as covered in paragraph 3, Section IV - TOP SECRET, paragraph
12, Section VI -~ CONFIDENTIAL, and paragraph 12, Section VII - UNCLASSIFIZD.

6. Traffic intelligence involving such combinations o cryptanalysis
and traffic analy:is whose value is so great that security or ~ontents
becomes the over-riding considersation.

T. COMINT L:ased on traffic obtained from sources clas=z:{ied TOP SECRET.

8. UKUSA Cryptanalytic short titles of Category III cryptosystems.

SECTION ITI - SECRET CODEWORD (CATEGORY 11)

The following typés of information are to be classified SECRET Codeword:

1. Cryptunsiytic intelligence and techniques derived from and state-
ments of succecsn attributable to a given Category II cryptosystem.

2. Traffic intelligence derived from the analysis of foreign com-
munications after 2 September 1945.

3. Texta information.

ly, Intelligence which can be identified as resulting from study of

[-except as noted 1n ;aragraph 5, Section II - TOF 3 GRET

Codeword.

Appendiv Lo NSA Regulation
Number 120- dated
) EO 8.3(h)(2)

PL 86-36/50 USC 3605




‘ REF ID:A57417
o, ®

GUIDE LINES FOR SECURITY CIASSIFICATION (Section III - V)

5. Traffic jnimliligence derived from radio fingerprinting (RFP) and
Morse operator analy:is (MOA)e.

6 UKUSA Crryztanalytic short titles of Category II and I cryptosystems.

SECTICN IV - TOP SECRET

The following types of information are to be classified TOP SECRET:

1. The detaiied uission of a COMINT agency or a ma'or component thereof.

2. The exis'=nce of peacetime collaboration in COMINT matters between
UeSe agencies endé .iner foreign governments, except for colls.cration with
the U.Ke, Canada, - 2ustralias, vhich will be classified SECIT..

3. Intelligenc« derived from the cryptanalysis of high-grade foreign
cryptosystems between 1 September 1939 and 2 September 1945, pruvided the
reference cannot 'cad to inferences as to the specific systems involved,
Such intelligence derived after 2 September 1945 belongs in Txegory III,
(See exceptions, T..cugraph 5, Section II - TOP SECKET CODEWORD and pera-
graph 12, Section .ZI - UNCLASSIFIED.)

k. Codewordr {.arrent and obsolete) applicable to Categury IIT COMINT.

SECTION V - SECRET

The following types of information are to be classified SECRET:

1 Intercert assignments (N.B. This does not include call signs,
frequencies or cus~ notations which are classified CONFIDENTIAL).

2. Intercept and DF plans and over-all operational effe.tiveness of
intercept and DF organizations as & whole.

3 Details <. tvraffic analysis as applied to enemny commin.cations
during World War ..I.

k. Disclosu:2s of both the identity and details of the cryptanalysis
of low-grade enem:- .:ilitary cryptosystems during World War II.

5. Existoac: € peacetime collaboration between the U.S. (KSA) with
the U.K (GCEQ), CANADA (CENRC) or AUSTRALIA (DSB) in the COMINT field.

6. Colyswr?» (current and obsolete) applicable to Category II COMINT,

6 Appexiix to MSA Regmlation
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GUIDE LINES FOR SECURITY CLASSIFICATION (Section VI )

SECTION VI - CONFIDENTIAL

The following tiyves of information are to be classified CCNFIDENTIAL:

1. Assoclation of operational COMINT functlons with specific
activities and orgmaizations by name (except as provided under paragraph
1, Section VII - UNULASSIFIED)e

2. General ;-..tements pertaining to theoperational effectiveness of
of individua! inicrcept and D/F stations.

3. Intercent:d raw traffic that shows no evidencc of ", rocessin. " for
COMINT purposes b« yond sorting by ciear address elements, eiimination oI
mwanted messages 2nd tue inciusion of case nuanber andysor an sspitrary tral-
fic desirunator.

4, Intelli.,znce relating to D/F mission assignmenta bearing report.s
and fix reports ’ .e.. target frequencies, call signs, "pip~d signals,’
other signal info: :ation, bearings end fixes), provided that no complex
changing call sisn cystems are included.

5. The term¢ "United States Communicatiors Intelligence Board" and
"U. S. Commmnica+*~msSecurity Board" {abbreviations "USCIB" and "USCSB" and
the abbreviatlor= tor their subcommittees are unclassified).

6. Plaintext tactical or operaticnal traffic provided ir=t no inter-
pretations of complex changing call sign systems, enciphered mip :ferences,
or results or advanced traffic snalysis are included. This meterial shall
include local procedural and local grid and zone systems used for artillery
direction, tacticul zontrol and movement of front line units, early warning
and exercise of tanrtical combat control of alrcraft.

T. Intelligence Qerived from anclysis of radar tracking reports and
visual observatim: reports as found in tactical or operationz. traffic,
provided that encivhe:=a aircraft type designations or interprotations of
complex changing =zzll sign systems are not included. Inclusion of local
grid or zone ref:ircntes, local procedursl codes used for brevity and plain-
text interspersc<d with cover words is p=rmissible.

8. COMIK? cuancerning weather derived from the sources described in
paragraphs 6 and 7, above.

9. COMINT Aerived from Naval tactical maneuvering codes and brevity
codes .

10. Special cryptologic features of and megnitude of effort with
computers.

Apprendix t- T3A Regulation
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GUIDE LINES FOR SECURTTY CLASSIFICATION (Section VI - VII) - -

11. Detailed references to, and description of, cryptons 'Ly'bic success
against specific mijitary cryptosystems used by foreign powers bet‘vreen 11
Noveuber 1918 and 1 September 1939, and not used since. —

12.

13. The exterm  of collaboration in CAN/UK/US COMSEC matte.=.

14. The exteni of production of cryptomaterial for NATC use.

15. The fact that NSA is assigned sEcifid

16. Diagrams snd descriptions of COMINT and COMSEC comrmmication net-
works or related communication plans including cryptographic arrangements
except where higher classification is Jjustified by the listing of sensitive
intercept stations.

17. Consolidated listings and records of cryptomaterials and crypto-
holdings by short ti'le.

18. The broad outlines of operational traffic analyéis processes.

19. Relationship with CIA and other U,S. consumers in the field of
COMINT.

SECTION VII - UNCLASSIFIED

The following typez of information are Unclassified!

1. Associatior of NSA with cryptology, COMINT, COMSEC, or the service
cryptologic agencies -- providing such association in no way zdversely
affects the missionz of the agencies concerned.

~ 2. Association of NSA with authors of technical papers on matters
already in the public dowmain.

3. The. terms NSA Field Activity Far East (NSAFE), NSA Field Activity
- Burope (NSAEUR), N&AAL, NSAUK, NSA-Field Unit 1 (FU/PAC) and HTA Field Unit
2 (FU/IANT).

4. Civil Service Job Titles and NSA "Qualificetion -Standards Manual,"

5. NSA's possession of or interest in computers or rapid analytical
wechinery, except as noted in paragraph 10 under Section VI - CONFIDENTIAL.

Appendix to ESA Regulation
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GUIDE LINES FOR SEC'URIT!' CIASSIFICATION (Section VII)

6. Specific canponents of eq;uipnent under research, if use of
component is not revealed.

T. Report of inspection trip to uncleared company that is a pros-
pective contractor, if no mention is made of actual appllicatioms of

components .

8. Short titles, cover names, and code words. (See the :E'ollow:Lng
exceptions: Paragraph 4, Section ITI - TOP SECRET: paragraph G, Section
V - SECRET; paz)‘agrbyh lO, Section V - SECRET, and paragraph 17, Section VI
- CONFIDENTIAL).

9. Commmications giving a pnrson 8 security clearance.

10. Projects .amnher and titles used in Justification for opurchase of
materials when no %echnical usage is specified.

11. Detalled ruference to, and description of, cryptanslytic success
against World War I military cryptosystems.

12. References to intelligence derived from cryptosystems in which
successful cryptanalysis has already been revealed by official U.S. action
(e.g., the Congressiunal investigation 'of the Pearl Harbor attask).

13. Any r=ference to intelligence or cryptanalytic success against
operational cryptosystems as disclosed by foreign publications cppearing in
the public domein. These references should be accompenied fcx the purpose
of clarify by the scurce and be without further elsboration or amplification.

1%. The fact that HSA produces and procures cryptomaterial including
rotors, key lists, one-time tapes, one-time pads, codes, discs and other
broad categories of keying materials, and employs specia.l equipment to
produce some of this materlial.

15. The fact that the U.S. collsborates wi‘l'.h other NATO wowers on
COMSEC matters. .

Inel, .
Table
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1,

2,

3.

he

5.

6.

Te
8.

I0P SECRET CODEWORD

INTEILIGENCE TECHNIQUES AND SUCCESSES
ATTRIBUTABLE T0 CATEGORY III SYSTEMS,

TRAFFIC INTELLIGENCE BASED ON DATA -
mmmmmmcm

mm:x'r INCLUDING ALL
RUSSIAN FLAINTEXT.

SPECYAL WEATHER INTELLIGENCE (SPECIAL

USED SINCE 1 - .

TRAFFIC INTELLYGENCE WHERE SECURITY OF
CONTENT IS THE DOMINANT CONSIDERATION,.

COMINT BASED ON TOP SECRET SOURCES.

UKUSA CRYPTANALYTIC SHORT TITLES OF
CATEGORY IYT SYSTEMS,

the complete tu:l-. or "Guido Lines for Sccurity Glnsir:l

cation.")

SECRET GODEWOED
'I'ECHNIQIES AND SUCCESSES

INTELLIGERCE
B ATTRIBUTABLE TO CATEGORY II SYSTEMS

TRAFFIC INTELLIGENGE DERIVED FRON
FOREIGN GCMMUNICATIONS AFTER 2 SEP-

.I Iim s ml.

TRAPFIC INTELLIGENCE DERIVED FROM
EEP AND MOA.

UKUSA CEYPTANALYTIC SHORT TITLES OF
CATEGORY IT AND I SYSTEMS.

TOP SECHET

DETAILED MISSION OF A COMINT AGENCY
OR MAJOR COMPONENT.

US COMINT PEACETIME COLLABORATION WITH
FOREIGN GOVERNMENT, EXCEPT UK, CAN OR
AUS CLASSIFIED SECRET.

INTELLIGENCE FROM CRYPTO SYSTEMS; 1

SEPTEMBER 193). ~ 2 SEPTEMBER 1945 NOT
SPECIFIC SYSTEMS INVOLVED

e ’

CATEGORY IIT CODEWCRDS (CURRENT AND
OBSOLETE).

FOR EXCEPTIONS, SEE CITED PARAGRAPHS
Gt PAGE INDICATED.

SECRET
INTERCEPT ASSIGMMENTS, EXCEPTL,

INTERCEPT D/F PLANS, EFFECTIVENESS
AND ORGANTZATION.

DETAILS OF TRAFFIC ANALYSIS OF ENEMY
COMMUNICATIONS DURING WORLD WAR IT.

DETAILS OF CRYPTANALYSIS OF LOW GRADE
ENEMY MILITARY CRYPTOSYSTEMS DURING
WORLD WAR II.

COMINT COLLABORATION EETWEEN US, UK,
CAN, AND AUS,

CATEGORY IT CODEWORDS (CURRENT AND
OBSOLETE).

COMINT FUNCTIONS ASSOCIATED WITH |
SPECIFIC Acﬂv:LIms AYD om:zum!c
BY NAME, EXCEPT:

GENERAL STATEMENTS OF OPERATIONAL ::
EFFECTIVENESS OF INDIVIDUAL INTERCEFT
AND D/F STATIONS.

UNPROCESSED RAW TRAFFIC EXCEPT CASE :
NOTATIONS, FREQUENCIES, OR CALL SIGHS.

D/F MISSION ASSIGNMENTS.
USCIB AND USCSB WHEN WRITTEN OUT.

PLAINTEXT EXCEPT AS ASSIGNED TO CATE-
GORY II AND III.

UNENGIPHERED RADAR TRACKING AND VISHAL
OPERATIONAL REPORTS.

WEATHER COMINT FROM 6 AND 7 ABOVE.

COMINT FROM NAVAL MANEUVERING AND
BREVITY CODES,

FEATURES AND EXTENT OF USE OF GOIPU'J.'EHS
CRYPTANALYSIS OF MILITARY SYSTEMS, l]..

CAN/UK/US COMSEC GOLLABORATION,

EXTENT OF PRODUCTION OF GRYPTO MATERTAL:

COMINT AND COMSEG COMMUNICATIONS NET-
WOREKS OR PLANS EXCEPT FOR SENSITIVE
INTERCEPT STATIONS.

CONSOLIDATED LISTINGS OF CRYPTO MA~
TERIALS AND CRYPTO HOLDINGS BY SHORT
JITITLE,

BROAD QUTLINES OF OFERATIONAL TRAFFIC
ANALYSIS PROCESSES.

COMINT RELATIONSHIP OF NSK WITH CIA
AND OTHER US_CONSUMERS IN THE FIELD,

PL 86-36/50 USC 3605

UNCLASS;
NON-SPECIFIC ASSOCIATION OF KSA WXTH
CRYPTOLOGY, COMINT, COMSEC OR SERVICE
CRYPTOLOGIC AGENCIES,

ASSOCIATION OF NSA WITH AUTHORS OF
TECHNICAL PAPERS ALREADY IN THE PUBLIC
DOMATN.

NAMES OF NSA FIELD UNITS.

CIVIL SERVICE JOB TITLES AND NSA
"QUALYFICATION STANDARDS MANUAL.®

NSA POSSESSION OF_OR INTEREST IN
COMPUYERS, EXCEPTL,

NON-DESCRIPTIVE REFERENCES TO BEQUIP-
MENT UNDER RESEARGH,

HEPORTS OF INSPECTION TRIPS TO UNCLEARED
PROSPECTIVE CONTRACTOR COMPANIES,

SHORT TTTLES, COVER NAMES, AND CODE-
WORDS, EXCEPTL,

COMMUNICATIONS GIVING A PERSONS SECURITY
CLEARAN(

NON-DESCRIPTIVE USE OF FROJECT TITIES
AND NUMBER,

CRYPTANALYTIC SUCCESS AGAINST WORLD WAR
I MILITARY CRYPTOSYSTEMS,

CRYPT SUCCESSES IN THE FUBLIC DOMAIN
NSA PRODUCTION AND PROCUREMENT OF CRYPTO
MATERTAL.

US COMSEC COLLABORATION WITH NATO.




