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S~CTIOIT I - GE!·!E!t'\. T' 

1. The cla.;-;-::ifying of information and material withir, tr.~ cz:,rptologic 
field is an inYol--e-_t and complex problem Every docurca:.nt ~o i.:~ classified 
must be considered as belng unique and one whose cl.assif'ica.+ i'J~ .i.::. 'lependent 
on factors existine?; within that document alone. The dech:-'_c:: O.!l to the 
proper classification of a docur.Jent cannot arbitrarily be .~,.-:crr.::.ned by 
referra.l to other documents or to specific rules and regah.ti,:ns. :::o.ch item 
of inf'ormation or material r.ru.st be a.d.judged solely on i-rs ov,1 1Jerits a.nd 
classified accordinB to its content There are, however, ~~~~~;, basic prin­
ciples of classi.fication which will be of assistance to ir.ri._:vidu.als within 
the cr<JPtologic i'ield in the solution of their classifi-:::a.tjc~ problet:lB .. a..'1d 
it is proposed to set :forth these basic principles in t!: :.s r":ocu-:~ent 

2. As a basis for classification, it is necessary that all personnel 
be thoroughly conversant with the security classifications e~ ;:.a.bli.shed by 
Executive Order 10501: 'roP SECRErr', SECRE:'J' and COH;."IDEilTIAT.... 'l'nese security 
classifications can be stated as follows: 

a. Top Secret: Except as may be expressly provided by statute 1 

the use of the classification Top Secret snall be authort~t:.d. b~' appropriate 
authority, only for defense ini'orma.tian or t'IB.tertal which !'f-~uires the 
highest degree of protection The Top Secret classificatior. s~~ll be applied 
only to tha.t in:f'orma.tion or material the defense aspect of ,."e.i.~h is pa.rarnou..flt. 
and the unauthorized disclosure of which could result in ~xc~ptionally grave 
damage to the nation such as lca.dinB to a def:l.ni te bree...~ i :-_ n :tp ... omatic relativ-ns 
affecting the defense of the United States, an armed at~ck against the United 
States or its allies, a war. or the compromise of militar:· '-''-" defense plans, 
or inteLligence operations, or scientific or teclmologio:al ~-=velopments vital 
to the national defense. 

b. St-cret: Except as may be expressly provided ·r- / st-atute, the use 
of the clas.-.1.-!'~on Secret shall be authorized, by appl,.p ... it.:'.t.e authority 1 

only for defe~ae ir~ormation or material the unauthorized ~.~closure of which 
could result in serious damage to the Nation. such as by .~E'?pO.rdizing the ;7.1 
international relations of the United States, endangering t.he effectiveness 
of a program or policy of: vi tal importance to the national lefense, or compro · 
mising important military or defense plans, scientific 0x t~~~nological 
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developnents ilt.por-c.: ... ~~t to national defense, or information revealing 
important intellipence operations. 

c. r.o~~i~~ot1al: Except as may b~ exrressly provided by 
statute, the ~!-the ~lassi!ication Confidential shall be authori~~l 
by appropriate <Lut:.. . .'J"t"ity, only for defense information or material the 
unauthorized ~iR~~-~~~e or which could be prcjudi~ial to the defense 
interests or tnt: ··ation. 

d. ~·::~tial - .Modified Handling Authori~ed: :·L.:..~ toes r.ot 
constitute a se • ..:s.•:e::~c ~:~ ... ad distinct classification category. · r!'::.t":llr.'"ltion 
must meet -t.rw .·~qv..:. "t"o:!'"U.:;nts set dovn 3.bo·re tor Con!id.entia.l l.""J:i. .... f'!'"i~l. rl'he 
ad.di tion o! the notation "modified handling authorized' onJ .i :J•- ,~;_ ts 
modification or the storage ~~d transmission procedures. 

c·f.J.t.._,.r usc ., .... t::s -'? 
~ Within t!~ crJ~tologic field we must provide eve~ a~-e saregUdrd3 

for our activiti~~ t~a are provided !or ~~der the standard ~:~urity classi­
fications 0 :aero::•· 2-ofJY orr1ci3.l crntologic :tnrormation is L•_:l oe dissem:I.!Uted, 
it must be deter···ined that the recipient has a need.-to-ln~ow !ntorma.tion or 
an uncl:lss:;.tied n·, r,ucc pertinent to the misaion or CJ. cryptolc•e.ic activity 
should not be discussP.d with a.r.~.yone except for official 1Ju.. •• ' • ..,.c;-.; purposes. 

4. Beyond "t"le basic cla.ssi:f'ications established by ···<•"ruti·re Order. it is 
recognizEdtbat trPre are special considerations which must c& r.onsidered 
separately bf.:C&use or their inherently sensitive nature. These specid.l ·~on­
siderations pertain to specific categories or cammunicatioLs intelligence 
(COMIYT) and ~re identified by the assign~ent of a distinctive cod~~ord. The 
classi:f'ication or C0MINT involves two disti~ct considerati0~s: the security 
ot' the in:t"orma.tion anti the sensitivity of the source rrorr. -.!"'·~.r· the infor­
mation was deriYed. Either or both considerations rray a!!ert the classi­
fication, dependent l...'Pon whether the information or the sou.o.:- is the more 
sensitive. 

5. lnitially, COMINT material comes to this Agency as r·,.v traffic which 
bas been intercepted by field station activities throughout the world. 'rhis 
tra.:t':t'ic is classit'ied no lover than cor~IDENTIAI. until such time as an 
analytical. processing is begun. ll'rom the analysis or thi·~ ~ .i.W traffic, we 
derive three types ot' intelligence. 

a. Cryptintel11gence is that COMINT which rest:l "f . .,. "l'll!l cryptanalysis 
o:t' the systems utilized by message originators to prote~t T:~ traffic during 
its transmission. This inclules speech and facsimile sec· ... :· "..:f systems. 

b. Traffic intelligence is that COMI11.'T which reR\~1 "t..a from trattic 
a.nalysis of intercepted electrical COIIIIlUD.ications. This i..r.: ':.'lldes <XJMINT 
produced by all means short ot crypta.na.lysis ot messag~ tf?'xtfl. _ 

c. Intelligence derived from the ana.lys is o:t' pla: ::text trarric. 

............ _... .. --~ .; ~ ....... 
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6. Intorma~i~n .~~~ived !rom these three analyti~al ~rocesses 
(cryptanalysis, t:~Z:ti~ a.n.al.ysis and plaintext analysis) is divided 
into three securi~~ ~ategories. 

a. Cat·:~· •L"y ..:II COMINT (Top Secret Codevorn) is the mo-;t 

sensitive category .;.nd contains information or the highest. c1.~~·:.i!ication 
whose source mus· - .... protected at all costs. In general, thi"- ·.nJl include 
information deri~~ !ram cryptanalysis (except for designat~ t~i~S of 
COO' NT) certai:r. :lE:5 :g:lllted types or plaintext and special ·:~a.t-ner .'rypta­
nalysis and Tra.f r~. r- Jl.nalys:i s or certain high level aystems es specified by 
existing authori··it::s. "''or additional items in this category. ~=e"! Section 
II. . .. , .... ,vet) 

(~I! ~ft'E"Y .t•n 

b. Ca1,et~'>ry II OO.MINTAis less sensitive than the prt!!!.!eding category 
and is one whose rreterial can by acceptance or a calculated r~sk be dissemi­
nated without o':""r-riding concern ror the security or the so-w-ee. In general, 
this will inc~.:oo.e "' !'a.!'!ic intelligence which ha.s net been spec i!ically placed 
into other ca~ .. et,nr;~~ 'Uld cryptanalytic intelligence result:!.r:.-. t'rom the 
solution or cer: .. \in low level codes E;Lnd other security system;; a.s specified 
by existing authr. -i. t tes. l"or a.ddi tional items in this Categr· -,, see Section 
III. 

c. Ca'~,{.i?)ory I CCKI:NT (Non-Codeword) is subject to the least 
restrictive regulations or the three categories and will include certain 
types or low level CONI~~ as specified by existing authorities. Material in 
this category will be classified no lower than CONFIDENTIAL without the 
assignment of any codeword. Extreme care must be utilized in placing OOMD.~ 
in this category. (See paragraph 7, Section VI - CO~:FIDEN'J'l.r.: .• ) 

7. In a.dd ... :':1<'"·n to these categories, there are certait;. ..... ther basic 
statements that ~~P acceptable a.s guide lines in determining classi~ications. 

a. C0}'1 ~'I' Yill nol"JJ''IUly be considered as falling v ... t.hin Category 
III except for 11~.·n specit'ic systems as have been mutually t'l -:~eo..! upon by tJ .. K. 
and the U.S. -t:o oc iil other categories. Tbis list is availa.'ole in PROD 
( NSA-0621) • 

b. Standing operating procedures, personnel report-:;, organizational 
charts and instruction manuals governing respective COMIN'l' ~·rganizations 
will be cl.ass·:.tied according to the info:rm9.tion contained -~:·~-:-·ein; those 
indicating op~rational capacity or success will be classi~~ed at least SECRET. 
Clasait'ication problems which cannot be resolved by the origi~tor will be 
referred to NSA Classification Advisory ranel. 

c. ln reference to type or cryptosystem.s .• the ter..lS ''low grade" J 

"medium grade" ~:1 ''high grade'' a.re otten used. De!initiom \)t' these cate­
gories are as •"oll~w: 
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(1~ lc•-grade1 Iertains to ~ cryptosystem which 
orr~rs only slight resictance to ~ryp~~sis; 
tor t:: • .!ll:ple: (1) !'l...ayf'3.i" ~irl:ers, (C'·' Single 
tt.:L..·:It:osition, { 3.1 Unencit:~r~a. or.e-pn.rt cC>1es. 

( 2) !!'i:h • .:. grade 1 Pertains to a cryptosystem which 
orf~-s considerable resistance to cryp~lysis; 
t'1 =~aple: ,1) Strip ciphers, ~2) Polyphase 
trP·.:::l-··,...,itiQr,, I 3J U!:enciphered two-p"L::-t coC.c-:. 

~ :: },l.f!'-.-p,ra.ie 1 r ertains t.CJ a l' .·;pt.o. :ys tP..n: '..r!'".ir~r 

~"'r~:=-~s o. maximUl':l c-t resis~.rJ.!l.Ce to ~"'ry"pt'\"llLl.;,'.:>..; ·: 
1't.>'" P,-;:m~ple: (11 ~ampl.eY cipr..er Jllll.ch!.r..es, , : ·~ .·l­
i..~nh. "'ystems, ( 3) Unkno·m t"-"0-p:trt cuies enc::.r~-··t·ad 
"'''l. .!· '\"l additive book. 

=:3. a. It must ne pointed out tlki.t 1 although the cr-nt ,cLll'""Lic tech..'l.iq,ues 
=...~:~aociatec' w:th a snP"'!U'ic operational cryptoaystem ta.J.l i:rt.o ::t..tt:.;c.ries II!, 
II or I, neverthe!es~ a detailed description ot the ~rocedures ano genPral 
principle:; ·.~'lderl.y"L:.:..-! the solution ot a type cryptosystem may be of lover 
classification cr ~~!~ tmclassiried, e.g., the sclutio~ of tte ~~~:ic 

Pl.a)r1'air system. ·;>r-v -::-or.sideratio~ applies alsu to princi:rJ P.:. ~ :::..• techni~ues 

involved in tl,e .. ::c.: .:.~t en U.S. I!IJlli NATO cryptosy.:;tems. 

b. Likevu e, d.lthough it must be poin1.ed out tbat tra.:rtic ~nalytic 
techniques and d.'\1.r. &~.3sociated with specific targets tall into 1:!ategories 
III, II or I, n~~er~ el~~~ a detailed description or the seneral prir.ciples 
and techniques l.!'''"l,red in eypothetical tr:J.ttic anal,ysia ~ be or lower 
classification. 

c. The c J .:J ;~ ..i.tication or an item ot' e.ryptana.J..y1.ic or cryptog:-aphic 
equipnent is detem'!.::.ec:l solely on 1 ts O\o"D. merits 1 based on the -:.:<tent to 
which protection or new principles and techniques must be aftor~ed. The 
degree of classific~~~on does not necessarily concern only the tield ot 
cryptology (or crypto ...... u~ic aspects) but al.so ta.kes into account enginee:-ing 
sophistication. 

9. As a meo.:-6,. ~'!' turtber :1ssista.nce to personnel the rcLL.:nri.ng cl.aasi­
fication guide li.:. t."! ba.ve been established. Remember they are only general 
1n nature and that ... 1a.- classification or any given item must cc established 
solely or its own merits. In addition, an abbreviated cl.assit'~.ca.tion table 
bas been inclosed at the end or this document and is intenden for reference 
purposes only. It may be detached and used separately. WA..~:~:.ra: ln no 
instance may this T.able be used to solve classjfication p~~ Reference 
must always be DIP.A~ to the complete text of "Guide Lines tor ~ccurity Cl.a.ssi­
fication." 
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PL 86-36/50 USC 3605 

GGI:C.!!: LH::E::> !t-o~ SEC'..iRIT"f CLASSIFICA':'IC·.: (Section li- II:, .. 
SE~TlO~ II- TOP SE~~ CODEWORD (CATEGO~Y~II) 

The tollowing ty:,)cs of infor:nation are to be classified TOP S:!!:CR.E'I' Codeword: 

1. Cryptanc'1.ly:.:.c intelligence and techniquesderived l'l"C'I:n and state­
ments of success :. :::t.rj.butable to a given C!atet!;Or"J I!~ ,ystem. 

2. Traffic ; ~Jt·::::!.J.igence based in ·whole or in part o::-~ "'.:.l'·? :•'i~~lyB;i'3\ m­
use of identifi .. :l-:.1 _: .. :ms and other eata derived f'rom ::ategor;,. .!. , : ~·.-~ :: ·•:. 

Such trattic intr!:_ 1.igence might inv-olvE' a high-grade encrn'· .: ·.·n system or 
message heading::; c.·..:rypted in codes or ciphers or high sec1;::_-:-;: ~railing. 

i Intell:i.<<:>"lce which can be identified as resultin.t!: t~<.-:. the stud..v 

4. Special iJ-:;ather Intelligence, designated by a disti11ct.!.ve codeword.. 

•J ince 1 September 
'-:-1-=9-=3-=9-, -ex_c_e_p_t::--a-s_c_o_v_e_r_ed-::--::i~n-:pa._r_a_gr_a_ph:---:::-3-, -s=e-c-t:-~':"'". o-n---:I::-::v-=-----=T::-::o=p:--::s:=!ECRET, paragraph 

121 Section VI - CO?~IDENTIAL, and paragraph 12, Section VII - UNCLASSIFI3V. 

6. Traffic ::.ntelligence involving such combinatiO!lS o·· ~ryptana~ysis 
and traftic anaJ.y;.~is whose Yalue is so great that security o:r r:ontents 
becomes the overu.riding consideration. 

7. COMINT l.•ased on tratfic obtained trom sources clas~: .. Lied TOP SECRET. 

8. UKUSA ~~~tanalytic short titles or Category III cryptosystems. 

SECTION III - SECRET CODE'r'IORD (CATEGORY II) 

The following types of intormation are to be classified SECRET Codeword: 
-. 

1. c~+~~~Jlvtic intelligence and teclk~iques derived from and state­
ments of succe;::;-; attributable to a given Category II cryptosystem. 

2. Traftic intelligence derived tram the analysis or foreign com­
munications arter 2 September 1945. 

3. Texta information. 

4. Intelli ence vhich can be identified as resultin 

e:x:c::ept as noted in raragraph 5, Section II - TOP 
~c~od~eiW~ora.~. _ ____. bt£CRET 

r ... 
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GUIDE LINES FOR SECURITY' CIASSIF'ICATION (Section III - V) 

5. Traf'f'ic 1r. ~~ligence derived from radio fingerprinting (RFP) and 
Morse operator analy:..;Ja (r-I)A). 

6 UKUSA C~~.tanalytic short titles of' Category II and I cryptosystems. 

SECTICJii IV - 'IDP SECRET 

The following type$ of' information are to be classified TOP SECRET: 

1. The deta i .:.~ <11ission of' a COMINT af3ency or a ma~or component thereof'. 

2. Tbe e.xis~ ~~:..c-a of' peacetime collaboration in COt.flnT matters betW"een 
u.s. agencies enC. •)t.ner foreign governments, except f'or coll;•.' .. u;:ation vith 
the U.K., Canada1 ·-" A:~stralia, which will be classified SEc:::::-:.: 

3. Intellitiet:~·~ derived from the cryptanalysis of high-grade foreign 
cryptosystems between 1 September 1939 and 2 September 19451 ~1~v1ded the 
reference cannot .' c:a:.l to inf'erences aa to the specific systeme involved. 
Such intelligence a.erived after 2 September 1945 belongs in ':::.·~e.;ory III. 
(See exceptions, ~ ... .-.""l::.gl"a-ph 5, Section II - 'roP SECRET CODEW'OW and para­
graph 12, SectiOll .-:;: - UNCIASSIFIED.) 

4. Codevordr. ( -.lrrent and obsolete) applicable to Ca.ter,...ory III COMINT. 

SECTION V - SECRET 

T'~ f'ollwing types of inf'oruation are to be cl.aasif'ied SECRET: 

1 Ipterce:;:t assignments (N .B. This does not include call signs1 
frequencies or r-.r·- i1otations which are claasif'ied CONFIDErri'IAL). 

2. Intercept and DF plans and over-all operational ef'f'e:. tiveness ot 
intercept and D~ organizations as a Whole. 

3 Details c:. tt"&ff'ic analysis as applied to enemy comr.r..m ... cations 
during World War .:.r. 

4. Dbclosur'!!s o"t both the identity and details of' the cryptanalysis 
of' lov-grade enem:· •. ::Uitary cryptosystema durine; Worl.d War II. 

5. Exist ... ,.:l~~ :;;r peacetime collaboration between the U.S. (NSA.) with 
t.be U.K (GCHQ), CANADA (CllmC) or AUSTRALIA (DSB) in the C~lT field. 

6. Coliz"s~r:!'>= (current and obsolete) applicable to Category II ca.mrr., 

6 
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~ECRET 

GUIDE LlJfES FOR SECURITY CIASSIFICA.TION (Section VI ) 

SECTION VI - CONFIDENTIAL 

The following t;.--;es of' information are to be classified CCfiFIDENTIAL: 

1. Association of' operational COMmT :f"unctions with specific 
activities and orga.::1izations by name (except as provided under pe.ragra:ph 
1, Section VII - UN~LASSIFIED)• 

2. General r-J.:.tements pertaining to theoperat.iunal effectiveness o:f 
of' individual iut~r~e~~ ~d n/~ stations. 

J. Interce:;.•t.:.: d. ra-..r traffic that snows no evJ.:ie:ncc o."' "frOc'=ssm." for 
C~IN'l' purposes 't>•~Jond sorting by CJ.ear address elen:.t:nt.s~ e.nmrnat.~on o:r 
unwant.ed ree.::~sar•-;:, anri t.u€ J.ncJ.usJ.on of case n •.ut.Oer andtor an ~:oi.t.r;:try "tra1-
f1c dt::sJ.r.ua-r.or. 

4. IntelU.:~.!nce relating to D/F mission assignments, bea.::-ing reports 
and :rix reports ',·.e.- target frequencies, call signa, npi;;..-:1 signals," 
other signal info: ~-~~.tian. bearings and fixes), provided that no complex 
changing call si&" eystems are included. 

5. The term.! ":l!1ited States Commun1cation5 Intelligence :9oard" and 
"U. s . Coomunica ·::"iriS Security Board" (abbreviations nuscrn It and "USCSB II and 
the abbreviatior:.-: t'or their subconnittees are unclassified) . 

6. Plaintext tactical or operat:l.onal tra.:f'fic provided -..~:.:::.t; no inter­
pretations of comrlex changing call uign systems, enciphel'E"f'. r.1~p .:-:~terences, 

or results or advanced tra.:f'fic snalysis are included. This material shall 
include local procetlural and local grid and zone systems used for artillery 
direction, tact1-:.-.::.~"!.. ::;ontrol and movement of f'ront line units, early warning 
and exercise of ta~tical combat control of aircraft. 

7. Intelli~'l.ce derived from ane.lysis of re.d.a.r tracking reports and 
visual observatir.:.• :r.ports as found in tactical or operatiorld.... traffic, 
provided that e~ci~be~~ ~ircraft type designations or interp~tations of 
canplex changing ce ~ l sign systems are not included. Inclusion o:f local 
grid or zane re~~~c~~es. local procedural codes used f'or brevity and plain­
text interspel'6•".d vith cover words is pennissible. 

8. COV.Iii".i' c ... -ucerning weather derived from the sources described in 
paragraphs 6 and 7, above . 

9. Caml'l' lit:·,.ived f'rom Naval tactical maneuvering codes and brevity 
codes. 

10. Special cryptologic features of and me.gnitude o:f effort 'With 
computers. 
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GUIDE LJNES FOR SECURITY CLA.SSIFICATION (Section VI - VII) 

11. Detailed l'.eferences to, and description of, crypto,:,~.tytic success 
against specific miJ :t tary cryptosystems used by foreign po-w"E~:-s between 11 
November 1918 a.nd !. Selftember 1939, and not used since. 

1939-

12. 

13. The exten1~ o-r collaboration in CAN/UK/US COMSEC matte~·~. 

14. The exteni.. of production of cryptoma.terial. for l'TATC 1..:se. 

15 . The fact "cl'l..at NSA is assigned specifid 

16. Diagrams f'..nd descriptions of' COMJNT and COMSEC comr.l'..lilication net­
works or related camnunication plans including cryptographic arrangements 
except where higher classificatiop is justified by the listing of sensitive 
intercept stations. 

17. Consolidated listings and records of cryptomater:J.ais a..Tld crypto­
holdings by short t i.:.le_. 

18. The broad outlines of o-perational traffic analysis processes • 

19. Relation~l:ip With CIA and other U.S. consumers 1n the field of 
COMINT. 

SECTION VII - UNCIASSIFIED 

The following tYJT-:o c.!' information are Unclassified~ 

1. Assoc.iatio1:. of NSA with cryptology, COMmT, CCMSEC, or the service 
cryptologic agencies -- providing ~uch association in no way ~l~~rsely 
affects the missiolls of' the agencies concerned • . 

-- 2. Associatic;.n of NSA with authors of technical. papers on matters 
already in the pubJ::i.c domain. 

3 . The. terms NSA. Field Activity Far East (NSAFE) , NSA Field Activity 
~ (NSAEUR), NS.~.AI~, NSAUK, NSA-Field Unit 1 (FU/PAC) a.'ld l~2A. Field Unit 
2 (:FU/LANT). 

4. Civil Service Job Titles and NSA "Qualification ·Stand.?.rdlS Manual." 

5. NSA's possession of or interest in computers or rapid analytical 
me.chinery, except as noted 1n paragraph 10 under Section VI - CONFIDENTIAL, 

8 
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GUIDE LmES roR SECURITY CL4.SSIFICATION (Section VII) 

6. Spec:lti~ : ~~ts of equi:paent under research, · i.f use of 
cc.a,ponent is not .revealed. 

7. Report ot inspection trip to uncleared canpany that is a pros­
pective contractor) i:t no mention is made c4 actual applications of 
canpcm.ents • 

8. Short titles, cover names, and code vords. (See the following 
exceptions: Parag:t.-::t:pl\ 4, Section III - TOP SECRET: J:."aragraph 9, Section 
V - SECRET; p&~.-a.P'._.I'~ph 10, Section V - SECRET, ami pa.ra.gra.ph 17, Section VI 
- CamDENTIAL) • 

9. Cam:mmicA:tions giving a person r s ~ecuri ty clearance. 

lO. Projects number and titles used in justification for -purchase of 
materials when no .. GeohniceJ. usage is specified. 

11. Detailed r-.:::f'erence to, ami description of, crypta."!-q.~-ytio success 
against World Wa.r ! military cryptosystems. 

l2. References to intelligence derived from cryptosystem.<s in which 
successt'ul. cryptanaJ ;.--sis bas al.re~ been revealed by official U.s. action 
(e.g., the Congresu.1U!l.'il. investigation 'of the Pearl Harbor att..P-.""!k) • 

·13 • Arq l:'l.dercmce to intelligence or cryptanalytic success against 
operational cr;yptosystems as disclosed by foreign publications e.J.J:pearing in 
the pu.blic dCDa:f.n. These references should be acccmpanied -J:cz ·the purpose 
of clarity by the source and be Without further elaboration or am;plif'ication. 

14. The fact that NSA. produces and procures cryptomaterial inc~uding 
rotors, key lists, ~-time tapes, one-time pads, codes, discs and other 
broad categories ar keying materials, and employs special equipnent to 
produce saue ot this material. 

15. The f'act t-Jlat the U.s. ~llaborates with other NATO J,JOWers on 
Cc:t.mEC matters • 
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TOP SECI!i.'l' CODEWOllll 

1. DITELLIGI!RCB 'lECIINIQllES ARD SUCCESSES 
AT'lKIBUr.ABI.E TO CATFOORI III SISTEIIS, 

2, TIIAPPIC DlrELLIGEHCE BASm OK DA'fA 
mmvm FID! CATmORI m COOBr. 

3. l'f.Ull'l'm JllCLlDl:OO ALL 
RUSSI.Uf PLA.IR'l'm • 

4. SPECIAL WEATRm INTELLIGENCE (SPECIAL 
camlllliiD). 

S. CRIPlANAL!SIS OF~ l 
tEED SINCE 1 SEE' 1'7391 ElCEPI • 

6, TBAmC Dl'l'ELLIGENCE WHJml!: SECUl!I'l'Y C'l 
c:anml'1' IS TilE DCIIINANT CONSIDERATIOB, 

7, camrr BASED ON TOP SEC!IE'r SOili!CFS. 

8. liKVSA CRrPrANALYTIC SHORr TITlES OF 
CATmall' m SYSTEI!S, 
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BECREl' CODEifOBD 

J;, DI'J'EI.I.IGER!Z 'l'ECIINIQIJES AND SUCCESSES 
A"r,rl!IBUl'.ABLE TO CATI!XlORY II SISTEIIS. 

2. TBAPPIC I!ll'lBI.LIImiCE DEiiiVE!l filii( 
FOREIGN COl!HUliiCATIOHS .~ 2 BEP­
TEIIBI!:R l94S. 

3. TErrA INFQlllflTIOK, 

4. r::::JPLlmm. EXCEPTl. 

5. TRAFFIC INTELLIGERCE DERIVED FD 
1iiP AND JllA • 

6, llKlJ5A CRIP'l'ANALrriC SHORr TI'l'U:S OF 
CATEGOlll' II ABO I SYS'IEIIS, 

COlii'IDBR'riAL 

lii COJIDl'r PUBCTIOHS ASSOCIA\'ED WITH 
SPECIFIC ACT~lES AHD OIIGAliiZATXO. 
BY lfAlB, EtCEPr • 

2. GBIIEIIAL STA'l'EMEHTS OF !I'EIIA.TIONAL 
BPn:CTIVEHI!SS r:8 IRDIVIDUAL IHTERCI!:I'T 
.AIID D/F STATIONS, 

3 UIIPBOCESSBD RAW TRAFFIC EmEPT CASE 
NarATIONS, FREQUENCIES, OR CALL SIGJiJS, 

4. D/F J!ISSION ASSIGNIIENTS, 

S, lmCIB AND USCSB WHEN WRITTEN our, 
6. PLA.IRTm EXCEPT AS ASSIGNED TO CA'l'$-o 

0011! II .AIID III. 

7. tmENCIPHERED IWW! TRACKING AND VISUAL 
OPEIIATIONAL REPORTS, 

8. IO:lTIIER caml'l' FBal 6 AND 7 ABOVE. 

9, CIJII!lT FROM NAVAL MANEIIVERitn 1RD 
BREVl'H' CODES. 

10, FElTIII!ES ARD mEIIT OF USE OF COMPutEBS, 

URCLA.SSIFIEI! 

1, HOB-6PECIPIC ASSOCIATION OF NSA WITH 
CR!PTOLOGY, COMDIT, Cam:G OR SERVICE 
CRIPTOLOGIC AGENCIES. 

2, ASSOCIATICII OF NSA WITH AlmiOliS OP 
TECHNICAL PAPERS ALIIEADY IN 'rilE PUBLIC 
D(Jfl!N, 

3, NAMI!8 OF RSA FIELD UNITS, 

4. CIVIL SERVICE JOB TITLES AIID NSA 
"QI!ALIFICATICII ST.AliDABDS lClRUALo • 

5, NSA POSSESSICII OF 
1 

OB INTERI!'Sr IN 
COI!Pl1rmS. EXC!P'1' • 

6. .NON-DESCRIPTIVE Bm!BNGFB TO :mUIP­
Jii!'.N'l' llRDER RESEARCH, 

7, REPORTS or INSPECTION TRIPS TO liNCLElRED 
PROSPECTIVE CONTRACTOR O<»>PANI!S. 

8, SHORT 'rrlU:S, COVER NAHI!5, AND COD!­
WCRDS, EXCEfTl, 

------------------------+-----------------------~ 
9. COMMUNICATIONS GIVING A PERSONS SECUBrrr 

CLEARANCE. 

TOP BECI!i.'l' 

1. IE'l'AWm l!ISSION OF A Cam!T AGENCY 
OB MAJOR CII!POIISN'l, 

2. US CCIIDI'r PEACETIME COLLABOIIATIOH Wl'rH 
ramGN GOVEIIHMim'l', EXCEP'l' UK, CAB OB 
AllS CLASSIFIED SECl!i.'1'. 

3. IJI'l'ELLIGENCE FRill ~0 SYSTEMS; 1 
S!P'l'EIIIIER 1931 - 2 SEPTEMBER 1945 Nar 
IIJ!:VEALlliG SPECIFIC SXS'l'!Ml DIVOLVED, 
EICEP'l"'-• 

4. CATFOORI III CODEWORDS ( CIIRIIKNT ARD 
OBSOLJm!:) • 

1. FOR ElCEPTIOliS, I,D:II: CI!ED PWGRAPIIS 
Clf PAGE IRDICATJ!D, 

~ 

1, INTERCEPT ASSIGNIIENTS, EICEI"l'l, 

2, INTEIICEPT D/F PLANS, EFFECTIVENllSS 
1RD OBWIIZATION. 

3, DE.rA:W! OF TRAFFIC ANALYSIS OF E!1E11! 
COI!MUNICATION5 DURI:NG WORLD WAR II, 

4. DErAILS or CRIPTANALISIS at U1fl GIWlB 
EHEMI MILITARY CRIPTOSYSTEMS lliJRilO 
WORLD WAR II. 

S. COJ!INT COLLABORATION BE'l'NEEII us, UK, 
CAN, AHD AUS. 

6, CATFOORI II CODEWOIIDS (CU!ilmNT ARD 
OBSOLJm!:), 

ll. CIIIPTANALYSIS OF J!ILITARY SYSTEMS, ll 
NOVEMBER 1918 - 1 BEP'l'EMBER 1939 AND 
Nar USED SINCE. 

12. C!!D'T.ABWBIS OFI I 
ll NCJV!IIBER 1918 - I SEPiEMB&k 1939. 

J3. CAB/UK/US C<lfBEC COLLABOIIATICII, 

r· ...... - .. ..,.,. """""I 
16. Cll!lll'r ARD CIIISEC C!JIKUNICATIONS HET­

WORrS OR PLANS EICEI"l' FOR SENSITIVE 
IN'l'ERCEP'l' STATIONS. 

17, CONSOLIDATED LISTINGS OF Clm'TO Jfl­
'l'ERIALS ARD CRYPT() HOLD!MlB Bl SHORI.' 
:rxm-. 

18, BROAD OurtnmS OF OPEIIATIOliAL TRAFFIC 
ANALYSIS PROCESSES. 

19. aoor.".!' l!EUTIONSHIP OF NBI WITH CIA 
ARD arHER US. CONStliiEIIS IN THE FIJW), 

10. HON....!lESCRIPTIVE 1IIE OF PliOJECT TITU'.S 
AND NUIIllEil, 

ll, CRIPTANALlTIC SUCCESS AG.UNS'r WORLD WAR 
I J!ILI'l'ARY CRIPTQSYSTEMS, 

CRYPr SUCCESSES IN THE PllBI.tC DOMAIR 

14, NSA PRODUCTION AND PROOillii!1!BIII'r CP CR!PTO 
MATERIAL. 

15, US COIIBEC COIUBOliA.TICII Wl'rH NATO. 


