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SECTION I - GRNERAL

1. The classifying of information and material within the eryptologic
field ie an involved and complex provlemo Every document to be classified
mst ba considerad as being unique and one whose classification is dependent
on factors existing within that document alone, The decisien as to the
proper classification of a document cannot arbitrarily be detormined by
referral to other decuments or to spescific rules and regulstions, Each item
of iInformation or mtemi mast, be adjudged solel; n its omn merits and

classified according to its content. There are, howsver, certain basic prin-
ciples of classitication which will be of assistance to individuals within
the coryptologic field in the solution of their classification problems, and

‘ it 4s proposed to set forth thess besic prineiples in this documant.

| 20, As a basis for classification, it is necessary that sll personnel

’ be thoroughly eonversant with the security classificaticns established by
Executive Order 10501: TOP SECRET, SECRET and CONFIDENTIAL. These scourity

clasgifications can be stated as follows:

a. Top Secret: Exoept as may be expressly provided by statute,
the use of the cliassification Top Secret shall be authorized, by appropriate

authority, enly for defenss informsticn or matorisl which requires the highest

degree of mrotaction., The Top Secreb classificaticn shall be applied only
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te that information or material the defense aspest of which is paramount,
and the unauthorized disclosure of which qeuld result in excoptionally
grave damage to the Nation such as leading to a definite break in diplo-
matic relations affecting the defense of the United States, an armed attack
against, the United States or its allies, a war, or the comprreuise of mili-
tary or defense plans, or intelligence operations, or scientific or tech-
nological develomments vital to the national defense.

bo Secret: Except 2s may be axpressly provided by statute, the
use of the classification Secret shall be authorized, by aprropriate
authority, only for defenss information or material the wnauthorized dis-
closure of which could result in serious damsge to the Nation, such as by
Jeopardizing the intermaticnal relations of the United States, endangering
ths effesctiveness of a program or policy of wvital importance to the national
defense, or compromising important military or defense plans, scientific or
technological developments important to neiiw»il defense, or information
revealing important intelligsnce opsrations.

8o Confidential: Except as may be expressly provided by statute,
ths use of the classification Confidential shall be authorizsd by appropriate
authority, only for defense informetion or material the unauthorized dis-
closurs of which could be prejudicial to the defense interests of the nation.

do Confidentis) - Modified Handling Aubhorized: This does not
constitute a separate and distinect classification category. Information mmst
xest the requirexents sst down abo've for Confidential material. The addition
of ths notation "modified handling authorized™ only permits modificatlion of
the storage and transmission procedures.
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3. uithin the cryptologic field we must provide even more safeguerds
for ocur activities than are provided for under the standard security sclassi-
fications, Before any o.tf:l.ci.a:l‘. cryptologic informetion is to be disseminated,
it must bs determined that the recipient has a need-to-lnow. Information
of an unclassified nature pertinent to the mission of cryptologic activity
should not be discussed with anyone excapt for official business purposes.

4o Beyond the basic olassifications established by Exscutive Order,
¥ rscognize that there are special comsiderations which must be recognized
separately becauss of their inherently sensitive nature:; Thess special con-
siderations pertain to spscific cateygories of communicaticns intelligence
(COMINT) and are identifisd by the assignment of a distinctive codeword.

The chssi.ficatiﬁn of COMIKT inwolves two distinct considerationss the
security of the information and the sensitivity of the scurce from which the
information was derived., Either or both considerations may affect the classi-
fication, dependent upon whether the inforretion or the scurce is the more
sensitive.

50 Initially, COMINT material comss to this Agency as raw traffic which
has been intercopted by field statiom activities throughout the world. This
traffic is classified no lower than CONFIDENTIAL until such tims as an
analytical processing is bagun, From the analysis of this raw traffic, we
derive three types of intelligence.

2o Cryptintelligence is that COMINT which results from eryptanaly-
sis of the systems utllized by messags originators to protect the traffic
duxing its transmission. This includes speech and facsimile security systems.
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bo Traffic intelligence is that COMINT which results from trafiic
analysis of intercepted elsctrical ceammmications. This includes COMINT
producad by all means short of cryrézaelyses of measage texts.

8o Intelligsnce derived from the analysis of plaintext traffic,

6. Information derived from these three analytical processss (erypt-
analysis, traZfic analysis and plaintext analysis) is divided inte three
security categories.

&. Category III COMINT (Top Secret Codeword) contains information
of the highest classification and is the most sensitive category whose source
mst be protected at all costs. In general; this will include informaticn
dorived from crypbanalysis (except for designated types of COMINT), special
westher cryptanalysis and traffic analysis of cartain high level systems as
specified by existing authorities and hishly informative plaintext.

b, Category IX COMINT (Secret Codeword) is less sensitive than the
precading category in that protection of its source is not always the over-
riding conaideration and is onoe which can, by acoeptencs of a calculated
risk, be disseminsted with s less rigid standard of security.

e. Category I COMINT (Non-Codeword) is subject to the least re-
strictive réegulations of the thres categories and will include certain types
of low level COMINT as spscified by existing authorities. Material in this
category will be classified no lowsr than CONFIDENTIAL without the assign-
moat of any codeword. Extreme cars must be utilized in placing COMINT in
this category. (See peragraph 7, Section VI ~ CONFIDENTIAL.)

7. In addition to thess categories, there are certain other basic
stetements that are acceptable as guide lines in detormining clasasifications,

o
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8o COMINT will normally be considerad as falling within Category
IIX except for such specific systems as have bosn rmtually agreed upon by
UK and the U.,3, to be in other categories, This list is available in PROD
(N34-0621), ’

bo Standing operating procedures, perasonnel reports, organiza-
tional charts and insbtructiocns manuals governing respective COMINT organi-
zations will be classified according to the information contained thereing
those indicating opsrational capacity or success will be classified at
least SECRET. Classification problems which cannot be rsuolved by the
originator will be referred to NSA Classification Advisory Panel,

co In reference to type of oryptosystems, the terms "low graden,
“medium grade™ and "high grade®™ gre often used. Definition of these cate~
gories are as follous:

(1) low-grads, Pertains to & cryptosystem which
offers only slight resistance to cryptanalysis;
for sxample: (1) Playfair ciphers, (2) Single
transposition, (3) Unsnciphered ene-part codes.

(2) medium grade, Pertains to a eryptosystem which
offers considerable resistance to cryptanslysis;
for example: (1) Strip ciphers, (2) Polyphase trans-
position, (3) Unenciphered two-pert codes.

(3) high-grade, Partains teo a cryptosystem which
offers a maximun of resistance to cryptanslysis;
for sxample: (1) Complex eipher machines, (2) one-
time systems, (3) Unknown two-part codes enciphered
with an additive book,
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z 8, As a means of further asaistance to personnel the follewing
classification guide lines have been esiablished, Remembor they are only
eral in naturé and thnt the classification of any given item must be

_g % established solely on its own merits, Utiliszation of these gulds lines cen
only be done thiough analogy, comparison and evaluation. In any event the

cla.asificaticn of a given item of information, such as training publications,

EO 3.3(h)(2)
PL 86-36/50 USC 3605

SECTION I - TOP SECRET CODEWORD @;xguoﬂ:( IIT._I
The following types of infcrmation are to be ehsé':;m TOF SECRET

will bs SOLELY ON ITS OWN MERITS.

3. Intelligence which can be identified as resulting from the study of

6o Traffic intelligence involving such combinatiocns of cryptanalysis and
traffic analysis whose value is so great that security of contents becomes the
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Ths following types of informaticn aralto be classified TOP SECRET:

l; The detailed mission of a COMINT agency or a major component thersof.

2:; Tho q:iatmcq of peascetime collaboration in COMINT matters men
U, S, agencies and other foreign gworzmnta,‘ except for-U. K., axd tn,
Austr, celInvEialin which will be classified SECRET.

3s Intomdrgimﬁ% gh; wu of high~grade foreign
e SR PEROL SR

srences as to the specific ens involved, A {Ses axceptions, »

Section IT - TOP SECRET CODEWORD and peragraph 12, Jecticn VII - UNCLASSIFIED.)

SECTION T1) - SECREY CoDEWORD | CAT EwoRy{ g

The following types of information are to be classified SECRET OCUDEWORD:
l. Traffic intelligence derived from the analysis of foraign commmica-

tions after 2 Septesber 1945.  EO3.3(N)(2)
’ nS PL 86-36/50 USC 3605

20 Texta information,

3 Intelligence which can be idextified as resulting fron study of

except as noted in paragraph 5, Section II -~ TOP SECREY CODEWORD.
\ka Cryptanalyti intelligence produced from Category II ciryptosystems.
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The following types of information are to bs classified SECRET:

1. Intercept assignments. _

2, Intercept and D/F plans and over-all operational effectiveness of
intercept and D/F organization as a whole.

3. General refarence to the fact of oryptanalytic success against low-
grade enery military cryptosystems during World War IX and the Kerean coenflict,
without any detailed description of the cryptaualytic methods used.

Lo Details of traffic analysis as applied to enemy coammnfcations dur-
ing World War IX.

54/ MeséPphi6n of GOMINT\equipnetit poduliar orly to nterosp Satisns:

6. Datailed listing and location of US Service operated COMIRT intercspt
stations,

7. Existence of peacetims collaboration betwsan the US (NSA), UK (GCHQ),
Cenada (CBNRC), and Australia (DSB) in the COMINT field. _

8. Codewords (current and cbsolsta) applicable to Category II COMINT.

9. Information relating to an antire system of cryptologic (R/D) equip~
ment. '

10.

11, Disclosures of both the identily and details of the cryptanalysis of
lov-grade snemy military cryptosystems during Werld Wax II,




o SECRBTug

6th rev (wont) ~SEQRET-
SBCTION VI - CONFIDFNTIAL

The following types of information ars to be classified CONFIDENTIAL:

1, Association of operational COMINT funcilume with speci?ic activities
and organizations by nams (except as provided under paragraph 1, Section VII
- UNCLASSIFIED).

2o General statements pertaining to the operational effectiveness
of individual intercept and D/F staticns.

3. Intercepted raw traffic that shows no evidence of *processing® for
COMINT purposes. Frocessing doss not include case notations, frequencies, or
call signs. |

4o Intelligence relating to 'D/F mission assignments, bearing rsports
and fix reports (i.e., target frequencies, call-signs, I"piped signals,™
other signal information, bearings and fixes) , provided that no complex
changing callaign systems are included.

5s The terms "United Stabes Communication Intelligence Board® and
. S. Communication Security Board" (sbbroviations WUSCIB®™ and "USCSB" and
the abbreviations for their szbeommittess are wnclassified).

6o Flaintext tactical or operational traffic provided that no interpre-
tations of complex changing callsign systems, euciphered map references, or
results or advanced traffic analysis are included. This material shall
include local procedural and local grid and zcme systems used for artillery
directien, tactical control and movement of front line units, early warning
and exsroiss of tactical cembat control of aircraft.
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7. Intelligance derived from analysis of radar tracking rsports
and visual cobservation roporis as feund in tactical or epsrational traffic,
provided that enciphered aircrsft type designations or interprotations of

complex changing callsign systems are not included. Inclusion of local
grid cr zons refarences, local procedurzl ccdes used for brevity and plain
text interspersed with cover words 1s pormissible.

8, COMINT conceraing weather derived from tho scurces doscribed in
paragraphs & and 7, sbove. _

9. Special Intelligsnce from Naval Cactical maneuvering codes and
brevity codes.

10. Special cryptologic foatures of and magnitude of effort with
onruLars .«

against specific military eryptosystems ussd by foreign powsrs botwem
1l Kovember 19183 and 1 September 1939, and nct used since.
12, Intelligence derived from the oryptanalysis of the

1l. Detailed refsreances to, and descripticn of, cryptanalyiic succoss \

between 11 Kovembsr 1918 and 1 Sephm«- ¢
ber 1939

13. The extent of colleboraticon in CAN/UK/US COMSEC mttexjs’:

14 The exbent of producticn of cryptomateriel for HATOusa

15« The fact that NSA is assigned specific

10
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16, Diagrams and descriptions of COMINT and COMSEC commmrnication
networks or related communication plans including crypbographic srrangs-
monts except whore higher classification is Justifisd by the listing of
sensitive intercept stationa.

17. Consolidated 1listings and records of cryptomaterials and crypto;
heldings by short title,

18. The broad cutlines of Oporational Traffic analysis processes.

19, Relationship with CIA and other consumers in the field of COMINT.

ON = UNI

The following types of informstion are Unclassified:

l. Association of N3A with cryptology, COMINT or COMSEC and the service
eryptologic agscies —— providing =such association in no wey adversely affacts
the nissicas of the agencies concerned.

2. Association of NSA with authors of technical pepsrs on matters alrssdy
in the public domain,

3. The terms NSA Field Activity Par Esst (NSAFE), NSA Field Activity
Europs (NSABUR), NSAAL, NSAUK, NSA-Field Unit 1 (FU/PAC) and NSA Field Unit 2
(Fu/LANT),

4o Civil Service Job Titles and MSA "Qualification Standards Manual®,

5. NSAts posaession of or interest in computers or rapid analytical
mechinery, sxcept as noted in Paragraph 10 under Section VI - CONFIDENTIAL.

6, Specific componenter of equipment under resaarch, if use of componaut
is not revealed.
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(S Report‘or inspesction trlp to unclearod company that is a prospec-
tive cotractor, If no mention 4s mede of actual applications of components.
8. Short titles, cover namss, and code werds. (Ses the following
exceptions: Paragraph 4, Scotion III - TOP SECRET: paragraph §, Section V -
SECRE?; paragraph 10 Ssction ¥V - SECRET, and paragraph 17, Sectiom VI -~

CONFIDENTIAL.
9. Commmications giving a person's security clearance and type of
indoctrination,

10, Frojects number and titles used in justificaticn for purchase of
materials when no technical usage is specified.

1lx Detallad reference to, and description or; cryptanalytic success
against World War 1 military cryptosystemac

13. Refarences to intslligence derived from cryptosystems in which
successful aryptanalysis has already been rovealed by official U. S. action
(e.ge, the Congreasional invaatigation of the Pearl Harber attack).

13. Any reference to intelligence or cryptanalytic succesns against
eporational cryptosystems as disclosed by foreign publications appearing in
thy public domsin. These referencas should be accompanied for the purpose
of cluii';y by the source and be without further elaboration or amplification..

' 1k The fact that NSA produces and procures cryrtamaterial including
roliors, key lists, one-time tapes, one-tima pads, codes, discs and other broad
cztegeries of koying materials, and employs special equipment to produce
scre of this material.

15. The fact that the US collaborates with other NATO powers on COMSEC

mat:ters.
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CATECORIES OF GOMINT
CON ON_BY U,
EO 3.3(h)(2)
PL 86-36/50'USC 3605

3. D/P mission assigauents, bearing reports and fix reports as
sot forth in auhparampha; AnnmreBl, Revised Appendix "B®, UXUSA Agree-
nanto
Bo Sultable for Assignmeat to Category I -
Other phintm; traffic intelligence or crypt intelligence as. l
set forth in paragraph 2, Annwmre Bl, Revised Appendix B,
IT, GATROORY II
As Assigned -
1, ALl traffic intelligence including plain text excopt that specifi-
cally assigned to Categories I or III herein.
2, Crypt intelligsnce produced from the oryptosystems listed in the
attached Annex 1,
4, Freely avallable privacy and brevity systems such as commarcisl
codes. |

Lo Traffic intelligence derived fx{ and TINA.
Bo Sultable for assignment to Category II -~

Crypt intelligsnce produced from the crypbosystems listed in
the attached Annex 2.
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IIT. CATEGRY IIT
A- ALl crypt intelligenco preduced from ¢ osyastens other than

g Catgry L
thogs listed for assignpent %o Category II abowa,

-SECRET

Bo Traffic intalligence based in whele or in part on the analysis
or use of identifications and other data derived frum Categoiy YIT COMINT.
COMIRT based on traffic cbiained from sources,-the dE-st@nces of

Cf-asz;.
TOF SECRET. BO 3.3(h) (2)

. (B (3)-50 UsC 3507
-D. Sub-categories of Celogory III:
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