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SECl'1CJ!! I - GERER,&L 

lo !he classit,ring ot intOX"Dat.icn and material within the oJ7Ptologic 

field is an 1nwlftd and COilllp].ex prcblemo EYe17 document to be classified 

mat be considered as 'beina unique and cne whose classiticrmicn is dependent 

on factors existing vitbin that document alone. The clecisica as to the 

proper class1ticatiCI1 ot a document cannot arbitrarUy be dRcnmined by 

referral to ot;her clocuments or to apecitic rules and regul.aticnao Each ita 

ot intormaticn or mterial mst be adjudged sole]J 21 it.s 01m merits and 

classified according to its c011tento There are, hOMJnr, certain basic prin­

ciples ot classU!cation which 1dll be o£ assistance to indiriduals within 

the 017Ptolog:lc tield in the solutian ot their olassiticaticn problema, and 

it is proposed to set tort.h these bAsic principles 1n this docum.euto 

2o As a basis tor class:ttica.ticn, it ia nece&B&17 tbat all persarmel 

be tho~ ca1wraant with the secmrit7 classiticatims established b7 

Ex:eoutiw Order 10501: TOP SECRE'r, SECRlW and OONFIDi2rnAI.o These security 

classit:l.caticns can be stated as follows: 
i 

&o fop ~eta Except ae may be axpress]3 prOvided bT statute, 

ili 

the use of the clasaitioation Top Secret ahtJ.l be authorized, b7 appropriate 

authority • ~ for d~eaas intormticrt or mterial which requires tho highest 

degree ot protecticno 'the Top Secret claatd.ticaticn sball be applied .anl7 
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e ~(i}R~iJQo e 
6th l"n'o (Sect I 2-a cont) 

' 

to that 1ntol"D8tion or material the defense aspect ot which is paramount, 

and the unauthorized dioclosure ot which oculd result :1n excephion~ 

graTe damage to the lfatica such as leading to a definite break in diplo­

matic relations affecting the defense ot the United States. an armed attack 

against the United States or its allies • a war • or the OoalpP'm:ise ot mUi­

tal7 or d~enae plans. ar intelligence operations. or acict1tic or tech­

nolog:l.aal dwel.opaenta vital to the national de.tmseo 

bo Segrejo: Except &s my be a:preaa]T prov:l.d.ed b.r statute, the 

use ot the claaid.ficatim Secret sball be authorized, 'br appropriate 

a.mhorit7 • ~ tor defense :lntormaticn or material the 'lm&Utborized dia­

cloSUN ot which coald reeult in seriws damage to the Nation, such as b7 

jeopardizin& the :lntsmaticoal rela.tiCIIla ot the United States. Cldanger1ng 

th" effecti'ftrless ot a proaram or policy of Yital importance to the natioaal 

d&tenae, or cemprom1dng important DlilJ.tarT or detease plans, acientitic or 

technologica1 developnents important to natle~ tRetense, or intorEatim 

reTealing illlportant intell1gence operatials. 

Co Qcntidentia!a Except ae uay be expreasq provided bT statute, 

tha use ot the classit:tcation Ccnticlential sb&ll be authorized b,y appropriate 

authorit7, ~ tor d&rense 1nf'ormaticn or material the unauthorized dia­

c1osure ot vbich could be prejudicial to the defense :Interests of the nat'luno 

do Ccqt1d§ial- lfoditiad JJpU1ng Authoriz~: !his does not 

constitute a sep.rate and d1etinct classification catego17o Intormaticn 1111st 

!IWG't the requirem!nts set; d01t1'1 above ror Confidential materialo The additim 

ot the notation "SSlod.Uied handling author1z.,j• cnl7 permits mocl1ficati011 of 

the storage and transmisaicn procedureao 
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6tll revo (Section I !t) 
lo Within the crJPf;ologic f'ield. w .m1urt. prori.cle even more tl&teguards 

ror Gill" actiYit:les than are proYided for under the standard seourit7 claosi~ 

ticatimao Betore &D1' otticial ~ologic intonat:lcn 1s to be diaseminatm, 

it lllleh be delierld.ned that the recipient has a need-to-lmowo lntOl'llllltic:m 

of an tmclassitied nature pertinent. to the mieaica ot cl')'ptologic actiYit;r 

shoald net be c11BCUsecl 1d.th arqate except tor ~.t1cial bud.Deaa parpoaeso 

4o Be10fld the basic olassiticstiona establishGd by EDcutive Order, 

we NCognize tb&t there are spec:lal ccnaiderations vhicb mat be rec6pizfd 

aeparateq becauao or their inherent]T seneitiw n&t\U"fto These special cao.­

aMeraticiDs pertain to apac:l.tie categories ot cam•d caticns intelligence 

(OOMIH'.r) and are 1d.entit1ed by the assignment ot a dist1nct1Ye codewo:rdo 

The classificaticm or OOMIB1' in'I'OlftS tliO distinct. ccma1derat1Cil8:J the 

soeurit7 ot the :lntormatim and the sensitivit7 ~the eoarce .traa 'llibich the 

1nf'ormat1cm w.a deri.ndo Either or both ccma1darat1ana mq aftect the olassi­

tiaaticn, dependent upcn whether the 1ntomaticn or the source ia the more 

senaitiYeo 

5o Initial.l;r, OOMllft' ma.terial caMS to thia Agenq as rav trattic 11hioh 

has been :lnt~ed br 1'1eld station act.i:vitiea throughout the worldo This 

t:r.atfic is classified no lowr than OONFIDmn'IAL untU such time as an 

an~ical. proceea1ng ia beg\'ID.o !'rem the a.naq.ia ot this raw traffic, w 

d!lriTe three tJPta ot intslllgenceo 

&o Cr)-ptintell1genee 1a that COm! which reSalts .trcm ~­

sia of the lQ'Stems ttliiliHd. qy ID9ssage Ol'isinatora to pootect thEt traffic 

cmring its tnmSIIIissiah This :tncllldea apsech and Zacaimile securit:y qstemsa 
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bo Trattic intelligence is that OOHINT Wich results .fran trat.tic 

an~:la or intercepted electrical ccmwnicat1co.21o This includes OOMIN'.r 

producacl b)' all means short or crn~u of message tmao 

Oo IntGDigence dwi'ftd .fraa the~ or plaintez:li tratfiCo 

6o Intormt:lcn derived frc:a. these three ~ical J2'0088&eS ( Cl7'Pf;eo 

~. traftlo ~:18 and plaintezt ~) ia div;id.ed into three 

aecurit7 cate&Ql"ieao 

&o Categor.r IU OOMINt' (top Secret CcxlMrd) CCX'1ta1na into.naticlll 

oZ the hishnt- ol&esit1ca1;:lcn and is the most. senl!d.tift categol7 vbose aource 

mnr.Jt be poc;l;ected a1; aU costso In general.6 this will inclnde intormatian 

dGri"'f8d trca ~ (except for designated t1J)8a ot OOMIN'l)" apec!al 

wu.tber ~ia and traffic ~is of cert.aJn hi&h l.eftl S)"BteeU as 

apecUied bt aistirJa authorities and bighJ.T 1nto.tW.t1w plaitlta:tG 

bo Categot7 n COMDn' (Secret Codeword) 1a less sensitive than the 

prec8d1nc c&te&017 in that protecticrl e4 its scarce is not .a:J.wQ"a the Ot"er<: 

r1d1nt& conaidera.tim and is one 'Which can, 'bJ' aeoeptance ot a calculated 

ri8k, be dissafn&ted llith & less r1g:l.cl at&ndart1 ot a8curit7o 

e~ Catego17 I <XlMIH'r (Hcn...code"Mm'CI) ia subj~ to the least re­

strictiw rigulat1CII1S or the three ca.t$gories and w:Ul. :lnclJ&de certa!n tJPGS 

of law level. COMJlfr as apsc1t1ed br eziating a1lthor1tieao Material :In this 

cstsgcry w.U1 be classified no lower than ooNPIDilt.riAL stbollt the aasign­

mo.nt o.t &rW code.mrd.o lb:lireme' car& Jm18t b$ uhUiBed in placing OOMINT in 

this oa.tegor;ro (See para.graph 7 • Secticn VI - OONF'IDEN'riALo) 

7 o In additim tc these categories~ there ai'8 certain other basic 

st&t.tmnnta that. are acceptable as guide l:ines in doterndn:!ng classiticat1CD8o 
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6th rno (Section. I - 7 cent) 3t!1eftM' 

&4» OOMIH'l' w.l.ll normal.:cy' be cc:ausidGrad as .tal.l1ng within Categor:r 

III except, tor such speci.tic qsteme. as haw been mutualJT agreed upon b7 

UK and the UoS, to be in other categcrieso Thia list is aftilable in POOD 

(Ns.A-o62l)o 

bo standing operating procedures, peraannel repona, organiza.­

t.icnal ch&rta and instructicne manuals goveming respectiw OOMIN't arpni­

matiana 'W1l1 be clasllitied according to the information contained thereint 

those indicating operational e&Jacity or success VJ.ll be claesitie4 at 

least SECRET o Claseitication probl.eu wich cannot be resolved b.r the 

originator vU1 be referred to NSA Olaseiticaticn Ad.'f'ieoq fanelo 

Co In reference to tJ'P' of cr:rptoqstema. the terms "low gracle", 

ft.meclium &r&d•" and "hi&h grade" are often ussdo Detini~icm or these cate ... 

gories are as tollowsg 

(1) lov-grfS.~, Pertains to a ~- Ud.c:b 

otters onl;r slight resistance to ~is; 

tor example: (l) F~a.ir ci}ilera, (2) Single 

transposition, (3) Unencipha~ Clll!l-part cod.eso 

(2)' lll!dium qJl4e, Pertains to a cl'J'PI;oqatem which 

otf'era considerable resistance to c~is; 

tor example: (1) strip ciphers, (2) fol;lpbase trans­

poaitim, (3) Unenciphered two-part oaclea. 

(3) bigh-p:frS!e, Pertains tc a 01"7J'h08J"stem vhich 

~fera a JMrhnum of resistance to c~is; 

for exalll))le: (1) Cc:mplex cipher macbinea, (2) aae­

tiJDa qstems, (3) Unknom two-part cocles enciphered 

v:l.th an ad.dit:l. ve booko 
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So As & means of tul'ther assistance to peraannel t® Zoll.oldng 

class1t1eaticn ~· lines baw been eatabliaheclo R8membor thq are on:cy­

i 411"&1 in nature and that the class:1tic&tion ot tn7 g:t.van item must be 

1 -~ established sole~ on its CM'1 meritso utUizatian t4 these gUide lines can 

:t ] onl;r be done tbi'augh analog, compari- &lid -:tuationo In crt _., tho ;f 'i;olaesiticaticn or a s;1.-. '"""'or Warmation, deli ae tm1n1ag pa1>l1o&ticaa, 

I will bs OOI&LY OR ITS OW DRITS. EO 3.3(h)(2) 
~}, PL 86-36/50 USC 3605 

1. , SimlOll II • TOP SI!C!lll1t COD1!I«lllD ~~C>~\ 1i( j 
The following t1))8a ot information are to be classitieid 'l'OP SF,CRE1' 

0 

)o Intell.igence which can be ident.itied aa reaultin& trom the stUCV' ot 



&tb P&V {ocmt) 
• 

!he :tol.l.owins tJ'pea ot 1ntormat.ic:ll are to be cluait:ted TOP smREr: 

lo The cletai' .S mission of a OOMmr &genC7 or a •jor CC8p01lent thereof o 

2" Tho a:iatatce or peacetime collabol'atiCI'l in COMIN'l' matter, bet;wa'?n_ 
' .. ~wJw~ 

Uo So agcoioa and other foreign gG'IO%'tDIMmta. a:cept ~Uo ~1.;, ~~&f:lli.C'1V 

.Auatral.iaJ.j.,., 1.-;aa. 1fhich w1ll be cluaitied SECREro 

3o Inte~ce cleri.Teei trca the ~is ot hiab·srade foreian 
~,~'\to "),~~45-. 

cr;vptoqstemsi:d~. ~eel the reterence~ead to 
S "'"'te.U~~ ~(l-l4! As+ll'f J,.t;,•1 -1 ~~~ ~ 

~erencea U to the apecUic ems inYolvedo ft (Soe acept.ions:t . gra~. \ 
SootiCD II - 10P sm::RWr CODm«>RD and parasrapb. l2sa Secticm m - UllCLA.SSil"'EDo) 

The :tollow!ng tJpea of intOl'llll&ticll are to be oluaiftecl SBCRB:r OODDllRD& 

1. T:rat.fic 1nte1U.pnce deriftd. trca the ~ia ot torei&n canm1ca-

ticma after 2 Sept;eanber 194So E03.~{h)(2) 
PL 86-36/SOUSC 3605 

eme;pt. as noted 1n paragraph S, Section II - 'l'OP SECR&T 00Jllil«)1Ulo 

't----4o-·· __,~1;\ intelligeaae procluced .fraD. C&tego17 II 01'7Phoqetea. 
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6th rev ( cont) 

SECiTp)N V - SfAm 

The follov.l.ns t7Pss ot 1ntol"l1&tiCI1 are to be clusit'lecl SECRSr: 

1. Intercept a~s. 

2o Interc~ and D/P pl&u and over...U operat.icmal eftect.i'H!leu ot 

intercept and D/F orpnisa.tial as a 'Mboleo 

3o General ~er«lC8 t.o the fact or O~ic ACCN8 apinst; J.ow.. 

grade •av m1lit&l7 ~OQ'Ras dur1ns World. war II and the Korean ccntl1ct, 

without aD7' detailed description of the ~i~ methods Ueedo 

4o Details ~ k-atfic anal7sis aa applied to enell(V' ca:amuutcatians dur­

:.lng Worl4 w.r n. 

6. Detailod listing and. locaticll ot US Serrice operatGd OOMift 1ntercopt 

stations. 

7 o bistence ot peacet:ba9 coll aborat1m betvaan the US (HSA) • Ult (GCHQ) _ 

Ce.nad& (emma), and Australia (DSB) 1n the OOMIH! t1eldo 

So Codevordl(curl"Clt and obsoleta) applicable to Catego17 II COHIR'ro 

9G Int'Ol"DDa.tiCI'l relating to an entire qat• of 017Pt0lo&1c (R/D) equip-

Dlal.to 

10. 

ll.... Disclosures of both the 1dentit7 and debaila or the ~is ot 

Jmr..gtade Ct!IIG" a1lital7 cr,ypto!Q'Steu d.uring World War Ilo 
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'!'he tollotd.ng tJP8a ot :lnto.rmation are to be clau:1.t1ed OOmmlr!'I.A.I.: 

lo Associ&t1CIIl ot operational COIOlfl' .tunc~ with specific activities 

and orpnizaticna by nau (except as prori.ded under parapaph 1. Section VII 

UNCLASSIPIED) o 

2o Gmeral tttatementa ~~~ to the operaticoal ettectiWDeaa 

ot 1ncli:ridual intercept and D/F staticnao 

3o Intercapbed raw trattic that l!lhcnm no evidence ot nproceaaing" tor 

OOMINT PJZ'POMIIo Processing doee not :Include cue notatiCDe• tnqueaciea, or 

call a1guao 

4o Intel.ligence relating to D/P mission uaigm:Qenta, bearins reports 

and .fix reports (i.e., target frequencies, C&ll-atsns, "piped air•'••" 
other signal intormation, bearings and fixes) J proYicled that no cCillpl.a: 

chanpng calltd.gn qatema are inoludodo 

;. 'l'h~ teras "United States Ccmunicaticm Intelligcce Board" and 

"Ue s. Ccwmicaticn Securit7 Board" (abbrn'iatiCIIla •USCIB" and "USCSB" and 

tbt a.bbrni&t1CIIls tor their ~ttees are unclass:U~ecl)o 

6o PJ.aint.U tactical or operaticmal tratt1c provided that no :lnterpre= 

tations ot complex chaDging callaign qstema, cciphertd map references, or 

results or adYanced trattic anaqsia &N includ.edo Tld.a material ebal1. 

include local procedural and local grid and zone qatems used tor artUJ,ery­

directi«<ll, tactical control and moT•ent of trent line units, ear~ ..ming 

and exercise fd tactical cambat. ccntrol ot aircrafto 
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7. Intel.lipnce derived tram ane.l7sia of: ~ tracking reports 

and 't'isual. observat:l.<lll 1-oport1J aa .tound in tactical. or operational trdf.:to, 

provided that enciphered a.ircr&tt t7Pf) deaignatims or 1nterpretat1ms of 

c·c.mplex changing callaign systems arG not; inclwlodo InclU!dcm ot local 

grid or son• reterenc~Ja,. loco.l procedural coma used tor> brerl.t;r and pWn 

text intorsperali!ld. with cover wor48 1a p.maiasibleo 

s. OOliiN'1' CGDceming weather clerived tra:a tho aources d.es01"1bed. 1n 

paragraphs 6 and 7, cboYeo 

9e Special Intellipnca fraa Nat.·R.l tactical JIJimeuv&t"ing code& and 

brffl'it7 codeeo 

lOo Sp~eial CI'J]Jtologic features ot and masdtude of effort with 

Uo Detailed ratffrences top and description ot, c~1c nccoss 

again.t specitic mUitaey C17,Ptoqatems used b7 foreign pD'trel'S bGtvec 

ll H~ 1918 and l September 19391 and not 'WJfJd ainceo 

l2o IntoJ.l.igence derived from the c~ais ot the 

~------------------------~ 
between U 'NCIVGlDbsr 19lt1 and l SeptUl'A-

b&r l939o 

l3o The ead;ent ~ collaborat.im in CJJJ/UI/US COMSEC atter$o 

l4o The a:tent or production ct Ol'7PtCli'Q.toriel tor HA'fO .useo 

lSo The tact that HSA ia aanieJlsd spccitic I 

10 
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l6. Diagrams and descriptions ot co:imrr and COMSEC cazm.mdcatim 

netwrks or related QG!!IIl1mi caticn plans incJming cryptographic srr&ng<i~ 

mfJ'.llts except; 'Mhere bigbar classitieati-on is justU1Gd by' the listing ot 

sensitiw intercept statian111o 

17 o Cmsolidated listings and records ot c~CIIDater:t.ala and cr,ypt;O=a 

holdings 'b7 shon title. 

18o The broad. ~lines ot Oporaticaal Traftic ~is proceaeea. 

l9tt B.elaticmahip with OIA and other CCiltiUIIlGZ'S in the field ot CDaNTo 

SEQTIOH m - UNgy.ssiPIED 

!he tollov1ng t;ypea ot intormaticn are Unclusitieda 

lo Asaociaticn ~ HSA with CX'7Ptolou" OOMIRT or OOMSEC and tho service 

cr;vptologic agencieo - prov:ld1ng euch associatian 1n no W7 adveraeq attectB 

the m:1ss1aus ot the agencies c=cemedo 

2. Aasociaticn ot NSA with authors of technical. papers en matters al.ru.d7 

1n the p!blic d"D&'!no 

3• The terms HSA P:leld ActiYity Far East (NSAFE), NSA Field Activit7 

&rope (HSAEUR) ~ NSAAL, NSAUK, NSA-Field Unit l (PU/PAO) and HSA Pield Unit 2 

(FU/LAft). 

s. NSAta possessi<ID of or interest in compt.lters or rapicl ~ical 

:u.OO!nery, except as noted in Paragr,aph lO mder SectiCIEl VI - CONFIDDiTL\Lo 

6o SpecW.c CCIIIJ)CI1ent5 o:l equipam1t under reau.rch, it WI& ot companont 

is n~ revaaledo 

ll. 
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Cb~2ae ~~~ u ~ '--"""--- .... ---- ---

7 o Report ~ ina,peCJticm trip to uncl~ CGDlpi.DT that ia a. proapec~ 

tift c~ractor, !t no mention ie made ot actual appl1caticae ot compaoentso 

s. Short titleag cover names11 and code 'WOl"dso (See the 1'ollmdng 

excepl;iaa.at ParqraJh 4, &Jotictl m - !OP SEClllrl': paragraph ,, s.ctioD v - ~" 

smBE'r; parqraph lO SecUca V - BmRBr, and paragraph 17, Sectian VI -

9. aaannunicatiCII'ls cJ:ving a perscn 'a aecurit;r olarance and t7JM) of 

:!ndoctrinaticmo 

10. Projects number and titles used in justUicatic:o tor parchue fd 

materials vbc no technical uaage is specit1edo 

llt.~. Delia1led rete.rence to, aDd deacrili'icn o:t, c~ic success 

against World War l military mntoasyatomeo 

l2o Reterenoes to intelligence der:Lved fraDl Cl'7Pboqst.as in vh:l.ch 

eucceshl. ~is has al.re&rQ' been rGft&led b.Y official Uo So action 

(e.g., the Qangreas1cmal 1DYUtigat1Cil of the Pearl Harber attack)o 

l3o AJ¥T reference to 1ntelligence or c~ic success against 

epwaticaal cr:rptoqat~ u d:i.aclostd b;r .toreiaJl publications appearing 1n 

th·~ ptbl1c cJanaino These references ehould. be aoCCIIlpaDied tor the puopoae 

o.t clarity b3' the source and be ldthwt further elaboratim or amp11ficat1mo. 

l4o The .tact that BSA produces and procures ceyptaraterial including 

SG!'tt Gr this m&terialo 

'15. The fact that the US collaborates with other HA'ro polf8rs an COMSEO 

l2 
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II 

OATEOOBIES OF OOlgliJ 
JJNDp OONSimru:;IOif BY USQIB 

E03.3(h)(2) 

Ia CAtBOORI :{ PL 86.,36/50' USC 3605 

Ao Assigned -

.3o D/l Jliaaicn usigmanta, bearing reports and fix reports aa 

awt ~orth 1n subparagraph a. • .Annamre Bl, Rer.taecl• AppeDd:lx "B"• UXUSA ~ 

Bo Suitable ~or AardS"M'Dt. to Category I -

other plaintab, trat~ic intelligence or C!7Pt 1ntell1gtnce aa · i 

liCit forth :fn paragraph 2, .AJmanre Bl, Revised Appsndix "B11o 

IIo CA'flQlRI :g: 

A. Assigned -

1. All tratfic intelligenca including p1Uu text c=ept thai; apecifi-

03\lq assignecl t.o Cat.egoriea 1: or m h&reino 

2o er,pt 1ntell1gence produced ~rom t.ho cr,ptoqat.ema l1ated 1n the 

attached. .Amlex lo 

;o Freell' a"'a1lable pr1Yacy ami brevit.7 .,-steu such aa camuroi-.1 

4. 'frat~ic intelligece deriYed treaD and TDAo 

Bo Suitable tor aeaiFllMDt to Cateaoey n -

~ 1ntellipnce produced fran the cr.rpl;oqstesu listed in 

the attached Annex 2o 
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( 
-I 

-X 

IIIo QA'l'EG:.~m 

A... All crypt iutel.lig&nca prc;duced b'a.1l c~oqst-.s other tha.u 
Qlt CJ1.-""~~ I-

thoaa listoo tor atSsigDE.ent to Catee;o:ey II ~o 

Bo Trat'tic intalligencG ba.mri in who.1e ar in part em tha maqsis 

or use of id.«nt1.fioations and other data derived fi:w Categol.7 III OOJ.Ul='T o 

r-~C· OOMtNT bud en traffic obtaincad tram s~11.-~. . litiiiae" of 
1.:.!-4 , /I v 

- - 'fOP SECR'S:r. EO 3.3(h) (2) 

(b) (3)-50 usc 3507 

Ao 

Co 

I 
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