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1. Bince the principles contaioed in Appendix B of the UXUBA Agreetent
aYu mandatorily the besis of all our regulations and dirsctives for the security
and dissemimation of COMINT, it is recommended that & detailed coparative study
be made of the subject Guide Lines and Appendix B.

2. A limited stuly hes beeh mds. In an sffart to make the proposed
WA Ouide Lines more coopletely consistent with Appendix B, and for the sake
of alarity, 1tuluwshdthsttmbclwmnbmdmuthn“auﬂhm
for Sacurity Classification” be changed as indicated:

SECTION I - GENRRAL
Page 3, Paregraph 3 - Underscore tha vhole paragreph.
Page 3, ~ Insert the dsfinition of COMINT (Appendix B, FPage'))

betwean persgraph & and paregraph 5.

Page 3, Paragraph 5 ~ The third sentence should reads "Initially, COMINT
smterisl comes to ...

Page i,Paragreaph % -~ Recoomended: "Cryptintelligence is that OOMINT which
results from sryptanelysis of the systams utilized by
message originstors to protect the traffic during its
transmission. This includes lpeeuh and facsimile
sscurity systens.” =

Paxegraph 5b - Recommended:s "Traffic Intelligence 1s that COMINT
vhich results from traffic amalysis and from plain
taxts. This includes COMINT produced by all means
Mtormmmmmmudmm
commmications.”

Paragraph 5S¢ - Omit.

Paragraph 6 - Recomndsdt "Information derived from these processes
{cxyptaralysis and traffic spalysis is) ...

‘Paragraph 6u ~ The sacond sentence should resd: ®... erou'tunhigh
lavel systems as specifisd by existing autharities

Paragraph 6b - Recommsnded: “Category II COMIET is less sensitive
than the preoceding categary in that protection of its
source i not alvays the over-riding consideretion
and is one vhioh can, by acceptance of a caloulated
mk’ibt; Qissenionted with & uu rigld stantard of
secuy
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Pug® 5 Poragraph 6b = This catégory vill

Paragraph Se
Parsgroph Ta

§, Pavagraph 8

Page 7,

Page 8:
Paragraph 6

ceses BECUR tymtm as
specified Yy axisting suthorities. It is... "

~ Recormandeds ... lov level COMINT as specified by
existing authorities. Materisl ... "

« Recommonded: "... nxhunyurudwm‘bytmuﬂ.m
ta be in othwr omtegories. This 1ist ....."

- Recommended: "As a means of further sasistance to
personnsl within MBA the following ¢lassification
gaide lines bave been established. Remmsber they
are only genersl in pature sand that the classification
of any glven item must be established BOIELY ON ITB
OWE MERTTS, " )

EECTION II - TOP BECRET COTEWORD
Section II should also includes

"Crypt Intelligence except vhere specificslly ut:l;ned
to other categories.

“Iraffic Intelligence invelving such cosbination
{"fusion") of separate Traffic Intelligence or other
Category II sources as produces information vhose walus
is 80 great that security of cantent becomes the over-
riding considerstion.

"Materisl involving sensitive collection procedures

or the revelation of success against ummsual, lenutin
ar conplex transmission procsfures snd devices.”

#ZCTION IIT - 0P GECRET

- Qmit
EECIION IV - BECRET COTEWORD
Bection IV should also inoludes
"Crypt Intelligence specificslly sasigned to Category II."
EECTION VII - UNCLASSIFTED

Pege 11, Parugraph 1 - Recommsnded: "... service cryptologic sgencies as

& vhole; and association of NSA with the Barvice
aryptologle agenaiss as a vwhole."
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