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1. The fifth meeting of the NSA Classification Advisory Pansl was called to
order by Col. Oso. E, Campbell, Adjutant General, at 0830, 25 February 1954, in
Room 19-232. The following were present:

Col. Geo, E, Camphell AG
Mr, William F, Friedmen S/ASST
Mr. D, D. Croskery C/sSEC
m‘. P. E. Dessmore PROD
Baj. Y. R, Carson p/P
Mr, S. W, Wd' SEC
¥Maj}. W, T. Comnor SEC
Mr. L. D. Callimahos ™G

2, Mr. Reynolds reported briefly on two proposed directives to be issuad
by ths Secretaxy of Defense. The ons is dosigned to protect trade informtion
received from contractors and will control the use and preservation of Department
of Defense information that does not fall within the purview of Exeecutive Order
10501. This directive is pernissive in nature and has been accepted by the Air
Force and the Ammy, The othsr directive, which is belng staffed now, is de~
signed to get around the objoction of having to store all CONFIDENTIAL matter
in 3ecosbination safes., It wlll permit the use of a term such as CONFIDENTIAL/
MODIFIED or CONFIDENTIALw-MODIFIED HANDLING AUTHORIZED and will desl with
modification in transmission, safekeeping, and disseminat.ion.

3. Review of the mopossd guide lines for uss by originators in determining
the classification of materials was completed, It was agreed that the document,
as revised, would bs forwarded to the members of the Classification Adviscry
Panel for their concwrrence and will then be forwarded $o USCIB.

L. The nmeeting adjourned at 1030,
5. Declagsified when incloswre is removed.

. % 7 éég

CGEQ, E. CAMPBELL
Colonel, AGC
Inel:
Cuide lLines for Security Classification
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GQUIDE LINGS FOR ORCURITY CLASSIFLGATION

Section
GENERAL 1
TOP SECRET CODEWORD I1X
TOP SLECHET I11
SECHET CCODEWORD 1v
SECRET v
CONFIDENTIAL VI
UNCLASSIRFIED X

SECTION I -~ GENERAL
1. The classifying of information and material within the National

Sscurity Agency is an inwelved and complex problem., Lwery document to
be classifled nust be considered as being unique and one whose classifi-
cation is dependent on factors existing wAthin that document alone. The
decision as to the prover classification of a document cannot srbitrari-
ly be determined by referrszl to othor documents or to specific rules and
regulations, Each item of information or material must be adjudged solely
on its own merits and shall be classified according to its ocwn content.
Thore are, however, certain basie principles of classification which will
be of asslstance to individuals within NSA in the solution of their classi-
fication problems, and it 1s ~roocsed to consider these basic principles
in this document.

2. As a basis for classification, it is necessary that all personnsl
be thoroughly conversant with the security classifications estsblished hy
the Departmemnt of Defense: TOP SECRIT, CECRNT and CONFIDENTIAL (it will

be noted as of 15 December 1953 the classification category RESTRICTED

Mianad SECRET
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was sbolished b Presidential Decree). By definition these security

classifications can be stated as follows:

e D S t hkxeept 23 may be expresaly orovided by statute,
the use of the eclassificetion Top Secret shall be authorized, by apnroprie
ate authority, only for defense information or material which recuires the
higheat degree of nrotection. The Top Secret classification shall be
aonlied only to that information or material the defense aspect of which
is paramount, and the unauthorized discloswe of whieh could result in
except ionally grave damage to the Nation such ayu leading to a definite

break in dinlomatic relations a”fecting the defense of the !nited States,

an armed altack against the United States or its allies, a war, or the

compromise of military or defense plans, or intelligence operations, or

scientific or technological develoments vital to the national defense.
b. Segret: Except as may be expressly provided by statute, the

use of the classificat ion Secret shall be authorized, by appropriate

awt hority, only for -iefense information or material the unauthorized

disclosure of which could result in serious damage to the Nation, such as

by Jeopardizing the intermational relations of the United Statss,

endangering the effsctiveness of a program or policy of vital importance
. to the national defense, or compromising important military or defense
olans, sclentific or technological develooments important to mational
defense, or information revealing important intellizence operations.
c. Confidential: Except as may be expressly nprovided by
statute, the use of the classification Confidential shall be authorized,

SECRET
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by appropriate aut.hoﬂ.t:y, only for defenss information or naterial the '
unauthorized disclosure of which could be prejudicial to the defense
interests of t.l.m nation,

3; Within the National Sec'urity Agency we 'rust wrovide even more
safeguerds to our activities than are provided for urder the standard
security classificutions, Bafore any official 'gency information is to
be disseminated ibtmust be determined that the recipient has & need-to-know.
Even though an item of information may be unclassified it will not be
discussed 1dth anyone unless that ovcrson has an official recuirement for
the information concernsd.

4. Beyond the bupic classlfications established by the Department
of Defense, we recognize that within the National Security Agency, there
are sneclal classifications which must be considered sep:rately due to
their inherently sensitlve nature. These aore the classific:tlions pertoin-
ing to communications intellijence and are identified by the assignment
of a distinoSive code word,

5. The classificstion of COINT involves two distinet considerations:
the securlty of the informstion contained within an individual document and
the security of the source from which this in'fomation was secured, Lither
or both considerations :ay affect lt.he classificat ion, dependent upon
vhether the information o the scurce is the more sensitive, Initially,
COMINT comes to this Agency as raw traffic which has boen iftercented by
f£ield station activitiea throughout the world. This traffic is classi-
fied CONFIDENTIAL until such time as any analytical processing is begun.

3
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From thé ur‘ocos'sing of this raw traffic, we derive thres types of
information:

a. Crypt intelligence vhidh resulis frox sucecessful analyels
and solution of the systems which were utilized by the erigimators to
prokect the traffic during its transaission.

be Traffic intellismee which resalts from the successful
analysis of the external characteristics of the enqiphamd or encoded
nessage.

c. Information that is derived from analysis of vlain text
traffic.

6. It_l!mtinn derived from these three processes {crypt-intelligence,
traffic intelligence and nlain text analysis) is divided into three security
categories,

a. Category III COMINT 1s of the highest classification and
most sensitive category and is applied to that material whose scurce
must be protected a2t all costs. In general, this will include information
derived from crypt intelligence (exceph for certaln specifically exemnted
categories) ,| . and traffic intelligence of
cortain high level aystems which have been pmma by existing
directives to fall within this category. It ‘.{s\th'ia materis) in Category

IIT wideh 18 considered to be T0P SECRET Codeword,
b. Categery II COMINT 1s less sensitive than the proceding
category and is one whose materisl can by acceptance or a caleulated

risk be dlsseminated ithout over-riding concern for thsa_samrity of

SEERET
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the sourcae. This category will include traffic intelligence which has

not been specifically plaged into other categories and crypt intelligence
‘resulting from the sclution of certain low level codes and other security
systems, It is this material in Catfgory II which is considered to be
fECRET Codeword.

c. Category I COMINT is subject %o the least restrictivs regu~
lations of the thres cstegorics and will include certain types of low level
COMINT that will be predetermined by existing directives, Meterial in this
category will be classified CONFIDINTIAL without the use of sny codeword.
Extrems core must slways be utilized im placing COMINT in this catgno:_'y.
(See paragranh 7, Section VI - CONFIDENTIAL,)

7. In addition to thess categories, there are certaln other basic
statements thet are accepboble as guide linss in determining classifications.

a. COMINT will normally be; considered as falling within Category
III excent for such specific systems as have been sutually agreed upon by
GCHQ and the U.S. to be down~graded to Category IL. This list is available
in PROD {NSA-0621).

b, Standing onerating orocedures, versonmel reports, organiga-
tional charts and instructions manuals governing respective COMINT organi-
zations will be claseified according to the information contained therein;
those indlcating o;:erational capacity or suceess will be elassified at
least SECRET.

c. The problem of classifying organizational charts is considered
to be sufficlently sensitive to merit review by the Security Classification

5
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Panel., Charts vhich are prooosed for publication will be sent to the AG

for reference to this Panel as required.

4. In refarence to type crypto systems, the terms Blow grade”,
twedium grade” and "high grade" are often used. _Dbﬂ.niticn of these
categories are as follows:

(1) low-greds, ndj. Pertaining to a cryptosystem which
offers only slight resistance to cryptanalysis; for
exanple: (1) Playfair ciphers, (2) Single trans-
vosition, (3) Unenciphered one-part codes.

(2) medium grede, adj. Pertaining to a cryptosystem which
offers conslderable resistance to ¢ryotanalysis; for
excmple: (1) Striv ciphers, (2) Polyphase transposi-
tion, (3) Unenciphered two-part codss. (Cf. lowegrade
2nd high-grade.)

(3) highegrads, adj, Pertaining to a cryptosystem which
offers a maximum of resistance to cryotamlysis; for
exzmple: (1) Complex cipher machines, (2) one-time
systems, (3) Unknown two-part codes enciphered with an
additive book, (Cf. low-grads and mediwmwgrade.)

8. As a iteans of furthor sseistants to personnel within NSA the
following claessifieation guide lines have besn esiablished, Remsuber,
however, thay are only gensral in nuture and cannot be applied to specifi-
cally each clasaificgtion problem. Utilization of thess guide lines can only
be done through analogy, comparison and evaluation. In any event the classi-
fication of & given item of information, such as training publications, will

be SOLELY ON ITS QAN E-SZP.ITSSEGRH
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EFQION II - TOP_SECRFT CODEWORD

l. A cryptanalyt.ic orocess which is indicatiwve of specific success
on a particular foreign syat.em.

2, Traffic Intmigencé*myolvmg call-signs or messags headings
encrypted in codes or ciphers of hid) security grading. Exceptions would be
listed saparately.

3. Intelligence derived from the study - of]

SEGTION IIY - T0P SEGIET

1. The detailed mission of a COMINT agency or a major component thereof.

2, The exigtence of peace-time collaboration in COMINT matters between
U.8. agencies and other foreign gpvernments, except the U.X.

3. Intelligence derived from the cryptamlysis of high-grade foreign
eryptosystems during Jorld wWar II, orovided the reference camnot lead to
inferances as to the specific systems involved. (See exceptions, paragraph 5,
Section II - TOP SECRET CODEWCRD, and paragraph 12, Section VII - UNCLASSIFIED,)

7
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ke Codowords avlicoble to Special Intelligence and Special. Weuther
Intelligence.

5. Disclosures of toth the identity and detalls of the cryptanalysis
of low-grade ememy odlitary crypbogystems during and after orld War II.

6. Material involving senasitive collection prosedures or the revelation
of success against unusuul or sensitive tranemission procedures and devices.

SECTION IV - SECREF COUEWRD

l. Traffic Intelligence der:l._ved from the analysis of foreign cosmuni-

EO 3.3(h)(2)

2. Texta infomat ion.

3. Inbelligence derived from study of

except a8 noted in

paragraph 4, Section II - TOP SECRET CODEWORD, and paragraph 6, 'Sectton III -
TOP SEGRET.
SECTION V - SECRET

1. Intercept assignments. |

2, Intercept and D/F vlans and over-all.operational effectivensss of
intercept and D/F organization us a whole.

3. QOsneral reference to the fact of cryptansalytic success zgainst lowe
grade enemy military cryvto-systems during Jorld War II and the Korsan cone
flict, without any detailed descrintion of the cryptanalytic methods used.

4e Detsils of t.ra.t"nc amalysis as applied to enemy communications
during World War II.

5. Description of equipment peculiar to intercept stations.

SEERET
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Detailed listing smd location of US Servics opereted intercept
statione.

7. Existence of peacetims eollsborstion botween the US and UK (GCHG)
in the CONIKT f1eld.

8. All personme)l reports for the entirs Agencgy, civilian or military,
which inticate authorised or actusl strength by organimtional element, short
title or gysbol, or by function,

9. Codeword applicable to Treffic Intalligence.

10, Informetion relating to an entire system of cryptologic (R/D)
squipaent.,
11. Cryptamalytic short titlee.
SECTION V - CONPIDENTIAL

1. Association of operational COMINT functions with specific activities
and organisstions by nams (except as provided under paregrsph 1, Section VII -
UNCLASSIFIED),

2, Individusl intercept and D/F station products and statements of
operatiom] effectivemwss,

3. Interocepted raw traffic that shows no evidence of "processing” for
CMINY owrposes. Prooessing doos not include cese nptatioms, frequencies, or
call sigws. :

4. Intelligence relating to D/F mission assignments, bearing reports
and £ix reports (1.0., target frequencies, callesigns, "piped sigmls,"®
other sigml informstion, beurings and fixes), provided that mo complex
changing coll-slgn systems are incluied. |

SEERET
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5« The terms "Unlited States Communication Intelligence Board® and
"U.S. Communication Security Board" (abbweviations "USCIB" and "USCSB" are
unclassified).

6. Plainetaxt tactical or operztiomal traffic prav:lded that no inter-
pretations of complex changing ¢all-aign systems, enciphered mep references,
or remalts or alvanced traffic andlysis are included, This material shall
include local protedural and local grid and zone systems used for artillery
direction, tactical control and movement of fromt line units, early warning
and exercise of tactical combat control of airersft.

7. Intelligencs derived from analysis of radar tracking reports and
visual observation reports ss found in tactical or operstional traffic,
provided that encipheroed alrcraft type designations or interpretations of

-complex changing call-sign systems are not included. Inclusion of local
grid or zone references, local procedural codes used for brevity and plain
text interspersed with cover words is permissible.

8. COMINY concerming weather derived from the sources described in
paragraghs 6 and 7, above, -

9. Special Intelligencs from Naval tactical maneuvering codas and
brevity codes. )

10. Special cryptoleglc features of and mgnitude of effort \dth
computers,

11, Detailed references to, and deseription of, cryptanalytic success
against specific military cryptosystems used by foreign powers between
11 November 1918 snd 1 Septenber 1939.

SECRET
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12. Intelligence derived fro the cryptanalymis of the| _
between 11 November i9s and 1 Sepiember

1939,
13, The extent of collsboretion in CAN/UK/US GOF'SEG matters,
14. The extent of production of eryptomaterial N
15. The fact that NSA is assigned

16. Diagrams and descriptions of COMINT and COMSEC communicstion net-
vorks or related communication plana including cyrptographic arrangements
except where higher clagsification is justified by the listing of sensitive
intercept stations.

17. Consolidated listings and records of cryptomsterials and crypto-
holdings by short title.

18. The broad outlines of Operational Traffic Analysis processas.

SECTION VIT - UNCIASSIFIED

1. Aesociatiolt of NSA uwith cryptology; none-specific or hypothetical
references to Commnication Intelligsnce or Commnication Security without
any agsociation of that Mtion with specific activities and organizations
other than the National Security Agency as a wholes and Service crypiologic
agncies as a whole, and association of NSA with the latter,

"2, Identification with NSA of NSA authors of technical papers on matters
already in the public domin.

3. The terms NSA Field Activity Far East (NSAFE), NSA Fleld Activity

Europe (NSAEUR), NSAAL, NSAUK, NSA-FifPU (LANT), and NSA-FWPU (PAC). 3

SECRET
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ke Oivil Service Job Titles ani NSA "(lassiffcatfon Otanderds Manual®,

S5¢ BKBA's possession of ar interest in computerg or epid analytical
mdilnoy, exospt as moted in Paragreph 10 under Section VI ~ CONFIDENTIAL.

6. Specifio oomponents of squipment urdsr research, if use of component
is not revealed.

7. Repart of inspeotion trip to uncleared company that is a prospective
contractor, 1f no mention is made of actual applications of components.

8. Short titles, cover names, and code words., (Ses the following
exceptionss Paragreph &4, Ssction II - TO® SECRET CODEJORD; paragraph L,
Section I1I - TOP SECRET; paragraph 9, Section V - SECRET; paragreph 11,
Section V - SECRIT, and paragreph 17, Section VI ~ CONFIDENTIAL.)

9. Comunications giving a person's security clesrencs and type of
indoctrination,

10, Projects mumber and titiss used in justification for purchase of
materials when no techniecal usage is specified.

1., Dotd.‘l.n\d reference to, and description of, cryptanalytic success
against World War I military cryptosystems.

12, Refersnces to intelligenece derived from cryptosystems in which
successful cryptanalysis has already besn revealed by official U,S, action
(o8, the Corgressional investigation of the Pearl Harber attack).

13. Any reference to intelligence or eryptanalytic sucoess agalnst
operational cryptoeystems as dlsclosed by forelgn publications appearing in
the public domain, These references should be accompanied for the purpose of
clarity by the source and be wdthout further elaboration or amplificsticn.

12
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1. The fact that NSA vroduces and proowmes oryptomaterial including
rotors , lkay lists, one-tims tapes, ono-time pads, Codes, dises and other
broad categories of keying materials, and employs special equipment to
produce some of this material.

15, The fact that the Us ocollabomtes with othar NATO powers on COMSEC

mattere.,




