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1. The fourth meeting of the NSA Classification Advisory Panel wos called to

order by Col. Geo. E, Campbell, Adjutant General, at 1300, 12 Pebruary 195, in
Room 15-232. The following were present:

Col, Oeo. E, Campbell AG
Mr, D. D, Croskery C/SEC
Dr. A. Sinkovy PROD
Mr, F, E, Densmore

Xaj, W. R, Carson P/P
Mj. W, T. Commor SEC
Mr, L. D. Callimhos ™3

2. Itmnmdthuttb-ttachodpropuod;dd.nnuarmw
in deteraining the classification of materisls, om which review com-~
tinaed at this meeting; would be revised again and presented fcrturther review
at the next mesting to be held at 0830, Thursday, 18 February, in Room 19232,

3. The mecting adjourmed af 1530,
he Declassified when incleeure is removed.

' Colonel, AGC

Inel:
a/s
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—SERET

SECUOM I -*T0P SEGIET QODEWED
#], A cryptanalytic process which is indicatiwe of specific succens
on a particular foreign wystem.
2, Traffic Intelligenmse involving call-signs or message headings

encrypted in codes or ciphers of high security grading, Exceptions would be

3, Intelligence derived from the study of

EO 3.3(h)(2)
PL 86-36/50 USC 3605

SECTION ITI - TOP SECREY
1. The detalled mission of a COMINT agency or a major componeat thereof,
2, Tho existence of peacs-time collaboratien in COMINT matters between

U.S. agenocies and giher foreign governmanits, except the UK,
3. Intelligence derived from the cryptanalysis of high-grade foreign

oryptosystens during World war II, provided the referonee camot lead to

% This section to be referred to Security Committee of USCIB.
#% This paragraph is unnscessary if the paper is to serve as the owm-all guide,

SEERET




SECRED

SRR 3rd Revision: lg:%ecb, 54

SECTION IJI - ToP SEGRET (CONPINUED)
inferences as to the specific systens involved. (See exceptions, paragraph 5,

Top Sesret Codeword, and paregreph 15, Unclassified.)

4. Codewords applicabls to Special Intelligence and Speelal Westher
Intelligence.,

5. Disclosures of both the identity and details of the orfptanalysis

of low-grade enemy military cryptosystems during and after World War II.
6. Hsterial invelving sensitive collestion procedures or the revelation

of success against unusual or sensitive tranmmission procedures and devices,

SECTIOR IV - SECRET CODEWORD
1., Treffic Intelligence derived from the analysis of foreign comuunications

2s . EO3.:
after 2 September 1945 EO 3.3()(2)

5 1 {nformation. PL 86—36750—~U‘Sg§§05

3, Intelligence derived from study of

except as noted in

paragraphs 4, Top Secret Codeword, and 6, Top Ssoret,

SECTION V - SECRET
1. Intercept assigments.
3;‘_ Intercert and D/F plans and over-all operational effectivensss of

intercept and D/F organization as a whole.
3, General reference to the fact of cryptamalytic success sgainst low-
grede enemy militery crypto-systems during World War II and the Korean con-

flict, withowt any detailed description of the cryptanalytic methods used,




—BERRR- 3rd Revision:s 13 Feb. 54
SECTION V - SEGRET (CONTLMED)
rlo. Details of traffic analysis as spplied to eneny communicstions during
torld War II,
5. Demeription of equipment peculiss to intercept stations,

6. Detailed listing and location of US Service operated intercept stationa.

7. Existence of peacetime collaboration between the US and UK (GCHQ) in
the COMINT field,

8. All personnel reports for the entire Agency, civilisn or military,

sihhich indieate authorized or actusl strength bty orgenizational elemant, short

title or qzm;]., or by function.
9. Codeword applicable to Traffic Intelligence.
10. Information relating to an entire system of cryptologic (BD) eqeipment.
11. Cryptanalytie short titles.

SEGTION V) - CONFIDENTIAL
1. Association of operational COMINT functions with specific activities
and organizations by name (except as provided under Unclassified below).
2, Individual 1ntereep.t. and D/F station products and statements of
operational orfoct.i.mu'.

3. Intercepted raw traffic that shows no evidence of "mrocessing” for
COMINT purposes. FProocessing does not include case notations, frequencies, or

call signs,




SEGRET o

—SEQRET— 3rd Revision: 15 Peb, 54
SECTION VI - CONFIDENTIAL (CONTIMUED)

‘4» Intelligenes relsting to D/F mission assignments, bearing reports
and fix reports (i.e., targst frequencies, call-signs, "piped signals,”
other sdgnal information, bearings and fixes),provided that no complex
changing call-sign systems are included.

5. Administratiwe resords of security investigationa,

6. The terms "United States Conmumication Intelligsnce Board" and
"Y.8, Commmicstion Security Board" (abbraviations "USCIB"™ snd "USCSB" are
unclaceified). ’

7. Flain-text tactical or operational traffic provided that no

intarpretaticas of complex changing call-sign systems, enciphered map
references, or results of advanced traffic analysis are included. This

msterial shall include local procedural and local grid snd sons aystems
used for artillery direction , tactical control and movement of front
line units, early warning and exarcise of vactical combat control of

sireraft.

8. Intelligence dirived from analyais of radar tracking reports and
visual cbservation reports as found in tactical or operational traffic,
provided that enciphered aireraft type designations or interpretations of
complex changing cell-sign systems are not included. Inclusion of local
grid or sone references, local procedural codes used for brevity and plain
text interspersed with cover words is permissible,

9. Special Intolligence from Naval tacticel meneuvering codes and

brevity ocodes.

SECRET
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PL‘ sc@/50 USC 3605

-SEORET- 3rd Rov.ld.oa: 13 Peb. 54
SEGTION VI - CONFIDENTIAL (MJ
10. COMINT concerning weather darived fiem t.ho sourm ducribed in

peragraphs 7 and 8 above, 3
11. Spectal oryptologlc festures of snd magnitude of effort vith

computers.
12, Detailed references to, and description or, crrpunalrt.to Buccess
againg specific military cryptosystens used by foniun powars bewecn

11 Roveaber 1918 end 1 September 1939,

13, Intelligen o derived from the cryptanalm. of the

between 11 Nmni:or 1918 and 1Sept.ubor
1939.

14, The fact that KSA produces oryptographic kcy:lng materials includirg
rotors, kay lists, one-time tapes, one-tims pads, eodn, dises and othor
broad ategorias of materials, and : W
equipmant %o producm mterizl.

15. The extent‘\ot oollaboration in CAN/UK/US GQHSEC matters.

16. The oxtert of production of cryptomaterial

17. Tho fact that NSA is assigned

18, Diagrams and descriptions of COMINT and COMSEC communication net-

works or related coommmication plams including eryptographic arrangements
oexoept where higher classification is justified Ly the listing of sensitive
intercept stations,

SEGRETF
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—£ECREY- ) 3rd Revision: 135 Feb, 54

SEGTION VI ~ CONPIDENTIAL (CONTINUED)

19. Consclidated listings and records of eryptomsterials and orypte
holdings by short title.

20. The broad outlines of Operationsl Traffic Analysis processes.

“@B
‘ ~ DNCLASSIFIED
"\ Hon-specific or hypothetical references to Comuunication Intell:l-

genco or Coomunication Security without any associution of that functiem with
specific activities snd organizatinns other than the Nationsl Security Agency
as a whols and service oryptologic agencies si-avhole, and associastion of ¥SA
with the latter. |

2. Elemertary principles of traffic analysis, military cryptemslysis

and cryptography, in produstion of imstructional materizl and language

training materinl used at NSA School.

*3. Ildentification with NSA of NSA suthors of tochnical papers on matters

already in the publis domain,
L. The terms NSA Field Activity Far East (NSAFE), NSA Field Activity
Europe (NSAEUR), NSAAL and NSAUK.
5, Civil Service Job Titles and NSA "Cisssification Standards Mmnual®,

7. Spscific components of equipment under research, if use of component
is not revezlsd. (R/D) |

¥ Decldlon requagted by Colonel Wywan on this point,

SEGRET




—SECRET- 3rd Revision: 1% Feb. 5,
SECTION VII - UNCLASSIFIFED (GONTINUED)
8, Repért of inapsction trip to unclearsd company that is a prospective
oontractar, if no mention is undo of aotual appncatiom of components.

P

12, Projects number and titles us in justification for purchase of
materials when no technical usage is specified, )

13. The terms NSA-FWPU (LANT) and xsa-ruﬁ (PAC).

1L, Detalled reference to, and deacript.:!:on of, cryptanalytic success 7
agsinst Wdrld War I military cryptosystems. :

15, References to intelligence derived from cryptosystems in which ?fj)ﬁ\
successful cryptanalysis has already been revealsd by official U.S. sction ¥
(e.80, tha Congressional investigation of the Pearl Harbor attack).

16. Any reference to intelligence or cryptanalytic enmu. against
operationsl cryptosystems as disclosed by foreign publications appearing in
the public domein, These references must be accompanied by the sourcs and

bs without further elaboration or amplications,

* Reured eboretlen. . QR CRET

8 |
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SECTION VII - UNCLASSIFIED (CONTINUED)

9. MWW

of contaxt.

20. NSA's possession of or interest in compuwters or rapid anelytical

naohinary) QACE{/Y‘ (s %) \J\{)Q N l(m

21. The fact that the US cellaborates with mmxm on COMSEC
matters;,




