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24 Roveaber 1953 

OFFICE OF CtH!UNICATION SECtJB.U!' DIREC'l'IVE NO. Jr-120-.5 

SUBJECTs Gu1d.ance on Regading of RESTRICTED Jfater:lal 

Reterccea D/F .from AG dated 20 Nov 531 Sllbj: Presidential Order 
Attecting Security Clasaitication 

1. Purpose. - The purpose ot this directive is to provide 
guidance within the ott1ce ot COZJIIIm1caticm Secur.l.t)r conceming the 
:regrading of RESTRICTlm mter1al. tor which th18 Office is respons­
ible. Further guidance wll1 be Pllbl1shec:l as app.ropl'iate. 

a. Ettective :lJJI:Decliataly, the claasi.tication "RESTRIC'.l'ED1' 

sbeJ.l DOt be used on &n7 material originated b,y the o.ffice of coma 
Dllllication Security. 

bo Et.fective 15 December 195.31 the statement "SecuritT 
Intonation·• shall not be uaecl. 

(1) The statement nee:l not be deleted bam documents 
now urder preparation :tt those documents are beyoDi 
the mckup stage even though distribution cannot be 
llBde prior to 15 December. 

(2) The statement shall not be inclmecl on documents 
wbich have not pa.~sed the mockup stage in preparation. 

Co fublicatigo 

(1) .Each Division azn Group 8hall D8ke a list ot aU 
RESTRICTED publlcaM.ona now in preparation. This 
list shall be submitted to ~s & Evaluation 
Div1sion for review am :reclass1t1cation. An inii­
cation o£ priority should be made on tho list showing 
those items which &N scheduled tor production within 
the next. tttO weeks in Ol'd.er that they DJ8¥ receive 
first attention 1n re'Viewo 
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(2) RESTRICTED p:lblie&tions which have already been 
completed shall be reviewed b;y Ar1alyais & Evalu­
ation Division tor determination ot regrading in 
accordance with the st.andarda outlined 1n para­
graph 3 bel.owo 

do EgF.ppente 

{l) Analysis & Evaluation Diviaion 8ball review all. 
RESmiCTED Ca4SEC equipDant and ahal.l determine 
whether it requires reg1"8ding to COUFIDEtfl'IAL or 
UnclassU'iede Analysis & Evaluation Division will 
ad.v.f.se Planning Group as soon u this determination 
is Dade in order that appropriate action may be 
taken in regard to replacemant ot nameplates. 
Ana:J.3eis & Evaluation Division is responsible tor 
promn] gation ot regrading int<m~ation to holders 
perta.ining to RFS!'RICTED equipD&nts am will norm:l.q 
do so v:la the mad11m1 of changes to operating in­
structions tor those equip!l8nts. 

(2) eontmcte. - Each contract UDlv C/51!£ cognisance 
which involves RESTRICTED equip!8Dt, components, 
parts, etc., shell be subject to iniividual review 
by the PlannirJg Group frojeet Coordinator concernedo 

{a) The Security Requirements Check List shall be 
used tor this ~ew. The RESTRICTED colUIDZl in 
these check lists shall be examined ani each 
RESmiCTED item shall be regraded on the basis ot 
the guide provided in paragraph 3o 

(b) All doubtful items $ball be eBl'mU'kecl aa well aa 
items tor which a regrading to CONFIDE:fliAL will 
lead to serious contra.ctural dilticul.tiea d1,1.e to 
the clearances or .tacllitiea ot the contractor 
involveclo 

(c) Analyais & Evaluation Diviaion will review the 
Planning Group decisions giving special attention 
to 88l"228l"k6d itans ani performing coordination 
with Plannin.g Group aBi other Divisions as necea-
8817 during tba resolution oL each particular caseo 
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(d) As regrading or particular RES'ltUCTED contl'acts 
is coqil.eted, Pl.aming Group shall promulgate 
the information to contractors concernf.d and 
8hall 1n1'orm them. ot their responsibilities to 
regrade the items concerned ~ any RES'l'RICTlW 
correspondence pertaining to those itamso 

eo • Each Divieion am Group is responsible 
for the review correspomence originated by that 
Division or Group aDi sball regrade each item either COlWIDENTIAL or 
UnclassUiecl on the basis ot the gu.ide provided. in paragraph 3o During 
the review, the conesponience 8hall be ll'f:IJlB.r&.ted into two categoriea­
those which are :regradec:l COOFIDENTIA.L and those which are d.eclass1.tied.o 
A listing ot each category ahal.l be made, first by CCIIIIOn addressees, 
arx1 chronological.l7 within each conmm ad.clressee grouping. These lists 
shall be arubnittecl to the AGo (The AG 1d.ll collate these lists with 
those receivecl tram. other NSA organizations ani will pJ'CIDUlgate the re­
gmcling intomationo) 

to - XB.ch Division am Group 1a responsible tor a 
review ot all messages originated _by that DiYision or Groupo 
The procedure to be followed is simi Jar to that outlinecl tot" the 
hlm1l1ng ot RESTRICTED correspondence except that date-time groups are 
to be used in the cbronolog:!calllstinga. 

NOTE1 Whenever ~ massage is declasaitiec:l, the declassification pro­
cedures Olltllnad in AFSAG 1210A. ani elsewhere are to be followed 
maticul~o 

.3o flu1d.e !2 BMt"!#ni• - The basic principle to be .tolloweci in 
regrading RESTRICTED matter pertaining to c1'1J)togra.phic systems is as 
tollowsa It the 1ntormation does pertain directq to C%'1Ptographic 
nattera 8DCl U a real juatitication uisted tor ita having been claa-­
Bitied orig1nall¥1 1ihe neecl for protection is not altered. aD1 upgrading 
to CONFIDElrl'IAL i8 required unless the original situation has changeclo 
Since the collection of' intelligence is eJq)Gnaive and laborious even 
when on:cy- ndn1mum secur.:Lty protection is given to the intornation 
sought, juatif'ication tor declassif'ication cannot be Dade on the basis 
ot "conmon knowledgen or possible availability ot the :inf'orma.tion else­
where. Nor is ncontractural expa:l.ience•' a valid justi.t'ication tor declaa­
Bitication. .Declassitication may not be Dade simpl,y because the :lnto:r­
n:ation is <lit.t'icult to protect or because its protection heretofore ma.y 
have been inad.equateo Below are listed. specific categories ot RES'DU:CTED 
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intormtion which require upgnding to CORFIDENTIAL as well as those 
which mrq be cleclassi.tieclo It should be noted. that all material re­
graded C<llP'IDENTIAL ;l.mnediate~ becomes subject to the han:ll1ng require-. 
menta tar aterial. c4 that classificationo 'When a BES'DUCTED registered 
item ia declaaaitied• it can no longer be registeredo 11' it appeal'S 
desirable, it Q¥ be cop,-l'I.UDbered to .tacilltata local accountingo 

ao Wi!STRICTED ingorg.tio,n requiring p.psmct;ingo 

(1) Intonation 'Which li8JT lead directly to the a­
ploitation o£ one or DDre CJ7Ptos78'tems whether 
c:urrent, planned, or 1n use within the past 5 yearao 
This incllxless 

(a) Any material specit:lcal.ly related to a particular 
ceyptosyate1:1 when the relAtionship is shown 1n the 
publication, col'l'8apondence, or message being zoe­
gradeclo RESTRICTED componants or 'elements 
employed. in a particular cl'7Pf;o-equ:tpnent require 
upgrading 'Whenever their relationship to the 
equiprMtnt. 1a indicated. Specific CZ7Ptoproceclures 
classified .RESTRICTED require upglWling U the 
equipllents or QStems emplo71Dg them are it:lenti.tieclo 

(b) Arrr naterial or intOl'Jation 'Which tends to reveal 
unknown features or principles emWied in c1'7J)to­
..,-stema. 

(c) Ariy' intozma.tion revealing the principle ot &nT 
apecitic cryptosystem it the identity- ot the 
particular cr;yptoaystem is &lao revealed.. 

(2) Aey information pertaining to Ccmlmmications Intel.llgence. 

(3) Into:rmation ot eut.ticient detaU to reveal the C/SF£ 
mission ani function of the National Security Agency 
except in the moat general terms. 

(a) In ita broad outlines, the mission ot this Agency is 
considered Uncl.aasit:l.ecl. 

(b) \'lhenevv any indication of scope is made; e.go • 
number ot personnel, number of equipDenta, overall 
cost ot programs, details ot the relationship 
between this ani other Agencies, organizational 
charts, etc •• a m1n:Snwun clasaitication of CONFI• 
DEN'liAL is requirecl. 
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(4) Information~ sut.ticient detail. to permit associ­
ation ot mtual. holders ot particular er;yptoayatems. 

b. RESTRICTED W01'2llltioa which m R! dec1assifiesh 

(l) Documents, correspoldence, and messages pertaining 
to abaDionecl projects. 

(2) Information pert..Jning to eJ7Pt.oiQ'Btama vbich haw 
been obsolete or detunct tor 5 or more )'e&r&• 

(3) Parts lists not identiti«l with particular cr,ntto­
equiJ.'GII'nta. 

(4) Administrative instructions and proceclurea. 

(5) Personnel aetionso 

c. The tol.l.awing .regracU.nga &bow e:x:ampl ea o£ .impl..-nta.tion of 
this policy& 

(l) Upgtaded to COlmnElf.L'IAL 

(a) RESTRICTED lists of C17PtoholdirJ&s• 

(b) AFSAH 7/11 AFS.\M 499• 

(c) Operating Instru.ction8 £or AFSAM 499, tor AFSAM 36o 

(2) Downgrada:l to Unclase~tied 

(a) IrdiTidual short; titles tranamitted by an:r means 
(unless linked b.r long title or other means to the 
uater:lal to ldlich they pertain)o 

(b) The Cryptographic Equi)Dint Parts Catalogo 

(c) RESTBICTED elements ot SIGFO!' (Converter M-325) 
ald. RES'l'RICT.ED publications, correspomence, ard 
massages perta1n:1:la tbaretoo 

(d) APSAM lOOo 

4• AnT questions regarding implementation ot this policy or re­
quests tar aaeistance in ita interpretation q,y be retarred to ~ia 
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& Evaluation Division. An:! BES'l'RICTED int01"DBtion which does not 
appear to tall. 'UD:ler aey- of the categories irdicatecl in foregoing 
paragzoaphs llB7 also be reterred to ~a & Evaluation Division tor 
assistance in reszoad.ing. 

DISTRIBU'l'IOO: 
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