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NATIONAL SECURITY AGENCY
Washington 25, De Co

2% Noveuwber 1953

OFFICE OF COMMUNICATION SECURITY DIRECTIVE NOe 4=120w5
SUBJECT: Guidance on Regrading of RESTRICTED Materisl

Reference:s D/F from AG dated 20 Hov 53, Subj: Presidential Order
Affecting Security Classification

EFFECTIVE UNTIL RESCINDED OR SUPERSEDED

l. Purpose. - The purpose of this directive is to provide
guidance within the 0ffice of Communication Security concerning the
regrading of RESTRICTED material for which this Office is response
ible. Further guidance will be published as appropriate.

General Policy.

as Effective immediately, the classification "RESTRICTED:
shall not be used on any material originated by the Office of Come
mnication Security.

be Effective 15 December 1953, the statement "Security
Information! shall not be used.

(1) The statement need not be deleted from documents
now under preparstion if those documents are beyond
the moclkup stage even though distribution cannot be
made prior to 15 Decembere

(2) The statement shall not be included on documents
which have not passed the mockup stage in preparation.

ce Publicationg.

(1) BRBach Division and Group shall make a 1list of all
RESTRICTED publications now in preparations This
list shall be submitted to Analysis & Evaluation
Division for review and reclassifications An indie-
cation of priority should be made on the list showing
those items which are scheduled for production within
the next two weeks in oxder that they may receive
first attentlon in review.
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(2) RESTRICTED publications which have already been
completed shall be reviewsd by Analysis & Evalu~
ation Division for determination of regrading in
accordance with the standsxds outlined in para-
graph 3 below.

do Equipment.

(1) Analysis & Evaluation Division shall review all
RESTRICTED COMSEC equipment and shall determine
whether it requires regrading to CONFIDENTIAL or
Unclassifiede Analysis & Evaluation Division will
advise Planning Group as soon as this determination
is mede in order that appropriate action may be
taken in regard to replacement of nameplatese
Analysis & Evaluation Division is responsible for
promlgation of regrading information to holders
pertaining to RESTRICTED equipments and will normelly
do 8o via the madium of changes to operating Ine
structions for those equipments.

(2) Contractge - Each contract under C/SEC cognizance
which involves RESTRICTED equipment, components,
parts, etco, shall be subject to individual review
by the Planning Group Froject Coordinator concernede.

(a) The Security Requirements Check List shall be
used for this review. The RESTRICTED column in
thege checl: lists shall be examined and each
RESTRICTED item shall be regreded on the basis of

the guide provided in paragraph 3.

(b) All doubtful items shall bs earmarked as well as
items for which a regreding to CONFIDENTIAL will
lead to sericus contractural difficulties due to
the clearances or facilities of the contractor
Involvede

(c) Analysis & Evaluation Division will review the
Plarning Group decisions giving special attention
to earmarked items and performing coordination
with Planning Group and other Divisions as neces~
sary during the resolution of each particular case.

2
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{d) As regrading of particular RESTRICTED contracts
is completad, Plamning Group shall promlgate
the information to contractors concerned and
shall inform them of their responsibilities to
regrade the items concerned and any RESTRICTED

correspordence pertaining to those items.

snces - Each Division and Group is responsible
for the reviw of all RESTRICTED correspordence originated by that
Division or Group and shall regrade each item either CONFIDENTIAL or
Unclassified on the basis of the guide provided in paragraph 3. During
the review, the correspondence shall be separated into two categories--
those which are regraded CONFIDENTIAL and those which are declassified.
A listing of each category shall be made, {irst by common addressses,
and chronologically within each common addressee groupinge. These lists
shall be submitted to the AG, (The AG wi)l collate these lists with
those received from other NSA organizations and will promidgate the re-
grading information.)

fa JMesaagegs. - Fach Division and Group is responsible for a
review of all RESTRICTED messages originated by that Division or Group.
The procedure to be followed is similar to that outlined for the
handling of RESTRICTIED correspondence except that date-tims groups are
to be used in the chronological listingse.

NOTE: whenever any message is declassified, the declassification pro=-
cedures outlinad in AFSAG 12104 and elsewhere are to be followed

meti culously o

30 Guide to Regradings — The basic principle to be followed in
regrading RESTRICTED matter pertaining to cryptographic systems is as
followss If the information does pertain directly to cryptographic
matters and if a real justification existed for its having been clas-
sified originally, the need for protection is not altered and upgrading
to CONFIDENTIAL is required unless the original situation has changed.
Since the collection of intelligence is expensive and laborious even
when only minimum securdity protection is given to the information
sought, Justification for declassification cannot be made on the basils
of ticommon knowledge or possible availability of the information else~-

wherees Nor is “contractural expedience’ g valid jJustification for declas~

sification. Declassification may not be made simply because the infore
mation 1s difficult to protect or because its protection heretofore may
have been inadequate. Below are listed specific categories of RESTRICTED
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information which require upgrading to CONFIDENTIAL as well as those
which may be declassifieds It should be noted that all material re-
graded CONFIDENTIAL immediately becomes subjact to the handling require- .
ments for material of that classification. When a RESTRICTED registered
item is declassified, it can no longer be registered. If it appears
desirable, it may be copy-mumbered to facilitate local accounting.

8. RBESTRICTED information requiring upgrading.

(1) Information which may lead directly to the ex-
ploitation of one or more cryptosystems whether
current, planned, or in use within the past 5 years.
This includess

(a) Any material specifically related to a particular
cryptosysten when the relationship is shown in the
publication, correspondence, or message being re-
gradeds BRESTRICTED componsnts or elements
employed in a particular crypto-equipment require
upgrading whenever their relationship to the
equipment is indicated. Specific cryptoprocedures
classified RESTRICTED require upgreding if the
equipments or systems employing them are identified.

(b) Any material or information which tends to reveal
unknown features or principles embodied in crypto-

systemse

(c) Any information revealing the principle of any
specific cryptosystem if the ldentity of the
particular cryptosystem is also revealed.

(2) Any information pertaining to Commnications Intelligence.

(3) Information of sufficient detail to reveal the C/SEC
mission and function of the National Security Agency
except in the most general terms.

(a) In its broad cutlines, the mission of this Agency is
considered Unclassified.

(b) uhenever any indication of scope is made; @.go,
number of personnel, nuuber of squipments, overall
cost of programs, detalls of the relationship
between this and other Agencles, organizational
charts, etc., a minimm classification of CONFI-

DENTIAL is required.
L
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(4) Information of sufficient detail to permit associ-
ation of mtual holders of particular cryptosystemse.

b RESTRICTED informetion which may be declasaified:

(1) Documents, correspondence, and messages pertaining
to abandoned projectse

(2) Information pertaining to cryptosystems which have
been obsolete or defunct for 5 or more years.

(3) Parts lists not identified with perticulsr crypto-
equipmentse.

(4) Administretive instructions and procedures.

(5) Personnel actions,

ce The following regradings show examples of implementation of
this policy:

(1) Upgraded to CONFIDENTIAL
(&) RESTRICTED lists of cryptoholdings.

(b) AFSAM 7/1, AFSAM 499
(c) Operating Instructions for AFSAM 459, for AFSAM 36,
(2) Downgraded to Unclassified

(a) Imiividual short titles transmitied by any means
(unless linked by long title or other means to the
material to which they pertain).

(b) The Cryptographic Equirment Parts Cataloge

(c) RESTRICTED elements of SIGFOY (Converter M-325)
and RESTRICTED publications, correspondence, ard

messages pertaining thereto.
(d) APSAM 100.

e Any questions reganiing inmplementation of this policy or re-
quests for assistance in its interpretation may be referred to Analysis
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& Evaluation Division. Any RESTRICTED information which does not
appear to fall under any of the categories imdicated in foregoing
raregraphs may also be referred to Analysis & Evaluation Division for

assistance in regrading.

Colonel, Us So. Alr Force
Aasistant Director,

Commnication Security

DISTRIBUTION:

Ag, R/D, L0G (2 each)
c/sm, 401, 403 {1 each)
402 (2)
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