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To Kilmhara or HSA c1a .. 1- FRoM AG 
ticatim A.dviao:ey Panel 

(If ani/) 

SECRET 

DATE COMMENT NO. 1 19 Jan 54 
CeooLCampbftll. 60235mt: 

lo Tbe attached 18 a p-opoeed guideline tor ue b7 orig:l.natorw 1n determining 
the cl&u1ticat101'1 of •teri&l.ao It. 1a r.queatecl that the Panel ~ra at~ W. 
u.t vith a n• to giring conourratcee or propoeing IDOCii.tie&tiona and adr!.-1Cla at a 
meeting of t.he Panel to be held Clll 29 Ja.rN&r7 1954 at. 0830 1n S.O. 232B ot Bldgo 19o 

2. Olrlde lince tor C/SFJ; aterial bu not been inolud.to It 1d.ll be torwnled 
Uh1er HJ*I'&te ccmtr u 110011 ae it t. receiTed trail C/SBJ;., 
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-lo Declaaeifi4'!d when 1neloeure itl remoYed. 
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BBeBZ! 

mP. SBCR&:t. comwoao 
1. Special Iatel.JJ.g8D8e pl'GC11lct. 

2. Cl7P~c and other processes pecul:La:r 'to the product4cm 

~ Speatal I:D.telligenceo EO 3.3(h)(2) 
• PL.86-36/50 USC 3605 

a.. Success, progress~ procees! 

0 
Ia.. !raffic Intell1geD.ce invol~ cal.l-dpa Cll' •s•ge headings 

8DCZ'1Pted in codes or ciphea ot high aecarifr7.graMJ~g. 

5. Traffic l:iltell1pnce invol'Villg such COJibiDa:tl.QD (•t'u:l=•> ot 

sepazoate Traffic Intel ugeuce or other secret ~ sources ae pro

duces illtormation whose value ill so gnat that eecn:Q:'ity ot ocmten'b 

\ .. \\\\\\\ .. 

1. MaterJ.al invol.ving aemd.tive collect.:lcm procedures Gr\the 

revelation t4 succeaa against UDilS'Wll..t senait.tve or complez 'tra.Ds

miiJIIiOD procedures and devlces. 

Incl Ill 

SECRET 



e· 

*1.., The deta.Uecl ld.aad.oa o~ •eh COMDrl' orgudatiOD aa a wholeo 

**2., Inst:ructiona t.o proc~ss!Dg aet~v:Ltiea goTellling their pNcess

iDI 1D cletaU and the baftdlJ.q and. aecurS.ty ot their pl'aduotso 

3.. 'l'he existence or art7 peace-time collaboration ill OOMDll' attera 

between US agencies and to~ ageciee exo. tor ur/US oollaborat!al 

which is secret .. 

**4o Certain aspects o~ OOHllll auah aa f'uture plans or hi&h-leYel 

poliorr .. 

vt' 5o Reterences to COJIItll' (icleatifted aa sach) derived. fzoom c~. 

anaqsis ot ene~Q" m1l11ia17 .,..tfllll8 or hi&h gn.cle (except the highest 

grade) during World. War II, proY.ldecl the references can nC$ lead to 

:lnterences as to' the speo:l.tic ant ems :l.nYol:nd. 

? o Detailed reterene• to, aad clescrlptiona of9 ~io 

· aueceas apinst ].ow....grade llilit.a.r,r o~ 11711'81118 clur1rlg ancl 

before World War II., 

EO 3.3(h)(2) 
PL 86-36/50 USC 3605 

* This requires clarification and elaboration .. 
I 

H This is vague., Instructiou or aspect.s 111Q' l"aalge l1"'lll molass:ltied to 

'l'S Code'wbrdo '!'his paragraph :1.s ot no aid whatsoever., 
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SECRET COI:m-TORD - ---

1 'f-r&i'fic Intelligence (incl udl.ng .froe:cy a"9a1lable privec:y ..11¥1 

brevi tq ;vstem.-, 15U.cb a.rs CGDmercia1 codes) e-.xce-t>t whera :!l])eeif'ica.Uy 

assi.f;nP.d to other ca terorJ.ea,. 

ao Traf.fie ana.:cy-sis processee, e:a.cept Glemmltaey principles.) 

hc. SCDIII:U!riesp etc>J, based on Traffic Intell igenceo 

except azs noi.ed 111 p~re.gr·aphs 6 e.Dd 7 unaer Top Secret. 

Codeword. EO 3.3(h)(2) 
PL 86-36/50 USC 3605 

'3.) Special Intelligence speofticall,- assigDfild on the basilr ot 

4. rase notations a.u:l texts intonna.t.icm~ 

* 1 . Stand.ing operati.Dg procedures and instrllCti.f\n liennals govern ... 

ing '1..!10 rt".Spective ca.·.m arganisa:t..iom.t (except instructions to pro= 

ccssiu.g activ:I.Ues eoverning their pro.-:esEr".a.ng in detail am the handling 

\ and s~cun.ty of their tiDal produc-t-s) i) 

H 2 Jiltercept as:ngmne.Dteo 

:>. Detailed intercept and D/F plnns <:!.nd ove-ra~1 t'Jf'eratiom 1 ctrec

ti veness of intercept aDd D/F organil'.a:t1on as a wholi· ~ 

* RN~Ul.rns clarlfica.tion aD1 elaboratJ.on. Some fOP-s are hig}u,. or 

lo...p...r· classt t'ica Lion., This rd gbt ~ suppreased.1 aJld. :~~tll"'el;r J l.& t 

H Ca..•.not. rec{.o,,~i.lP tld.s with SECRFT inasDtuch as Text a (p:u·agra.rn h, 

\U\tlfllr secret ~~odeward) is an iut.egra.l rnrt or 1ntr-roor I# assif,m •t"ntt~ 

&td .1 !J classified Secret Cooeword. 

SECRET 
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4. GeDeral :NfereDCe to t11e tach of ~c aucceas ap:lnn 

J.CII'.-grade m:Uital7 Cl'IPto-.,..,..., dar1Dg aD1 'betmre ltlrld VA" II. 

s. Refe1"811Cea w 1ae CCJD:NT (identifted as saclt deri'Ve4 frca lair· 

poada Jl'lli ta17 C17Pto-vstea c1m-J.z1s world 1111- :a aacl fl'Oil thoae high

grade .,..tams in the ease ot wbidl ~astal 017Ptaal.J'sill bas al1'ea.dJ' 

bee 1"8VUJ.ed by ott1cla1 ac14oD (e.g •• the Ccmgl'eaad.cmal Sll'featlptSoa 

of 'the attack on Pearl. Bebo.r). 

6. Details of 1zoaff1c ~· (DOt 1Jn'ol'ri.Dg hish-&ftda eall-

81gn deC17Ptio11) as appJJ.ed to ....- CCIIIIIl1Diicat1ons dm'1llg Wbrl.d War n. 
7. Descript.ton ot equipalt pecu.J.iar to ill'tezoepii atatio1111. 

* 8. !he broad ou'bliDea ot. !ntfic ~ pi"OCaasesa 

~ H 9.. Reference to ~· as a SOUl"Ce ot !atellf.pDce, 'bll.ii 

exel'Uding details of proceaaee. 

,..... 10. !he liati!Jg ot tJS serrice operated irltercapt ata:~.oDS dealg

rtated either 1:¥ geograph1caJ. loca:td.CII181 ~ 'b7 n....-ical. d..Spat4ca 

(2 or 3101'8)o 

11. Existence of peacet.ba · collaborat4on betlreea the 1S ad m 

( ClCI:A) 1n the CCJ.tm field.. 

*This seems to include •EJaent.ar.r pr1rl.ciples of !/A" U.sted ~ 

Restirictad 111 BSASM II, as well as •intercept, D/F ••• ae soarce ot 

1ntelligencen 'UJider CCIIIt.l.cJent.o 

H Do ve hope to ccmceal. :tact tha-t G17P~ is a soaroe ot :lrl

tel11genca! This ia at laat 1Uil'8aliat1c. 

Hit Bote that DU1n8l"ica1 del!d.gllatlon appeara on Ccmftdenttal. za tn:rf:lo. 

·la.-
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l2o All persoanel. reports• ~v.IJ1a arJd/e Jd.lital'.r• which !d.cate 
... :,,-r .. 1iJ 

authOJlsecl aDd/«- actual atrerJgth b.r job daa!pation or br argard.satloDaJ. 

element title where such dea:lgDation or egmd.u:tf.ODal. el.em8llt U.tla W'GIIld 

indicate detaUa ot the cr,yptolDgJ.o Jd.asl.a. 

u. Codarord appl:l.cab1e to !rattic :rntellipDCtt. 
-
lb.. Carrent :I.Datructioms ~ar torr~a.rd!.Dg prooeued RU Vattic. 

3$. lnt01"JJIatl.on relating to aa. entire 818t811l o£ crJPto1ogieal (B/D) 

equipl1181lt. 

Caoo:DEN!IAL 

* lo Aasoa:l.atioll Ot broad CCHM tunctioDII vith specitlc a.ctiv:ttiea 

aDd OI'Bard.za:td.oDS by :aame (excep-t as prav:lded 'UDder nuon-cJaas!f:l.ed• 

belar)o 

2. Olarts aDd deaarlpt.i.ons of the orgmd.sation ~ USA alii aerdce 

crapto1og:l..c agencleao 

3o n.div1dnal1Dtercept and D/F atatton procblcta and stateamta 

ot aperattcmal. ettectf.veneas. 

b. Asaodation of specif1c phases ol CaaN! ac'tiv.t.tq with tr;p!s 

ot 'UDi'ts. 

S. Intercepted :raw tra.Uic tha:t. shaws DO ev:l.deDca ot procass!Dg 

for Camlf purposes. ~fi6~~~~~~usc 3605 

6~ Reference• in general terms, to iDtiercept. D/FI D aDd MOA 

as aourcaa ot 1tttenigai1Cflo .. .::: 

H Should this be claas1f'1ed! 

SEORET 
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* 8. Ccmtr .-s assigDed to ftZ"lous sources ot 1zatf:lc1 vha uad 

·oat ~ context. 

* 9. EA1 8 possesa1an ~or interest in~ equipJileJit. 

lD. !he term a17Jd.ted State~ a-rmmtcation natel.l1gence Board", 
(abbred.a.ticm •uscma, is unclassit:Led). 

iDg Npcrta and fix reports (:l.e., tuget ~·• eall.-sips• ttp1pect 

aigaala1 • otbe~ eigaal. infannat4on1 bea1'1Dgs and f:lzes), prcwided that DD 

CGII.Pl.SE c'b.allgiDg call.-eign S78tams are 1Dcl.udacl. 

12!' PJ.aiD-text tactical or opera'hioDRl tratric p1'0VJ.da4 that 110 

:interpzoeta.tlo:aa ~ compllat chaDg!ug call•siga QBtas, en«lphered •P 

~ereaces, or results ot advanced tnttic aDa]¥1d,s are incl.udado This 

material shall. include local procedul"al and local gr.td and zcme qstems 

used :tor art1l.ler,r directlon, tactical control aDd moveme'llh o:t front 

line UDits, ear]¥ van:1ng md exercise Of tactical comba-t contro1 ~ 

13ot Trame Intelligence or Spec1al lDtelligence fra ~s ~ 

radar iz'acld.:ng reports and v1na1 observation :repcrlia as fOUDd 1D tactical 

or operatd.oDal tl'atf:Lc, pro'Vided that encdphered a:trcraft t;spe dea1gnatiou 

or interp1"8ta:t.4.ons of complex changing cal1-sign s;rstems are not 1Jacluded~ 

Incluion ~ local grid ~ IIODI!J :rttr8Z'8DC8s1 local. proceduftl codes usecl 

:tor l:a-evity a!ld plain text interspersed with cover words is pam:l.srd.bleo 

~ Spec1a1. Dltelligence .from Waval tactlcaJ. ~ code!!~ 

wha used u l!llleh1 a1ld fraa 3egon codeav 

* Tbis Bhould not be classi:tleclo 

SECRET 
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lSo CCJ!ml co~ng weather 11h1ch :1.8 der!:ved t.Nm ·t.bie ca'fiegclr.r 

source iDcllldae ~ tbat Camll' deac:r.J.bed. 1ll pal"&gr&pba 12 aDd l3 abcmt. 

16o All pe1'80Jm8J. reports, civ.l.l:laa artd/or DELlita171 vh1cJl :llld:Lcate 

authcB-.bld aDl/or 80'baal ag81'1q atNzlgth ill total, ba' Ol'gal.d.sati01181 

el__., short t.ttla or ..,.UOJ., br pr.l.aazy program el..elaent, _. br' 

17o Special purpoae features ot ad exteat of ettort; with CCIIp\\tereo 

l.8o IDto~W:t,ion relat1Dg to iDdlv.ldaal pazots ot cr_ypt,o].ogica1 equip• 

l18l1't (B/D) m:r be 1D thia classif'icaticDo 

]9.,. !he tema •task doll.ar amomts•, n:faDcHng programatr, 8.111 •total 
• :::c------

Jltar 8DIDUiltsn (B/D)o 

20? ~1'JIS llke7 stud,r (11bea DOt related t4 specific ..,..taals), w:l1'ecl · 

whee1 sch:bw, Hagel:l.n machim• isolog, atareolog, depth seazteh, AJ3ER 

p~ ATLAS prognm, ENIGMA macb1ne1 k87 generator, 111tercep't ti:Nt.f.'ic"., 

21. Table ot All.Girances ot an operating oti':f.ceo 

22o Rosten, telephoDe lists, etc., which show DUleS of an emplcvees 

ot aa of£1.c~ together w1 th 1ihe1r phcDe mulber, Z'Oca lliJIPber, locatioJls, azd 
1-fo..., ~wo"'"t CGII•c~.ut ro6i"IV'S .,p,.,.,., wh,e.l-1 ~v~ost" o.f ""J"1,,6 1w:fr .. .,Af;D"1 

U8ipaent" C.::!! VI Ut & ,J,j j,,t "J, t jf. 1 o.t 1.J? 

23~ Werttr~Ce to the term nspec1al code 1I01'dD in COD!I8ctiOD w.lth 

Cl"JP1;01og:J.c act1 vi tleao 

'DNCU.SSIFIED 

1o Jlcm-specif:l.c or JvpGthetical retereDCea to Qomnn1 catf.Oll Dltel-

l.igeuce without arJT association of tba.t fuz1c't:lcm vith specUic act4:vi:t1es 

ad ~-tiODS other tba.n the Nat'l.cmal Secur.ltT AgerJCT u a 1lhole 8lld 

service cryptologic agenc:l.es aa a 'llhole, aDd aasoc!atd.011 ot RSA ld.th the 

N~/1 &<If! VI "'"(,Q be oru ~r~/':1 a .s ron~ f~ un rt, 
e 7 • C 0 IAA WI V. VI I e ~ f, 0"' .Z,, f£'/(,~., t..U-t ? 
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2o Blemarl'fm7 pZ'inc:lplea ot tntf'io aalJ'ala. ldl!tuy cr,nrt-, 

alllll'Sis and cr,yptograpq, 1a prodactd.cm ot ~oral. •tar.l.al 

a1l4 laDpage trainiDg mateJU:t. uaed aii I'Sl Sebocl1.~t 

3.,. All eompilatim~~~ ~ aater!.als in 1iba publ.1e danata used a1i 

ISfl..,.. O'J:b' intormaticm wtd.ah 110111d 1Ddiaate •• .fo1" clasaUS.ed pvposes 

ehcNld be classified. 

* 4. Ident.Uicati.OD vith BSA of ISA athcn ot teobDical. papan • 

•tters alreadl' :Ln the public domairlo 

So Cover DameS assigaed to •llA¢4 ~0 MaC1rJ.Da17ll (RAM) -

'D8ad ou1i ot context;., 

6o !he terms BSA Fiel4 Acti:v1. Far Fast (ISAR). lJSA Field Aca. 

tiv.I.'V Europe (lTSAEUR), IS.lAL ad liiAUlt. tt all are listed together, M.f,t~-r 'j J' Ill 
l•c.,,.,+,l!>w 11 

llbou'l.d be olassi:tied Secret. ...., co""" ,IV r 

To Ci'Vil sem.ce JOb ti-tles aad NSA •CJaaa!flaa.Uon S'talldald8 /,tJA Al""'t 
1,1111 &(6<S':s"l.:h uJ 

8 • Existence ot u4 !Dd:l.v.l.daal. Glllplqreel e mterest 111. CGap'l1tal:'a1 

except aa DOted 1Ulder CclaWcmtialo .. 
9 o SpecitJ.c eompODBats ot equip!Bib 11Ddar I"888UCb.. tt 'WI8 ot 

compcment is no1i revealed. (ll/D) 

10o Mention ot interest :f.n canpv.ter type cf.rcatts, it ., 1Dcll.ca

t1on made ol type ot 117BteiDS :ln which thq are to be uedo 

n,., Report or 1Dspect1on tr.lp to unclaa:red ~ tbat is a ~ 

t:l.w CGDtl"actor, U no meldal.011 ia made ot actual app11catiODII ot compcm.enta. 
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/ 12. Anoalatl.cD ot l!ISJI'IIltb ~. CXHIBC• ~ Bapl1a, 

~Java .. rotara., •• 

• 13, Short Ut:r.aa. (II/D) 

lb. ec.mmlc&t.1cma CS.T.la& a peiOJll • ...-.1• olltazaDa as ~Cl'Jl)to-. . 
lag:l.c•. •CJ'11)tognpb1ctt. 

lS. Project JD1IIIbe:r l1'ld t4tlas 11884 lJ& jutUioation tor purchase 

of •f'Air'.la1s wheD DO teeha1aa1 'U8&ge :1.8 1Peed11eda 

J6., !he tar. liSA•FWPU (tAft) cat 181-N'U (PAC)o 

* llequil'es elab01'atf.an. 

·9-
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