STATEMENT BY THE USCIB COORDINATOR ON USCIB 13/195
{JEASURES FOR THE INCREASED SECUEITY OF COMINT)

1. Thoe Coordinator is in complete eccord with the objestives
sought by the Security Committee, but doas not agree complotely with
the proposed method of sccomplishing them. The nscessity for dividing
COMINT into categoriens is thoroughly recognized if this ean bs accomp-
lished with no loss of source protecsion in the lower castegories.

2. The principal objection to the proposal made in tho report is
that it would decrease the soourity ssfognaris arcund virtuslly every
curpent source of COMINT in bulk without increamsing safeguards around
those sources which are currently produoing an insignificant smount of
so-called "high-level™ GOMINT,

S, The current roport resulted from recommeniations mede ¢o USCIB
by the Coordinator on 22 December 1950 (USCIB 13/134), that a Security
Cammitteos review of sll phasee of COMINT security was warranted by the
necd for inoreased proteation of all COMINT sources. The Cooprdinator
divided the problem of COMINT ascurity into four segnente, two of which
hs ccnglidered to be of prime interest to the Seourity Commitiee; nemoly
(a) format of final producta (in its relation to ravelation of sourcs)
and (b) aceounting control of production of copies and of their dissem~
ination to consumers. Tho Committes report tonches briefly upon the
first of these, but doss not congider the second,

4, The Coordinator believes that the problem will be golwed only
a, Reducing the number of people aware of COMINT operations.

b. Heducing the number of pieces of paper conteining COMINT
and insuring eareful accounting for each,
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¢. Disguising the sourcs of COMINI' wherevexr possible.

4. HMzintaining at leoast curront standards of clesrance and
levels of classificatlion for all categoxies of COMINT sxcept the very
highest, which must be raeised.

¢ Taking edvantage of the opportunities afforded by the pre-
sent fromework ¢o insure effective and sccurs operationsl use of COMINT
in aotiel hostilities.

5. The current report falls short of mecting eny one of theas

Trequirenents,

6. There is no means of guarsnteeing even the curvent flow of
COMINT, This flow certainly ®ill not continue if we relax ocur efforts
4o prevent our enemies from learning what COMINI sourtes we are ox-

ploiting.

7. To cite a pimple but convineing case: The committes recomnends
that plain-text militery messages of a tactical neture (now per-
nisaively considered SECEET CODENORD Traffic Intelligence in an emergoncy)
shall be excluded from special COMINT regulations. If the enumy learns
that we are using thece messages for intelligence, he will begin ensipher-

i ing them, poseibly in e low-grade system., If he learns we are reading

\ ths low-grade aystem, he will begin using more seocure systems. IEventually,
_ 8ll significant traffic would be carriod in the most secure systems, inso-

——

> fer as the enemy's cepabllities pemig.

8, The qussation vhich the Sscurity Conmittec and the intelligense~
agency members of USCIB must declde is whether they desire the continued
flow of CGHINT from all COMINT gources (high-grads, medium~grade, low-
grade, plain text). Evidence is acoumulating thet current security
practices ars inadequate %o protect these sources, and that recent relaxa-

tions of astandards moy be drying up some important souress of COMINT,




8. Tho USCIE Goordinstor bhelieves it poasible to:
8o Revise currsnt formast and ascaunting bpractliess so as <o
provide greater protection to COMINT sourcss.
b. Sirengthen the application of current regulations co as no%
%0 increase the possibility of "loaks."
o, BEstablish stand-by emergency regulations, within current
policies, to insure the most sffsciive cperational use of COM4INT coa-

sistent with good security practices.

10. It 1s therofore rscormended that USCIB rsturn the report %o

the Security Committes with instructions to re-~draft the repoxt so aes to:

as. Bring the security safeguards for the so-called Categordes
"C™® and "D at least up to present standerds.

Y. HNoke specific rscomnendations rogarding the format of all
COMINT profuetes (im its relation to revelation of souree).

G. ke gpecific recomendations regarding sscounting control
of copies of COMINT products, to include provisions for refueing the

number of coples.




