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NATIONAL SECURITY AGENCY 
WASHINGTON 25, D. C. 

Gerial:1604 

GT.IDJ!i.!C"T: Report of Communications Security Violations 

TO: Chief, Army Security Agency 
The Pentagon 

14 Mar 55 

1. Attached is the quarterly (October through December 1954) 
eomJiilation of communications security violations reported to or 
noted by thls Agency which occurred in communications of those 
Army sto.tions which ha.ndle COMINT traffic. You have been notified 
of. com~lP.ted evaluations of possible compro~ses whlch are 
reported herein as violations. 

2. This report is furnished prim~rily for guidance in improv­
ing the security of COMirrT communications. Similar reports are 
for\·'n.rded to Commander, U.S. Air For-::e Security Service and Chief 
of Naval Operations. Upon request, additional copies of this 
report will be provided in sufficient quantity for dissemination 
to those activiti~s under your Command eneuged in crn~NT operations. 

3. Extracts from this quart.erly ournrnary may be classified 
SECRET if the extracts are restricted to lists of violations which 
involve messages classified no higher than SECRET. For example, 
the list of violations committed by o.n activity '\oThlch originates 
messages classified no higher tho.n SECRET ~1y be extracted and 
forwA.rded to that activity ns SECRET material. 1The key list is 
SECRET in classification. 

~. This correspondence ma.y be downeraded to SECRET upon 
removal of Inclo3ure 1. 

FOR THE DIRECTOR: 

C. M. ~ra.;r.ER,Jr. 
Major AGO 
Asst. Adj. Gen. 

2 Incl3: 
1. Cot:lmunil!n.tion::; f' ;curity Viola.tiom; 

by /l.r-riy :Jt~i.iono. (l~o) 
2. Kr.y List of :~rmy Viol·~tton::;.(liO) 

eclassifi ed and a roved for release b 



cc : NSA Europe 
NSA United Kingdom 
NSA Far East 
NSA Al.a.ska. 
NSA Pacific ' 
AG 
C/S 
COMSEC (3) 
S/ASST""""'-
COM 
PROD 
06B 
411 
413 

Serial: 1604 
14 Mar 55 

M/R: This is a compilation ot communications security violAtions committed 
by Army COMINT stations during October 1 November 1 and December, 1954. A 
similar report will be forwarded to CNO and COMDR, USAFSS. ASA furnished 
4o copiea. Internal distributions to be fUrnished a copy of Inc1 1 & 2. 

/s/ J. J. Martin, 4131-11 6o454, pa 1 la 
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eFPe~u~~-~~ Ob'-.A ... b. e 
'f6P SEGH'S':P 

Co:t-1MUNICATIONS SECURITY VIOLATIONS BY .1\RHY STATIONS 

D'l'G TRIGRAPH KEY NO. REMARKS --
USM-3 

OCTOBER 

081216Z BTL 4d Broke on OQGHO vice OQCYO 
101215Z C'lS 4d Broke on NKJIX vice NPJIX 
151600Z DIH 4d Broke on UXMXI vice UCMXI 
260723Z EFL 5 Broke on IXLQC vice MAANR 
300957Z EOO 6 Broke on QCZDD vice QZCDD 

NOVEMBER 

021035Z EUB 4d Broke on TLDHV vj_ce TLDHM 
021122Z I niP 4d Broke on TQLQE vice TQNQE 
03lo40Z AQV 4b Broke on BKUOY vice BJUOY 
041434Z FAL 4d Broke on IJAUK vice IJAUK 
o80720Z C'W 9 Broke using trigraph CBC 
110310'l FNS 4d Broke on S)Q<HO vice SXKHC 
13o608Z EBY 2 Broke on PM rotor arrangement 
13o6o6z ECQ 2 Broke on PM rotor arrangement 
190444z GCY 4d Broke on WIJJA vice UIDJA 
260955Z GSO 4d Broke on OWOC vice OMVOD 
280245Z HOJ 4d Broke on YGKDG vice NGKDG ... . . 

DECEMBER • . • . ..... . . 
o41215Z 41> Brok~' on VSBRH vice VSARH 

. . 
BLC . .. 

o60835Z HSL 4cl Broke on BAAMG vice GAAFG ... .. 
091413Z IAA 9 Broke using trigraph IAJ 
2lo632Z GCX 4b Broke on VYDUX vice VYDVX 
211714Z JCI 4d Broke on YXYGG vice YJYGG .... . ... 
241558Z JRF 9 Broke ,using trigraph JJF • 
250945Z 4b 

. . 
JK7. Broke on DEWPZ vice DTilPZ ... . . . 

271115Z JPG 4d Brolte on TBCHN vice TBXHN 
. . 

271227Z JPQ 4d Broke on RPVlXT vice RPIXT 
292035Z IEP 4c Broke on FEXYV vice FVXYV 
3lo655Z JXJ 4d Broke on WTZON vice WYZON 

USM-4 

OCTOBER 

010002Z OQM 14 Broke using decipher card 
for September 

Ol0045Z OQT 14 Broke using decipher card 
for September 
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~eP S'f.6HE'f 
VIOIAT;r_9_I'IS ( CC'tll, I d ) 

DTG 

010115Z 

o6ohoo-.:. 
l00145Z 
131800Z 
180022Z 
20103<Yl 
211115Z 
211313Z 
21222·~z 

220730Z 
250015:!. 
2"(0003Z 
281520Z 

03J:(45:?, 
05lo40Z. 
051810Z 
141005Z 

032000Z 
2111955Z 

251105Z 
29o815Z 

050515Z 

30 Oct 

"ftUGR•\l'II 

o~x 

PGP 
Q.JR 
QSO 
RDY 
HKN 
HOA. 
Rlv1T 
Rl.fi> 
IWX 
SFG 
SKM 
SPE 

TEB 
TJE 
TKJ 
UGC 

WBL 
XSM 

XTV 
XXP 

AFQ 

KEY NO. REr.ffi.RKS 

USM-4 (Con;t'd) 

OCTOBER (Cent 'd) 

13 

4d 
l~d 
4d 
l~d 
4d 
4d 
4d 
4d 
4d 
l~d 
hh 
4d 

NOVF.MBER 

12a 
4d 
4d 
4d 

DECEMBER 

4d 
17 

4d 
12a. 

USM-5 

OCTOBI::H 

4c 

USM-6 

OCTOBER 

15 

l·tes:>o.e;e indicator derived 
using deciphering procedure 
Broke on BQLOQ vice BQLOS 
Broke on SXPBU vice SXPBR 
Broke on AQPBC vice AQPQC 
Broke on KRdAH vice KRJXF 
Broke on XQIDIG vice XLUHG 
Broke on TEGH\-1 vice OEGHW 
Broke on EHNIV vice ENUIV 
Broke on FYHPW vice FRHPW 
Broke on \ofNLYQ vice WNLYL 
Broke on LTSVT vice LTSJT 
Broke on WRDLP vice WRDMP 
Broke on SHGKG vice NHGKG 

Brolte on DD vice BB 
Broke on TINBI vice TIUBI 
Broke on JJDZF vice .T.TU'l,X 
Broke on WSLZK vice BSLZK 

Broke on DYQAV vice DYDAV 
Random rotor failed at 
counter readings 164 and 385 
Broke on XGWFV vice LFYVR 
Broke on BB vice CC 

Broke on BGYOI vice BCYOI 

Classiried operator chatter 
concerning Cdl'-1H~T_..material 
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'fOf GUCRE'f 
VIOI~i\'l'IONB (Cent 'd) 

DTG 

050001Z 
191652Z 

260?42Z 

010135Z 
012239?, 
02205'{Z 
1918l~5Z 

191955Z 

19203m 

2902)0?. 

1107?3Z 
1£300107.. 
1904?.37.. 

0904177., 
131409Z 
11~195G7J 
16C630', 
.L 901 Ol'lz. 
2102;":!5~ 

210;?ll9/.. 
2619~~0 ~ 
230210:.~ 

06l, 55~. 
0G0135.-. 
1] f)l;25.!. 
110·1 O:JZ 

Inc1 1 

TRIGRAPH 

Af.1N 
DCH 

DVL 

ML 
AFO 
ALK 
AYD 

AYF 

AYG 

13DK 

DBM 
ARB 
1\TU 

RIM 
RYL 
SFF 
AXD 
fl'l'G 
TF'I\. 
'l'KO 
'l13X 
'l'Xll 

tr.',S 
VCD 
VJX 
AIL 

TOP 

KEY no. 

USM-7 

4d 
5 

OCTOB'l!:R 

4c 

NOVEMBER 

4d 
4d 
4d 
1 

1 

1 

4d 

DECEfi.IDER 

4d 
l~d 
4d 

USM-9 

OCTOBER 

4d 
12n. 
l~d 
4d 
9 
hd 
12•t 
l~d 
l~d 

NOVEI·1IW:R 

4d 
4d 
4a 
10 

REMt'\.RKS 

Broke on WQURP vice JQURP 
Sent same message indicator 
for two messages--MOCHZJFMRQ 
Broke on POKEG vice POKEC 

Jh·okc on Hl\XYP vice CAXYP 
Brokt on KSQPS vic:e KSQPJ 
Broke on JOVNG vice JOVNS 
First rotor reversed rather 
than straieht 
Firs~ rotor reversed rather 
than straight 
First rotor reversed rather 
than straight 
Broke on SZJLC vice UZJLC 

Broke on JWTLX vice JWTLT 
Broke on QK'tlTH vice QKWTO 
Broke on NGLRG vice NGLQ.C 

Broke on CSG1~ vice CSGIO 
Brol~e on BB vj ce M 
Broke on <YK.>HT vice OG3A'r 
Broke on DJCFU vice lBIKU 
Broke usinc; trigraph RXG 
Broke on DPG/\~1 vice DPJ.I\M 
Broke on CC vice DD 
Broke on EZION vicP. Ji:7,IOvl 
Broke on CHJI,L vice CIIXLL 

BroltP on XIJiOK vir.e XLH.O.~ 
Broke on DLXNJ vice DI .\NT 
Broke on OBSX';-1 vice OBG:·lX 
Tie used tr i~rn.phic J~cy r;roup AIL 
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'fSP seeru:'f 
VI OL!\'l'I UN:J 

DTG 

131516Z 
131945Z 
140320Z 

l6Q900Z 
260125Z 

021430Z 
090905Z 
190345Z 
220155Z 
250534Z 
300150Z 
310340Z 

091542Z 

161723Z 

o60710z 

030535Z 
o4o6oo~·. 

Incl 1 

fiOpmg"P~~-...._, ......... "-A ..... ... ........... ---

(Cont'd) 

TRIGRJ\PH 

VRL 
VRD 
VTA 

WJ\E 
WZK 

AKK 
BGS 
ZH'tT 
ZOH 
ZWT 
ECL 
EOG 

AlB 
P.·'\.X 

l(gy NO. m;r.HRKS 

tr.J~1-9 (Con'b'd) 

NOVEMBER (Cont'd) 

4b Broke on REFSC vice REFSD 
2 Broke on AM rotor arrangement 
'{ Only four letters in rotor 

alignment group--NPYN 
4d Broke on BNUPQ vice SNUPQ 
12a Broke on BB vice AA 

DECEMBER 

9 Broke using trigraph ANK 
4d Broke on LOATI vice LOATP 
4d Broke on MSRAO vice MSRAD 
4c Broke on ODTIT vice OZTIT 
4d Broke on ZTEHI vice ZXEHI 
12a Broke.on DD vice AA 
7 Omitted traffic type designator 

UGM-36 

DECEMBER 

15 Keyboard operation 

USM-44 

DECEr.ffiER 

15 Keyboard operation 

USM-637 

OCTOBER 

1 Reuse of identical rotor 
arrangement and alignment 

ASA EUROPE 

OCTON:R 

l~c 
l1c 

Broke on GRDKP vice GRDKD 
Drol~e on PZ.TM vice EZTM 
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, 
!fet~ Emet~~ :~ 

VIOJNJ.'I0Nt3 (Cont'tl) 

D1U THTGHl\PIJ KEY no. m:r.t,\RK8 

AG/1. EUROPI~ (Cont'd) 

OCTOBER (Cont'd) 

062030''. CBQ. , ... d Broke on C~GTI~E vice 03TEE 
110358Z __: DDV IJ-1.> Broke on DEJIFF vice DEHFE 
1601 ... 10:!. r·~mi l~d Broke on JF(UIN vice JFQAN 
2122057.. 16 Rotors failed to step 
2512157. HOI' l-1-a Broke on FTNUE vice FTUNE 
2816o6z 16 Malfunction of equipment 
3120007. IES 4b Broke on TCDTZ vice TBIYrZ 
311327Z 16 Malfunction of equipment 

NOVE!IIDER 

220f3l~5Z EZM l-1-d Broke on KWHPG vice KHHPZ 
251430Z GKV 4d Broke on XYBFL vice XYBJL 
302120Z HXF 12o. Broke on CC vice M 
302150'l IIXH 12a Broke on CC vice AA 
302205Z IDCM 12a Broke on CC vice .M 
302215Z HXP 12a Broke on CC vice M 
302225Z HXQ. 12a Broke on CC vice M 
302235Z HXU 12a Broke on CC vice AA 

m::CEt.ffiE:R ... • . 
012255Z 15 KP.ybou.rd operation • • . . 
1811J-35Z 12a. Bro4e on BB vice CC 

..... .. . . . .. 
AS/\. Fr\R 1!".1\GT 

... .. 
OCTOBER .... • ... 

lid 010128Z. II.EZ Broke on U/\.VYC vice UXVYC • . . 
020854Z AXG l~o. Broltc on \-TEGTO vice WETGO ... . . . . . 
021019Z 1\.VO l~a Broke on HXSDV vice HSXDV 
031103Z BQU 4b Broke on OCGJJ vice OCSKJ 
050900Z CHY 4d Broke on FVURB vice 7.RVRB 
o61533Z DVL 4b Broke on Erffi•IC vice EMXt·C 
0'70558Z EGH 4d Broke on LJGEW vice LJEUW 
070928Z E:ND 4b Broke on 07.JHH vice OZJGW 
08120iZ F/\.M 4d Broke on GI~-1/\.I vice GIHSI 
1016~.!5Z GPQ. 4c Broke on NGTUR vice NCTUR' 
1101~15Z liD I 4c Broke on OD1'l~l. vice OVQTZ 
1316017.. JHD he Broke on ONTUG vice ONTQG 
11~003'(7. JRF 6 Broke on HURDE vice t.rrJRDF. 

TOP CJECBET COf.TrpBO! 
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VIOT.,\'l'IUNG {Cont 'd) 

D'l'G 

li-1-0532Z 

ll~o6o4z 

li-1-0~f35Z 
1500117.. 
150254Z 
15C404Z 
170433Z 
210403Z 
211231Z 
212121Z 
221311Z 
231529Z 
2419217.. 
21~1933Z 
252o1nt:. 
270234Z 
271923Z 
280210Z 
200832Z 
281807Z 
290543Z 
290545Z 
301849'l 
310103Z 

011729~ 
03185'(~ 
o40533Z 
081149Z 
092005Z 
l01343Z 
110003?. 
160416Z 
161255Z 

'.rHIGRAPH 

JYH 

J'Z.H 

KAM 

KCll 
KLl'l 
KOL 
KGY 
l..ffiC 
NRE 
OAD 
OIG 
OOH 
PAD 
PNK 
PLC 
QEN 
RJF 
sM,r 
SRT 
SYB 
TLC~ 
TRE 
'l'Rt4 
VNX 
Vi-III 

AJI7, 
BW.. 
cue 
GFB 
HIN 
JMS 
IT~B 

f·fJZ 
r.n.tu 

KEY NO. REHARKG 

ASA FAR EAST (Cont'd) 

OCTOBI!:R (Cont'd) 

11 

11 

11 

4d 
4c 
4d 
4d 
4d 
4d 
4c 
4d 
8 

12b 
4d 
9 
4c 
4d 
4d 
l1-u 
4d 
4c 
4b 
4o. 
l~b 
4d 

NOVF.HBP.R 

l1-d 
l1-d 
2 
4d 
lJ.d 
IJ.c 
l~n. 

12o. 
'( 

Trie;raph blanltcd in AFSAL 
15100 
Trigraph blanked in AFSAL 
15100 
Trigraph blanked in AFSAL 
15100 
Broke on QDXl.fN vice QDXMK 
Broke. on IRDHG vice IRVJIG 
Broke on GEGPL vice GQGPL 
Broke on lliiMiill vice MU.iUU 
Broke on AlvlLKN vice AWLKN 
Broke on UirYKE vice URYKE 
Broke on UXEDU vice UXCDU 
Broke on ACSAH vice AOSAH 
Broke on BXRRO vice NXRRW 
Broke on AA vice BB 
Broke on KFCEM vice KFCMM 
Broke usine; trigraph POC 
Broke on BZPPJ vice PZPPJ 
Broke on ZBCSM vice ZOCSM 
Broke on SVLYK vice SVLHK 
Broke on IGFHQ vice IGHFQ 
Broke pn BJIGXG vice GXGHG 
Broke·on XAZTI vice XAZDI 
Broke on XVTRY vice XUTRY 
Broke on T.TI4IN vice TJNIM 
Broke on NUXAE vice NVXAE 
Broke on KQIIOC vice KQIICC 

Broke on SHLIO vice SWLIM 
Broke on XARCM vice SHRCM 
Broke on PM rotor arrangement 
Broke on LPUTV vice LOZTV 
Broke on IUSJQ vice IUSJG 
Brolm on HZCJC vice HZCJZ 
Droke on ZYUZF vice ZY'l.DF 
Droke on DB vice AA 
Only four letters in rotor 
olie;nmont group--FOAM 
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'fOP ooe'Rtl'f 
VIOL/\'l'IO:NS (Cont 1d) 

DTG 

161619Z 
161815Z 
162013Z 
162141Z 
171251Z 
171801Z 
171937Z 
220833Z 
23o619Z 
23o637Z 
230730Z 
231.{45Z 
25o459Z 

291001Z 
292115Z 
30o851Z 

031821Z 
041325Z 
o6ocl~3z 
121115Z 
151901Z 
160134Z 
161509Z 
190111Z 
191025Z 
200035Z 
201959Z 
210011Z 

210517Z 
231933Z 
250945Z 
29o408Z 

Ql~0005Z 

TRIGRAPH 

MOH 
MQY 
MTS 
MUG 
NHO 
NQF 
NRN 
QWX 
RKR 
RLD 
RLA 
RHZ 
SBZ 

UDA 
UNM 
UPF 

BKQ 
BTQ 
CKP 
GWN 
IDX 
urn 
ILR 
JTP 
KAE 
KI<R 
KSX 
KUN 

LJ\F 
LTO 
MJA 
OWM 

KEY ,NO. REMARKS 

ASA FAR EAST (Cont'd) 

NOVEMBER (Cont 'd) 

4d 
4d 
4b 
4d 
4d 
4a 
4d 
4d 
l.j.d 
4d 
4d 
9 
13 

4d 
4d 

12a 

DECEMBI!:R 

4d 
4d 
4d 
4d 
4d 
4c 
4d 
4d 
4d 
4a 
4d 

13 

6 
4d 
4d 
4d 

501ST CRG 

OCTOBER 

15 

Broke on YQKSA vice BQKSA 
Broke on VMBJG vice GMBJM 
Broke on TJJEF vice UJJEF 
Broke on RTDilt· vic~ RTDIE 
Broke on oiMME vice JMSED 
Broke on NCFXA vice NCXFA 
Broke on FWHIR vice FWHIK 
Broke. on TNFAL vice TNFAJ 
Brbke on YFWUQ vice YJWHQ 
Broke on zrn-lZJ vice \IDWZJ 
Broke on NKMHY vice RKMHY 
Broke using trigraph RPZ 
Message indicator derived 
using deciphering procedure 
Broke on ESRVL vice ESLVL 
Broke on EXUGL vice ZVUGL 
Broke on BB vice AA 

Broke on DRXDA vice DRXDV 
Broke on FPXPJ vice EDXPJ 
Broke ,on LCWNY vice I.CWNZ 
Broke.on JUTKE vice JTUKI 
Broke on FNGPB vice FGVPB 
Broke on GGYIB vice CGYIB 
Broke on GOHAQ vice GOZAQ 
Broke on VUFVL vice VULVL 
Broke an RSZLF vice RSZLL 
Broke on BNLFS vice BNLSF 
Broke on VOFQG vice VOFIG 
Message indicator derived 
using deciphering procedure 
Broke on JXXFR vice JXFFR 
Broke on XKAKD vice XKRKD 
Broke on VVXGR vice VVXGM 
Broke on XHGFE vice LHGFE 

Transmitted clear text tape 
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BE6RE'f ~_H€If_E18-SB 1 e 

1. 

2. 

4. 

6. 

8. 

KEY LIST OF ARMY VIOLr\TIONS 

OCT., NOV., & DEC., 195~ 

ROTOR ARRANGEME~T 

Use for enci~hermcnt of an incorrect rotor arrangement and/or 
alignment. {Reference AFSAG 1262, para 50o6a(l) and/or AFSAG 
1231B para 6002a(2)) 

Use of a rotor arrangement for an inappropriate cryptoperiod, day, 
or month. (Reference AFSAG 1262, para 50o6a(l)) 

Use for encipherment of superseded rotors. 

ROTOR ALIGNME:NT AND MESSAGE IND;ICATOR . . 
Discrepancy between the message rotor alignment resulting from 
decipherment of the message indicator and the message rotor align­
ment actually required to decipher the message, although the latter 
was correctly derived. The discrepancy involves (a) transposition 
of letters, (b) substitution or a letter alphabetically adjacent 
to the correct letter, (c) substitution of a phonetically similar 
letter, or (d) errors in encipherment. 

Identical message indicators appeared on different messages (or ~ 
transmission sections) enciphered on the same machine. Use of the 
message rotor alignment resulting from decipherment of the message 
indicator allowed decipherment of the first but not the second 
message. The message rotor alignment actually used for encipher­
ment of the second message was properly tai\ed to the final align­
ment of the first message. 

Failure to tail previously enciphered message.(Referencc AFSAG 1262, 
para 6o02a( 4) ) 

Omission or addition of one or more letters to the message indicator. 

Decipherment of the message indicator resulted in a message rotor 
alignment identical to the final alignment of the previous message. 
(Reference AFSAG 1262, para 6002a(4)) 

KEY GROUP 

9. The tri~raphic key-group indicator in the messo,ge indicator did not 
correspond to the key group actually used for encipherment. Reuse 
of a key group was not involved. (Reference AFSAG 1262, para 50~b) 

10. Reuse for encipherment of the same key group. (Reference AFSAG 1262, 
pa.ra 6002b ( 4) ) 

11. Use for encipherment of an unauthorized key group. 

Incl 2 ,· 
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SEeftEl'!-

MJ\.CHINE DESIGNATOR MID MULTISWI'mH SE'rr!NG 

12. The machine designator in the message ~ndicator did not correspond 
to the multiswitch setting used for encipherment. The messages 
were (a) correctly enciphered or (b) incorrectly enciphered. 
(Reference AFSAG 1262, para 6002a(l)) 

14. 

ENCIPHER DECIPHER CARD 

Incorrect use of an aRCUS enciphering card to produce a message 
indicator. (Reference AFSAG 1262, para 5005c) 

Use for encipherment or a noneffective aRCUS enciphering card. 

ADDITIONAL VIOLATIONS 

15. Transmission in the clear of classified information. 

16. Transmission of classified information in monoalphabetic substi­
tution cipher. 

17. Transmission of a message in which there was faulty roto~ stepping 
during encipherment. (Reference AFSAG 1262, para 6002a(3)) 

Incl 2 
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