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WDGSS-14 7 December 1945

SUBJECT: Minimizing Adverse Effects of the Joint Congressional
Pearl Harbor Investigation

TO: Chief, Army Security Agency
In accordance with your request of 4 December 1945, there is

submitted herewith a draft of a paper on the subject noted above,
with the recommendation that it be forwarded to G-2 for considera-

tion.
1 Incl WILLIAM F, FRIEDMAN
Rpt - "Pearl Harbor Director of Communications Research

Investigation, Minimizing
Adverse Effects oft
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WDGSS-14 10 December 1945

SUBJECT: Pearl Harbor Investigation, Minimizing Adverse Effects of

TO: Deputy Chief, Military Intelligence Service
Room 2E 800, The Pentagon
Washington 25, D. C.

1, The testimony now being presented before, and the results
being produced by, the Joint Congressional Investigation of the Japan-
ese surprise attack on Pearl Harbor on 7 December 1941, are being
widely publicized throughout the nation and the world, This testi-
mony and the results of the investigation will probably have a very
important direct effect upon our future activities. They may also
effect the War Department as a whole, the Navy Department, the State
Department, and other governmental departments. They may, in fact,
impringe on future Army-Navy relations, as well as United States-
British relations in the communications intelligence field.

2., If certain phases of, or lines of questioning followed in
the investigation are based upon serious misconceptions, misapprehen-
sions, and misunderstandings relating to cryptologic science, as
seems obviously to be the case, then it appears to be important to
try to remove the basis for them insofar as possible, by adopting a
course of action likely to bring a better understanding of the basic
philosophy and techniques upon which cryptologic science rests.,

3. Some of the misconceptions referred to in paragraph 2 are
as follows:

a. That hundreds of messages offered in evidence constitute
documents the availability of which is to be taken as a matter of
normal expectancy; that it should and can be taken for granted that
the solution of cryptograms is something that can be achieved under
all circumstances; that the Army and Navy communications intelligence
services should and can always be expected to be successful in doing
so because it is normal to expect them to do so.

b. That the reason for trying to suppress all the facts
concerning the Pearl Harbor disaster was purely political; that there
was no sound reason, other than political, why all the facts concern-
ing the disaster should not have been disclosed immediately or scon
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after the event; moreover, that even at this late date there is no
reason other than political for withholding certain facts, because
there is no further need for secrecy about any aspects of the disaster;
finally, that no ham whatever can come from a full and complete dis-
closure of all the facts,
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c. That cryptanalytic processing can be conducted on a pro-
duction line assembly basis - the raw material can be inserted at one
end of the line, and finished intelligence emerges at the other.

d. That the solution of the Japanese codes must have been a
relatively simple job, judging from certain of the messages entered
in evidence, such as the Trans-Pacific Telephone messages, the Winds
Code messages, etcs

e. That the Army and the Navy were delinquent in translating
certain messages, and that there were numerous avoidable delays; this
leads to the misconception that the business of solving and translating
cryptograms is now as simple as, or only a little more complicated
than, reading the daily newspaper.

f. That information that might have been sent to the Com-
manders in the field but was withheld was so treated because of serious
agprehensions regarding the security of Army and/or Navy cryptographic
systems.

g. That the Army cryptographic systems are far inferior in
security to the Navy systems.

h. That no code or cipher can hereafter be trusted; that they
can all be read and read quickly by experts; that therefore, apprehen~
sions as to the security of our highest governmental communications
are warranted.

i. That the information derived from communications intelli-
gence was improperly handled before Pearl Harbor, and therefore, it
was probably improperly handled after that disaster, so that the con-
tribution of communications intelligence toward the ultimate victory
must have been quite insignificant.

Jje That a world-wide spy system would produce a greater
quantity of reliable intelligence than communications intelligence
can produce.

k. That the solution of some cryptograms involves slight~of-
hand, legerdemain, mystical processes and guess-work; that one can
never be sure of the validity of the terslation of a cryptogram;
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that the science of cryptanalysis does not rest upon the same secure
foundation that other sciences rest upon, and that therefore, the
validity of the results of cryptanalysis cannot be demonstrated and
proved, as can the results of other scientific work.

1. That building up a staff of cryptanalytic experts is a
simple matter, to be taken as a matter of course because there are
in eivil life experts available in all fields of knowledge, including
cryptography and cryptanalysis.

m. That govermmental cryptanalytic activities during peace-
time can be conducted in the same manner and on the same basis that
all other governmental scientific activities are conducted, whereas,
as a matter of fact, from 1930 to 7 December 1941, the government
itself, by engaging in intercept and cryptanalytic work, conspired
to violate the law by inducing and hiring people to enter upon
activities which are under our present laws criminal offenses, and
which made every member of the communications intelligence services
of the Army and the Navy subject to heavy fines and imprisorment.

If anybody wanted to make a test case, it would have been possible

to prosecute and possibly convict all members of those services during
the period indicated because they themselves did or caused others to
perform the following acts: interception, solution, translation, and
dissemination of the very messages introduced in evidence in this
hearing.

n. That the obtaining of the raw material for cryptanalysis
is an easy matter; that the interception of all radio traffic is an
easy matter; and that the obtaining of cable and wire traffic is to
be taken for granted at all times, whereas, as a matter of fact, it
is decidedly illegal under our present laws to do any one of those
things in peacetime.

L. It is unnecessary here to set forth in detail the facts which
may be adduced to combat the misconceptions listed in paragraph 3.
These facts are well known to those who have had the advantage of daily
contact with the work of and the results obtained by the communications
intelligence services. But these facts are not so well known or clear
to the members of the Joint Committee or to its Counsel, To give them
an opportunity to learn these facts would be conducive to the public
interest. It would obviously not be necessary to spread the facts on
the front pages of the newspapers of the country; but by giving the
Committee and its Counsel a better conception, appreciation, and under-
standing of cryptography and cryptanalysis, it is possible that the
serious danger to the future continuity and success of our communica-
tions intelligence services that will result from a full disclosure
of all the facts may be minimized,




REF ID:A488484

N Qe

WDGSS-14 (10 December 1945)

5. There is an additional reason for "educating" the Committee
and its Counsel, No matter what happens from now on in the Pearl
Harbor investigation, sufficient information concerning cryptanalysis
has already been disclosed to put every government in the world on
guard against the commuiications intelligence services of all other
governments, They are going to look into and improve their crypto-
graphic techniques and methods, with the result that we may now look
forward more or less apprehensively to the time, within a few years,
when our success in the cryptanalytic field will be a glory of the
past. This will be the case unless we are provided with the means
for expanding our research to the extent made necessary by the very
disclosures of the present investigation, Te will need to do more
work than ever before. There are on the Committee members of Congress
who will be in a position to help us obtain the necessary legislation
and funds to support our work. By %educating® them we will help our-
selves,

6. It is therefore recommended that steps be taken as soon as
possible to invite the whole Committee and its Counsel, together with
the new Chief of Staff and the Secretary of War, to visit this station
and to make a tour of its activities for thelr better orientation in
cryptology. And the psychological time to do this is now, not six
months from now. For we could rnot only capitalize on the undoubtedly
good impression which General Marshall will make on the Committee, but
also take advantage of the circumstance that the Counsel of the Com~
mittee now appears to be surfeited with the uninformed line of question-
ing followed by certain members of the Committee.

W. PRESTON CORDERMAN
Brigadier General, USA
Chief, Army Security Agency
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SUBJECTs Minimizing Adverse " {fects of the Joint Congressional Tearl
Herbor Investigetion

TOs Chief; Army Security Agency

In aceordance with your requaest of 4 December 1945, there 1s sub-
mitted herewith a draft of a paper on the subject noted sbove, with
the recommendstion that it be forwarded to G=-2 for consi'eration,

1 Inel WILLIAM F, FRIEDMAN
Ept - "Pearl Herbor Director of Communicctions lLesearch
‘ Investigotion, Minimisging
Ldverse Tffects of"™
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SURTECTs Ponrl Harber Imvesti:ztlon, 'rinising Adverge Rffacts of

TOs Namaty Crief, Wlitary Intelligence Sarviee
Torm 28 200, The “entagon
Mnabingten 75, D, C,

1, The teatinmony now being rresented before, and the results
Yodng rroduced by, the Joint Congrecsional Investigetion of the Japan-
ase srprise at‘ock on Penrl Herbor on 7 Necember 1941, are being
witely nublicised throughout the mation ani the world, This tosti-
mony e the vesultis of the investigntlen will probably have 2 very
Importent 1irect effrct vron our future activities, They may also
offect the "ar Dapartment as a whole, the Navy Departnent, the State
Jepartnent, and other goverrmentel depertments, They may, in fact,

L rinre on future 'my-avy relntions, es well 2g nited Statoge
“ritish roletiong in the corunicsticns intelligence field,

2. 1If certain -h=ses of, or lines of quosticning follewad in
the 11vestigntion nre baped upon serious ~isconceprtions, ~isap;.rahen-
astome, »nd mismderstaniinge relating to cryptoloegie sclencs, as
seoms obviously to be tha caze, then it apnesrs to bse important to
try to remove the basiz for them insofer as possible, by adopting &
course of sction likely to brinz a hettsr underatanding of the haale
vhlloaonhy 2nd technifques npon which cryptologis science rmsta,

3, Some of the migconceptions r=ferred to in peragraph 2 are
25 followss

a, That hundreds of messazes offered in evidence constitute
documents the availsbility of which is to be taken as e matter of
normal expectaneyy that it should and cen He taken for sranted that
the solutimn of cryptorrams is semeibing thet cen ba achieved under
81l ecircumatancesj that the Army and Nevy communications intelligence
gservices should and can alweys be expected to be successfMl In doing
so because it 1s ormal to expect them to do so.

b, Thet the remson for trying to suppress ell the factas
concerning the Pe-rl Harbor disaster waz purely politiocal; that there
was no sound reason, other than politicel, why all the facts concern-
ing the disaster should not have been disclesed imwediately or soon

L
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a&fter the event; moreover, that even at this late date there is no
reason other than political for withholding certain facts, because
there 18 no further need for secrecy about any aspects of the disaster;
finally, that no harm whatever can come from A full and complete dig-
closure of gll the facts,

¢, That eryptanalytic processing can be conducted on & pro-
duetion line assembly basis ~ the raw materisl can be inserted at one
end of the lins, and finished intelligence emerzes =t the other,

d, That ths solution of the Japanese codes must have been n
relatively simple job, judging from certein of the messazes entered
in evidence, such as the trans-Pacific Telephone messases, the "indas
Cole messares, ete,

e, That the frmy and the Navy were delinquent in translating
cortain messares, and that there were mumerons avoidanle delays; this
leads to the misconception that the business of solving and translating
eryptograms is now as simple as, or only a 1litile more complicated
than, reading the deily newspepsr,

f. That informetion that =1isht have been sont‘to the Con-
manders in the field but was withheld wes so treated because of serlous
apprehenaions resarding the seeurity ~f Army and/or Nevy eryptographic
systens,

B, That the Army eryptographie sysiems ere far inforior in
security to the Havy syslens,

h, 7That no ccde or cirher can "ersafter be trusted; that they
can &1l be read and read quickly by experts; that therefore, apprehen-
sions rs to the securiiy of our hishest covernmentsl commmicatlons
are warranted,

i. That the Informetion derived from comminicatiors intelli-
zence was lmproperly handled before Peszrl Harbor, and thernfore, 1t
was probably improperly handled nfter that disester, so that the con-
tribution of communicetions intelligence toward the ultimate vietory
must have been quite insignificant,

Jo Thet s world-wide spy system would produce & greeter
guantity of reliable intelligence than communications intelligence
can produce,

k, That the solution of some cryptogranms involves slight-of-
hand, legzerdemain, mystical processes and puess-works that one can
never he sure of the validity of the translation of a eryptogramg
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thet the seience of eryptanalysis does not rest upon the same seeure
foundetion that other aciences rest upon, and that therefors, the
validity of the results of eryptanalysis cannot he demonstrated and
proved, as can the rasults of other scientific work,

1, Thet building up a staff of cryptanalytic experts is a
simple natter, to be teken as & matter of course becsuse there are
in elvil life experts: evaileble in ell fields of knowledge, ineluding

eryptooraphy snd eryptanslysis,

m, That govermmentsl eryntannlytic ectivities during peace-
time can be conducted ir the same manner snd on the same basis that
2ll other governmental scientific ectivities are conducted, whereas,
as a matter of feet, from 1930 to 7 December 1941, the government
itself, by engaging in intercept and cryptanslytic work, conspired
to violate the law hy indueing snd hiring people tc enter upon
activities which are under our present laws criminsl cffenses, and
which nade every member of the communicertions intelligence services
of the Army »nd the Nevy subject te heevy fines end imprisorment,

If anybody wanted to make a test case, it would have been poa:ible

to prosccute and possibly convict all members of those services during
the paeriod indicrted hecause they therselves did or caused others to
perform the following actas: interception, sclutinn, translation, and
dissemination of the very messaces introduced in evidence in this
heering,

n, Thet the obteining of the raw wmrtrriel for cryptanslysis
fs =h esgy ~rtter; that the interceptiocn of all radio traffic is an
ergy nattery and thst the cobteining of cable 2nd wire treffic is to
be Leken for -ranted 2t sll times, wherees, eg a netter of fact, it
ls decidedly illegsl under our present laws to do any one of throse
things in neacetime,

/s Tt 1s unnecassary here to set forth in detail the facts which
mny e zdduced to comhat the misconcertions listed in perepraph 3,
Thegse facis Aare vel!l !rown to thome who have had the advantere of Jdaily
cont: ot with the work of =nd the results obtained by the comrmnicstions
intelli-ence services, Fut these fects ere not so well ¥Imown or clear
to the members of the Joint Conmittee or to its Counsel, To glve thenm
en opportmity to learn these fzets would be conducive to the public
tnterast, It would obvinusly not be necessary to spread the fects on
the front peges of the newspapers of the countrys but by giving the
Committes snd its Counsel a better conception, aprreeiation, and under-
etanding of eryptogrephy snd eryptenalysis, it is posaible that the
gerious ‘enger to the future continuity an? success of our commnica-
tiong Intellligence gervicea thst wlll result fram a M1l diselosure
of all the lacts may be minimiged,
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5. There l1s an additionsl rnason for "educating® the Comittee
and 1its Counsel, No matter whet happens from now on in the Pearl
Harbor investigetion, sufficient information concerning eryptanalysis
hes alroady been “isclosed to put every govermment in the world en
zuard against the coymaniceationg intelllsence serviees nf 1) other
governments, They are poing to look into and imnrove thair er pto-
graphic techniques and methods, with the result that we msy now look
forward more or less apnrehensively to the time, within a few years,
whan onr gnccesgs in the cryntenalytic fleld will be a glory of the
past, This will ‘e the case unless we are ﬁrnvlﬂed witk the means
for w'ﬂﬁndinw our raganrch t

o f 8 1 Be o wi]l ﬁeod fo 40 more
wor than aver before. There are on the Committes members of Congress
who will be in a position to halp us obtain the necessary ;ggiglggggg
snd funds to support our work, PRy "educating" them wea wlll help our-
srlvee,

6, It is trerefore recormended that steps he *takan as goon as
poszlile to invite the vhole Comaittso znd its Counael, tognather with
the net Chlef of 3taff and the Secretery of 'iar, to visit this station
an! to nmake e tour of Iits activities fer their hetter orientation in
errotology, Ind *ha psycholozical time to do this is s not six
months from now, For we conld not only crpitalire on the undoubtedly
rood im ression ahich Goneral Marshall will mrke on the Cormittes, but
alac teke advantars of the circunstance that the Counsal of the Com=-
mittee now apnears to be surfeited :ith the uninformed line nf o~mestion-
inr folleowed by certain members of the Comittese,

¥, TRESTON COPDERJAN
Bri.adier Genersl, USA
Chief, Army Security MAgency



