e+ e i g B e
. . '

Register N0 18
WAR DEPARTMENT | |

OFFICE OF THE CHIEF SIGNAL OFFICER
WASHINGTON '

THE ZEMMERMANN TELEGRAM
OF JANUARY 16, 1917

AND ITS

CRYPTOGRAPHIC BACKGROUN D

By

WILLIAM F. FRIEDMAN \

Principal Cryptanalyst .
Signal Intelligence Service

and

CHARLES J. MENDELSOIN, Ph. D. 1
Formerly Captain, M. 1. D., G. S.

Declassified and apprdw
Prepared under the direction of the on 11-01-2013 pursua

ed for releasé by NS ‘
tto E.O. 13526

CHIEF SIGNAL OFFICER

is cataloged inthe
| NSA Technical Library

c’-a-/a

DUPLICATE "
A copy of this dvumenti

UNITED STATES
¥ ¢ S
GOVERNMENT PRINTING OFFICE 0 \) /\
11928 . )
WASHINGTON : 1928 \ Pj




- B ANESTER L UNIONYY

N

Nomt Meerage a4, 7y .

Nigh L rar 1 ; AR
Putrony Veuld swiean X m;-‘ o /
wte e elaan X sonice dorunt;

T . .
K| E§ﬂ§ "
G :
TR N \
KD AS A 4
FAST DAY MESSAGE. NFWCOUI CARLTON, paEsiDENE ¥ ////(/

Scad the fulluwing telegram, aubjeet to the terms - 11 ’,’; . ./'_—‘ R ,-J’. ,; —"')]
on back hereol, which ace berehy agreed 1o “ \ . N Ve . . Via Galvestog / i bé I b ';7‘ EAY
. vd -\. o 5 - -Jmta\g
| GERMAN LEGATION  \9 e L :
MEXICO CITY Nt ' § | :

$0- e iy

130 13042 . 13401 8501 115 3528 . 416 17214 8491 11310
3.18147 1g22e 21560 10247 11518 23677 13605 3494 14938
ggeoz 50C5 11311 - 10392 10371 0302 21200 5101 39695
£3571° 17504 . 11200. ' 18276 18101 0317 . 0228 - 17694 . 4473
zz204 -22200 .;19452 ‘21589 67893 5569 . 13918 8958 12137
{335  47g5 4458 5905 17166 13851 4458 17149 14471 6708 ..
1385¢ 12224 0929 14991 7382 15857 67893 " 14218 36477
5e70. 17863 e7ROZ 5870 . 5454 16102 © 15217 22801 17138
S1GCc1 172Ee 7448 R3€38 18222 €716 114331 15021, 23845
aihi 03552  S2CO8 - 21604 4797 9497 2246¢ 20855 4377
23010 12140 22260 5905 © 13347 20420 39680 18732 20007
BI20 Govn 1850%  SZEAE 1340 20049 13330 118205 22205
10439 14814 4178 ( 0992 8784 7e32 7357 6920 5222 11207
21100 21272 934C 9550 . 204f4 15874 18502 18500 15857
2188 Gave 7381 98092  Je12T 13486 9350 9220 78038 14219
5144 2831 . 17920 11347 © 17142, 11264 7667 ~ 7762 15009 9110
10482 97550 3509 . 3670 o a
p _{:“ ;, d\ BEPNSTOPFF.

_\.s_

N ..‘.

Churge Gnr-run l:.mbumv-- ' /

Ly

o]
ey

RS L A TR SR Y

32 S

TR RS PRI i Sy v S T WiE S MR T i L A e e

Rl TN BT "”““"*u‘ .
- .-

Py B L RO s AFTLE T h SemaT

: .
| ‘

Photogruph of the Zinunermunn telegram as fled in Washington by Ambassador Bernstortf for tr: mk‘nuasum to
Mexico City (ef. pages 5, 10, 22),




i
4\‘4.-' . -

4

SO S
)

‘
¥

. ._,h_.;ﬁ_m;_“.
i

THE ZIMMERMANN TELEGRAM OF JANUARY 16, 1917, AND ITS
CRYPTOGRAPHIC BACKGROUND

Among the official cryptograms which have been interceptod and translated by govern-
mental authorities othor than those for whom they were intended, tho most important of all
time, either in war or peace, is undoubtedly the one deciphered by the British Naval Intelligence
which is known to historians as the Zimmermann telegram. In German literature it is referred to
as the Mexico dispatch. This message, in cryptographic form, was sent on January 16, 1917,
by Arthur Zimmermann, then German Minister of Foreign Affairs in Berlin, to Ambassador
von Bernstorfl, at Washington, to be forwarded to German Minister von Eckhardt at Mexico

- City. It read, translated into English, as follows: !

We intend to begin on the first of February unrestricted submarine warfare. We shall endeavor
in spite of this to keep the United States of America neutral. In the event of this not succeeding, we
make Mexico & proposal of alliance on the following basis: make war together, make peace together,
generous finaneial support and an understanding on our part that Mexico is to reconquer the lost terri-
tory in Texas, New Mexico, and Arizona. The settlement in detail is left to you. You will inform
the President of the above most secretly as soon as the outbreak of war with the United States of
America is certain and add the suggestion that he should, on his own initiative, invite Japan to imme-
diate adherence and at the same time mediate between Japan and ourselves. Please call the President’s
attention to the fact that the ruthless employment of our submarines now offers the prospect of com-
pelling England in & few months to make peace.

No account of the stirring episodes leading up to our entry into the World War can be
considered complete without at least a reference to the one in which the Zimmermann telegram
played the leading role. Even those who adhere to the theory that it was the bankers who
pushed us into the conflict on the side of the Allies must mention it; while those who incline
toward the theory that it was the German policy of “frightfulness” on sea and land which

.dragged us in against them give this message even more attention. Although today it would

certainly be too much to say that this cryptogram, through its interception and solution by the
British, and its forwarding by them to President Wilson, was the direct means of bringing us into
the war, nevertheless many an informed person whose memory goes back to the exciting days
when the contents of this sensational message were disclosed in the newspapers of March 1,
1917, would certainly say that had he been asked af that time he would have said at least that
1t was the straw which broke the camel’s back. The importance of this incident is evidenced
by the lengthy comments of prominent officials who were at that time in a position to judge
its significance. The Secretary of State, the Prime Minister of Great Britain, Colonel House,
our Ambassador to Great Britain, and many others, give this telegram a prominent place in
their writings on the World War. For example:

While the Armed Ship Bill was under discussion in Congress another event occurred which eaused
the greatest excitement throughout the country and aroused the people against the German Govern~
ment even mare, I believe, than the announced policy of the submarine ruthlessness. That event was
the publication of the so-called “Zimmermann telegram’ * *  *. Thus the Zimmermann telegram

resulted in unifying public sentiment throughout the United States against Germany, in putting the
people solidly behind the Government and in making war inevitable, if not popular, because the

¥ Papers Relating to the Foreign Relations of the Uniled States, 1917. Bupplement 1, Tﬁe World War, p. 147, U. 8. Government Printing Office
Washington, 1931. ‘This book will hereinafter be referred to as Foreign Relations Series, abbreviated FRS.
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German Government’s sinister intent toward the United States could no longer be doubted. The
“eold-blooded proposition’” of Germany’s Secretary of Foreign Affairs in one day accomplished a change
in sentiment and public opinion which would otherwise have required months to accomplish, TFrom
the time that the telegram was published, or at least from the time that its authenticity was admitted
by its author, the United States’ entry into the war was assured, since it could no longer be doubted
. that it was desired by the American people from Maine to California and from Michigan to Texas?

* * * * . * * *

It {the Zimmermann telegram] roused a great deal of indignation in the States and strongly rein-
., »forced the popular backing for strong measures by the President.?

* * * * * * *
Wilson was waiting for what he called the “overt act’’ before he took further s’ceps against Germany,
. but the possibility of avoiding hostilities daily diminished. * * *
Misguided German diplomacy did its utmost to strengthen the growmg feeling in the United
" States that war with Germany could not be avoided. On February 26, Colonel House was called to
the telephone by Frank Polk and informed that the British Naval Intelligence had received and
* deciphered a sensational telegram from the German Foreign Office to von Eckhardt, the German
Minister in Mexico City. Signed by Zimmermann himself and dated January 16, the telegram
announced the imminence of unrestricted submarine warfare, and instructed the German Minister, in
case of war with the United States, to attempt to arrange a German-Mexican alliance, on the under-

standing that Mexico would be assisted to reconquer New Mexico, Texas, and Arizona. Zimmermann -

further suggested that Carranza should approach Japan.
Mr. Polk fully realized that the publication of this telegram would blow American resentment
‘to a white heat; it would strengthen immensely popular support of the President in any action le
might take against Germany in defense of American rights on the sea. ‘The same thought may have
led the British to pass the deciphered telegram on to Washington,  Wilson himscelf was disturbed and
in doubt as to whether the publication of the telegram would not bring on a erisis he could not control.
House urged immedinte publication, * % * :
The effeet of publication was exactly what had beon anticipated. Many persons naturally raised
. doubts as to the authenticity of the telegram; but Lansing formally assured Congress, and Zimmermann
himself confessed, that it was genuine. Speculation was uncontrolled as to how it had been intereepted:
it was rumored that the messenger had been caught by American guardsmen on the Mexican border;
. that a copy had been taken from von Bernstorff at Halifax; that it was in a mysterious box seized by
the British on the ship which Bernstorfl sailed ons -

. Hendrick,® the biographer of the war-time American Ambassador to Great Britain, Walter
H. Page, says:

VL

The most sensational episode of this period, however, was the publication on March 1 of a telegram
from Dr, Alfred Zimmermann, German Foreign Seeretary, to the German Minister in Mexico, outlining
a scheme for an alliance of Germuny, Japan, and Mexico against the United States, and for the cession
in case of victory, of Texas, New Mexico, and Arizona to Mexico.

[Page’s diary dated March 2, 1917.] The Zimmermann (Berlin) Mexico-Japan bomb burst today,
the Zimmermann telegram to the German Minister in Mexico being in the morning papers. They gave
it out in Washington (apparently) to cause Congress to give the President authority to arm merchant
ships, etc., cte., as he should sce fit, and to use the armed forces of the Natiou to proteet commerce and
life. It had that effcet. An enormous majority in the Mouse last night (nearly 500 to 131 votedin
favor of the resolution. I am curious to sce the effect on the country. I have never sbandoned the
belicf that if the President were really to lead, all the people would follow. Whether he will even now

. lead remains to be seen.  Yesterday I talked to Chinda, the Japanese Ambassador, about this Zimmer-
mann telegram. He thought it a huge joke at first. Today Yeates Thompson confessed that it scemed
to himn a newspaper hoax! Nobody (few pcople surely) yet thoroughly understand the German. This
telegram will go some distanee surcly to instruct the people of the U. 8. A8

* Lansing, Robert, War Memoirs, Bobbs, Merrill & Co., Indinnapolls, 1035, pp. 225 and 232,

3 Lloyd George, David, War Memoirs, p. 534.

¢ The Jutimate Papers of Colonel Ilouse, Iouhton MiMa Co., New York, 1026, p. 451, :

3 Hendrick, Burton J., The Life und Letters of Wauller H. I'age, Doubledny Pugo & Co., New York, 1026, Herelnafter this work will be reforred
to merely as Jlendrick.

¢ Op. cit, vol. 111, pp. 321, 324.
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The acrimonious discussions which the Zimmermann telegram aroused in Congress take
_ up 22 pages in the Congressional Record. Most of the debate deals with a resolution calling -
b upon the President to furnish a formal statement declaring whether or not the telegram as
published in the nowspapers was authentic. Space forbids extensive quotation, and the following
two statements made in tho course of the debate must suffice:”

Me, Tiwoman, ¥ % % Daes not the Sensbor [referring to Sennbor Hitehieoek] rendizo that the
public mind fa nlveady indamed, that (6 e bheon indtnmad by tde publention tho Zhnmormann tele-
wram] like a holt?  Beenuso of that oxcited condition, which wo slhinre, innsinuch as thoe Information
must have procecded from Executive sources, directly or indirectly, it is very essential that we should
have such information as may be necessary to cnable us to mect and, if nccessary, to ond that public
excitcment which is now sweeping all over the country.

* o ow * * * h *

Mr. Syami, «+ *  *  Mr. President, I say that the situntion thus created is far-reaching and
delicate, fraught with very great danger to the peace of the American people. * * *

It was of course natural that question should be raised as to the anuthenticity of the Zim-
mermann telegram.  Senator Tillman [p. 4605} gave voice to his doubts in no uncertain terms:

Mr. President, I want to say one thing before this debate closes.” I think we have wasted a great
deal of valuable time here in discussing o lie—a forgery. I agreed with the Senator from Michigan
[Mr. Smith] this morning when he said it was a forgery. -The reason I think it is a forgery is this:
Who ean concecive of the Japancse consorting with Mexico and the Germans to attack the United
States? Why, Japan hates Germany worse than the devil is said to hate holy water. Japan took
possession of Kiaochow and she is going to hold it. Is it poszible to conceive that Japan will go to war
with the United States in conjunction with Mexico and’ Germany? I think such a proposntlon is
beneath our notlcc

P P O S

‘ " The New York Times Current sttory for the period February 20 to May 15, 1917 deals
‘ thus w1th the Zimmermann telegram:

An important phase growing out of our rupture with Germany and the subsequent drift toward
" war was the uncovering of an anti-American alliance proposed by Germany with Mexico and Japan
in the event the threatened war ensued. * * * The revelation created a profound impression
»v thronghout the country. The immediate effect on Congress was the elimination of practically all
opposition to the proposal then pending to authorize the President to proceed at once to arm American
merchantmen against German submarines; it also crystalized the conviction throughout the country
that the German submarine blockade must be sternly resisted, even though it resulted in a declaration
of war by Germany.

Ambassador von Bernstorff says:?

It has frequently been asserted that the notorions Mexico telegram led to the war with the United

) : ‘ States. I do not believe this is correct. The telegram was used with great success as propaganda
arainst us; but the rupture of diplomatic relations—as I have already pointed out—was, in view of
a4 - . the situation, equivalent in all circumstances to war. I had nothing to do with the Mexico telcgram,

which took me complotely by surprise. It was addressed, in the usual way, direct to the legation in
Mexico, and passed through the Embassy at Washington on the same day on which I received notifi-
cation that the unrestricted U-boat war was to be declared. I had neither the right, nor was it my
duty, to hiold up the telegram although I disapproved of its contents.

On December 13, 1927, Sir Alfred Ewing, who throughout the war was civilian head of the
cryptographic bureau (popularly referred to as “Room 40”) of the British' Naval Intelligence.
Service, delivered an address before the. deburgh Phllosophlcal Instltutlon telhng of the

' Congressional Record, 64th Congress, 2nd Session, vol. LIV, pp. 45605 and 4598, Mar. 1, 1017,
8 yvon Bernstorf, Count Johann, My Three Years in Amertca, Charles Scribn.cr'a Sons, New York, 1920, p. 380 ’.l‘hls work: wlll hereinafter
., berclerred to as Hernsiorf. . Y '
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work of the Bureau. That portion of the published account of his address with which we are
concerned is as follows:®

Besides intercepting naval signals, the cryptographers of Room 40 dealt successfully with much
political cipher. The isolated position of Germany forced her to resort to wireless, and prevented
frequent changes of the code books for confidential communication with correspondents abroad.
There was & voluminous stream of cipher correspondence with German agents in Madrid, and a good deal
with North and South Anierica as well as Constantinople, Athens, Sofia, and other places.  One group of
deciphered messages threw useful light in advance on the Taster Rovolution in Ireland, another group
on the intrigues of the Germans in Persia.

Among the many political messages read by his staff was the notorious Zimmermann telegram,
which was intercepted in the manner described in the third volume of the Page Letters. President
Wilson was then heritating on the brink of war, reluctant to plunge, clinging painfully to the idea of
neutrality which seemed to be almost o part of his religion. The Zimmermunn message, which made
& conditional offer to Mexico of an allinnce against the United States, was deciphered in Room 40,
It was then communicated very confidentially by Lord Balfour to Mr. Page and through Page to
Wilson, and was given by him to the American Press. Its publication was decisive in converting
American opinion to the necessity of war. But the curtain which hid Room 40 remained undisturbed.

And finally in his famous message (which is now known as the “war message’’) delivered
in person before the Congress in joint session on April 2, 1917, President Wilson said:!®

That it (the German Government) means to stir up enemies against us at our very doors the
intercepted note to the German Minister at Mexico is eloquent evidence.

More than enough has been quoted to give an indication of the importance with which the
publication of the Zimmermann telegram must be regarded in connection with a study of the
causes leading to our entry into the war. Indirectly, because the United States is the leading
power on the American Continent, it also helped to bring Argentina, Bolivia, Brazﬂ Cuba,
and Panama into the arms of the Alhes.

So important a cryptographic incident, therefore, warrants a most careful study by historians
as well as by eryptographers, for the story of the incident is replete with suggestions for making
the most of a cryptographic opportunity.

Twenty years have passed since the Zimmermann telegram was blazoned on the front
pages of newspapers throughout the world except, of course, in Germany and Austria. But
the British Government, which was the principal actor in the incident, has still not lifted the
impenetrable curtain of mystery behind which her able cryptographers work, so that we shall
have to draw conclusions from accounts from other sources if we are to study the facts con-
cerning her interception and solution of the famous message. We shall pass over several purely
apochryphal accounts which appem‘ed at the time.!

It is amusing to note, in passing, that one of the reasons why the Kaiser was extremely
cool to Ambassador Bernstorff, who was received by the Kaiser on]y 6 or 7 weeks subsequent
to Bernstor{l’s return to Berhn after the rupture of relations, was the monarch’s belief that the
Zimmermann telegram had beon taken from among the papers wbich Bernstorfl earried with
him on his return home on the Friedrich VIII in February 1917. The ship was detained at
Halifax for 12 days and every nook and cranny was searched. . A box of dispatches which had
been placed aboard the vessel by the Swedish Minister was found by the British authorities and

¢ As reported in The (Edinburgh) Scotsman and The (London) Times for Decomber 14, 1927, Incidentally, the Editor of The Scotsman, in
lauding 8ir Alfred, said of the Zimmermann telegram that it ““was {nstrumontal in bringing Ameriea into the war.*”

19 FRS, pp. 195-203. Also, in his Flag Duy Address on Juno 14, 1917, in citing the numerous provocations which, he explained, forced us into
the war, the Presldent safd: “They tried to incite Moxlco to tuke up arms against us and to draw Jupan Into u hostlle alliance with her—and that
not by fndirection but by direct suggestion from the Forefgn Office (n Berlin.”

1t The most fur-fetched of these was to the efTect that the message was found by four soldlers of Company Q, Flrst Infantry, on the person of
a spy whom they had captured while he was atteinpting to cross the southern horder into Mexlco, near the town of Progress on Fobruary 21, 1917,

Beo The New York Timey Current Ilistory, perlod April 1017-June 1017, vol. XI, Ioven so recent o work as Gunther's Mnside Europe (1936), pp.
92-93, contains a8 wholly erroneous version of the episode.
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the contents of some of them were published. The English papers represented the case as if a
box of dispatches had been taken from Bernstorff. But the Zimmermann note was not among
them.'

The first lifting of the veil of secerecy surrounding the interception and solution of the

- Zirmmermann telegram ocecurred in 1925, when the November issue of World’s Work brought, the

final installment of Hendrick’s The Life and Letters of Walter 1. Page. This account, from
which a passage has already been cited, still forms the principal source of our information on

- the subject. A second account, not so detailed as the first, but containing important data, was

published in 1933 in Lansing’s War Memoirs, also already mentioned. Another account appears
in o book ¥ by a professed German ex-spy. But since it is based almost entirely upon the
Hendrick version, and because there are cogent rcasons for discounting much of the contents of
the book as a whole, it -will be largely disregarded in this paper. In addition to all sources men-
tioned, reference will be made to official records of the Department of State.

The first links in the story may be seen in the following two telegrams: "

)
Lownpon, February 24, 191 7
Rec’d 9a. m.
SECRETARY OF STATE, Washinglon.
5746, February 24.

In about three hours I shall send a telegram of great 1mportance to the President and Secretary

of State.
PAGE.
* * * ' * : * - * »
2
. The Ambassador in Great Britain (Page) to the Secretary of State
' {Telegram]

Lonponw, Febraury 24, 1917—1 p. m.
Rec’d 8:30 p. m.

5747. My 5746, Tebruary 24,8 a. m. TFor the President and the Secretary of State.

Balfour has handed me the text of a cipher telegram from Zimmermann, German Secretary of
State for Foreign Affairs, to the German Minister to Mexico, which was sent via Washington and
relayed by Bernatorff on January 19. You can probably obtain a copy of the text relayed by Bern-
storff from the cable office in Washington. The first group is the number of the telegram !4e, 130, and
the second is 13042, indicating the number of the code used. The last group but two is 97556, which
is Zimmermann’s signature. I shall send you by mail a copy of the cipher text and of the decode into
German and meanwhile I give you the English translation as follows: (Then follows the English text
of the telegram as given above, p. 1.)

The receipt of this information has so greatly excrcised the British Government that they have
lost no time in communicating it to me to transmit to you, in order that our Government may be able
without delay to make such disposition as may be necessary in view of the threatened invasion of our
territory.

Early in the war, the British Government obtained possession of a copy of the German cipher code
used in the above message and have made it their business to obtain copies of Bernstorfi’s cipher
telegrams to Mexico, amongst others, which are sent back to London and deciphered here. This
accounts for their being able to decipher this telegram from the German Government to their repre-

12 Nationalversammlung, 1919.  Unlersuchungeausschuss uber die Weltkricgsverantwortlichkeit. In a series of 15 sessions, from October 21,
1019, to April 14, 1020, a committee appointed by the GQerman Nuatlonal Constituent Assembly to inquire into the responsibility for the war
held hearings in Berlin,  The reports of two subcommittees togother with the stenographic minutes of one of these subcommittees and supplements
thereto have heen translated and published by the Carnegie Endowment for International Peace, as vols. 1 and 2 of Official German Documents
Relaling to the World War. These two volumes nre a veritable mino of important 1nfonnat,ion "They wﬂl herea(tetbereterred to as Gmmm
Hearings. The statement above is taken from p. 311, Vet oLl - L NN

12 von Rintelen, Capt. Franz, The Dark Invader. ‘The Macmillan Co., New York, 1933. \ :

" The first {s taken from Hendrick, vol. I1I, p. 332; the second, from FRS, p. 147. \ - ) L

Hs This is not the number of the telegram, but the code equivalent of the number (8). :




_»+ .. . sentative in Mexico and also for the delay from January 19 until now in their receiving the information.
) This system has hitherto been a jealously guarded secret and is only divulged now to you by the British
Government in view of the extraordinary circumstances and their friendly feeling toward the United
States. They earnestly request that you will keep the source of your information and the British
. QGovernment’s method of obtaining it profoundly secret, but they put no prohibition on the publication
wwr. .. of Zimmermann’s telegram itself, .
wa The copies of this and other telegrams were not obtained in Washington but were bought in Mexico.
I have thanked Balfour for the service his Government has rendered us and suggest that a private
official message of thanks from our Government to him would be beneficial.
I am informed that this information has not yet been given to the Japanese Government, but I
*y .+, - think it not unlikely that when it reaches them thcy may make a public statement on it in order to clear
up their position regarding the United States and prove their good faith to their Allies.

o PAGE.,
.+";.- We shall not concern ourselves with the steps taken by the President and Secretary of

State Lansing, culminating in the publication by the Associated Press of the text of the telegram.
Our interest will be concentrated upon the minute details of the manner in which the message
was intercepted and solved by the British.

The Hendrick account, immediately after the preceding two telegrams quoted above,
continues:

The manner in which the British had acquired this message is disclosed in Page’s telegram. It
was ‘‘bought in Mexico.” That is, the British Secret Service had obtained it evidently from some
approachable person in the Mexican capital—a practice which, it appears from Page’s comumnication,
had been going on for some time. An interesting additional fact is that this is not the only way in
which the British obtained this priceless treasure. The German Government was so determined to
make this Mexican alliance that it did not depend upon a single route for transmitting the Zimmer-
mann message to von Eckhardt, It dispatched it in several other ways. Tor one it used the wireless
route from Nauen, Germany, to Sayville, Long Island.

In the early days of the war, the American Government prohibited the usc of this Sayville line
except under American supervision; how little this prohibition interfered with the Germans is shown
by the use they made of the Long Island station for this, the most fateful message sent to America
during the war. * * ¥ - In the British Admiralty this Nauen-Sayville thoroughfare was known as
the “main line”’; it was the most direct and consequently the one most used for sending German dis-
patches to the United States.

‘Hendrick cites no authority for the statement that the Zimmermann telegram was trans-
mitted by radio from Nauen to Sayville and there is reason to doubt that this was the-case, as
will become apparent when the matter is carefully considered in the light of other evidence.

A few hours after the outbreak of the war the British, who have always recognized the
importance of controlling communication channels as well as sen lanes, took immedinto steps
to isolate Germany {rom tho rest of tho world that lay boyond the oceans, by cutting and diverting
to her own service the two German cables across the Atlantic Ocenn. This left Germany
only indireet channels of communication with hor Ambassador at Washington.  These channols
wore four in number. The first, by rudio between a station in Germany and two stations in
the United States, was known to and suporvised by our Government; the second, by cablo {rom
Gormany via Boerlin, Stockholin, Buenos Aires, Washington, was socrot, and though therve is
positive ovidenco that from the very fiest diys of its use it was known to tho British, it was
unsuspected and unknown to our Government until Jong after wo had entered tho war; the
third, vin Berlin, Copenhagon, Washington, was o very specinl mothod used only oceasionally,
with the knowledge and cooperation of the American State Dopartment; the fourth, involving
the insertion of sceret text in ordinary news dispatches, was a channel which wus of course un-
known to our Governmeont, until long after the war was over, whon it was disclosed by Bern-

——
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storff himself.® Sinco we are not concerned with this channel of communication we shall have
no moro to say about it than is given in footnote 15.

We shall consider first the communications passing by radio between tho German station
at Nauen and one or the othor of two radio stations on United States territory, at Sayville,
Long Island, and Tuckerton, N. J. These stations had been erccted by German cnterprise
for direct communication with Europe; they were, however, partly financed by French capital,
and the legal objections which the French raised immediately upon the outbreak of the war
soon resulted in closing both of them. Later our Government, after long negotiations with
the German Government, took over the stations and exercised a censorship over them. The
steps leading to the imposition of that censorship need not concern us; the fact is that the Ger-
mans were unable to use the stations.until April 1915 and then only under supervision, in
that messages sent by Bernstorfl to Nauen had to be submitted to our censor before they could
be transmitted and messages reccived from Nauen, addressed to Bernstorfl, were carefully scruti-
nized before they were handed over 10 him. The purpose of this censorship was, of course, to
preserve our neutrality. Messages exchanged via these radio stations were, as a rule, sent in
a code known as ‘“Englischer Chiffre Nr. 9972”, two copies of which had been deposited with

~our censor. This is established by the following letter: ¥

KarsErRuicHE DEUTSCHE BOTSCHAFT,
German Embassy, Washington.

Arriv 20, 1915.

The Imperial German Embagsy presents its compliments and has the honor, with reference to
the correspondence with Honorable Robert Lansing in regard to the sending of wireless messages in
cipher by means of the radio stations at Tuckerton and Sayville, to transmit to the United States
Department of State herewith, in two copies, the key to that cipher against kind acquittance for making
further directions. ‘ ) :

(Signed) J. BERNSTORFF.

As stated above, all messages forwarded by radio by Bernstorff had to be sent to our censor
through the State Department and these messages were regularly accompanied by a formal letter
couched in the following terms:

The Imperial German Embassy presents its compliments to the United States Department of
State and has the honor to enclose herewith a wireless cipher message, in duplicate, to the Foreign Office
at Berlin for kind transmission to the Tuckerton station. Duplicate copies of the (plain text) message
are likewise enclosed.

1 Dernstorfl, p. 154: “My roports as a matter of fact were somewhat infrequent and always short, as we had to put all our messages into cipher,
and this was not always possible. In explandtion of the inevitable incompleteness of my communication with the Forelgn Office, I may remark
tltiat the telograms of the Wolff and Trans-Ocean Dureaus were regarded as the main sources of information for either side, and that I made use
of various arrangements of words, to which the Forclgn Office alone had the key, for the purpose of making my own views easlly distinguishable
in these telegrams.” Another intoresting corroboration of the use of this method is to be found in the Hall aflidavit. (Seo footnote 20.) Among
the telegrams accompanying the affidavit is one (p. 122) dated April 3, 1916, from Bernstorff to the Foreign Office. It contains the following para-
graph: .

“For this reason I suggest that the Wolfl Bureau should be Instructed for the present to forward immediately all Klaessig’s telegrams to the
Forelgn Office. It Is advisable that all should be sent, because telegrams going from here are in code, and therefore the recognition signal agrecd
on by us for telegrams intended for you might easily be lost. For motives of economy Klaessig uses the Ritzansche Burcau in (an American town)
for such telegrams, as in this way it is possible to use code with regard to the English censorship.” '

1¢ P, 480, German Hearings. =

17 The Jetter is in the files of the State Department. In handwriting on its lower left hand corner appears the following: “Two cipher books

" handed to Lieutenant Noyes, U. S. Navy, April 20,19015.”” Intelegram 79 dated April 20, 1015, Bernstor(T informed the Forefgn Office that two coples

of Code 9972 wero delivered to the State Departmont. o says (BernstorfT, p. 66): “‘In these negotiations we had to content ourselves with pointing
out that whercas our oncmles could pass on military informntion to thefr Governments by moans of coded cablegrams, we should be confined to the
use of tho wircless stations. Finally wo came to an agreoment with the Amorican Governmont that they shiould have a copy of the code which
we used for the wireless telegrams., In this way their contents were kept socrot from the enomy but not from the Washington Govornment. This
course we only agreed to as a Jast resource as it was not sultable for handling negotistions {n which the American Government was concerned.””.
How nalve Bernstorfl was in respect to his {dea that the messages in Code 9072 were thus kept secret from the enemy will be seen in a short time.
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Thus not only did the United States have the code in which the messages were prepared,
but messages in that code, when sent by Bernstorff to the State Department for transmission,
were accompanied by their plain texts so that the censor could verify the latter if he desired.'®

That the scrutiny of these messages was not a mere formality is attested by the fact that
the files of the State Department show several eases in which the Department held up and refused
to transmit telegrams which, on being examined, were not perfectly clear, or which were even in
slight degree questionable as regards our neutrality. In this connection Bernstorfl says: ¥

As has already been mentioned, all our wireless messages were read by the American Government
departments and it had often occurred that objection had been raised.

On one occasion, upon the very urgent request of the German Ambassador, the Secretary
of State agreed to permit Bernstorff to receive a radio message from Berlin to Tuckerton pre-
pared, not in Code 9972, but in a code of which no copy had been deposited. - This special cir-
cumstance caused Bernstorff to address a letter on January 28, 1917, to William Phillips, then
Under Secretary of State, This letter, found in the files of the State Department, contains the
following paragraph: ‘ ‘ "

I presume that the wireless was addressed and forwarded direct to the Imperial Foreign Office. -

As T have asked for an immediate wireless reply, my Government may answer in the same way and
in a code not decipherable by the Censor at Tuckerton. In a former gomewhat similar case when
by mistake the wrong code was used, the telegrain reaclicd me only after several days’ delay. There-
fore, and as the answer to my yesterday’s message will bo extremely urgent, I should be particularly
grateful to you, if you could, at your carlicst convenience, have the Censor at Tuckerton and at the
Navy Department instructed to let, in this exceptional case, the reply to my message pass as quickly
as poseible, .

It is obvious that if scrutiny of messages had been a mero formality Bernstorff would hardly
have gone to the trouble of begging so humbly for the permission to which roference is made.
Parenthetically it may be stated that if the Germans’ purpose in using a code for these radio
messages was to keep their contents from their enemies, they might well have saved them-
selves all the trouble they took, for Code 9972 was extremely simple in construction and was
solved by the British without difficulty. This is proved by a telegram that appears in a public
record which is replete with valuable information, namely, the documents published by the
German-American Mixed Claims Commission, which was established in 1922, Among these
documents is an aflidavit dated December 28, 1926, by Admiral Sir W. Reginald Hall, wartime
chief of the intelligence department of the British Admiralty.®® This aflidavit is accompanied by
a large number of messages which were intercepted and read by the cryptographic bureau of the
British Admiralty. Among these decoded messages is a translation of one of these Nauen-Sayville
messages accompanied by the following footnote:*!

[British] DeparTMENTAL NoTe.—This is the first message in cipher 9972 which has been read.
This cipher is employed in messages passing between Berlin and the German Embassy, Washington.

In view of the strict supervision that was exercised over this Nauen-Sayville radio route it
appears strange that the Zimmermann telegram should have been transmitted in this way.

-We come now to the second communication channel that was used by the German Govern-
ment to communicate with Bernstorff, the route via Berlin, Stockholm, Buenos Aires, Washing-
ton. This channel was made available by the good offices of the Swedish Foreign Office and its
representatives abroad. Hints as to the use of this channel may be found in Bernstorff. For

18 Of course the convenience of our censor had a part in the selection of a code in the English Innguage. The code, however, was not conmpiled
for that purpose. It was already on hand and had been used for the purpose of trunsmitting English material,
. 19 Bernstorfl, p. 230, ’ ’
1 Herealter the Hall affidavit wlll be referred to as Hall. 1t appears as Claimants’ Exhibit 320 of the doeuments published by the Mixed Clalms
Commission, and is reprinted as Appendix 1 to this paper.
st Hall, p. 85,
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example, on page 65: “We had to fall back exclusively on the wireless stations, when, as fre-
quently happened, we were unable to make use of the circuitous routes via neutral countries.” ¢
Again on page 149: “Telegraphic communication between the German Government and the
Embassy at Washington was carried out by a circuitous route, which made it extremely slow.”

There is in the State Department files a telegram dated September 10, 1917, from American
Ambassador Morris, at Stockholm, to the Sccrotary of State, which reads:

Today had conference with British Minister who informs mo as follows: In tho summer of 1915
when Great Britain sent & commission to Sweden to negotiate regarding importation into Sweden the
Swedish Government protested against Great Britain delaying in London official telegrams addressed
by Swedish Government to Swedish Legation, Washington., British Minister reccived cable instruc-
tions to inform Swedish Government that delay was due to the fact that the British Government was
in posscssion of posilive knowledge 32 that the Swedish Legation, Washington, had transmitted to the
German Government through the Foreign Office Stockholm, message from Count Bernstorff. Swedish
Minister for Foreign Affnirs admitted that such messago had been sent so transmitted but gave Bntlsh
Minister formal assurance that this would not ocour again.

What was the nature of the “positive knowledge’’ that the British Government possessed?

Undoubtedly it was based upon decoded German telegrams, as is evidenced by the following

_ telegram which appears among those in Admiral Hall’s affidavit: %

From BUENOS AIRES
To BERLIN : B. A. 67
(transmitted) 19th June 1915

(6950) and (13040)2a
I. Telegram No. 72 is missing.

IL. Please send cypher telegrams for WASHINGTON in such a way that they can be recyphered
here, otherwise the Swedish facilities for wiring will be compromised and presumably withdrawn from us.
LUXBURG.

Note the date of this message. It is good evidence that the British knew of this method, but

“there is also sufficient additional evidence in Admiral Hall’s affidavit, if one studies the points

between which the telegrams included in the aflidavit were sent, The fact that o large number
of the messages in the Hall affidavit were sent via Stockholm-Buenos Aires, is clear proof that
the British were carefully watching this route and reading the telegrams transmitted over if.

It is quite clear from this evidence and {rom the quotations cited above that Hendrick
places too much emphasis upon the variety of routes which he says the Zimmermann telegram
traveled, as though only this telegram had received special treatment. It is apparent that the
transmission of important messages by more than one route was a usual procedurs with Bern-
storfl. For example, he states: * “With the utmost possible speed I sent the following telegrams
about my interview with Mr. House, by three different routes to Berlin.”

Hendrick says: %

The fact seems to be that the Swedish Court was openly pro-German; that popular opinion in
Sweden similarly inclined to the German side; and, by January, 1917, the Swedish Foreign Office had
become almost an integral part of the German organization. In many capitals German messages
were frequently put in Swedish cipher and sent to Swedish Ministers in other countries and by them
delivered to their German colleagues. Herr Zimmermann, in his desire to make certain that his Mexi-

ot

% Italics ours.

33 Ttalics in original.

1 Hall, p. 68.

e (5950) and (13040)"" {s the British designation of the code used by the Germans insending the message. Code 56950 was an encipherment of
13040, and a messnge sent in that code had, accordingly, to be transposed into code 13040 before it was read. (8ee pp. 4-14 of Mendelsohn, Charles J.,
Studies in German Diplomatic Codes Employed During the World War. Technical Paper of the 8ignal Intelligence Bervice, Washington, 1937.)

3 Bernstorff, .p. 373. X . . . . : Lo o - . -

» Hendrick, vol. ITT, p. 338, S T L ot
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can.telegram should reach Washington, again fell back upon the assistance of his Swedish confreres.

He handed his message to the Swedish Minister to Berlin; this functionary sent it to Stockholm, Sweden;

from this point it was cabled to Buenos Aires, Argentma, and from that eity cabled in turn to Wash-

ington. The journey was a ‘roundabout one, covering about ten thousand miles. - Yet nothing that

was sent through the air or under the sea seemed to escape the watchful attention of the British Naval

-~ Intelligence, and this Swedish mesqage was captured almost at the same moment as that one which was
going by the “main line.”

It is to be noted that according to Hendrick “German messages were frequently put in
Swedish cipher and sent to SwediSsh Ministers * * *” and he implies that the British read
the Swedish code. '
~ Now it would be easy to believe that the British obtained and read messages in Swedish
code, for their intercept service pretty well covered the earth. It is, however, intrinsically
unlikely that the Germans would give the Swedes the text of a message to be put into Swedish
code for transmission. Why reveal their secrets to the Swedish Government? It was so much
easier merely' to ask Stockholm to forward a message in German code—precisely as they asked
the Americans to do it, as we shall soon see. Not only, however, do probabilities point away
from any idea that a Swedish code was used, but we have two pieces of evidence on this matter
the authenticity of which cannot be questioned.

On September 8, 1917, the State Department published the text of three code messages
sent by the German chargé d’Affaires at Buenos Aires to the Foreign Office at Berlin. These
telegrams became notorious as the Luxburg or “sink without trace” messages. They were
furnished by the British, for the American cryptographic bureau had as yet hardly been or-
ganized at that time. The files of the State Department contain several messages in connection
with this episode. Among them is one dated September 18, 1917, to Bell (Secretary, American
Embassy, London) from Harrison (Secretary in the Diplomatic Service, assigned to the Depart-
‘ment, later—1922—Assistant Secretary of State), in which Harrison transmitted the dates and
initial groups of 22 messages sent from the Swedish Foreign Office, Stockholm, to the Swedish
Legation, Buenos Aires and asked: ‘“Please let me know as soon as possible if British authorities

have copies of all these messages, if they have been successfully trested, and if so telegraph con-

tents at earliest possible moment.”  On September 19, Bell replied as follows: “Numbers 4, 5,
11, 16, 17, 18, and 22 are in Swedish code and undecipherable here.”

Moreover, we have a direct statement of the war-time British Cryptographic Bureau on this
point. After America’s entry into the war, the British gave the American Government a partial
copy of the German code known as Code 13040, with directions for its use. These directions con-

. tain the express statements that German messages sent by Swedish officials were in enciphered
German code, i. e., the original code groups were subjected to a process of systematic alteration,
and that the transfer, or retransfer, from Swedish to German hands was made at Buenos Aires.
The method of encipherment employed to disguise the messages upon their transfer was of such
nature as not completely to remove certain resemblances to German -Code 13040. These
resemblances aroused the suspicions of the British cryptographers, and detailed study followed.
Once the nature of the disguise was learned, its usefulness was lost, and the Germans might
have spared themselves the trouble of disguising the code when they gave their messages to
Swedish officials for forwarding.

We have seen that the British Government once informed the Swedish Government that
it was “in posscssion of positive knowledge that the Swedish Legation, Washington, had trans-
mitted to the German Government through the Ioreign Oflice, Stockholm, message from Count
Bernstorff.” That was “in the summoer of 1915.” "The fact that the practice was not stopped
for 2 years or more, though the British must have been fully aware of it, speaks for itself, The
British authorities must have realized soon after this protest, which was no doubt made early in
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the cryptographic war, that the information they were gloaning from the study of these messages
was too valuable to Ioso even taking 1nbo account the fact that the messages were of considerable
use to their encmies. It is more than likely that the information was at lenst as useful to the

British as it was to the Germans thcmsolvcs In some cases thoré is no doubt that it was even
more useful.

Finally, there is another important telegram in the files of the State Depnrtment on this

subject. It is dated September 17, 1917, and was sent by Bell to Harrison. The first para-
graph is of great intevest. It reads as follows:

I am now able to inform you Zimmerman's telegram to Eckhardt instructing him to induce
Mexico to attack us was forwarded through Swedish channels. It had to be sent through Bernstorff
for his information, but as Sweden had given up transmitting German telegrams dircet to the United
States after the British protest in 1915, it was sent through Swedish channcls to Buenos Aires and
there turned over to Luxburg who repeated it to Bernstorff. The latter retransmitted it to Eckhardt.
From Berlin to Bernstorff it went in o code which the British had at that time only partly succeeded
in deciphering and of which Eckhardt had no copy. Bernstorff had to repeat it to Mexico therefore

in another code known to the German Minister there and mcldental]y to the British and it is of this
message that we obtained a copy.

Of certain portions of this telegram we shall have more to say later, as they are of extreme
interest from the cryptographic viewpoint. At this point we shall merely indicate that there
is good reason to believe that the British authorities did not tell Bell the whole story when
they gave him the information which is contained in the foregoing telegram. Who can blame
them for withholding their most precious secrets?

We come now to the third and most interesting of the several channels available to the
German Foreign Office in communicating with Bernstorft in Washington—the Berlin-Copen-

hagen-Washington route used with the cooperation of the American State Department. We
shall quote from the Hendrick narrative: ¢

The German Government forwarded this dispatch to Washington in still another way. Indeed,

- the most remarkable incident in this remarkable transaction remains to be told. Evidently.the Ger-

man Foreign Office feared that transmission by wircless and cable transmission to Buenos Aires—

by grace of the Swedish Government—might fail them. The prohibition the Amecrican Govern-

ment had placed upon the use of wireless from Naven to Sayville, Long Island, might naturally cause

" apprehension as to the delivery of mcessages sent by this route. The cable line from Stockholm to

Buenos Aires and thence to Washington and Mecxico was a roundabout one, and a message trans-
mitted that way might conceivably fail to reach its destination. |

The dispatch of this telegram, however, was at that moment the most important business before

the German Forcign Office and its safe arrival in the city of Mexico must be assured at any cost.

There was one method that was absolutely sure, though the fact that this should have occurred to

Zimmermann must be regarded as one of the most audacious and even reckless strokes of the war,

Humor of any kind the Germans seldom displayed at crises of this sort, yet the mechanism adopted -

to make certain that this plot against the American people would safely land on Bernstorff’s desk
cvinces an unmistakable gift—even though an unconscious one—for the sardonie.

The transaction reflects so seriously upon the methods of the State Department that it would
probably never have seen the light had the Germans not made it public themselves. In 1919-20
the German Constituent Assembly held an elaborate investigation into the responsibility for the war.
In this the Zimmermann tclegram played its part. Among its published documents is & note which
reveals one route by which this document found its way across the Aflantic.?” It says:

“Instructions to Minister von Eckhardt were to be taken by letter by way of Washington

by U-boat on the 15th of January; since the U-boat Deutschland did not start on her outward trip,

- these instructions were attached on January 16th to telegram No. 157, and through the offices
of the American Embassy in Berlin telegraphced to Count Bernstorff by way of the State Depart-

ment in Washington.” .

# Hendrick, vol. ITI, pp. 838-341.

1 Hendrick's foetnote: S8ee Vol. II, p. 1337: **Official German Documents Relatlug to the World War.”” Transiated under tlm supervwlon of
the Carnegic Endowment for Internationnl Peace, [Tbhis work is referred to in the present psper as German Hearings. ]
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What this means is that the German Foreign Office used the American Government as an errand
boy for the transmission of a document that contained a plot against its own territorial integrity. * * *
) The German Government, many times in the course of the war, used the good offices of the Amer-
" ican State Department for transmitting messages to Ambassador Bernstorff. Germany had no cable
* communication with the United States; the wircless was unreliable and not always available; occa-
sionally, therefore, the Germans would request Washington to serve in this capacity. As all such
messages touched England before starting across the Atlantie, the consent of the British Government
was necessary before the favor could be performed. That the British graciously permitted the Ger-
mans to use their cable facilities may possibly have seemed, at the time, an act savoring of the mag-
nanimous; the fact, however, that the British possessed the German cipher and read all these mes-
sages as they sped through England creates the suspicion that they may have regarded this as a way
of obtaining valuable information.

Hendrick makes it appear that obtaining permission to use the American State Depart-
ment facilities was a rather simple matter and that many messages were sent by the State
Department for the Germans in this way, without realization on the part of State Department
officialdom of the possibly serious consequences that might ensue. That this is far from the
truth will appear later. His statement, too, that “As all such messages touched England
before starting across the Atlantic, the consent of the British Government was necessary before
the favor could be performed” is meaningless when one considers the matter. It is obvious
first of all that had the American Government been so naive ss to ask the British Govern-
ment’s consent to such a procedure the latter would certainly have refused. It islikewise obvious
that when Bernstorff wanted to send a code message to the Foreign Office in Berlin, the State
Department could not simply address a telegram to the American Ambassador, Gerard, in plain
language asking him to ‘“Forward the following code message to the German Ioreign Office.”
The British would naturally not pass such messages even though the greatest neutral country
asked such a favor. Such a procedure is not a diplomatic possibility in time of war. If not
in plain language, the forwarding by the State Department of German code messages had to
be done through the intermediacy of State Department code. Assuming that official messages
of the American Government to her ambassadors and ministers in IBurope were not subjected
to any study whatsoover by the British Cryptograpbic Bureau (which is difficult to believe),
it is possible that this practice might not have been detected immediately by the British. But
the manner in which the messages were actually drawn up was such that the discovery of the
practice should and must have been particularly easy if American messages were even hastily
scanned. Here is an example of the plain text of such a message, copied from the files of the
State Department:

Amlegation

Copenhagen .
Forward Berlin
3803

Deliver to German Foreign Office the following message from Ambassador Bernstorff,
(Add German Cipher.)

LANSING.

Lacking a copy of the telegram as actually filed for transmission, the form the code message
took when filed cannot here be indicated; but we have on this point the positive statement of
Mr. David A. Salmon, then as now Chief of the Division of Commmunications and Records.of
the State Department, to the effect that the code groups of the German code message were not
reencoded in State Department code, or changed in any way whatever: they were merely
added to the preamble requesting the forwarding of the message. This preamble was in code—
American State Department code. Now the code groups of the American code were most
commonly in letters, while those of the German code were in figures.®® Furthermore, the

% In a fow cases Btate Department code messages consisted of figure-groups but the latter were Invarlably 5-dlgit groups, while the Qerman
code messages, a8 stoted further on, gonsisted of 3, 4, and 5-digit groups,
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code groups of the German code were characterized by being composed of three, four, and five
digits, whereas in most codes of oven those days all of the code groups uniformly contained five
letters, or five figures.  Henco the subterfuge was sure to be detected almo-* immediately by
tho British.  S6i they made no protest.  Why? The answer must surely be obvious: they
were glad to have access to this lenkage of valuable information, and to lodge a protest would at
once dry it up at the source.

Whereas Hendrick makes it appear that our State Department handled many messages
for the Germans, Lansing in his account of the matter makes it appear as though the trans-
mission of the Zimmerman telegram via State Department channels was an isolated incident,
or at least that this method of communication was placed at the disposal of Bernstorfl only

- toward the end of the period of strained relations. Quoting Lansing: *

At eleven-thirty I went to the White House and for an hour discussed with the President the
substance of the [Zimmermann] telegram and the way to use it. The President said that he had been
wondering how Bernstorfl got the message from Berlin, and that the closing of secret lines of com-
munication with his government made him a little uncertain as to its authenticity.

I told him that I thought it conld be easily explained, my opinion being that it was done in the

_ following manner: During the early part of January Count von Bernstorff, at the instance of Colonel
House, had been laboring with his government to obtain concrete terms of peace. The Ambassador
had complained of his inability to communicate secretly and therefore freely with Berlin, which he
considered essential in order to accomplish his purpose. In view of this reasonable statement we
had consented very reluctantly to send {that is, in a cipher, of which the Department did not have
the key] messages for him through our Embassy.3® This we did several times, permitting the German
Torcign Office to reply in the snme way. On January sevenbeenth an exceptionally long message
(some one thousand groups) came through from Berlin,  On the cighteenth this message was delivered
to the Ambassador. On the nincteenth the telegram from Bernstorff to Mexico was filed. From
these facts I drew the conclusion that in the long sccret message delivered to him on the eighteenth

. “was the message for the German Minister besides other orders as to what to do in case of a severance
of diplomatic relations.?

The President two or three times during the recital of the foregoing exclaimed *“Good Lord!”
and when I had finished said he believed that the deduction as to how Bernstorff received his orders
was correct. He showed much resentment at the German Government for having imposed upon our
kindness in this way and for having made us the innocent agents to advance a conspiracy against
this country.

Careful study of available records shows that while this channel of communication was
used on more than a single occasion, it was used not nearly so frequently as Hendrick implies,
and that its employment was confined to periods of strained relations. The first was on June 2,
1915, shortly after the sinking of the Lusitania, which occurred on May 7, 1915. Of this period
Bornstorff says: #

It is certain that if I had not at this stage of the Lusilania. crisis had my interview with the Presi-
dent, relations would have been broken off and war between the United States and Germany must
incvitably have followed. * * * During our conversation, however, the President offered for the

‘first time to permit me to dispatch a cipher telegram through the State Department, to be sent on
by the American Embassy in Berlin.®

» Lansing, p. 227. .

1 Bracketed matter so in original.

3 A footnoto at this point contains substantially the same matter as is given in our extract from Hendrick given on p. 11, regarding the way
in which the Zimmermann telegram was to have been sent by the submarine Deutschland.

31 Berostorfl, p. 151 and p. 154,

33 This statement is not strictly correct, for thore oxists in the flies of the State Dopartment a letter dntod November 12, 1914, from Bemstora
to Secretary Bryan enclosing a message which Bernstor(f asked Bryan to send to the German Forelgn Office, ‘This message was in the German
code, 13040, and, ns Bernstor(l told Becretary Bryan, asked “instructions from my Government for the purpose of publicly indorsing the Belgian
relief plan.” Attached to the letter is the text of the code message which we have decoded and find to be as described by Bernstorfl. This message,
incidentally, was in the same code (13040) 88 the Zlmmermann telegmm in the (otm in which the latter was forwarded by Bernstorﬂ to Mexloo
City. . L : | L i
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. ‘This initial instance apparently paved the way for several more during the same cnsm,
as is evidenced by Bernstorfl: 3

From this time onwards [that is about July 21, 1915} Mr, Lansing agreed with me that, as a
. regular thing, I should be permitted, whatever negotiations were going on, to send cipher dispatches
to my Government through the channels of the State Department and the American Embassy in

Berlin. It will be remembered that a similar privilege had been'granted me at the time of the Lusitania

incident.

. But, lest one jump to the conclusion that‘t'he State Department was careless in placing
its facilities at the disposal of the Germans and regarded the matter as being without possi-

bility of serious repercussions, let it be noted that Mr. Lansing not only realized the full impli- -

cations of the unusual procedure but also refused to transmit a message on at least one occasion
on the ground that there appeared ‘“to be no particular urgency for the transmission of the
message on account of either of the subjects mentioned.” ¥ It must also be noted that the
State Department transmitted messages not only for the German Government, but also for
the Austrian, as is proved by a telegram dated February 4, 1917, from Lansing to Ambassador
Penfield at Vienna.®®
Despite the questionable propriety of this procedure on the part of our diplomatic officials,
it is easy to understand why President Wilson and Mr. Lansing made the State Department
route available in the circumstances that then existed. For, with their complete control of
cable facilities, the Allies were able to transmit any information they pleased without censor-
ship of any sort by any other Government, while the Central Powers, having no cables, were
forced to use radio, and even then had to submit their messages to a censorship exercised by
foreign powers.
" It may possibly be supposed that the Zimmermann telegram was transmitted by radio

"“"from Nauen direct to Mexico, inasmuch as there was a powerful station at Chapultepec. But
“." the evidence is fairly clear against such an hypothesis. The Chapultepec station was hardly in .

working order by October 1918 as can be seen from the following message:*’

From: Madrid
To: Berlin
No. 1220
Oct. 8, 1918

JATINKE reports from Mexico without date: Clpher telegrams 6 and 7 cannot be deciphered.
Please send thrice each time. A wireless station has been erected. I am now trying to get into
communication with Nauen, * * *.

Ja.hnke was a secret agent of the German Admiralty who worked in tho United States and

Mexico. His telograms were sent by von Eckhardt, the German Minister at Mexico City, to
Buenos Aires for relay to Berlin, While thie foregoing message states that “Jahnke reports
from Mexico without date’’ we can fix the date of the report as not earlier than June 9, 1918,
because cipher telegram No. 7, mentioned in that report as being indecipherable, was sent on
June 9.® While it is possible to imagine that messages might have been transmitted from
Nauen in the hope that they could be heard in Mexico City, yet the fact that as late as the middle
of 1918 Jahnke was evidently having a great deal of trouble in receiving signals (note that ho
asks that signals be sent thrice each time) malkes it extremely unlikely that a year and a half
before then the Germans would have tried to get the Zimmermann telegram to Mexico City
by such an uncertain route.
% Bernstorft, p. 166.

© 8 FRB, pp. 83 and 87,

# FIt8, p, 112, contains the following message: “He (Austrian Ambassador] presonted two messages to be sent through you to his Govornment,
which were forwarded last night in department’s 1619, February 3, 7 p. m,, and 1620, February 3, 8 p. m.  One more messuge, our 1523, February 4,
4 p. m., was sent at his request this morning.”

4 Hall Aftidavit, p. 254.

18 Hall Aflidavit, p. 244,
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We come now to a study of tho code used for tho Zimmoermann telegram itself. The tele-
geadn carricd the number 168 and was appendod to tolegram No. 157 which was sent through
State Depnriment channels® I, thorefore, Incking telograin 158, we could ascertain what
code was used for telegram No. 157 we would hiave at loast n cluo ug to what code was usged for
the Zimmermann telegram.  But even this clue is lacking, for, despite most diligent search, in
which thero was full cooperation from the Chief of the Division of Communications and Records
in the Stato Departinent, we have thus far beon unable to loeato the original of telegram No. 157
in the files of the State Department. Howover, telegram No. 167 was only one of a scries ex-
changed botween the Gorman Torcign Oflice and Bernstorl via the State Department and
fortunately there do e‘ust at least several other messages belonging to this latter series in those
files.®

All these mcssqf*es are of vital importance in a study of the strained relations 1mmcdmtcly
preceding the break between Germany and the United States which formally took place on Febru-
ary 3, 1917, when Bernstor({f was handed his passport. They are all in a code which is known

. as 7500, as was acertained by a study of the messages in question in connection with their plain

texts, as published in the official report of the German heurmgs 400

Smce the Bernstorff messages just mentioned were sent in Code 7500, the probabilities are
very high that telegrams Nos. 157 and 158 were also in Code 7500. But the Zimmermann
telegram as given to Ambassador Page by the British was the decoded version of a message
not in Code 7500 but in Code 13040. This code, 7500, is what is known to eryptographers as a
“two-part’’ or “‘cross-referenced” code. The two parts comprise (1) a set of 10,000 phrases in
alphabetical order and numbered from 0000 to 9999, the numbers being entirely disarranged,
1. e., without any numerical sequence; (2) the same phrases fitted with the same numbers as
before, but this time with the numbers in sequence and the phrases disarranged. The first part,
with' the phrases in alphabetical order, is used for encoding—for sending 8 message; the second
part, with the numbers in sequence, is used for reading a message which has been sent by means
of the numbers. The advantage of a code of this nature is that the identification of any code
group by an outsider will yield no alphabetical clue to the meaning of any other code group
which is numerically in its neighborhood. Thus, 1256 might, in an English code of the kind
described, signily “day,” 1257, “book,”” and 1258, “shoe.” The reconstruction of a code of this
nature by analysis is necessarily a much slower process than the building up of a code book
in which the alphabetical order of the phrases corresponds to the numerical sequence of their
code group equivalents—wherein, for example, 1256 signifies “‘date,” 1257 ‘“‘day,” 1258 “daze,”
éte. R
Code 7500, which as stated was a two-part code, was one of a‘series of such codes which
the Germans employed. The code indicator for one of these codes uniformly consists of two
significant digits followed by two 0’s. The two significant digits always show an arithmetical
difference of 2. A skeleton reconstruction of Code 9700 and one of 5300 are in the Government
files. Code 8600 was used by German officials in South America during the war. Code 6400
also was in use during the war. The existence of a code known' as 4200 was predicted because
of the existence of the others, and was later confirmed from a French source.i® :

Code 13040 was an old German diplomatic code of the partially disarranged type: The
alphabetic vocabulary is broken up into fractions and these again into smaller fractions before

“the numeral code groups are attached. By this process the origina.l alphabetical sequence of

3 German Hearingg, n. 1337, :

10 Some of these messages are Bernstor(l’s Nos. 154 and 166 of November 21; 164 of December 1; 169 of Deceraber 4, 1916; 212 of Janunty 16; 222
of January 21; 228 and 229 of January 23; and 239 of January 27, 1917,

400 See Mendelsohn, Charles J., An Encipherment of the German Diplomatic Code 7500, 'I‘cchnicnl Paper of the Bignal Int.el\igenee Sarviu 1038,

48 See Boucard, Robert. Article in Gringoire, Parls, Feb. 5, 1837, - !
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the words and phrases is only partially destroyed. - In the case of 13040 the method of dividing
the vocabulary into fractions was such as to leave very generous traces of the alphabetical
arrangement and proportionally to facilitate the process of decipherment. Once begun, the
decipherment of such a code becomes progressively easier ns more groups are identified.

" When Ambassador Page sent his telegram containing the English text of the Zimmermann
message, he said:*

I shall send you by mail a copy of the cipher text and of the decode into German

These were sent from London on March 2, but of course could not have reached Washington
in less than a week. In the meantime, still worried about the authenticity of the telegram,
Washington asked for a copy of the German code, as is evidenced by the following telegram:*

WasHINGTON, February 28, 1917—8 p. m.

4493. Your 5747, February 24—1 p. m. Pleasc endeavor to obtain copy of German code from
Mr. Balfour, decode following messages and telegraph translations. All three messages are dated
January 17, signed Bernstorff, and addressed to the German Legations at Bogota, Port-au-Prince,
and Santiago, Chile, respectively.

[Here follow code messages.]

Effort will be made to secure copies of all German cipher messages as far back as possible and if
the Department were in possession of the code there would be a great saving of time and expense.
Contents of messages decoded here would of course be communicated to the British Government. '

Publication of Z[immermann]'s telegram to Mexico tomorrow.

LANSING.
Page replied: #
- Lonxpown, March 1, 1917—11 p. m.
[Received March 2, 12:30 a. m.] :
Your 4493, February 28—8p. m. The three messages were deciphered to-day and are practically
identical. They contain instructions to the three legations to use a certain variation of the ciplier code
when communicating with Berlin. The one to Santiago was to be repeated to other missions in South
America. The question of our having a copy of the code has been taken up, but there appear to be
serious difficulties. I am told actual code would be of no use to us as it was never used straight; but
X with a great number of variations which are known to only one or two experts here. They can not
' be spared to go to America. If you will send me copies of Bfernstorff]'s cipher telegrams, the British
authorities will gladly decipher them as quickly as possible giving me copics as fast as deciphered.
T could telegraph texts or summaries in matters of importance and send the others by pouch. Neither
4. Spring Rice nor Gaunt know anything about this matter.
RERTIRERY ’ PAGE.
“»a Mr. Page’s informant was misinformed or was misleading Mr. Page. The code used is
described by Mr. Page in his original announcement concerning the Zimmermann telegram:*

Led

The first group is the number of the telegram, 130, [sc. in the German numbering aud dating code,
in which the group 130 means “Number 3”; the Zimmermann telegram was therefore message No. 3
from Washington to Mexico City], and the sccond is 13042, indicating the number of the code used,
D The last group but two is 97556, which is Zimmermann’s sxbnut\uc

Thls description tallies exactly with the copy of the telegram as secured by Mr. Polk from
the Washington telegraph office.  (See frontispicce.) The message was in straight uncunciphered
German code, and could be read by any one in possession of both the teleeram and the code
book. Not only was the Zimmermann telegram as sent from Washington to Mexico City in

this unenciphered 13040 code, but a whole multitude of messages between Washington and
Berlin were sent in the same way.

41 Bee message quoted on p. 8,
9 ¥R, p. 152.

9@ FIRB, pp. 167-158,

# Hee tiessago quoted on p. 8,
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Admiral Sir Reginald Hall, in his aflidavit bofore the Mixed Claims Commission, said of
this code (Claimant’s Iixhibit 320, p. 776):

The German cipher book covering this systcm of ciphering is in our posscssion, it having been
captured by the British anthorities in the baggage of a German consul named Wasmuss who was
stationed at Shiraz while Wasmuss was engaged in an endeavor to cut a British oil pipe line.

It scems unlikely that a German consul engaged in an expedition to cut a pipe line should
carry a diplomatic code book in his baggage. Morecover, the British copy of 13040 is frag-
mentary, and gives ovory ovidence of having been gradually reconstructed in a cryptographic
burcau through the decipherment of messages. A glance at the copy given by the British to
the United States after America’s entrance into the war will demonstrate this fact. This copy
contains about half the voecabulary, but is not a transcript of part of the code book, since it
comprises some words and phrases from all the pages. Some of the identifications, too, are
marked doubtful. An actual copy of a code book would certainly not exhibit missing and
doubtful sections.

On the other hand Admiral Hall’s recollection was probably only partly at fu,ult The
British may very well have found in Wasmuss’ baggage not a copy of a code book but a copy of
one or more telegrams with the code text accompanied by the corresponding clear.  From this
start they would then proceed to build up the code book. As already indicated, the nature of
the structure of Code 13040 is such that a comparatively small amount of decoded material
together with a number of telegrams in code will enable skilled cryptographers to reconstruct
the book.

How did the British obtain the 13040 version of the Zimmermann Telegram? Page was
told that it was “* * * bought in Mexico.” While the British, for obvious reasons,
insisted upon the Mexican source of the message, we may have our own opinion as to whether

or not they procured another copy from the ﬁles of the Western Union Telegraph Office in .

Washington.

The following questlons now may be raised with the hope of finding accurate answers:
Why was the Zimmermann telegram originally sent from Berlin to Washington in Code 7500
and not in Code 13040? What routes were really used for its transmission? If several routes
were really used, when did the telegram first reach Bernstorff? Why did Bernstorfl forward it
in another code? When did the British first intercept the message, if it was sent by more than
onc route? Were they able to decode it at once, and if so, why did they wait more than a month
before comimunicating its contents to Ambassador Page for forwarding to Washington? And
which version did the British Government hand Page, the one in Code 7500 or the one in Code
13040? The answers to these questions are vital points in this study.

The Zimmermann telegram was prepared originally in German code 7500 because that was
the code employed for these special communications between the German Foreign Office and
Bernstorff for direct communication via State Department channels at the time in question.
The German hearings contain extremely interesting testimony on this point, for the Zimmermann
telegram episode was discussed with some detail at those hearings, and the printed record con-
tains sufficiently interesting testimony on the circumstances surrounding the disclosure of the
text of the telegram to warrant quotation

Delegate Dr. SLHUCKING Was there—and this‘is a much more important maticr—an investi-
galion into the fatc of the Mexican dispatches?

Witness Count V. BernsTorrr. Yes, an investigation did take place in that instance.
Delegate Dr. ScuﬂcxxNe And what was the result of this investigation, 80 fur as your activities
came into question? .

% German Hearings, pp. 313-315; 478-481.
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", 4 Witness Gount V. BerwsTorrr. 8o far as I know, no result was accomplished by the investi-
gation. But subsequeutly I came to have no doubt upon the point that all our dispatches were deceoded
by the British and placed at the disposal of the Americans.
ao t . Expert Dr. Bonn. By this, you mean to say that this dispatch was caught between Germany and
: + " the United States, and that the decoding was not the result of transmitting thc, message to Mc“co from
the United States by land?
B Witness Count V. Bernsronrr. According to what I learned later, T assume that the British
.= decoded all the telegrams which came over the English cables.
Expert Dr. BonN. We shall have to go into this matter more “caref ully later on.
v * The Cuamrman. Yes, but for the present we will close the matter here with this.-
T Delegate Dr. SpanN, Secretary of State Zimmermann will give us information later concerning
v " the question of the box.#*s The statement which we have received from him on the pomt differs
5. ...  .from yours, your Excellency. But he will tell us about it himself. .
So far as concerns the dispaich to Carranza, the complaint has been made that there was no
_change of code, and that the old eipher was used, which had been known for a long while; that it was in
this way possible for the dispateh to be decoded. How about this?
Witness Count V. BErnNsTORFF. Naturally, the code was changed much less during war time than
<1 was otherwise the case, but that was due to the fact that it was impossible to send us new ciphers. 14
. The last time I received new ciphers was by way of the U-boat Dewtschland. * * * Twice, on
both the trips of the U-boat Deutschland I was sent new ciphers.¥ '

i * * Lk * * * o * *

N Expert Dr. Hogrzscu. May I be pcrmxtted at this’ pomt to ask a questxon concerning the cxphers
- and cipher keys?
The Cuamman. That would seem to be connected with the point at issue, and in any event we
shall hardly have an opportunity later on to go into it.
BT Expert Dr. Horrzscr. I would like to ask Count Bernstorff to make us a brief statement covering
. ~. the use of the ciphers, the key to the ciphers, etc. It is well known that complaints have been made in
- ;.. respect to the use of the cipher. The Count said something with regard to the matter during the
first session. _ '
Witness Count V. Bernsrorrr. It is readily understood that, under the conditions which I have
described, the ciphers were not changed as often as would have been the case under normal conditions.
"o+ In all probability, if communications had not been interrupted, we would have received new ciphers
i..1 . every month or every other month, so that they could not have been compromised so easily. To the
-extent that my memory serves me, the only occasions upon which we reccived new ciphers were on the
two trips of the Deutschland. To the extent that it was possible to do so, we operated the available
ciphers by means of keys; but T learned later, as I already stated in giving my first testimony, that the
British deciphered all our telegrams.
Ao Expert Dr. Hogrzsch. How do you explain the fact that the English were able to get such a
- ~ knowledge of them? .
Witness Count V. BERNBTORFF. I am no cipher e\:pert but the cipher experts now state that
there is absolutely no cipher which they cannot decipher, -1 do not know how right they arc in this,
but, in any event, the experts say that there is absolutely no eipher which they eannot decipher, provided
- they have before them a sufficient number of telegrams.,  And this result, particularly in the case of
R the United States, was probably due to the fact that cirenmstances were such as to foree us to make
.. 1.+ use of an extraordinarily large number of ciphered messages, and we often sent our reports and tele-
. grams in double or triple form, in the hope that in some way they should recach Germany. Conse-
quently, the British must have had an enormous amount of material in the way of cipher dispatches
of ours, and in this way it was possible for them to break down our various ciphers.
Expert Dr. Honrzscn. So that, according to your conviction, the question of treachery or care-
lessness is not involved in the matter?
Witness Count V. Berngronrr. I can state under oath that I do not belicve that there wus any
treachery or negligence.

e The word b’ has refsrence 1o the dispateh hox which the British found and selzed on the hunt on shich Bernstorf! retnrnen Lo Germany
st searragira 1l :l:t«luln&”" pefetlomy; Ry 40

8 Frer o Vs Lty wotes s 32 lisbagesediogin. ) bk gitsitisne i gshingth Vhe gnefis e fooan Vasaliielnis bi fAutenn 510 ity i ifigfit i i
frous Beshin Ly Ww)uugtun Why the Guersan Goyensuenl did uul chisge Ve sudu from Wushinglon te Miesiog Uily senaing » Fisplle, he
border wus not carefully gusrded even after we entered Lthe war.

41 On its first voyaye, the Deutschland docked at Norfolkk on July 9, 1918, on its second voyuge, at New London un Novomber 1, 1916,
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A study of available messages, exchanged between Bornstorﬂ? and the Foreign Office in
Berlin during the pertod of qtrmncd roln,tmns indicates that Code 7500 was one of the two received

by Bernstorll via the Deutschland, and this code was apparently reserved for messages of the .

highest importance. Code 13040 was nevertheless used concurrently with Code 7500 as well as
with other codes. Code 13040 was very old; in fact it used the old German orthography and
whereas it contained words like “velociped” it failed to list such a word as “U-Boot,” except
in a supplement, and was not sufficiently up-to-date for foreign communications.

As to the routes really used for the transmission of the Zimmermann telegram, all the evi-
dence thus lar cited indicates that two routes were certainly employed, even if the wireless was
not used. The first was the State Department route, and it is clear that the telegram was sent
on Jeanuary 16, 1917, via that channel. The second route, according to the statement contained
in the cablegram from Bell to Harrison quoted above (p. 11), was via Swedish channels, and since
Bell told Harrison that the British had succeeded only partially in decoding the message, it may
be assumed that it too was in Code 7500. If the wireless was used, the same code was almost
certainly used. The British in the fall of 1917 apparently saw no harm in telling Bell that the
Germans had employed Swedish channels for the Zimmermann message because the subject
of the moment was the famous Luxburg “sink without trace’” message which had been sent via
those same channels. However, Bell was not told that the British had intercepted the Zimmer-
mann telegram sent via State Department channels for reasons which will presently become
clear.

The British undoubtedly intercepted the State Department message which served, so to
spealk, as the envelope for the Zimmermann telegram, on January 16, 1917, or, at the latest, the
next day. Were they able to decode the German code text contained within the State Depart-
ment’s message? The answer to this question is of great cryptographic interest. They were
able to read it—but only partially. The evidence for this is fairly clear cut. Not only have we
the Bell to Harrison cablegram referred to above, which specifically states that “from Berlin
to Bernstorff it went in a code which the Britisb had at that time only partly succeeded in
dec:phenng,” but we may also note some corroborative evxdenco for this statement in Hendrick’s
version reading as follows:* :

On the 16th of January 1917, the ever-watchful ears of the Bntxsh wirelces operators detected
the characteristic spluttering which informed them that another German message was speeding through
.the air. When decoded, the British found that they possessed tlus gsomewhat disjointed but still
extremcly valuable document:

“Zimmermann to Bernstorff for Eckhardt W. 158.0

“IGTH JANUARY, 1917.

“Most sceret for your Excellency s personal information and to be handed on to the Impenal
Minister in ? Mexico with Tel. No.1 * * * by a safe route.

“We purpose to begin on the lst February unrestricted submarine warfare. In doing so,
however, we shall endcavor to keep America neutral. * * * 7 If we should not (succeed in
doing go) we propose to (? Mexico) an alliance upon the followmg basis:

“(joint) conduct of the war
“(joint) conclusion of pence.

“Your Exccllency should for the present inform the President scerctly (that we expeet) war
with the U, 8. A, (pogaibly) (* * * Japan) and at the same time to nogolinte between us and
Japan * * * (Indecipherable sentenco meaning please tell the President) that * % #
our submarincs * * * will compel England to peace in a fow months. Acknowledge receipt.

" . ZIMMERMANN.”

8 Hendrick, vol. III, p. 338,
40 In Admiral Hall’s sfidavit it is explained that in the British files a letter followed by a number indicated the point of origin and serfal number

of the measage. *“B 120,” for example, means Berlin’s message No. 120 to a given destination, While the number “168” {8 correct, as the gerfal num-
ber of the Zimmermann telegram the “W* [i. ., Washingbon] preceding it 1s an error, aqd should read ‘jB"_f ;I5 °., ‘IVSerlm.]. v S

R e e i

A4 115191 § T e TS e KR



20

“This somewhat confused message gives an idea of the difficulty of picking up wireless symbols
.. sent across the Atlantic—at that time—in midwinter. But there is a conspicuous discrepancy between
“this telegram and the more complete and finished one sent to Bernstorfl by way of thé¢ Washington
eable office and by him relayed to the city of Mexico. The plan for dismembering the United States
and making President Carranza a free gift of Texas, New Mexico, and Arizona does not appear in it.
Whether this omission was the result of defective wireless work or has another explanation is not yet
! clear.

We have reason to doubt that the Zimmermann telegranr was sent by radio. When one
examines the text of the message as given by Hendrick and compares it with the German text
of the original Zimmermann telegram as published in the German hearings one sees immediately
that this partially decoded text quoted by Hendrick is that of the original Zimmermann telegram
as prepared in Code 7500 and transmitted via State Department channels. The “give away”’
is contained in the opening sentence to the message: “Most secret; for Your Excellency’s per-
sonal information and to be handed on to the Imperinl Minister * * *  This forms the
preamble to the actual Zimmermann telegram as it left the German Foreign Office. It is natu-
rally not contained in the version which Bernstorfl sent to von Eckhardt in German Code 13040
and which the British obtained in Mexico. The lacunae in the first solution obtained by the
British are there because the British had only partially succeeded in reconstructing Code 7500.
Hendrick, specifically calling attention to the omission of the plan for dismembering the United
States and making President Carranza a gift of Texas, New Mexico, and Arizona, raises the
question as to whether this omission was the result of defective wireless work or has another
explanation. Doos he wish us to infer that Bornstorfl added this interesting feature to the
message? How absurd! ‘

The real explanation is cryptographic in nature. Such names as Texas, New Mexico, and
Arizona would not be included in making up & small code like 7500. In fact, the name of only
one of these States—Texas—is included in the much larger code 13040. These names, if they
occurred in a message, would have to be built up syllable by syllable by the use of several code
groups; and unless these code groups were used frequently in other messages a cryptanalyst
who was solving the messages by analysis would have no way of establishing the meaning of

these groups in the Zimmermann telegram. Code 13040, as has been pointed out, retained’

 decided traces of its original alphabetical arrangement, and had, moreover, been in use for a
long time. Code 7500, on the other hand, had no trace of alphabetical arrangement, and had
been used between Berlin and Washington for a short time only. It had been brought to America
(cf. note 47) by the submarine Deutschland on either July 9 or November 1, 1916, and the earliest
7500 message which the present authors have been able to find is dated November 16. In these
circumstances the British reconstruction of 7500 had not reached the point where it was equal to
the complete decipherment of the Zimmermann telegram. When, however, the 13040 version
was obtained, the entire message was read without difliculty.

When 2]l is said and done, the decipherment of the 7500 version of the Zimmermann tele-
gram, even to the degree given in the Hendrick version, approaches the unbelievable. This
statement is not to be understood as in any way questioning the skill of the British cryptog-
raphers. With the greatest skill in the world, however, cryptography is a science assisted by
art, and is not in any sense clairvoyance. There are only about a dozen 7500 messages in the
American files. If we assume that the British had twice that number to work with their feat
remains astonishing; for it must always be kept in view that 7500 is a code in which one identi-
fication gives no alphabetical clue whatever to another, and that this complete absence of
alphabetization likewise makes it impossible in many cases, even where the general meaning of
a code group is apparent, to choose among a number of synonyms any one of which will fit
equally well. A lacuna of five or six code groups, not to mention longer ones, renders decipher-
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ment not merely extremely difficult, but literally impossible, for the simple reason that there are
an infinite numboer of ways in which such a lncuna may bo filled.

It may be that Codo 7500 was in use by tho Germans for other traflic than the German-
American, and that the British, as a consequence, had access to a very large number of messages.
Tho employment of o code in dillerent parts of the world is not unknown in German practice;
we know that Codes 13040 and 18470 were so used. In this way the British may have made
considerable progress in the solution of tho code beforo the Zimmermann telegram was sent. ¢

Nevertheless, the information which the British obtained from this partially solved messago
was apparently clear enough and of suflicient importance to-warrant their disclosing it to the
American Government at once—if thoy wished to. Still, they did not do so. Why? Why did
they wait from the middle of January until February 247 One astute student * raises the
pertinent question as to the motives of the British in handing Ambassador Page a month-old
telegram: ,

There is no doubt that President Wilson was profoundly shocked by this revelation of the fact that
one could not go to war with Germany without having the Germans fight back. It did not cven oceur
to him to question the authenticity of the document or the motive for the production of a month-old
telegram at just that momentt At once the President cabled back his thanks for “information of
such inestimable value” and his “very great appreciation of so marked an act of friendliness on the
part of the British Government.”  No suspicions crossed his mind. The cable arrived on Saturday
evening. It was some time on Sunday that President Wilson abruptly concluded that an appeal to
Congress for authority at least to arm American merchant ships was unavoidable. On Monday lie
went again before the joint Houses of Congress. *‘Since,” he told them, *it has unhappily proved
impossible to safeguard our neutral rights by diplomatic means * * * there may be no recourse
but to armed neutrality.”

Millis is, of course, quite correct in stating that “It did not even occur to him to question
thoe authenticity of the document * * *.” The evidence on this point, based on a study
not only of Lansing’s Memoirs ® but also of the communications which were exchanged between
Lansing and Page before the text of the Zimmermann telegram was made public, on March 1,
1917, is most conclusive. :

Let us briefly review the chronology of the case:

January 16, 1917: The telegram is transmitted in Code 7500 (via State Department chan-

‘nels) from the German Foreign Office in Berlin to Bernstorff in Washington and is to be for-

warded by Bernstorff to the German Minister in Mexico City.” On January 17 it is received
by the State Department, and on the 18th it is delivered to Bernstorff. (Lansing, p. 227.)
January 19: Bernstorfl forwards the message to Mexico in Code 13040.%

¥ Fajling some such explanation the whale situation calls to mind a war-time Incident that occurred in the Amerlcan Military Intelligance
Code and Cipher Seetion (M. I, 8). Those entrusted with the decipherment of cryptographic documents of one country in that section usually

. kept their own counsel and did not communicate overmuch with thoso who were busy with the messages of another country. One day it was

learned that a certain group was reading messages in a code that had been a sealed book a day or so bofore. Later it was definitely ascertained
that a copy of the code in a somewhat differont encipherment had been procured from outsids. At the time of the feat this was surmised by some
of thase not in the secret, and one eryptographer in discussing the situntion said emphatically, “They’re not doing any miracles around here.”

8 Millis, Walter, Road to War: America 1914-1917, New York, 1935, pp. 403—404.

8 Millis’ footnote: Mr. Balfour, it is true, had been careful to tell Page that the telegram had only just been received. Actuslly, if one may
bdlieve Mr. Page’s biographer, the British intelligeneo service had intercopted and deciphered the document even before it had reached Mexico
City, ond had been holding it since then for the time when it would have the maximum effect.

82 0p, Cil., p. 227: “About ten o’clock {inorning of February 27, 1917] Polk camo into' my office and we talked over the substance of the tele-
gram. He told me that on its arrival {8:30 p. m., Baturday, February 24; apparently it was not decoded and handed to Polk until Monday, Feb-
ruary 26} be had at once taken it to the President, who had shown much {ndignation and was disposed to make the toxt public without delay. Polk
advised him to await my return, which he had agroed to do.” * * * (p.228). “Itold the President that I thought it would be unwise for the
Deopartment to give out the telegram officially at this time es it would be charged that it was done to influence opinfon on the bill for arming mer-
chant vesscls, but I thought it might indirectly be made public after we had confirmed the sending of the message by Bernstorfl. To this the
President agreed.”

8 This date Is certain from the copy of the telegram. Bernstorfl says (p. 3%0) that "thc‘\Zimmermann telegram passed through the Embassy
at Washington on the same day on which I received the notification that the unrestricted U-boat war was to be declared”’; and fn another place
(p. 358) ha says: ““On the 10th of January I received the official notice that the unrestricted U-boat campaign would begin on Fobruary Ist ® ¢ *.”
Of course, Bernstorfi’s phrase “passed through' is ambiguous, and does not categorically say the message was forwarded on the very day it was

_received—it may only have been started on its way, for it required reencoding, and that would take some time.

TR A




- February 24: Ambassador Page cables the President and the Secretary of State the English
text of the message as received by him in London from Balfour. The message is received at
8:30 p. m. on that date.

February 27: In Lansing’s absence, Polk brings the message to the attention of the Presi-
dent, who wishes to publish it at once, but is persuaded by Polk to await Lansing’s return.

February 28: (1) Polk obtains a copy of the original message filed by Bernstorfl at Wash-
ington to the German Minister in Mexico City. The code toxt was not cabled to London for
verification but the texts of three other code messages sent by Bernstor(l to German Legations
in South America (apparently obtained from the Washington telegraph office at the same time
the copy of the Zimmermann telegram was obtained) were sent for decipherment.
forwarding these texts has already been quoted (p. 16).

(2) Lansing communicates a paraphrased version of the text of the Zimmermann telegram
to the Associated Press at 6 p. m., for release after 10 p. m. '

March 1: (1) The English text is published in the morning papers in the United States
‘and the message is discussed in Congress, where doubts are expressed as to its authenticity.®¢

(2) Lansing cables Page, in telegram No. 4494, at 8 p. m., as follows: &

The message

WasningTON, March 1, 1917—8 p. m.

4494, Some members of Congress are attempting to discredit Zimmermann message charging
that message was furnished to this Government by one of the belligerents. This Government has
not the slightest doubt as to its authenticity, but it would be of the greatest service if the British
Government would permit you or someone in the Embassy to personally decode the original message
which we secured from the telegraph office in Washington and then cable to Department German
text. Assure Mr. Balfour that the Department hesitated to make this request but feels that this
course will materially strengthen its position and make it possible for the Department to state that it
had secured the Zimmermann note from our own people. Matter most urgent and I hope you can

give it your immediate attention. The text of code message secured from telegraph office here is as
follows: '

[Here follows code message.)
LANSING.
(3) Page replied (11 p. m.) to Lansing’s cable of February 28, referred to above, stating %
that, '

‘“The question of our having a copy of the code has been taken up, but * * * Tam told actual

code would be of no use to us as it is never used straight, but with a great number of variations which
are known to only one or two experts here.”

March 2: (1) The telegram is published in the London papers (Hendrick, p. 324), which

criticize the British Intelligence Service under the misapprehension that the decipherment has
beon made in America.

80 The debate on this question takes up 13 full pagos of the Congresslonal Record (pp. 4592-4605), and makes most juteresting reuding.

Thero wero, of course, many quostions as to how the lotter, telegram, message, note (It was callod by vurlgus numes) eame Into possession of
the United States, and questions as to who turned it over to ourauthorlties, and what were the wmotives.
semerks (p. 4603): !

ue ¢ = ‘Thisalleged lotter was made public for somo purpese. * * * Icannotand will not undertake to say what that purpese was fur.

Here are somo excerpts frot Scnator Stune’s

. ther than to express the oplolon thut It was glven publicity to sffect efther publio epinlon or leglslative oplnion, or Loth, inthe United States.

* * * Mr. President, T want to kuow tho facts about thls letter before belng swept off my foot, or seelng othiers swept off their feet, by tho clamor
ofjingoes. * * * Yamasking only to ho Informed, to bo advised whether the Information in the possesston of our Stute Departient was derived

from one of the bulligerent dovornwents.  For examplse, did this infurmation come from London? Was it glven to us by that Qovernmoent?”
HIFRS, p. 155.

8 For complelo text, seo Page’s cable of March 1, 1617 (p. 16 of this paper).
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(2) Page, replying to Lansing’s telegram No. 4494, states: ¥ “Your 4494 followed with
absolutely satisfactory results,” and follows this with a long message:

Lonbon, March 2, 1917~/ p. m.
[Received 10:45 p. m.}

5789. My 5784 of today. Bell took the cipher text of the German message contained in your
4494 of yesterday to the Admiralty and there, himself, deciphecred it from the German code which
is in the Admiralty’s possession. The first group, 130, indicates Bernstorfi’s number of telegram.
The second group, 13042, indicates the code to be used in deciphering the cipher telegram. From
the third group onwards, message reads as follows:;

Auswaertiges Amt telegraphicrt Januar 16: No. 1. Ganz gcheim selbst zu entziffern. Wir
beabsichtigen am crsten Februar uncingeschracnkt U-Boot Krieg zu beginnen. Es wird versucht
werden Vereinigte Staaten von Amerika trotzdem neutral zu erhalten. Fuer den Fall dass dies nicht
gelingen sollte, schlagen wir Mexico auf folgend Grundlage Buendnis vor. Gemeinsam Krieg fuchren,
Fricdenschluss. Reichlich finanziell Unterstuetzung und Einverstaendnis unsererseits dass Mexico,

in Texas, Neu Mexico, Arizona frueher verloren Gebiet zurueck erobern. Regelung im einzelnen .

Euer Hochwohlgeborene ueberlassen. Sie wollen vorstehendes dem Praesident streng geheim erocff-
nen, sobald Kriegsausbruch mit Vereinigten Staaten feststeht und Anregung hinzufuegen Japan von
sich aus zu sofortig Beitrachtung [Beitratung?] einzuladen und gleichzeitig zwischen uns und Japan
zu vermitteln. Bitte den Praesident darauf hinweiscn, dass ruecksichtlose Anwendung unserer U-
Boote jetzt Aussicht bictet, England in wenigen Monaten zum Frieden zu zwingen. Empfang be-
stactiren.  Zimmermann,

Punctuntions nre given as in German text. I am sending decode into German, group by group,
by tomorrow's pouch.

PAGE.

March 3: Zimmermann acknowledges the authenticity of the telegram.%

This chronology proves the accuracy of Millis’ comment on the President’s trustful nature,
for thus far the chronology shows that the President caused the text of the Zimmermann telegram
to be given to the press before steps were taken to authenticate it. In passing, we may note,
however, that the Secretary of State was a bit troubled by the question of authenticity:

The next morning [Friday, March 2] Polk brought me a brief telegram from Page saying our
copy of the [Zimmermann] cipher message obtained from the telegraph company had becn received,
that instructions had been followed with success, and that text of deciphered message would follow.
While I had never doubted the a.uthcntlcnty of the translation scnt, this corroboration by our own
people was a relicf.®

Reburmng again to Millis, and especially his footnote raising the question as to British
motives in producing a month-old telegram, we find comment on this important matter of delay
in a work of authentic nature, as may be seen in the following quotation taken from Blanche
Dugdale s biography * of her uncle, Arthur Balfour:

Ever since the middle of January, however, a piece of mformatlon had been in the possession of
the British Government, which would move, if anything could, the vast populations behind the At-
lantic seaboard States, who still read of the European War with as much detachment as if it had been
raging in the moon. This was the famous telegram from Zimmermann, the German Foreign Minister,
to the German Minister in Mexico, instructing him, if and when the United States should enter the
war on the Allied side, to propose to Mexico an alliance which would restore to her, when peace came,
her “lost territories in Texas, Arizona, and New Mexico.” \

The method by which this information had reached the ‘British Intelligence Service made it
impossible for some time to communicate it to the United States Government. Therefore for over a

"8 FRS, p. 158. The Zimmermann telegram as it appears in FRS contalns some errors which wo have not correeted. For ¢xample, the word
Beitrachtung is followed by Beitralung in brackets with a query. Of course, nelther is an nuthent'.lc word. For the correct rendering see “Veorsion
II” on page 25. Incidentally, Bell’s consultation of the code book certainly showed him that the statoment that the code “is never used straight”
(cf, p- 16) was not true. Either he did not inform Page of this fact, or Page falled to mention it. )

8 New York Times Current Historg, vol. XI, pp. 66, 236.
o Lansing's Memoirs, p. 229,
» Dugdale, Blanche, E. C., Arthur James Balfour, 1908-1930, New York, 1037, pp. 137—138




month Balfour read in his despatches from Washington of the slow wakening of the American will to
war, but could do nothing to hasten the process. Till—at last—information about the Mexican
plot reached London through channels which enabled the Intelligence Service to cover up the traces
of how it had first been got.

Joy was unbounded in Whitehall, and the Foreign Secretary himself was unusually excited. *““As
dramatic a moment as I remember in all my life,” he once said, referring to the scene in his room at
tho Forcign Oflicoe on February 24, 1917, when he handed to tho American Ambassador the sheet of
paper containing the decoded message. By the ceremony of this act the British Government gave
ity pledgo that the communicention was authentic, - Nevertheless the American Nation not unnaturally
took a little while to matisfy itself that the telegram was not part of some gigantic houx. It might

have taken longer, had not the German Foreign Office, within a few days of the publication, admitted
the message to be genuine.

Note the very significant remark: “The method by which this information had reached
the British Intelligence Service made it impossible for some time to communicate it to the
United States Government. * * * Till—at last—information about the Mexican plot
reached London through channels which enabled the Intelligence Service to cover upthe traces
of how it had first been got.”

We cannot suppose that the British Government was merely desirous of hiding from the
United States Government the fact that its Intelligence Service was able to decode German
code messages, and that this was the reason for the delay. Their action in providing a decode
of the Zimmermann telegram as sent by Bernstorff to von Eckhardt negatives that hypothesis.

The reason for the delay must have involved a much more important secret than that, or at
least there must have been other, more weighty considerations.

Moreover, whenever it is found that there is much beating around the bush in making .

an explanation, there is room for wondering whether there is not something in a situation not
apparent on the surface. For instance, let us note how Admiral Hall attempts to evade the
answer. In November 1925 the World's Work published Hendrick’s article on the Zimmer-
mann telegram. In the April 1926 issue of this magazine ¢ appears an interesting editorial
comment on the story, from which the following is extracted:

It was only natural that Mr. Hendrick’s chapter on the real story of the scizure of the famous
Zimmermann telegram, which appeared in the November issue, should have created a sensation in
all countries which had a part in the war.

* * * o * * * *

The London correspondents of the metropolitan American dailies reported that he [i. e., Admiral
Hall] would say nothing, but a week after the World’s Work printed the chapter of revelations the
Daily Mail of London did manage to squeeze an interview out of him.

* * * * * * *

The British Admiralty, he explained, knew all the movements of the famous German submarines
Deutschland and Bremen, and the British Government allowed German messages to be sent over
British cables. What the Germans did not know was that the British possessed the German seeret
code and deciphered every message as it was sent across.

“This one thing shows the differcnce between the British and German mentahty, he remarked.

* “Y am sure, if the position had been reversed, the British would never have been so stupid as wot to
have suspected that the messages were being deciphered. If I had disclosed the actual wording of
the Zimmermann telegram the Germans would have suspected something at once. I had to wait until
we got a copy of the telegram actually sent, which was differently worded from the one from Berlin.

“It was Bernstorff’s telegram that I exposed. The Germans actually thought that there had
been a leakage between Bernstorfl and Mexico, which was what I wanted. Right until the end of

the war I do not think that the Germans suspected that we knew as much as we did of their intelligence
service.’

® Pp, 678-579. :
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Here we have, presumably, Admiral Hall’s explanation for the delay in communicating
the contents of the Zimmermann telegram to the United States Government. He says: “If 1
had disclosed the actual wording of the Zimmermann telegram the Germans would have sus-
pected something at once. I had to wait until we got a copy of the telegram actually sent,
which was differently worded ffom the one from Berlin.” To put it charitably, this is hardly
an adequate statement, as can be scen by comparing the text of the telegram as sent from
Berlin to Washington (as cited in the official German documents) with that sent from Wash-

ington to Mexico City (the latter being the one that the British furnished ‘Page) %

VERSION I

Telegramm Nr. 158 .
Ganz gehieim .

Zu Euerer Exzellenz ausschlieszlich persoen-
lichen Information und Weitergabe an Kaiser-
lichen Gesandten Mexiko auf sicherem Wege:
“Telegram Nr. 1 Ganz geheim Selbst entziffern.

Wir beabsichtigen, am 1. Februar uneinge-
schraenkten U-Boot-Krieg zu beginnen. Es
wird versucht werden, Amerika trotzdem neu-
tral zu erhalten.

Fuer den Fall, dass dies nicht gelingen sollte,
schlagen wir Mexiko auf folgender Grundlage
Buendnis vor: Gemeinsame Kriegfuehrung. Ge-
meinsamer Friedensschluss. Reichliche finanzi-
elle Unterstuetzung und Einverstaendnis un-
sererseits, dass Mexiko in Texas, Neu-Mexiko,
Arizona frueher verlorenes Gebiet zurueckero-
bert. Regelung im einzelnen Euer Hochwohl-
geboren neberlassen.

Euer Hochwohlgeboren wollen vorstchendes
Praesidenten streng geheim eroeffnen, sobald
Kriegsausbruch mit Vereinigten Stasten fest-
steht, und Anregung hinzufuegen, Japan von
sich aus zu sofortigem Beitritt einzuladen und
gleichzeitig zwischen uns und Japan zu ver-
mitteln. :

Bitte Praesidenten darauf hinzuweisen, dass
ruecksichtslose Anwendung unserer U-Boote
jetzt Aussicht bietet, England in wenigen Mona-
ten zum Frieden zu zwingen.

Empfang bestaetigen.
ZIMMERMANN"’

VERSION II

Auswaertiges Amt telegraphiert Januar 16:
No. 1. Ganz geheim selbst zu entziffern. Wir
beabsichtigen am ersten Februar uneinge-
schraenkt U-Boot Krieg zu beginnen. Es wird
versucht werden Vereinigte Staaten von Ame-
rika trotzdem neutral zu erhalten. Fuer den
Fall dass dies nicht gelingen sollte schlagen wir
Mexico auf folgend Grundlage Buendnis vor;
Gemeinsam XKrieg fuehren. Friedenschluss. -
Reichlich finanzielle Unterstuetzung und Ein-
verstaendnis unsererseits dass Mexico in Texas,
New Mexico, Arizona frueher verlorenes Gebiet
zurueck erobert. Regelung im einzelnen Euer
Hochwohlgeboren ueberlassen. Sie wollen vor-
stehendes dem Praesidenten streng geheim er-
oeffnen, sobald Kriegausbruch mit Vereinigten
Staaten feststeht und Anregung hinzufuegen
Japan von sich aus zu sofortiger Betrachtung
einzuladen und gleichzeitig zwischen uns und
Japan zu vermitteln. Bitte den Praesidenten
darauf hinweisen, dass ruecksichtenlose An-
wendung unserer U-Boote jetzt Aussicht bietet,
England in wenigen Monaten zum Frieden zu
zwingen. Empfang bestaetigen. Schluss der
Depesche. Zimmermann.

ettt o
®a Maost of the slight variations between the London version (marked “Version II" and taken from Hendrick, vol. III, pp. 345-6) and

that given out by the German Government (marked “Version I,” taken from pp. 365-6 of vol. 1I of the German original of German Heagrings) are
dus to the fact that in the former grammatlcal torminations such as connected toxt roquires are not inserted. A few others are due to carclessness
or lack of knowledge of the German language, e, g., the final ¢ on Hochwohlgeborene. The word gemeinsam or gemeinsamer 18 omitted before
Friodensschluss, No one can possibly doubt that the Berlin and the London vorsions represent an fdentical text.




*. No, that is not the reason for the delay. Probably the reader has already guessed the reason
or, rather, the reasons, for undoubtedly there were several. To our mind they may be listed
as follows:

- 1. To disclose the Berlm-Wash:mgton version of the Zimmermann telegram, which it will be
recalled was sent via State Department channels, would have necessitated revealing the fact
that the British Intelligence Service was intercepting and solving not only German code messages
‘but also intercepting and perhaps solving diplomatic messages of the American Government—a
power whose aid they were desperately seeking at the time.

2. Even had the foregoing not served as a powerful argument against a prompt disclosure of
the message, the fact that the solution presented several lacunae and doubtful spots would have

detracted a great deal from the diplomatic and military value of the document. Undoubtedly,

frantic efforts were made by the British cryptographers to fill in the lacunae—but the solution
of a code of the two-part type, such as Code 7500, is always a slow, difficult process unless there
is a large volume of text on which to corroborate hypotheses. This requisite volume was lacking.
Proof that the British had not succeeded in reading entire messages in Code 7500 is neatly shown
by the phrase “‘at that time” (referring to January 16, 1917, the date of the Zimmermann tele-
gram) in the Bell to Harrison cablegram of September 17, 1917, quoted above on page 11.

Of course, the British might have furnished the translation of the version which, accord-
ing to Bell’s cablegram of September 17, 1917, was sent via Swedish channels. But weé have,
in the same cablegram, Bell’s statement that ‘it went in a code which the British had at that
time only partly succeeded in deciphering and of which Eckhardt had no copy.” In all prob-
ability the code used for the message transmitted via Swedish channels was Code 7500. Pos-
sibly it was some other code. The sending of a message in more than one code is a capital
crime in cryptography. True, it was a crime that we know the Germans to have committed, but
in the present case every reason for supposing such a transgression, whether by accident or
design, is lacking. Even if, by some remotoe chance, the telegram was sent from Berlin in some
other code, that code was certainly not 13040, and hence this point is immaterial. The fact
remains that the British could not offer a partly solved message of such vital importance
regardless of which version was available.

3. In a note dated April 18, 1916, following the sinking of the American vessel Susser, the
American Government had presented an ultimatum to the German Government couched in
the following unmistakable language:%

If it is still the purpose of the Imperial Government to prosecute an indiscriminate warfare against
vessels of commerce by the use of submarines without regard to what the Government of the United
States must consider the sacred and indisputable rules of international law and the universally recognized
dictates of humanity, the Government of the United States is at last forced to the conelusion that there
is but one course to pursue. Unless the Imperial Government should now immediately declare and
effect an abandonment of its present methods of submarine warfare against passenger and freight-
carrying vessels, the Government of the United States can have no choice but to sever diplomatic rela-
tions with the German Empire altogether. This action the Government of the United States con-
templates with the greatest reluctance, but feels constrained to take in behalf of humanity and the
rights of neutral nations.

On January 9, 1917, Kaiser Wilhelm held a council at Pless, at whlch the mcvocnble deci-
gion was taken to stake everything on another trial of unrestucted submarine warfare, to com-
mence on February 1.  On January 16, Bernstor{l was notified of this decision (in telegram No.

L FRS, p. 100.
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157) but was directed not to inform the American Government until the evening of Junuary
31. Bernstorfl’s words are interesting:%

On January 3tat, at § o’clock in the afternoon, I handed Mr. Lansing the oflicial eommunication
aboul the U-hont war,  "This wns my last politien] interview in Ameriecn,  We both knew that the end
had come, but we did not admit the fact to cach other,  The Sceretary of State contented himself with
replying that he would submit my communication to the President. I cherished no illusions regarding
the expected outcome of this interview, for the ultimatum of April 18, 1916, no longer allowed of any
chance of preventing the rupture of diplomatic relations.

If on January 31 this news came as a profound shock to President Wilson, who was then
engaged in his second and most promising attempt toward mediation, it could bardly have
taken the British unawares, for they must have had definite knowledge of the Pless decision from
at least two sources.. One was undoubtedly their partial solution of telegram 157, in which
Bernstorfl was instructed to inform the American Government of the reopening of unrestricted
submarine warfare; the other was their solution of the Zimmermann telegram of January 19,
which we¢ have seen was telegram 158, and was tacked on to telegram 157. (See p. 15.)
Consequently, the British must have felt quite sure as early as the, third week of January 1917, that
the United States would soon join the Allics, if our ultimatum of April 18, 1916, meant anything at
all.®  All they now had to do was to hold on for a few days or wecks longer and the United States
would be on their side.  Sure enough, on ¥cbruary 3, diplomntic relations between the United
States and Ger many wero sovered.® But as the wocl\s went by there was no declaration of war,
for the President, in an address to Congress on Fobruary 3, stated:®

Notwithstanding this uncxpected action of the German Government, this sudden and deeply
deplorable renunciation of its assurancces given this Government at one of the most critical moments
of tension in the relations of the two Governments, I refuse to belicve that it is the intention of the

- German authorities to do in fact what they have warned us they will fecl at liberty to do. I eannot
bring myself to belicve that they will indeed pay no regard to the ancient friendship between their people
and our own or to the solemn obligations which have been exchanged bctween them and destroy
Amcrican ships and take the lives of American citizens in the willful prosecution of the ruthless naval
programme they have announced their intention to adopt. Only a.ctua.l overt acts on their part can
make me believe it even now.

How much this waiting for some ‘“‘actual overt acts” must have irked the Bmtxsh may be
imagined if they irritated Page sufliciently to make him write:%

The danger is that with all the authority he wants (short of a formal declaration of war) the
President will again wait, wait, wait—till an American liner be torpedoed! Or till an attack is made
on our coast by a German submarinel

Something had to be done to stir up the President and the people of the hinterland beyond
the Mississippi.

In the country at large the situation, as Spring Rice reported that day, was “much that of a soda-
water bottle with the wires cut but the cork unexploded.” The failure of shipping to sail had produced
“g stoppage of trade, a congestion in the ports, widespread discomfort and even misery on the coast
and inland, even bread riots and a coal famine.” All this, nevertheless, was not “spectacular enough;”
the West was still against war and the President was still fighting for peace.! But on Saturday, the
24th, the British themselves were able to supply something “spectacular.”” Mr. Balfour deftly gave
the unexploded cork a push.% .

M P, 379.

8 Even BernstorfT, immediately on receipt of telegraph 157, replled (Qerman Hearings, p. 1021): “War unavoldable if wo proceed as contem-
plated.” A few days later, in his desperate attempts to stave off a rupture in diplematle relations, he cabled the Forelgn Office again (German
Hearings, p. 1047): “If the U-boat war is commenced forthwith the President will look upon this as a slap in the face, and war with the United
States will be unavoldable.”” Bernstorfi's telegrams to the Forelgn Office are most interesting. No one who reads them can remain unconvinced
of his absolutely sincere desire for peace between the United States and Germnny. t

# FRS, p. 106. 1 ;J e R

# FRS, p. UL - :

s Hendrick, pp. 3242325, quoting from Page's diary. - o

o1 Mfillis, op. cit ., p. 403.




The *push” was, of course, the commumcatlon to Page of the contents of the Zimmermann
telegmm By this time the British Intelligence Service had the full text, which had been “bought
in Mexico,” and.they must have felt that the time had come to make the most of their oppor-
tunity, They were not wrong,

But Mr. Polk at the State Department knew of the waiting bombshell so kindly supplied by Mr.
Balfour. The Zimmermann telegram, he believed, would produce a blast of popular emotion that
would sweep the armed ship bill through against everything. So did Colonel House, who had now seen
the text, and who was urging the President to “publish it tomorrow.”  So, no doubt, did the President—
to whom it must have been plain enough that the first effect of Senator La Follette’s pacifism would be
to deliver Mr. Wilson himself into the hands of the intransigeants. On Thursday, March 1, the head-
lines were shouting from the morning papers:

GERMANY SEEKS AN ALLIANCE AGAINST US;
ASKS JAPAN AND MEXICO TO JOIN HER;

P FULL TEXT OF PROPOSALS MADE PUBLIC

It was a stupendous sensation. The headlines, it is to be obscrved, were not always precisely
accurate, Germany had not actually sought an alliance as yet; the text of the telegram expressly
1instructed the Minister in Mexico to initiate the move only in the event that the United States should
declare war, which the German Government would itself endeavour to prevent. It was not a proposal

) for an aggression against the United States, but merely a conventional, though rather blundering,

diplomatic preparation against a probable American attack upon Germany. This, however, was far
too fine a point for the hot passions of the moment; and the telegram was everywhere seized upon as
final proof of the complete and fathomless treachery of the German.

What made it particularly shocking, of course, was the suggestion that the Japanese (with whom
we were about to become allied) should be invited into the American Continent, or that the principle
upon which many Americans had demanded the restoration of Alsace-Lorraine (because they had been
acquired by force) should be applied to California and Texas, which we had forcibly detached from
Mexico. Informed Americans understood perfectly well that the Allies had bribed Japan, Italy, and
Rumania into the war with the promise of slices from the enemy carcass; but they were sincerely and
profoundly horrified by the thought that Germany could be so base as to bribe Mexico and Japan with
the promise of slices from the flanks of the United States. The Zimmermann telegram beeame a major
German disaster. Not its least useful aspect, moreover, was the fact that it gave the Northeastern
fire-eaters their first direct lever upon the pacific sentiment of the Southwest. If a German trivmph
threatened the annexation of California and Texas to Mexico—! The German Ioreign Sceretary’s
innocent cablegram had exploded with its maximum effeet at precisely the point where it would do the

Allies the greatest good.%e

It is interesting to note, incidentally, that Millis mistakenly speaks of the projected restora-
tion to Mexico of “California and Texas.” The Zimmermann telegram makes no mention of
California, but says that Mexico was to “reconquer the lost territory in Texas, New Mexico
and Arizona.” TIs it possible that the Germans were reserving California as bait for Japan?

If what Millis says is valid, if the facts which we have presented in the foregoing pages
really constituted the motives which caused the British to withhold from the United States
Government so weighty a secret as was contained in the Zimmermann telegram, we can take a
charitable view and say that the circumstances justified their course of action. Certainly we
must give them credit for knowing when to play their cryptographic trump cards. Which brings
us to the additional compliment that they not only knew when to play a trump card, but also
how. Note the dextrous manner in which they got the maximum benefit from the play without
disclosing to their adversary where or how they had obtained the trump! Not only thut, but in
order to make sure that the source of their information should not be disclosed, they even took
pains to insure that so far as the world outside was concerned, the credit for excellent intelligence
work should go to another country—the United States! And to do that, they were not content
to let natural inferenee take its course, but contrived with the help of British newspapers to

ete Miliis, W. C. ‘
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throw blame on their own intelligence service for letting those mere novices in intelligence work—
the Americans—beat them at n game in which they themselves (i. o., the British) were generally
supposed to be preéminent! Tor in the interview alrcady referred to (p. 24) Admiral Hall said:
Of course; our whole objeet was to prevent the Germane from giving us very much eredit for infel-
ligence.  When President Wilson published the famous Zimmermann telegram containing the German
overtures to Mexico, I was very anxious that there should be no suspicion in the German mind that we
had anything to do with it.

It was then that the Daily Mail, at my request, published a stinging leader passing scvere reflections
on the British Intelligence Service.

In aletter dated Decembor 1, 1927, addressed to the secrotary of the Edinburgh Philosophical
Institution, giving his regrets for not being able to be present at the meeting on December 13,
already referred to, Lord Balfour, Wartime Foreign Minister of the British Government said: %

* * * To"Room 40,” where be [i. e. Ewing] was the leading spirit, the country owes an immense
debt of gratitude—a debt which, at the time at least, could never be paid.  Secrecy was of the very
essence of the work, and never was scereey more suceessfully observed.

Only one link remains still to be found before the story of the Zimmermann telegram can be
regarded as complete: the original version as filed in Berlin. As already indicated, diligent

_search has failed to locate it, and we fear that it is now too late. The State Department files in

Washington, in Berlin, and in Copenhagen have been scoured, without su¢cess. There remains
only one more place where it most certainly can still be assumed to be peacefully reposing: the
World War files of the British “Room 40 O. B.”

In a letter ® to President Wilson, dated March 17, 1918, Ambassador Page, referring to
Admiral Hall, wrote as follows:

* * * Tall is one genius that the war has developed. Neither in fiction nor in faet can you
find any such man to match him, * * * He locks up certsin documents “not to be opened till
20 years after this date.” I've made up my mind to live 20 yecars more. I shall be present at the
opening of that safe * * *, : ’

The “20 years” arc up. Admiral Hall is now a rctired officer, but he still has the papers,
if we are to believe the statements contalned in a book by a recent author.™ Relating the details
of the efforts on the part of the representatives of certain American claimants to establish the
validity of their claims, Landau tells how Mr. Amos J. Peaslee, leader of the American claimants,
visited Admiral Hall on August 27, 1925, at Hall’s London residence:

¥ % * He found Hall in full sympathy with the American claimants, and so commendatory
was Admiral Sims’s letter that he ended up their conference by saying: * Copies of the decoded German
cables are stored away in several tin boxes in the basement. I sealed up these boxes with instructions
that they were not to be opened up for 20 years. You have caused me to change my mind, however. I
will open up the boxes for you. Copy such of the cables as you think will be useful to you. Make
yourself at home. The servants will look after you.” His rapid and sweeping decision was typical of
the man. Tortunately he was retired from the Navy and was, therefore, bis own master.

Hall topk Peaslee down to the basement, spread the cables before him, and took his leave to catch
the train for Scotland. Peaslee found over 10,000 cables, radio messages, and letters which Hall had
intercepted and decoded. Twenty-six different codes had been used in sending these messages.
Attached to the originale was a translation in clear, also the ‘‘recognition group,” or number of the code
uscd.

So Admiral Hall can, if he will, tell the whole story. It will be interesting to see if he does.
The time for its tolling has arrived. Ambassador Page unfortunately did not live out the 20
years as he promised himself to do, in order to be present when Admiral Hall finally opened hxs
safe. The present authors are curious and anxious, too.  Let the safe be openedl

@ The (Edinburgh) Scotsman, Dec. 14, 1927
& Hendrick, vol. I11, p. 361, .
% Landsu, Capt. Henry. The Enemy Within. G. P. Putnam’s S8ons, New Yark, 1937, p. 166.
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Exhibit 320.—AFFIDAVIT OF ADMIRAL SIR W. REGINALD HALL, K. C. M. G., C. B, D. C. L, L. L. D.,
FORMERLY CHIEF OF THE INTELLIGENCE DEPARTMENT OF THE BRITISH ADMIRALTY,
YERIFIED DECEMBER 28, 1926, WITH ANNEXED COPIES OF GERMAN CABLEGRAMS, WIRE-

LESS AND OTHER MESSAGES INTERCEPTED LY THE BRITISH GOVERNMENY DURING THE
WAR

GREAT BRITAIN AND IRELAND, :
Lonnon, ENGLAND, ss:
ConsurLaTe GeNErAL oF TEE U. 8. or AMERICA

Admiral, Sir W. Reginald Hall, X. C: M. G., C. B,, D. C. L., L. L. D., being duly sworn, deposes and saya:

1. I reside at No. 63, Cadogan Gardens, London, and am at present a retired officer of the British Navy
and am a member of the British Parliament.

2. During the recent war with Germany and her Allies I was Director of the British Naval Intelligence
Service for the entire period from October 1914, until the Armistice in November 1919.

3. In that capacity it was my duty and the duty of my staff to intercept and decipher, as far as possible,'

cable and wireless messages and other communications sent between German officials in Berlin and German
officials at Embassies and Legations and elsewhere in various parts of the world.

4. During the period from the commencement of the war in August 1914, until the Armistice in November
1919, we intercepted a large number of such cable and wireless messages and other communications. 7This was
done by tapping the cables over which the messages were being sent, by picking up the wireless messages, and
through the capture of written communications and decuments in the post and in the possession of German
officials and agents who were apprehended by our authorities.

5. Almost all of these communications, insofar as they were cablegrams and wircless messages, were sent
in cipher, 2 number of different German ciphers being employed for that purpose. We were able to read sub-
stantially all of the cipher messages which were intercepted, partially by reason of the fact that we succeeded in
capturing froimn German submarines and other sources sowc of the original German e¢ipher books, and partially
by reason of the fact that our cipher experts were able to decipher the Germaun ciphers wherever, as was the
case here, 2 large number of different messages in the same cipher were available for study and comparison, and
in many instances the same message was sent through different channels in two or more dificrent Germnan ciphers.

6. The annexed file of cablegrams and wireless messages and despatches marked “Exhibit A,” set forth on
pages numbered consecutively from No. 2 to No. 267, are true and correct deciphered copies of cablegrams and
wireless messages and other despatches which were intereepted and deciphered by the Intelligence Department
of the British Admiralty through officers working under my immediate supervision. The work was considered
of a most highly confidential character and I exercised the closest personal contact with all its details. It was
my sole duty and responsibility and I watched ang checked the work with the greatest ecare to make certain that
we were recording the true import and meaning of the German communications.
ciphers in which the communications were transmitted are still in our possession.

7. The numbers which appear in parentheses near the tops of some of the pages on which the messages
are copied (exhibit A) are numbers of a particular system of German cipher, which numbers usually appeared
in the body of the cables or wireless communications themselves, and were known to us as the “recognition
groups.” TFor example, No. “(89734)" at page 2, No. “(5950)” at pages, 3, 5, €, 8, 9, 10, 12, 14, 15, 17, 18, 20,
21, 22, 23, 28, 32, 37, 38, 39, 42, 45, 49, 53, 57, 58, 05, 68, 70, 72, No. ‘(13040)” at pages 7, 11, 13, 16, 23, 27, 29,
30, 31, 33, 34, 35, 41, 43, 44, 50, 52, 54, 61, 02, 63, C4, 06, 68, 71, No. “(0064)” at pages 40, 47, SO, 114, 122,
No. “(G400)” at pages 48, 55, 56, £9, No. “(0640)” at page 60, No. “(9972)” at pages 61, 73, 05, No., “(595-H)"
at page 67, No. “V. B. 718” at page 75, No. “S. B.” at page 92, No. “(98176)"" at page 112, No. “(87062)” at
page 113, and No. “(19177)" at page 172, all refer to ditferent German cipher systems.

8. The word “Nauen,” appearing at the lops of pages 69, 76, 130, 135, 217, 223, 244, 245, and 259, of exhibit
A, refers to the German wircless station located at Nauen, Germany, from which many communications were
despatched. Many of the other communications of which copies appear in exhibit A were also sent by wireless.
The communications passing between Madrid and Berlin werd, practically in all iustances, by wireless.
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making copies of some of the messages, particularly during the latter part of the war, and in cases where the

same eipher system wag being cmployed in a serics of messages, a8, for example, a series of communications to
Washington and the wircless communications between Madrid and Berlin, the “recognition groups” were some-
times omitted from our file copics.  This accounts for the absence of cipher numbers ot pages 24, 26, 52, 77, 78, ="
79, 82, 83, 87, 88, 89, 90, 91, 93, 04, 98, 104, 105, 108, 110, 115, 121, 124, 126, 128, 131, to 171, inclusive, 173 to
216, inclusive, 218 to 222, inclusive, 224 to 243, inclusive, 246 to 256, inclusive, 260 to 266, inclusive. The
“recognition groups,” however, appear in the original Germaon cipher messages in every instance. The wireless
messages which passed between Madrid and Berlin were sent in almost every case in cipher No. “0064" or some
combinations or modifications of that German cipher system.

9. The dates appearing at the tops of the pages of exhibit A represent the dates when the messages were
intercepted, whicl: were coincident with the dates of the sending of the messages, although in a number of in-
stances it will he noted that the message which we picked up was one which was being relayed from one point to
another.  In such cases the date will be the date of the relay of the message, but not necessarily the date when it
was sent from its originat'point of origin.  These dates are indicated cither by a complete statemnent of the month,
day and year, or by figures such ag “26.6.16.”, which means the twenty-sixth day of June, 1916.

10. The sources and destinations of the eables are indieated by the words “From” and “To.” Tor example,
on page 2 the words “From Berlin® mean that the cable or wircless message was sent from Berlin,  The signature
indicates the name of the oflicial or department which gent the cable, wireless message or communication, as
such signature was actually contained in the message. The words “To Washington” on page 2 mean that the
message was sent to the German Embassy in Washington. The communications between Berlin and America,
insofar as we intercepted them, were limited almost exclusively to communications with the German Embassy.

11. The letters and figures appearing at the tops of some of the pages in exhibit A, such as “B. No. 24" at
page 2, “W. 146" at page 3, have reference to a particular serics of German numbers as they appeared in the
contents of the communications. “B’” mcans a series of communications from Berlin; “W” means a series of
commuuications from Washington.

12. The message set forth at page 35 of exhibit A, numbered ‘‘B. No. 103,” dated January 26, 1915, and
) signed “Representative of General Staff Zimmerman’ was a message sent from Berlin to Washington by cable
. via the Swedish Foreign Office. It was intercepted by us en route to Washington. We considered this cable of
)

{
{

particular importance at the time and we furnished a copy of it in the original cipher, together with the English
translation of it, to the American State Department through the American Embassy in London.

13. This message, it will be observed, was sent in cipher No. “(13040).” The German cipher book covering
this system of ciphering is in our possession, it having been captured by the British authorities in the luggage of a
German consul named Wasmuss who was stationed at Shiraz while Wasmuss was engaged in an endeavor to
cut & British oil pipe line.

14. These German commumcatlons were interecpted and deciphered by the British Admiralty through the
same system which we employed in the interception and deciphering of the well-known “Zimmermann” cable-
gram of January 16, 1917, from Herr Zimmerman to Count von Bernstorff for transmission to the German
i Legation in Mexico, advising it of the plan to commence unrestricted warfare and proposing an alliance with
{ ) Mexico in the event that the United States should enter the war, which cablegram we called to the attention of
the American State Department, and which was published by the United States Government, and which Herr
Zinmermann in a statement made in the German Reichstag admitted to be correct and authentic. Some further
history of that eablegram will be found in the third volume of ‘“The Life and Letters of Walter H. Page” by
? Burton J. Hendricks, at pages 331 to 364.

, ' ' 15. The German cables, wircless messages and other communications set forth in exhibit A are a compara-
)
(
i
)
i

tively small portion of a much larger colleetion of such meseages which we intereepted during the war and which
are still in our possession.  Owing to the paramount importance of our having for the use of the British Navy the
information contained in the messages regarding the movement of German ships it was imperative that we should
avoid if passible, disclosing to the Germans the fact that we were reading their communications to this extent.
Henee it was impossible for us at the time to make full usc of all the information which waa beforo us. The
American Ambassador in London, Mr. Page, was in our constant confidence, however, regarding the German
communications affecting America during the war, but it was necessary for all of us to excreise the greatest

‘| caution regarding the mcessages.
j 16. As head of the British Naval Intelligence I also had charge of the detention and examination of Captain
. Franz von Papen, the former Military Attache at Washington upon his arrival at Falinouth about the first of
) b January, 1916. We took from Captain von Papen at that time a number of documents which were found upon
his person and among his luggage, and which in our judgment were being carried in violation of his rights under
i . the safe conduct which he had been given. Copies of some of these papers were published at the British Gov-
‘. ernment Stationery Office and presented to both Houses of Parliament as a ‘British White Paper,” Misc. No. 6,
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19186, entitled: “Selections From Papers Found in the Possession of Captain von Papen, Late German Military
Attache at Waehington, Falmouth, January 2 and 3, 1916.”" A photostatic copy of that British White Paper is
attached to the exhibits in this case as exhibit No. 46. 1 personally saw at the time and examined the originals of
these documents and know of my own knowledge that the documents of which copies appear in that British
White Paper, of which exhibit No. 46 is a photostatic copy, are true, correct and authentic, including the records
from Captain Von Papen’s check books.

17. I also personally interrogated Horst von der Goltz at the time of his arrest by the British authorities.
Yon der Goltz was examined by the officials at Scotland Yard under my direetion and at my request. He made
certain affidavits before those oflicials of which copies are set forth as exhibit 53 of the exhibits of this case. 1
have examined this exhibit 53 and it accords with my recollection of the contents of the original aflidavits though

T have not examined recently those aflidavits which are presumably in the records at Scotland Yard uuless they

were sent to the American Government in Washington.

18. I also had charge of the arrest and imprisonment of Franz von Rintelen by the British authorities. He
was apprehended by us at Ramsgate on the steamer Noordam in August 1915, while he was apparently trying to
return to Germany from the United States. He was traveling on a Swiss passport under the name of “Gasche.”
We put him in Donnington Hall, which is the British prison for enemy officers and he remained there until
shortly after the United States entered the war, when we sent him to America under guard at the request of the
American authorities and turned him over to the United States Government.

(sd) W.R. HarL.
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GROUP-BY-GROUP DECODEMENT OF THE ZIMMERMANN TELEGRAM AS SENT BY AMBASSADOR
BERNSTORFF TO GERMAN MINISTER VON ECKHARDT IN MEXICO ON JANUARY 19, 1917

“f13851

130
13042
13401
8501
113
3528
416
17214
6491
11310
18147
18222
21560
10247
11518
23677
13605
3494
14936
95002
5905
11311
10392
10371
0302
21290
5161
39695

23571
17504
11269
18276
18101
0317
0228
17694
4473
22284
- 22200
19452
21589
67893
5569
13918
8598
12137
1333
4725
4458
5905
17166

e e

Nr. 3

Auswacrtiges Amt
telegraphicrt
vom 16ten Januar
colon

Nr. 1

Ganz geheim
Sclbst

zu

entziffern

stop

Wir
beabsichtigen
am

ersten

Februar

un .
cingeschraenkten
U-boot

kricg

zu

beginnen

stop

Es wird
versucht

werden

Vereinigte Staaten

Amerika
trotzdem
neutral
zu
erhalten
stop
JFuer den Fall
dass dies
nicht
gelingen
sollte
stop
schlagen
wir
Mexiko
auf
folgender
Grundlage
Buendnis
vor
stop
Gemeinsame
Kriegs
fuehrung

1458
17149
14471

6706
13850
12224

6922
14091

7382
15857
67893
14218
36477

5870
17553
67893

5870

5454
16102
15217
22801
17138
21001
17388

7446
23638
18222

6719
14331
15021
23845

3156
23552
22096
21604

4797

9497
22464
20855

4377
23610
18140
22260

5905
13347

20420

39689
13732
20667
6929
6276

33

APPENDIX 2

stop
gomeinsamen
Friedensschluss
stop

reichliclie
finanziclle
Unterstuctzung
und :
Einverstaendnis
unsererseits
dass

Mexiko

in

Texas

comma

Neu

Mexiko

comma

Ar

iz

on

a

frueher
verlorenes
Gebiet

zurueck

‘erobert,

stop
Regelung
im
cinzelnen

Euer Hochwohlgeboren

ucherlassen

stop

Sie

wollen
Vorstehendes
dem
Praesidenten
streng
geheim

eroeffnen

comma

sobald

Kriegs

ausbruch

mit

Vereinigten Staaten
fest

steht - ’
und

Anregung

18507
52262
1340
22049
13339
11265
22295
10439
14814
4178
6992
8784
7632
7357
6926
52262
11267
21100
21272
9346
0550
22464
15874
18502
18500
15857
2188
5376
7381
98092
16127
13486
9350
9220
76036
14219
5144
2831
17920
11347
17142
11264
7667
7762
15099
9110
10482
97556
3569
3670

hinzufuegen
Japan

von

sich

aus

zu
sofortiger
Beitretung
einladen
infinitive with zu
und
gleichzeitig
zwischen
uns

und

Japan

zu
vermitteln
stop

Bitte

den
Procesidenten
darauf

-hinweisen

comma

dass
ruecksichtslose
Anwendung
urserer
U-boote

jotzt
Avssicht
bhietet
commas’
England

in

wenigen
Monat

en

zum

Frieden

zu

zwingen

stop
Empfang
bestaetigen
stop
Zimmermann
stop i
Schluss der Depesche
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THE ZIMMERMANN TELEGRAM OF JANUARY 16, 1917, AND ITS
; CRYPTOGRAPHIC BACKGROUND

Among the official cryptograms which have been mtercepted and tmnslnted by govern-
mental authorities other than those for whom they were intended, the most important of all
time, either in war or peace, is undoubtedly the one deciphered by the British Naval Intelligence
which is known to historians as the Zimmermann telegram. In German literature it is referred to
&3 the Mexxco dispatch. This message, in cryptographic form, was sent on January 16, 1917,
by ArthurZimmermann, then German Minister of Foreign Affairs in Berlin, to Ambassador
von Bernstorﬁ at Washington, to be forwarded to German Minister von Eckhardt at Maexico
City. It read, translated into English, as follows: ! .

We intend to begin on the first of February unrestricted submarine warfare. We shall endeavor
in spite of this to keep the United Btates of America neutral. In the event of this not succeeding, we
make Mexico a proposal of alliance on the following basis: make war together, make peace together,
generous financial support and an understanding on our part that Mexico is to reconquer the lost terri-
tory in Texas, New Mexico, and Arizona. The settlement in detafl is left to you. You will inform
the President of the above most secretly as soon as the outbreak of war with the United States of

- America is certain and add the suggestion that he should, on his own initiative, invite Japan to imme-
diate adherencerand at the same time mediate between Japan and ourselves. Please call the President’s
attention to the fact that the ruthless employment of our submarines now oﬁers the prospect of com-
pelling England in a few months to make peace.

No account of the stirring episodes leading up to our entry into the World War can be
considered complete without at least a reference to the one in which the Zimmermann telegram

_played the leading role. Even those who adhere to the theory that it was the bankers who
" pushed us into the conflict on the side of the Allies must mention it; while those who incline

toward the theory that it was the German policy of “frightfulness’” on ses and land which
dragged us in against them give this message even more attention. Although today it would
certainly be too much to say that this eryptogram, through its interception and solution by the
British, and its forwarding by them to President Wilson, was the direct means of bringing us into

- the war, nevertheless many an informed person whose memory goes back to the exciting days
- whén the contents of this sensational message were disclosed in the newspapers of March 1,

1917, would certainly say that had he been asked af that time he would have said at least that
it was the straw which broke the camel’s back. The importance of this incident is evidenced
by the lengthy comments of prominent officials who were at that time in a position to judge
ite, significance. The Secretary of State, the Prime Minister of Great Britain, Colonel House,
our Ambassador to Great Britain, and many others, give thm telegram a prominent place in
their writings on the World War. For example : .

While the Armed Ship Bill was under discussion in Congress another event oocurred which caused
the greatest excitement throughout the country and aroused the people against the German Govern-
ment even more, I believe, than the announced policy of the submarine ruthlessness. That event was
the publication of the so-called *‘Zimmermann telegram’ -* * * Thus the Zimmermann telegram

" resulted ip unifying public sentiment throughout the United Sta.tes‘ against Germany, in putting the
people solidly behind the Government and in making war inevitable, if not popular, because the

\ Papers Relating to the Fureion Relations of the United States, 1917. Supplement 1, The World War, p. 147, U. 8. Govemmsnt Printing Omoa
Washington, 1931 “Thiz book will hereinafier be referred to as Foreign Relations Serles, abbreviated FRS.

1)
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German Government’s siniste {otenit joward the Uniled Siates could no longer be doubted.  Thw
“cold-blooded proposition” of Germuny' Secretary of Fureigz: Affairs in one day acoomplished a changs: {
in sentiment and public opinion whsh would otherwise have required months fo accomplish. Froms.
the time that the telegram was pubMished, or at least from the time that its authenticity was admitter
by its author, the United Htates’ entry into the war was assured, since it could no longer be doubted
. that:it 'was desired by themmaﬂm psople from- Mabxe to Califoroia and from Michigan to, Texas s

It [the Zimmermann telegram) roused 5 great denl of mmgnatmn in the States and strongly rein-
“1v. forded:the populnr ba.ekh:g for~strong measures by the President.? .

A\-r‘b,

EA B B R . ' . - o L7
225 Wilson'iwas: mﬁngfor what ke called the “overt act” before he took further steps against Gsﬁnani‘.
R bnt the possibility of -axoiding hostilities daily diminished. * * * SPTREE: O
AL Miaguided  German, diplomacy did its utmost to streugthen the growing feeling in the inited
i Btates that war with Gamuy could ant be avoided. On Fubruary 26, Caloned House waw onlled 0
_ | the telmpinee by Pruink Polk and informed thed the Botden Naval Intslligrace had spe a.;m
W decipheredt o &mw Phvargpn Beoes sk Cisvmust Peesgn O%ce to won bekhard?, Yhe Chi
Minister tn Muoatwo City. st o Fhmcsmsemne §wundf ano dated Janamry 16, the “Uengrim
aspounced the izmmiiee of eovestuindty sehmaarier weilee  aod strueld tie Germen Miniser, in
case of war with the United Bistas, to atizsuyt to artangs A Gerusan-Mesioas. alliance, on the uander-
. standmg that Mexino wopl.d be assisted to reconquer New Mexico, Texas, aud Arizons. Zimmermann.
. further suggested th&tr Qprmnza. should approach Japan,
ﬁ;“j:u .. Mr Polk fully reahzed ;that ‘the publication of this telegram would blow American resentment
- toa wlute heat it would strengthen immensely popular support of the President in any action he
o ‘might take asamst Germany in defense of American rights on the sea. The same thought____y bave
,led the. British to pase the, declphered telegram on to Washington. Wilson hirself was disturbed and
_in doubt 88 to whether the pubhcatmn of the telegram would not bring on & crisis he could not control.
" House urged immediate publication. * * *

The effect of publication was exactly what ‘had been &ntxmpated Many persons naturally raised
doubts asto theauthenticity of the telegram; but V.ansing formally assured Conzress, and’ Zimmermann
s+ - .himself confessed, that it was genuine. Speculation was uncontrolled as to how it had been intercepted:
e« it was rumored. that the messenger had been caught by American guardsmen un the Mexiean border;
, . that & copy had been teken from von Bernstorff at Halifax; that it was in-a mysterious box seized by
- the British on the ship which Bernstorﬂ' sailed on.¢

. Hendnok * the blogmpher of the war-time American Ambabsador to Greal Bntmn Walt.er
H. Page, BRYyS: o Py e

N

The most sensational episode of - this period, however, was the publicatisu on March 1 of.a telegmm

e from Dr. Alfred Zimmermann, German Foreign Secretary, to the German Minister in Mexico, outlining
" a-scheme for an alliance of Germany, Japan, and Mexico against the United States, and for the cesdon
in case of v1ctory, of Texa.a, New Mexico, and Arizona to Mexico. ) .

* [Page’s diary dated Mareh 2, 1917.] The Zimmermann (Berlin) Mexico-Japan bomb burst tods'y',

.+ + sthe Zimmermann telegfam to the Gérman’ Minister in Mexico being in the mewning papers. Thcy gave

9. .. i «it out in Washington (apparently) to cause Congress to give ihe President authority to arm inerchant
... + ships; ete., ete., as he should;see fit, and to use the armed furces of the Nation to protect commerce and .
\ .- life. It had that effect. An enormous majority in the House last night (m,arly 300 to 13D voted.in AT

*. favor of the resolution. I am curious to sec the effect on the country. 1 have never abandoned the (
belief that if the President were really to lead, all the peuple would follow. Whether he will even now 2% "%
lead remaine to be seen. Yesterday I talked to Chinda, the Japanese Ambassador, about this Zimmer- D = *“‘/]
manb telegram. He thought it a huge joke at first. Today Yeates Thompson confessed that it seemed
to him & newspaper hoax! Nobody (few people surely) yet thoroughly understand the German This
telegram will go some distance surely to iustruct the people of the U. S. A.®

" % Lapsing, Robert, War Msmeirs, Bobbs, Morvihl & . rmﬂanapo&k W33, pp. 228 and 232
€ 2loyd Georpe. Bavid, War Memoirs, p. AN,
¢ Tha Jutimate Papeve of Colonel House, Rougieon MR Uy Naw Yyvx. g6, p. 452 '
* Hendrick, Burtem 3., The Life and Lettars of Witk R, Muge Boabbiar fige & 7o, Nav Ve pm *m‘emﬁié’ his ﬂ‘ukwmbem
to tneraly su Efondrick.
¢ Op. &, wd. 1T, pp. 831, 324.
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' The acrimonious discussions which the Zlmmermann telegram aroused in Congress take
2. 1p 22 pages in the Congressional Record. { Most of the debate deals with a resolution calling
/ “upon the President to furnish a formal statement declaring whether or not the telegram as
! published in the newspapers was authentic. i Space forbids extensive quotation, and the following
two st;atements made in the course of the “debate must suffice:?

‘Mr. Tuomas. * * * Does not the Senator [referrmg to Senator Hitcheock]) realize that the
public mind is aiready inflamed, that it has been inflamed by this publication [the Zimmermann telé-
gram| like a bolt? Beecause of that excited condition, which we share, inasmuch as fhe information
must have proceeded from Executive sources, directly or indirectly, it is very essential that we should
have such information as may be necessary to enable us to meet and, if necesssry, to end that public
excitement which is now sweeping all over the country. i

* . * * * * . ’ ™

Mr. Smita. o * * Mr. President, I say th&t the situation thus created is far-reaching and

. delicate, fraught with very great danger to the peace of the American people, * * %

... It was of course natural that question shounld bo raised as to the authentlclty of the Zim-
mermann telegram Senator Tillman [p. 4605] gave voice to his doubts in no uncertdin terms:

i ) Mr. Presudcnt 1 want to say one thing before this debate closes. I think we have wasted & great

. / deal of valuable time here in discussing a lie—a forgery. I agreed with the Benator from Michigan

o {Mr. Smith] this morning when he said it was a forgery. } The reason I think it is a forgery is this:

: ) Who can conceive of the Japanese consorting with. Mexico and the Germans to attack the United
States? Why, Japan hates Germany worse than the devil is said to hate holy water., Japan took -

possession of Kinochow and she is going to hold it. s it possible £6 conceive that Japan will go to war
with the United States in conjunction with Mexico and Germany? I think such Y proposmon is
beneath our notice:

.'* The New York Times Current Hwtom/ for the penod February 20 to May 15, 1917, deals
thus Wlth the Zimmermann telegram:

Au important phase growing out of our rupturé with Germa.ny ‘and the subsequent drift toward
war was the uncovering of an anti-American alliance proposéd by Gerinany with Mexico and Japan
" .in the event the threatened war ensued. * * * The revelation created a profound impressiés - -
throughout the country. The immediate effect on Congress.-was. the elimination of practically all
opposition to the proposal then pending to authorize the President to proceed at once to arm Ameriean
merchantmen against German submarines; it also crystalised the conviction throughout the oountx—y
that the German submarine blockade muet be sternly resmted even though it msulted m a declarahon
: ' " of war by Germany. : . : S »

P

Amb&ssador von Bernstorff says:®

It has frequently been asserted that the notorious Menco telegmm led to thse WAL, with the Ug,Lte(! T

States. I do not believe this is correct. The telegram was uaed with great success ag propaganda e
against us; but the rupture of dlplomatm relations—aa I have already pointed out~was, in view of
 the situation, equivalent in all circumstances to war. ‘I had nothing to ‘do ‘with the ’Mex'ico w]egram.
- which took me compietely by surprise. It wae addressed, in $he usual way, direct to the legation in
. Mexico, and passed through the Embassy at Washington on, the-same day on which I received notifi-
.cation that the unrestricted U-boat war was to-be declared..~d had neither the nght nor was it»my
duty, to bold up the telegram a.lthough I dlsapproved of its contents L , owidy

‘-v -t F4 ,mr*

. On December 13, 1927, Sir Alfred Ewmg, who throughout the wnr WBB c,lvﬂlan head of the Lhde

-1 Congressional Record, e4th Conyress, 2nd Sessxon. vol, LIV, PP. 4595 and 4598, Mm‘ 1. 191?. "’
% von Berostorff, Count Jobunn, My Three Years in America, Oharles .Scribuer’s, Sons, New York,, lm p 380 Thia wo:k will lmdmfwr
be referred to as Bernsiorf. . ) s :

. . » o
ih Vi 3.
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-work of the Bureau. Thst pertior &f the published acessunt of his address with which we sz
concemed is as follows:*® :

’ Besides intercepting naval dgesada, the eryptograpbima of Room 40 deslt successfully with memie
.. -political cipher. The isolated pesitiewn of Germany forced her to resort tn wireless, and preventasd
frequent changes of the code bebks for confidential comumunication with corsespondents abromt:
There was & voluminous siream of cipher correspondence with German agents in Madrid, and a good demd
with North and South America as well as Constantinople, Athens, Sofia, and other places. One group i
deciphered niessages threw useful light in advance on the Easter Revolution in ¥seland, another groug
on the intrigues of the Germans in Persia. °
Among the many political messages read by his staff was the notorious Zimmarmann telegrate,,
which waa intercepted in-the manner described in the third velume of the Page Letters. Prosdess
Wilson waa then hesitating on the brink of war, reluctant to plunge, clinging vafnfully to the idea of
neutrality which seemed to be almost 8 part of his religion. Ve Zimmermans mesengr, »hieb made
a conditional offer to Mexico of an alliance againet the U'nited States, was dweipbared w Rusgn 43,
It wpa then commaunicessd very eoafidentially by Lord Baliear to Mr. Page and tarmgh Fags tg
Wilson, and was gives b Mw (6 the bewrizan Fress o ublication wae decisive (o comsaving
Amsrigan opinfon to the nmcesiiiy <f wee Bt the @onais whv B hid Room 40 remained undbrbeariwd.

. And finally in his famous message (wmrh s 9ow known as the ‘“war message’) delivered
in pemon before the Congrese in joint session on April 2, 1917, President Wilson said:™

Tat ¢ That-it (the German Government) means to stir up enemies against us at our very doors the
intereepted note to the: German Minister at Mexxco is eloquent evidence.

. More than enough has been quoted to give an indication of the importance with which the

‘ pubhcatmn‘of the Zimmermann telegram must be regarded in connection with & study of the

MH

‘impenetrable curtain of mystery behind which her able cryptographers work, so that we shall

causes leading to our entry into the war. Indirectly, because the United States is the leading
power on the American Continent, it also helped to bring Argentina, Bolivia, Brazil, Cuba,

and Panama into the arms of the Allies.
fm,, So important a cryptographic incident, therefore, warrants a most careful study by historians
well as by cryptographers, for the story of the incident is replete with suggesnons for making

{ the most of a cryptographic opportumty
Twenty years have passed since the Zimmermann telegram was blazosed on the front
pages of newspapers throughout the world except, of course, in Germany and Austria. But
the British Government, which was the principal actor in the incident, has still not lifted the

have to draw conclusions from accounts from other sources if we are to study the facts con-
cerning her interception and solution of the famous message. We shall pass over several purely
apoc, hal accounts which appeared at the time.

. It is amusing to note, in passing, that one of the reasons why the Kaiser was extremely
cool to Ambassador Bernstorff, who was received by the Kaiser only 6 or 7 weeks subsequent
to Bernstorf’s return to Berlin after the rupture of relations, was the monarch’s belief that the
Zimmermann telegram had been taken from among the papers which Bernstorff carried with
hinmt on his return home on the Friedrich VII/ in February 1917. The ship was detained at
Halifax for 12 days and every nook and cranny was searched. A box of dispatches which had
been placed aboard the vessel by the Swedish Minister was found by the British authorities and

v A5 reported in The (Edinburgh) Scotsman and The (London) Times tor December 14, 1927. Incidentally, the Editnl"of. The Seotemnan, in
lauding 8ir Alfred, maid of the Zimmermann telegram that it “‘was instrumental in bringing America into the war.”

® PRS, pp. 105-208. Ao, in his Flag Day Address un June 14, 1617, in citing the pumerous provocations which, he explained, forced us Into
the war, the President said: “They tried to incite Maxito 16 take up arms sgaiast us and to draw Japan into 8 hostile allience with her—and that
not by {ndirection Lut by direct suggestion from the Fareigh Offiee in Berlin.” }

1t The most for-fetehed of these was to the effect 1hot the message wus found by Loy soldiars of Comuany (3. Pirm [pfhmery, on the persea of
5 spy whom they-hed eapttursd while he was attempting o crowr the southers bexdor toie Meza. sens the lows of Pysgraw on February 31, W,

8ot The Now York Times Current History, pariod April 1917-Jupe 1917, red K1 Bowr s venst o wark a Luniber's Maxide Burope (1986), mp.
92-03, contains » wholly erranecus vendon of the episode.
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the' contents of some of them were published. The English papers represented the cae as if &
box of dispatches had been taken from Bernstorff But the Zimmermann note was not among
them;"’
The first hftmg of the veil of secrecy surroundmg the mterceptxon and solumon of the
2 Zimmermann telegram occurred in 1925, when the November issue of World’s Work brought the
final #nstallment of Hendrick’s The Lv,fe and Letters of Walter H. Page.” |This account, from
whicB s passage has already been cited, still forms the principal source of our information on
the subject. A second account, not so detailed as the first, but containing important data, was \/\,(
, "~ -publighed in 1933 in Lansing’s War Memoirs, also already mentioned. Amnother account appears
in 8 book ?* by a professed German ex-spy. But sinoce it i3 based almost entirely upon the
Hawdrick version, and because there are cogent reasons for discounting much of the contenta of
. the book as a whole, it will be largely disregarded in this paper. In addition to-all sources men-
i tmned reference will be made to official records of the Department of State. A S
i - .The first links in the story may be seen in the following two belegrams 2 i.- comate f‘vé:ﬁ

. Coaid '.’:;;"(‘,fe A4
.

Lom)ow, February 24, 1917 ]
Rec’d 9 a. m. o
- SRCRETARY OF StaTE, Washington. . :
5746, February 24.
In about three hours I shall send & telegram of great ixnportance to the Preaident and Seoretary

of Sf.nte ) ] '
. S L ' , » e .. PAGE.
L x * * I I - S 0

; : (2) ’ )
s i The Ambassador in Great Britain (Page) to the Secretary of State’

R . : o l'I‘olwam]"' et
3 : L o " o - ", Lo:moﬁ, Februury 84 191? ‘1p. m.
¥ . .yi_ R - ' ¢ Recvds 30p m ; IR n'u'
Con 5747. My 5746, February 24, 8 a. m. . For the Presxdent atid the Secretary of Btate ‘
g A . Balfour has handed me the text of a cipher telegram from Zimmermany; Gérman’ Secretary of .-

. Btate for Foreign Affairs, to the German Minister to Mexico, which was sent:via Wuhingwn and
. telayed by Bernstorff on January 19. Yeu can probably (obtain a.copy. of the bext relayed by . Bafnr
storﬁ from the cable office in Washington The first group is the numbex of the telegram Ha 180! snd :
- - the second is 13042, indicating the number of the code used. The dat group but two'is 07556 whish o
% .. " is Zimmermann’s signature. I ahall send you by mafl a ¢opy of the cipher taxt: and of the"&écode into . '
- . German and meanwhile I give you the English transl&ﬁon e foﬂows (Then !ollnws fthscEnglish mﬂ
.of the telegram as given above, p. 1.) ot S £ e
) The receipt of this information has so greatly exerclse@ ﬁ;e Brltiah Govemm.ent that thoy }mva
T " lost no time i in communicating it to me to transmit to you, in order that our Go
,»,.'M  without delay to make such disposition 88 may b\a n&easary in vie' of th
“territory. ' v slaviiocd W2 b d
. Early in the war, the British Government obtained' powdon ot a oopy of tbe Gmm.n eéphet'wﬂe :
. R uged.in the above message and have made it their buginess to- obtain, coples“of Bémistorfls. ciphir
i o telegrams to Mexico, -amongst others, which are sent. ba.ek to London. and deciphered here.’ This
. ' "7 accounts for their being able to decipher thxs telegra.mﬁum the German Govemment to their Tepre-

Inaeeﬂuotlbmn'om Ombet:z.

ok A

-

[

i Nmnmmlw 1018,  Untersuchungsanaschuss dba dls Wd‘bkpmmm
1910, to April 14, 1020, a committee appointed by the German Nationel Oomument Aasembly ‘to inquire into the,responzaibllity @or ths
‘ . neld hoarings in Berlin. “The reports of two subcommittees togetiz with the sténographie tninutes'of giéof thess subfommitises-dnd
thereto have been translated and published Ly the Carnegle, Endowrnent.for. Intlmaﬂmﬂ M as-yols. 1 and 3 of Officlel Germn MW
Rélating to the World War. These two volumes are a veritable milw o! tmmtant ! They will hu'ealterberdamdto .
Hearfugs. The statement above {5 taken from p. 311, L DT e il L L A Y SRS 4&;“
b 13 von Rintelen, Capt. Franz, The Durk Invader. The Mncminan Co New York, 1938, . :
o 1 The first is taken from Hendrick, vol. I11, p. 332; the second, from B’RB p. M7,
t4a This {8 not the nwnber of the telogram, but the code equivalent of the samber (B).
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s Liy .aentstrve Jin Mnxim@gq gﬁmm from January 19 until now in their receiving the mformaw
*This imn & Jenlétaly guarded secre and is only divulged now to you by the Briddéh

Governmént in'view of the extraornsry circumstances and their friendly feeling toward the Unitest
Btates. They earnestly requést thud you will keep the source of your information and the Britdh

=71 1 Governmént's methed of: ommpmtmmdly secret, bt they put no prohibition on the publicatsisn
4t g zo.f Zimmermang’s telegram-dbeotl. ... .

- ’Ehe -gopies of &hxsangi@hex telegm!m were not obtained in Washington but were bought in Meaw;

; I have thanked BaIlonr for. the service his Government has rendered us and suggest that 8 pn&‘gs?p

'“officiAl tnessage-of thanks frora oui' QGovernment to him would be beneficial.

SHRERIRE ] & am’informefd‘ﬂmt ‘this information has not yet been given to the Japanese Govemmeat. bzﬁ?!

.+ think4t: not:unlikely that.whenstireaches them they may:make a public statement on it inrordw@m
',,j WMI’ posiﬁon(mgn;m.the Umtq& Statesiand prove their good faith to their Allies: -fanfe,. 2
S < , P&GE.

. the pnbhmﬁwn by the Assomatm% Press of the text of them

. Our intarest vnll be somm the Inirute detalis of the manner in which bhe mm_
* was intervepted mmmwmm

.The Handrwk acemgab, immwdictely wfter the prousding two telegrams quoted abowé,

contmues- g e

The manner in whlch the British had acquired this message is disclosed in Pagé’s telégram. It
‘was, “bougbt in Mexico.” . ‘That is; the British Secret Service had obtained it evidently from some

M 'apptoachable person in. t!w ‘Mexican eapitel~—a practice which, it appears from Page’s wmummcatnon, i

had been going on for'some time. An interesting additional fact is that this is not the dnly way in
. :widch the British obtained this priceless treasure. The German Government was so determined to
mke this Mexican alliance that it. did not depend upon a single route for transmitting the Zimmer-

mann message o von Eckhardt. It dispatched it in several other ways. - For one it used the wireless

‘route from Nauen, Germany, to Sayville, Long Island.

i

-except under American supervision; how little this prohibition interfered with the Germans is’ shown’

by the use $hey made of the Long Island station for this, the most fateful message sent-to America .

dunng the war. * *.* . In the British Admiralty this Nauen-Sayville theroughfare was known as
_.the “main hne", it wa.s t;he most direct and consequently the one most used for sending German dis-
patcheatothe Umted States. L,

B Hnndrick tites no- authority- lor ‘the’ statement that the Zimmermann mlegrs,m wes trs.ns-
mxtted Eby radio from Nauen to Sayvﬂle and ‘there is reason to doubt that this was the case, 88
wﬂbecome appa.rent. when, phe matter is cerefully considered in the light of other evidence. .
A few bours after the outbreak of the war the British, who have always recognized the
importance of controlling: oommumcauon channels as well as sea lanes, took immediate steps
to isolate Germany from the rest of the world that lay beyond the oceans, by eatting and‘diverting
to het own semce the' two German ‘cables across the Atlantic Ocean. This left Germany
only m@mct , channials,of commiinication with her Ambassador at Washington, These channels
were four in nulgber. The ﬁr’st by radio between a station in Germany and two stations-in
the Umted States, was known to and supervised by our Government; the second, by cable from

(AP

. ‘Géermany -via Berlin, Stockholm, Buenos Aires, Washington, was secret, “and though there is

‘positive emdenoe th&t fromthe ‘very first days of its use it was known to the British, it was

unsuspected and unknown to our Government until long after we had entered the war; the

third, via Bérlin, Copenhagen, Washington, was & very special method used only occasionally,
with the knowledge and ooope&

‘this fnsertion of secret text in ¢ ’Ldmm-y wews dispatches, was a channel which was of cotirse un-
known to our Government, tm%d loag after the war was over, when it was dmlosed by Bem

. "?M ‘\i £ ,xu& f

Y

In the sarly days of the war, the. American Government prohibited the use of this Sayville line

tion of the American State Department; the fourth, mvolvmg ’

~-




Do more to say ubout it than is given in footnote 15. - no :

We shall consider first the communications. passmg by radxo be ween t.he German statmn
at Nauen and one or the other of two radio stations on United  States- territory, at’ Bayville,
Long Island, and Tuckerton, N. J. These stations hiad been erected by German enterprise
for direct communication with Europe; they were, however, pa,rtly fingnced by French ca.pxtal
and the legal objections which. the French raised immediately upon: the outbreak of the war
soon resulted in closing both of them. Later our Government, after long negotiations with
the German Government, took over the stations and exercised & censorship over them. . The
steps leading to the imposition of that censorship need not concern us; the fact is that the Ger-
mans were unsble to use the stations until April 1915 and then only under supervision, in
that messages sent by Bernstorff to Nauen had to be submitted to our eensor before they could
be transmitted and messages received from Nauen, addressed to Bernstorff; were carefully scruti«
Amzed before they were handed over to him. The purpose of this censorship was, of course, t_.g
preserve our neutrality. Messages exchanged via these radio stations were, as a rule, sent in
& code known as “Englischer Chiffre Nr. 9972”, two copies of which had been deposated with
Our censor. "This is established by the following Ietter 7

-Kusmnucn DeuTscHE. BOTSCHAFT,
German Embassy, Washington.

~+ - APRIL 20, 1916,

“The Imperial German Embaesy presents its compliments and has the honor, with reference to
the correspondence with Honorable Robert Lansing in regard to the sending of wireless mesaages in
cipher by means of the radio stations at Tuckerton and Bayville, to transmit to the United States
: Pepartment of State heremth in two copies, the key to that cipher against kind acquittance for makmg
further direclions.

(Sngned) J. Bnnnsroan.

. _As stated above, all messages forwarded by radio by Bernstorff had to be sent to our cenéor
t.hrongh the State Department and these messages were regularly accompamed by a formal letter
couched in the following terms: .

- The Imperial German Embassy presents its comphmentx to the Umted States Dep&rtment -of

. btate and has the honor to enclose herewith a wireless cipher message, in duplicate, to the Foreign - Office
.~ 'at Berlin for kind transmission to the Tuckerton station. Duplicate copies of the (plain text) message
' are hkewme enclosed. » , _ ‘ ‘ v

o "'w'.l x‘l

3

Ry Bmshxﬂ. p. 154. ‘*My reports as a matter of fact were somewhat infrequent and always short, as-we bad to put all our masgages into cipher,
md tni& Wa# nos always possible. In explenation of the inevitableincompleteness of my communication, with 5&5 Forewn Offics,. I 28y, rmuk
ms ‘the talegrama of the Wolff arid Trans-Ocean Bureaus were regarded as the main sources of information Iondtber §idé, and that'I made ase
of varlous arrangements of words, to which the Foreign Office alone Liad the key, for the purpose of making. my own views essily-distingtisbable
i thase telegrams.” Another interesting cotroboration of the use of this method is to be found {n the Hal’ affidavit. (See footnote 20.) Among
thau’hgmms aoomnpanm the affidavit is ong (p. 122) dated Apﬂl 8, 1916 from Bernstorf! to the Forels'n Omce 1t contains the following para-
graph:. ‘

"N thk mson I snggest that the Wolff Bureat should be lnst.ructed for the present to forward immedlately al! Klnessig's talssrama tothe
Forelgn Ofios.: It 18 advisable that all should be sent, because telegrams golng!romheremlneode,alﬂthael&atherwogniﬂondswamd
on by ue&r telegrams intended for you might easily be lost. .For motives of economy Klaesalg us_es +he Ritgansehe Bureau in (mAmnlm)»
for such tdumms ag in this way it fs poss1ble to use eoda with regaxd to the Engllsh eenso:shxp ” i

-:iw P, 80, German Hesrings, sl o :
. i1 The letter iy in.the files of the State Department. In handwmlng on- its lower left hand mw tbo Wlng‘s"'l'wo dpba.boon
hanted to Lisuténant Noyes, U. 8. Navy, April 20, 1815.”" In telegram 79 dated April 20, 1015, Bernstarft bformed the I-‘orelxn  Offioe { that two cop‘les
of Code $972'were dalivered to the State Departent. He says (Bernstorff, p, 69): “‘In‘these negotidtions we had to content curselves with pointthg
out that wiwress our enemies could pass on military informetion to their Governmanta by means of coded ;q‘blegrama. we should be confined.ta the-
use of the wiraless stations. Flnally we cams to an agreement with the American Gavemment ‘that they should have & copy of the code vhicu
we used for the wireless telegramus. In this way thelr contents were kept secret from the enamy but not from the Washington Government, . .’I‘hls
oourss we only agreed to as a last resource 88 it was not suitable for hshdnnz nmt.btlons in chh the Amer!.can Oovemment was eonwm

et Al ,g:

How tnive Bernstorf was in respect to his ides that the messages in Cods 9972 were thus xeptmuumthememywmbemmamum. '

o, PR . PRI i . BN ¢ ot
ey, T ‘.;'v,x"»’a Lo T 2 S i
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.-+ "Fhus not only did the United States have the code in which the messages were preparsé,
but messages in that code, when seut by Bernstoefl to the State Department for transmississ,
were accompanied by their plain texts so that the esnsor could verify the latter if he desired.
That the scrutiny of these. messages was not 8 mere formality is attested by the fact ths@;
tha files of the State Department show several cases in which the Department held up and refuss#
to transmit telegrams which,.on being examined, were not perfectly clear, or which were even w2
slight degree: qpestnonable as rega.rda our peutrality. In this connection Bernatorff says: '

“  ..As has alveady been nientfoned, all ur wireless Messages were read by the American Govmm@k .
,devnﬂ.nmnts and it had oftén occurred: that objeetion. had been raised.

" 'On ‘one 6ceagion, upon tﬁe Very urgent’ request’ of the German Ambmsudor the smw
of State agreed to permit Bernstorfl to receive a radio message from Beriin to Tuckertos pre-
pared, not in Code 9972, but in a codé of which no copy had been deposized. This epesial cir
cuthatance caused Bernitor® ® sddress s letter on denuary 28, 1917, to William Phillips, thes
Under Secretary of State. ‘% wm' found in the ®les of the State De';urtment containg Ruy

followmg psmgmph .
" 'Y presume that the wireless was addressed and forwardud Jlireet to the [mperiai Foreign Offive.
As I have asked for an immediate wireless reply, my Government may answer in the same way and
in a code not decipherable by the Censor at Tuckerton. In a former somewhat similar case when
by mistake the wrong code was used, the telegram reached me only after several days' delay. There-
‘fore, and: as the answer to my yesterday’'s message will be extremely urgent, I should be particularly
grateful to you, if you could, at your earliest convenience, have the Censor at Tuckerton and at the
Navy Department instructed to let, in this exceptional case, the reply to my message pass 88 quickly
as possible.. . S
It is obvious that if scrutiny of messages had been a mere formahtv Bernstorfi would hardly :
have gone to the trouble of begging so humbly for the permission to which reference is made.
Parenthbti’cally it may be stated that if the Germans’ purpose in using a code for these radio
messages was to keep their contents from their enemies, they might well have saved them-
selves ‘all the trouble they took, for Code 9972 was extremely simple in ¢onstruction and was
solved by the British without difficulty. This is proved by a telegram that appears in a8 public
record which is replete with valuable information, namely; the documents published by the
German-American Mixed Claims Commission, which was established in 1922. " Among these
documents is an' affidavit dated December 28, 1926, by Admiral Sir W. Reginald Hall, wartime
chiéf of the intelligence department of the British Admiralty.?® This affidavit is accompanied by

‘@ large.-number of messages which were intercepted and read by the crvptographic bureau of the

British Admiralty. Among these decoded messagesis a translation of one of these Nauen-Sa.yvﬂle:
messages accompanied by the following footnote:*

[Bntwh],DEprTMmNTAL Nore~—This is the first message in cipher 9972 which has been;xem‘.

This cipher is employed in messages passing between Berlin and the German Embassy, Washington.

1In view of the strict supervision that was exercised over this Nauan-Sayville radio route it
appears strange that the Zimmermann telegram should have been transmitted in this way. =

2 e come now to the second communication channel that was used by the German Govern-

ment to communicate with Bernstorff, the route via Berlin, Stockholm, Buenos Aires, Washing-

ton. This channel was made available by the good offices of the Swedish I'orelgn Office and its

represenhaaves abroad. Hints as to the use of this channel may be found in Bernstorff. * For

" 18 Of evurse the convenience of oar censur had a part in tue sslection of 8 eoda o the English language. The vode, howaver, was nas campiled
tatuutmm Itmnkmdymhmd and had been tsed & the jravpoge of transmitting English materinl. ) ’
- 1 Beoetortl, p. 290. :
» Hereafter thw Hall afidavit will be refarred to as Hafl. 1% appesss wo Claiments® Exhibil 530 of the doemruresis pub!hhsd by ths Mixed Qlabne
Commisston, and i reprintad as Appesdix 1 to this paper. :
€ Hall, p, 95,
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example, ot page 65: “We had to fall back exclusively on'the wireless statxons, when, as fre- -

quently hagpened, we were unable to make use of the circuilous routes via neuiral countries.” 24
Again on page 149: ‘“Telegraphic communication between the German Government and the

Embassy at Washington was carried out by a circuitous route, which made it extremely slow.”
- 'These is In the State Department files a telegram dated Sepbember 10, 1917, from American ~

Aﬁxbamdor Morris, at Sboqkholm, to the Secretary of State, which reads:

h : Today had conference with British Minister who informs me as follows: In the summer of 1915

: when Great Britain sent & commission to Sweden to negotiate regarding importation into SBweden the

. Swedish Government protested against Great Britain delaying in London official telegrams addressed

’ . by Swedish Government to Swedish Legation, Washington. British Minister received cable instrue-

tions to inform Swedish Government that delay was due to the fact that the British Governmient was

, g possession of positive knowledge ® that the SBwedish Legation, Washington, had transmitted to the

e . German Government through the Foreign Office Stockholm, messagé from Count Bernstorff. “Bwedish

: . Minister for Foreign Affairs admitted that such message had been sent so transmltted but gave British
Minister formal assurance that this would not oceur again.

- What was the nature of the “positive knowledge” that the British Government possessed?
Undouhtedly it was based upon decoded German telegrams, as is evidenced by the iollowmg
t:elegmm which appears among those in Admiral Ha.ll’s a,ﬂidn.wb »

‘ From BUENOS AIRES o = ' .
To BERLIN ' e B. A. 67 «
' - . (transmitted) 10th June 1915
o : (5950) and (13040)33
1. Telegram No. 72 is missing.

2afl

1I. Please send cypber telegrams for WASHINGTON in such s way that thiey can be re¢yphered '

liexve, otherwxse the Swedlsh faciiities for wiring will be compromxsed and presums.bly withdrawn from us.
. . ’ LUXBURG. -

Note the date of this message. It is good evidence that the British knew of this method, but_,

* there is also sufficient additional evidence in Admiral Hall’s affidavit, if one studies the points

: between. which the telegrams included in the affidavit were sent. -The fact that & large number

’ "~ of the messages in the Hall affidavit were sent via Stockholm-Buenos Aires, is clear proof that

the British were carefully watching this route and reading the telegrams transmitted over it.

It is quite clear from this evidence and from the quotations cited above that Hendrick

places. too much emphasxs upon the variety of routes which he says the Zimmermann telegram

traveled, as though only this telegram had received special treatment. It is apparent that the

teansmission of important messages by more than one route was s usual procedure with Bern-

- atorff.. For.example, he states: * “With the utmost possible speed I sent the followmg &elegrs.ms
o sbout my, interview with Mr. House, by three different routes to Berlm Voo

= Hendncksays B : T T e

. : .The fact seems to be that the Swedxsh Court was openly pro-Germnn that popular opinion in

; Sweden similarly inelined to the German side; and, by January, 1917,-the 8wedish Foreign Office:-had
_become almost an integral part of the German organization,. In meny capitals German, messages

rﬁ, 5 were frequently put in Swedish cipher and sent to Swedish Mmisters in other counitries and by them
& " delivered to their German colleagues. Herr Zimmermann, i his dewo to ma.ke certain hat bis Mexi:

. Be Itatbes oars.
: . * e [talios In original. ) i X
t -1 Hall, p. 68, :
: ‘B *#(£950) and (13040)" 18 the British designation of the code used by the Germanslnsmdlnsthem Oodemwumanclphmd
130, and & message sent in that code bed, accordingly, to be transposed into code 13040 before ft'wasread. . (Bze pp. 4-14 of Mendelsohn, Oharies )' )
Studiss in German Diplomatic Codes Employed During the World War. Technfeal Papex of the swmi Intdl&eme Service, Washington, 1987.). 7

# Bernstord, p. 973, . o o R

® Hondriek, val. 111, p. 338, . .
1 ’ oy R T S U FIE I T Lo RS s_'éuf;.’(‘: '_",
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,' Wi B telemm’&hmﬁdm Waithington;.againy fell back upon the assistance of his Swedlsh confm» :
oy ,..He ha i hismomass (o the Bwedish: Ministex to Berlin; this f unctionary sent it to Btockholm, Swe&ﬁa A

fmx} B

!toxp thxs, pqint it wps. egb!ed tn Baenoe Auu,, Axg,ﬁ:ntma., and from that eity cabled in turn to Wi
o Th'e oume wu a but one, covcnng sbout ten thousand miftes. Yet nothin&%
“rad'sent’ Ehrough tHe-alr oF unﬁd,er the s¢a seemed fo eseape the watchful attention ¢f the Brifish' ﬁw
SRgecH fhtelhg%noe, and’ &ﬁ’ﬂwvﬁﬂ"magb “was captured almost at the same momens as thut one wbicb ’%

ke, )

_ - going by the “maio-li it S S : . 4
;u-1It ds-to-be- noted - that accordmg to Hendnck “German messages wers fmquently puﬁ “a
W_edlsh?cl har a.nd Hgnt- to‘ Swedxsh *anst.em sl and he 1mphes that the Brtta.ﬂh read

Ledies

code, fop.their, intercept seryice pretty well- covered. the earth. Tt i is, - however, mmmﬁy
unlikely that-the: Getmans would give the Swedes: the text of a message to be put into:Swedsih -
code for transmnission.~ Why reveal their secrets to the Swedish Government? It was so mugh '
easier merely to ask Stockhelin to ferward & message in German code-—precisely s tliey askiad
the Americans to do: i, ds we shall soon ses. Not only, however, do probabilities poiit away
from:dny idea that 8- edzsh code was ussd, but we have two pieces of evidence on tvhxs m:a.m '
the authenticity of which caninot be questioned. - ARF.
LT On September 8, 1917, the State Department published the .text of three code messages
sent by the German chargé d’Affaires at Buenos Aires to the Foreign Office at Berlin: These
telégrams“became ‘notorious as the Luxburg or “sink without trace” messages. They were .
_ furnished by’ the British; 'for the American cryptographic bureau had as yet hm‘dly been or- .
it ganized at that time., The files of the State Department contain several messages i connection
T " with this episode. . Among t.hem is one dated September 18, 1917, to Bell (Secretary, American
Embassy;:London) from Harrison (Secretary in the Diplomatic Service, assigned to the Depart- v
ment, later—1922—Assistant Secretary of State), in which Harrison trnnsrmtted the dates and &
initiak groups"of 22 messages sent from the Swedish Foreign Office, Stockholm, to the Swedish
Legv.tzloni Buenos Aires'and asked: “‘Please let me know g soon as possible if British’ auﬁhormes ' .
have ‘copies of ‘all these messages, if they have been successfully treated, and if so telegraph econ- ¥
tenta at eafliést possible moment.”. On September 19, Bell replied as foliows: "Numbers 4 5 S
. 11 16,17, 18,'and 22 are’in Swedish code and undecipherable here.”” #: IR
ﬂbmver, we-hawb a direct: statement of the war-time British Cryptographlc Bureau on thxs

.

t

.o . TP 4B After America’s entry into the war, the British gave the American Governmeént wparmal
e | edny Mm&g@om&%@pd@%@,@,,mm directions. forits.use. These direétions con-
. tmm he ¢ express statéments that German messages sent by Swedish officials were in enéiphered
- German'code/i: e.,  the ongmrd eode groups were subjected to a process of systematic alteration;
and that the transfer, or pétransfer, from Swedish to German hands was made at Buenes Aires r
The method of encipherment employed to disguise the inessages npon their transfer was of: suc /
nature-as not completely to remove certain resemblances to Gorman Code 13040. The 2
resemblances aroused the suspicions-of the British cryptographers, and detailed study:- followed

. - Onge 'the ‘nature of the disguise was learned, its usefulness was lost, and the Germans might . LR
: have spared themselves the trouble of dngulsmg the code when they gave theu- messages to : b
. ‘Swedish officials for forwarding. N :
" / " We have seen that the British Government once informed the Swedish Government that o

it was “in possession of positive knowledge that the Swedish Legation, Washmgton, bad trans- 8

mitted to,the_German Government through the Foreign Office, Stockholm, message from Ceunt

Bemnstorfl”’ ~That was “in the summer of 1915.” The fact that the praciice was not stopped

for 2 years or more, though the British must have been fully aware of it, speaks for itself. The

British autho 'tles must have realized soon af er this protest, which was no doubt made mly in
3 : iT M! Rz W . Y

Tl Q“‘}‘z’& S dt,” \jl.)z‘\% WL M CLW:,\WMI a.%w&' Kol

. 4'{;.5-“ ':Jl uQ 6 \LLA&'QA-} /wa,d‘ ~ ‘\c' .
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the-eryp t Rwar, that the information they were gleaning from the study of these messages
“was toovalutble to Jose, even taking into account the fact that the messages were of considerable

‘iide to their enemies. It is more than likely that the information was at lesst as useful to the
"BnQABh 8 it was to the Germans themselves. In some cases there is no doubt that it was even
‘more useful. .

 Finally, there is another meortant teleO'ram in the files of the Qtate Department on this
"subgect. It is dated September 17, 1917, and was sent by Bell to Hamson The first para-
ph is Qf great interest. It reads s fOHOWb '

-, I am now able to inform you Zimmerman’s telegram to Eckhardt mstructmg lum to induce
Mexico to attack us was forwarded through Swedish channels. It had to be sent through Bernstorff

W for his information, but as Sweden had given up transmitting German telegrams direct.to the United
f

; Stﬁtes after the British protest in 1915, it was sent through Swedish chaniiels to Buenos' Aites and
L ’there turned over to Luxburg who repeated it to' Bernstorfl. . The latter retransmitted it to Eckhardt.
Sﬁ’é 2o Berlin to Bernstorff it went in a code which the Britiah had at that time only. partly. succeeded
iu1eer B deciphering and ‘of which Eckhardt had no copy. Bernstorff had to repesat it to Mexico therefore
oyl in another code known to the German Minister there and incidentally to, the, Britlsh and xt is of this
R message that we obtained a copy. .

O{ certmn portxons of this telegram we shall have more to say lster as. they a.re of axtreme-

mte{rest ﬁ-om the cryptographic viewpoint. At this point we. shall. merely indicate- that there

~ ,i8.goad. reason to believe that the British authorities did not tell Bell the whole story .when

they gave hun the information which is contained in the foregomg telegram ‘Who. can bls,me
.them for withholding their most precious secrets? = 5 ..

nt We come:now to the third and most interesting of the several cha.nnels avallable
German Forexgn Office i in communicating with . Bernstorff in Washmgton-——the Berlm-Copen-
hagm—Washmgton route used with the cooperation of the Amenca.n State Dep&rtment We
.shall quote from the Hendrick narrative: . e

LA The German Government forwarded this dispatoh to Waehington In stﬂl another way. Indeed.
-- the most remarkable incident in this remarkable transaction remains to be tald: Evidently t.he 'Gers
g :man Foreign Office feared that transmission by wireless and cable transmmeion to Buenos . Au'es—-
CUT by grace of the Swedish Government——might fail them. The’ prohibltxon he America.n Govern-
> ° " ment had placed upon the use of wireless from Nauen to Sayville, ‘Long Tsland; might naturally cauae
it ' apprehension as to the delivery of messages sent by this route. “The ¢able' line from Stoekholmato
',zje‘ Bumos ‘Alres ‘and thenee to Washington and Mexico was a roundsbout; one,emnd n message trans-
o ft mitted that way might conceivably fail to reach its destination.. ... ... 25
T The dispatch of this telegram, however, was at that moment the most lmport&nt busi' before
“ - the German Foreign Office and its safe arrival in the city of Mexico must bé assured at améost

.., There was one method that was absolutely sure, though the fact that this should have- occurred to

¢ Zimmermann must be regarded as one of the most audacious and even reckless.strokes of the war.
Humor of any kind the Germans seldom displayed at crises of this sort, yet-the mechanisin adopted
to make certain that this plot against the American people would safely lend on Bemst’or&'s desk
evinees /&0 ‘untmnistakable gift—even though an ubcorscious one-=for thesartorie: - O
“ The transaction reflects so seriously upon the methods of the State. Depanment that it would
uprobdbly never have seen the light had the Germanps not made it pub!io themselves. In 1919-20
the German Constituent Assembly held an elabomte investlgatmn to nsxb}litly for, the war.
s the Zimmermann telegram played ita part Among ita pub ed ocu{xlents isa note which
reveala otie route by which this document found its way across the Atlantié’d "It says: O

£ttt 1 opgtructions to Minister von Eckhardé ‘were té be taken by lettér by way of ‘Washington

. ;y s by U-boat on the 15th of January; since the U-boat Deutechland did notistart.on her outwazrd trip,
: and through the. offices -
y,of the State Depart-"

{ ...: o ¢ these instructions were attached on January 16th to telegram No. 15%;
' “of the American Embassy in Berlia telegraphed to Co Bernsto Q
o ment in Washington.” = S

. % Hemdrick, vol. IIX, pp. 888-341.
' Hendriak's foctaote, See Vo, 11, p. 1837: “Official German Douments Relating to tbe W 3«: Watin
,$be Carnegle Endowiment for International Peace. [This work is referred to In the ptesam paper as dermpn, Hmbga ...

Vet RTS8 ,’.”x.,_u e z’»’,—
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R - ‘What this aensh isthat the Gernan Foreige Office used the American Government as an w%d
cE i *»boy for the tranaiiiseton.of a docyment that contaived o plet against its own territorial integrity. * &.,*
i« 1. The Germas (overnment, many times in the course of the war, used the good offices of the A.W

o ic&n Btate Depaa‘txkant for imnsmitting mesxages to Amha.ssa.dor Bernstorfl. Germany had no

sionally, therefore, the Germans would request Washmgton to serve in thiy oapsﬂty ‘As ail #&ﬁl

i messages touched England before starting aeross the Atlantic, the consent of the British Govemw

+ -..wag fiecessary before the favor could be performed. That the British gracicusly permitted the. e

- mans {0 use their cable facilities may possibly have seemed, at the time, an ant swvoring of the. umés

nanhnous, the fact, however, that the British possessed the German ¢ipher and read all these Wi

© v - gapes as they sped through England creates the suspiclon that they may have mgarded this as & wiy

'f\'-fﬁ‘!"io!obtuningv&hnbletn!ormation AR £

‘Hendrick ‘makes it appear that ¢btaining permission to use y the American State Depses- |

‘ment facilities was & rather eimple matter and that many messages wers sent by thn Stwite
Departmerit for the Gerreans in this way, without realization on the part of State Department
officialdom ‘of the poasibily seious consequences that might ensue. That this is far from the
truth “will appear later, His statement, too, that "As afl such messages touched Englsad
before starting across the Atla.ntxc the eonsent of the British (Fovernment was necessary before
“the favor could be. performed” is meaningless when one considers .the matter. It is obvious
first of &’ﬂ that had the American Government been so naive as to ask the British Goveri-
“thiefit’s Gonsant to such a procedure the latter would certainly have refused. It is likewise obvious
that 'when Barnstorff- wanted to send a code message to the Foreign Office in Berlin, the State

. Department could not simply address a telegram to the American Ambassador, Garard, in plam o
“Ianguage asking him to “Forward the following code message to the German Foreign Office.” -

“The British' would natumlly not pass such messages even though the greatest neutral’ country

'asked such a4 favor. Such a procedure is not a diplomatic possibility in time of war> If- not.

in plain language, the forwarding by the State Department of German code messages’ ha.d to
‘be done through the intermediacy of State Department code. Assummg that official messages
of the American Government to her ambassadors and ministers in Eutope were not sub)ected
to a.ny study whatsoever”by the British Cryptographic Bureau (which ia difficult to belie
‘:lt is posslble that, this practice might not have been detected immediately by the British. Bu
.the manner in which the messages were actually drawn up was such that the discovery of the
practice should and must have been particularly easy if American messages were even hastily
scanned. Here is an exa.mple of the plain text of such a message, copied from the files of the
State’ Department ' '

AR

Deliver to Getrma.n Foreign Oﬁiee the. following message from Ambassador Bernstorﬂ’
(Add German Cipher.) .

LANSING

:Lackmg a copy of the telegra.m as actually filed for transmission, the form the code message
took when filed cannot here be indicated; but we have on this point the positive statement of
Mr. David A. Salmon, then as now Chief of the Division of Communications and Records of
-the State Department to the effect that the code Eroups of the German.code message were not
réencoded in State Department code, or changed in any way whatever: they' were mm'ely
‘added to the preamble requesting the forwarding of the message. This preamble waa in code—

oo

" American State Department code. Now the code groups of the Ameniesn code were most

.commonly in letters, while those of the German code werc in fgures.™ Furthermore, the

Hmabwms:mDewunmtmdemessagucomlswdorngummnwsuu o fvariably Mlmtgmmwmoﬂmﬂnm
cods messages ummmwon 4, and 5-digit groups.

onpa”

#
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code groups of the German code were characterized by being composed of three; four, and five
digits, whereas in most codes of even those days all of the code groups uniformly contained five
letters, or five figures. Hence the subterfuge was sure to be detected almo-* immediately by
the ‘British. . Still they made no protest. Why? The answer must surely be obvious: they
were glad' to have access to this leakage of valuable information, and to lodge a protest would at
oncé dry it up at the source.

Whereas Hendrick makes it appear that our State Department handled many messages
for the Germans, Lansing in his account of the matter makes it appear as though the trans-

" inlission of the Zimmerman telegram via State Department channels was an isolated incident; et Se

or ‘at least that this method of communication was placed at the dnposa.l of Bemstorﬂ only
towcrd the end of the period of strained relations. Quoting Lansing: #

. At eleven-thirty I went to the White House and for an hour discussed with the President the

S "substance ‘of the [Zimmermann) telegram and the way to use it. The President said that he had been

' wondering how Bernstorff got the message from Berlin, and that the closing of secret lines ‘of com-
%o+ munication with his government made him a little uncertain as to its authenticity.

’ I told him that I thought it could be easily explained, my opinion being that it was done in t:he
Ce followmg mannper; During the early part of January Count von Bernstorff, at the instance of Colonel
' " House, had been laboring with his government to obtain concrete terms of peace. The Ambassador
“had eomplained of his inability to communicate secretly and therefore freely with Berlin, which he

considered essential in order to accomplish his purpose. In view of this Yeasonable statement we

1. had eonsented very reluctantly to send [that is, in & cipher, of which the Department did not have

v+ . the key] messages for him through our Embassy ® Thin we.did several times, permitting the German’
;.- 3. Foreign Office to reply in the same way. On January seventeenth an exceptionally long message

WA (some oneé thousand groups) came through from Berlin.  On the eighteenth this message was delivered
: to the Ambassador. On the nineteenth the telegram from Bernstorff to Mexico was filed. From
these facts I drew the conclusion that in the long eecret message dohvered to him on the eighbeenth
. ‘was the message for the German Minister besides other orders as to what to do in ease of & sevemneé
i .of diplomatic relations.?
The President two or three times durmg the recital of the foregomg ‘exclaimed “Good Lord!”
and when I had finished said he believed that the deduction as to how Bernstorff received his orders
. was correct. - He showed much resentment at the German Government for having imposed upon our
. kindness in this way and for havmg made us the innocent agents to adva.nce 8 oonspiracy against
-, this country.

. Careful .study of available records shows that while this channel of communication was
usadmn .more than a single occasion, it was used not nearly so frequently as Hendrick: implies,

and-that its amployment was confined to periods of strained relations: v_,% The first was on June 2,
1915, shortly after the sinking of the Lusilania, which oceurred on May 7, 1915 Of this penod

-+ 1t 18 certain that if I had not at this stage of the Lusifonia crisis hadxny interv:ew with the Preai
-:.dent, relations would have been broken off and war between the United Btates and Germany must

v+ . ;ingvitably have followed. * * * During our conversation, however; the Preaident offered for the
g " first Hme to perm\t me to dispatch a cipher telegram through the State Department, to be sent on
’.; " fﬁ ’Itﬁé Americsn Embassy in Berlin.® ’ :

\);. T y'_..

'8 Bracketod mattét o n orlginal. B R BBy e :
§ -8 A footnote at this point contains substantially the same matter a3 15'given in our exttast-trom Hmdtwksim !m Di u.rmﬂlhuthevay
la which theZlmmemmntelegmmwnstohavebeensontbythemhmwlm Dmbdkﬂ;i P IR Y VLTSS
. ' Betpstorft; p. 151 and p. 184. A ey

@ This statement s not strictly correct, for there existsintheﬂhs of the. Btate Department a lettar dntedNavmber 12. 1914, trom ‘Bernstorft
to Secretary Bryan enclosing a message which Bernstorfl asked Bryan to send to the German Foreign Offlce. This message was {n the German
oode, 13040, and, as Bernstorfl told SBecretary Bryan, asked ‘‘instructions from my Government for the purpose of pubiicly indorsing the.Belgian
relief plan.” Attached to the Jetter Is the text of the code message which we have desoded and find to be as deseribed by Bernstarf?. ‘This message,
Inckientauy, was in the same code (13040) a8 the Zimmermann te)egrsm in the form in which the hmr wu htwstdod by Bemxtorﬂto Mcxioo
City. - ame Vg BTN Aran

S
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1¢
as mfevxdenced by Bems :

, i From this' fime anwards [thet fs about July 21, 1915) Mr. Lansing agreed with me' that, xa a
L regul,ar thing, ¥ shouu he permitted: whatéver hégotiations were going on, to send eipher dispattibs
s M0, 0¥ Government thgough the channels of the State Department and the American Embasy {n
Berlin. Tt will bo rmembmd that a sunmu pnvilege had been granted me at the time of the LW
incident.
4

tly paved the.way for several more during the same m

LAt

v'ui,slest one mmp to t.he oonelusmn that the State Department was careless.§ »m pl&mg
.ms facllmea at the dmposal f the Germans a.nd ﬁurded the matter as being mthout

A sl o R
-
=

S blhty vof seﬁ.oua repercumxo ) ,;l’et it be noted that Lansing not only realized the full
/’ cations of the unusual pro , nre but’ also refused t6 fransmit a message on at least one occagi
/- on the: gmund that there appeared “to be no particular urgency for the transmission ‘e the
m‘essage on account dither of the subjects mentioned.” # Tt must also be noted thot tihe
State. Depamnmﬁ ﬁrsmfﬁbed messages not only for the German Government, bus am ?or
the Austrian,.as is prows bya te]cgmm dated February 4, 1917, from Lanmng to A :
Pdnﬁeld ab: Vienna® 1
Dpspzte ‘the’ qu(:muble propnefy of this procedure on the part of our diplomatic officials,
it. i8” 885y to. understand why President Wilson and Mr. Lansing made the State Depamnent
routé-available in the circumstances that then existed. For, with their complete control of

— ship-of any sort by dny other Government, while the Central Powers, having no:éables; were

J R

foreign powers. - -

from. Nauén direct to Mexico, inaamuch as there was a powerful station at Chapultepec. But

workmg order by October 1918 as can be seen from the following Thessage: 87 ‘
From ‘Madrid . . .. . , C : ) e
To:, _Berhnv s ' . s
No. 1220
_ Oct. 8, 1018
ep oo ‘JAHNKE réports from ‘Mexico without daté: Cipher telegrams 6 and 7 cannot:be deciphered.
. ] 4 i Please -gend ‘thrioe ‘each’ time. A wireless st.atiou has been erected. 1 am now trymg to get iuto
- ce .+ communication with Nauen. - * * # g
. Jahnke was & secret agent of the German Admxmltv who worked in the Umted States and
Asma Mexico. His telegrams were sent by von Eckhardt, the German Minister at México City; to
= 0 Buenos Aires for Telay to- Berlin. While tﬁ“e‘“fo“r‘é’g”bmg message states that ‘Jahnke reports
W’M e from Mexico without date” we can fix the date of the report as not earlier than June-9, 1918,
~  becduse cipher- telegram No.'7, mentioned in that report as being itidecipherable, was sent on
- M Juzie 9.  While it is possible to‘imagine that messages might have been trangmitted from
?:_, -rﬁw [&7 Nauen in the hope that they could be heard in Mexico City, yet the fact that as late as the middle

by:sueh-an lmcertam route.

~+# Becustorfl, p. 168 : v
-*m.w & end 97.- & s

E

%w%%

4 P 15, was sent at his request this momébug.”
© Hal) AfRdavit, p. 254.
3 Hall Afdavit, p. 24,
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cable: facilities; .the Allies were-able. to transmit any information they pleased without censor-":
- ~ forced” to use radio, and: éven then liad to submit their messages bo 8 cemorslup exercmed by'.
++.:.It- may: possibly be supposad that the. Zimmermann telegram was transmitted. by ra,dxo‘

the ovxdence is fairly clear against such an hypothesis: The Chapultepec station was hardly in'

of 1918 Jahnke was evidently having & great deal of trouble in receiving signals (note that’ l_le"
,gfc- asksithat signals be sent thrice each time) mekes it extremely unlikely that a year and a hslf -
ff“‘ before then the Germans would have tried to get the Zimmermann telegram w Mexmo Cxty :

»ERE, p. 113, mhmsthetbilowingmms “He [Aastrian Ambassador] pressmtes two mwhmmt&mxbmw&m&{
whmvmhwmdad}astnjgmlndapwtmmtsum Fobruary 3, 7 p. ., and 1830, Pebweary 4. 8 {. i  {a0 more meessgs, our 162, Februsry's, -
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v V¥e come - now to a study of the code used for the Zimmermann telegram itself. The tele-
gram: éarriéd the number 158 and was appended to telegram No. 157 which ‘was 'sent through
Stite Department channels.® If, therefore, lacking telegram 158, we could ascertain what
code was used for telegram No. 157 we would have at least a clue as to what code was used for
the Zimmermann telegram. But even this clue is'lacking, for, despite most diligent search, in -
which there wes full cooperation from the Chief of the Division of Communications and Records
. in the State Department, we have thus far been unable to locate the original of telegram No. 157
in the files of the State Department. However, telegram No. 167 was only one of a series ex-
clmnged between the German Foreign Office and Bernstorff via the State Department and
mtely there do exist at least several other messages belongmg to. this latter series in_ those
o Al thm messages are of vital importance in a study of the strained relations 1mmedmtely
grecedmg the bresk between Germany and the United States whlch formally took place on Febru-
. @Eyi3i 1917, when Bernstorff was handed his passport. . They are all in.a.code which is known
" a8 7500, as was acertained by a study of the messages in question in- connectxon w1th their plain
texts as published in the official report of the German hea.nngs “a-

Smce the ‘Bernstorfl messages just mentioned were sent in Code 7500, t‘.he probabl.htxes are
»vety ‘high' that telegrams Nos. 157 and 158 were also in Code 7500. But. the Zimmermann
teleg'ra.m as given to Ambassador Page by the British was the. decoded version of a message
not in Code:-7500 but in Code 13040. This code, 7500, is what is known to cryptographers es a
““two-part” or “‘cross-referenced’” code. The two parts comprise (1) & set of 10,000 plirases in
alphabetlcal order and numbered from -0000 to 9999, the numbers being entirely disarranged,
1.8, ‘mthout any numerical sequence; (2) the same phrases fitted with the same numbers as
befom, but ﬂm time with the numbers in sequence and the phrases dmammged The first part,
with:the phrases in alphabetical order, is used for encoding—for. sending-a message; the second
part;. with theiumbers in sequence, is used for reading a message: which has been sent:by means
of thé mfinbers. - The advantage of & code of this nature is that the 1dentzﬁcation of any code
#%0up by an outsider will yield no alphabetical clue to the mea.nmg of ‘anyothef code group
qfhicﬁ,m numenca.lly in its neighborhood. Thus, 1256 might, in an Enghsh code. of the kind
described, rignify “day,” 1257, “book,” and 1258, “‘shoe.”  The reconstructionof & eode of this
neture by enalysis is necesss.nly & much slower process than the buildihg up+éf:a-code book
.in: which the alphabetical order of the phrases corresponds to the numerical sequence of their
codeagroup eqmvalents-——-wherem, for example, 1256 mgmﬁes “date ” 1257 “dmy,!’ 1258 “'daze "
etc e e b oo, : ki
*nge 7500 whxch as stated was a two-part code, was one of 8 _series, oi such codes whxch
the‘Gﬂa{mans employed The code indicator for one of these codesiiniformly: consists of two
digmificent-digits followed by two 0's. The two significant digité alwayershow an’ anthmeucal
differonce of 2. A skeleton reconstruction of Code 9700 and one of 5300 dré.in'the Government
‘Silegs: <Code: 8600 was used by German officials in South Américaduring: the war: iCode 6400
‘alnio:Was in use during the war. The existence 6f aicode known:es 4200:was- predicted because
ef thegxistence of the others, and was later confirmed from-a French source.®® ;.. oy

- €i0de>13040: was an old German' diplomatic .code :of:the: parmllyxdma.rrzmged type Tha
a.lphabetao vocabulary is broken up into fractions and these)again’intosmaller fractionsbefore
the numersl code groups are attached. By this process tha orlgmné! falphnbatxcul sevquenca of
mmings p. 1337. T Aot ' o

# Soms of these Thessages are Bernstorfl’s Nos. 154 and 158 of November 2! 184 of Decsmber 3; 189" of December 4, 1918 212011&an! 16 93
of Jemaary 21; 228 and 229 of January 22; and 239 of January 27, 1917, DT CH S

b
we Boo Mendelsohn, Charles J., An Encipberment of the German Dipiomatic Code 7500, Techpical Paper of thevslgml Iute\llgenw survloe. 1938,
*» B¢o Boucard, Robert. Article (n Gringoire, Parls, Feb. 3, 1837.
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the: wo#ds and phrmm ] orﬁymfuﬂy‘dusmm In the case of 13040 the mthﬂd of dlvidfmg
. the vocabulary inté - fitactiohs was such a8 to lsave very generous traces of the alphabeties)
srrangeiment- and proporticnially to. facilitete the process of decipherment. Ones begun, ki
detipherment of such & code becomes progressively easier a8 more groups are identified:
W'—“M—“When Ambabsador Pdgo Bmthls talegmm eontmnmg the Dnghsh text of the Zlmmermaw
S measags,lmswi“ T T RIS
- - el ot Tihall sbnd ?@u-b}r YAl u»aopy of the cipher text and of the decode into German  * '{

z . * "Thike weké sent fi'énf Lonﬁb!\ on ﬁ!ﬂhh 2, bit of course could not have teackied Washing
in less ‘thati ‘& week. A'in"ﬁ:e Hheadfirhe, 'still worriad abott the’ guthenticity of the ‘telogtatl
- Wakhmgﬁuh fisked fot &'copy bt the” fiman tods, 58 i evidenced by the following @Bgﬁmi

I Wasrena TON, February 28, 1817—8 p m.
L Mgé Your 5‘?”‘“% ﬁﬁiii'y 24—‘-1 p m. Please endeavor to obtsin copy of Germas. code from
Mw Hoosds M thitmages and telégraph transistions. Al three messages-are- E6tE8
! Jookinel 19, wgned: M»ma addreesed to the German Legationa 2t Bogots; Popma-m
uid Bantiago, Chile, resprectively: . :
S " [Here follow code mmssages.].
o <, Efort will bo-mads to. mure copies of all German cipher messages as faz back as pemibhaud &
7 the Departiient werd ik A passession of the code thére would be a great saving of time and expense.
BT Obﬂhntﬁ ‘of thékenged dbbbdeﬁ hére would of courde be tommunicated to the' Bﬂtish Govemknhﬂt
ot Puwcwen ét mmmtnn[’a tevegrm to Mexiéo tomortow.
'u’i.‘,;‘-’ R N veey LANﬂlNG-
P@gﬁrophed:“ T L ,

X

ty .

LoNpo, March 1, 1917—-11,p, m. .

. ' [Received March 2, 12:30 a.,xn.] .
7 Your 4493 February 288 p. . The three messages were decipbered to-day and are’ bmctmslly
E"i&eﬁtleal They Coutaid fnsttactions to the three legations t6 usé n ceitain variation of the cipher vode,
% 4 trhbn-communicating with Berlin. The one to Santiago was to be repéated $o othier missioha ih' South
N Mneriu The question of our having a copy. of the code has beeu taken up, but there appear to be

. -gerfous dliﬁcultxes Jam t«old actual code would be of no use to us as it wag never used straight, but
with a great. number of vaﬂahons whxch are known to only one or two experts here. They can not
be spared to go to Amética. If you will send me copies of Blernstorfl]'s cipher telegrams, the British
" ‘guthorities will ¢ladly decibhetr them as quickly as possible givitig me copies as fast 48 déciphered.
* I ebuld telegraph teétts or sutntmaries In mattets of importance and send the athers by pouchx Néiﬁha‘t
Spring ‘Rice nor Gaunt know anythmg about this mattér.

‘ L oyuated

, PAGE. =
Mr Pages mformant ‘was. mxmnformed or was. mlsleadmg Mr. Page. The. oode used Céﬁ

deacnbed by Mr. Page in his original announcement concerning the Zimmermann t.elegmm

(ar e
e

i i_‘ 4“,“_ I

pallia g

[T Y

SN

“The st grotp i the niumber of the telegram, 130, [s¢. in the German numbering and déﬂng code,

m whith the gfoup' 130 means “Number 3" ; the Ziminermann telegram was therefore W“»NG. 3

: from Washington to Mexzico- City], and the seeond is 13042, indicating the number of the codé. used.
The last group but twe is 97556, which is Zimmermann’s signature.

kb

"W

© This desonptxon tallies exactly with the copy of the telegram as secured by MP Po]k imml
bhe ‘Washiington telegraph office. . (See frontispiece.) The message was in straight unenciphered -
German code, and could be read ‘by-any one in possession of both the telegram and ‘the dode-
bobk. - Not only was the Zimmermann telegram as sent from Washington to Mexico,;City in
thia unenc.xphered 13040 code, but a whole multitude of mesquges between Washmgtnn arid

% 2wd. Berlin were sent in the same way. :
‘ ' 1 Sos message quoted on p. 5. o 0%?’WMM@M$
: OPRS, p. 153

" wERS, pp. 18, . 7 _ M W 077 /},@WW%

- ¢ Sen mossege qunted on p. 5.

Gl A el U ¥
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‘ Admiml Sir - Regmald Hall, in his affidavit before the Mimd Claima Commkmon gaid of
this sode (Claihant’s’ ‘Exhibit 320, p. 776): ~ '

Poow oo The German cipher book covering this system of ciphering is !n our posaeselon, it havmg been
! »*enptured by the British authorities in the baggage of & German congul named Wasmuss who was
stationed at Shiraz while Wasmuss was engaged in an endeavor to‘sut a British oil pipe line.
+'Jt séems: unlikely that & German consul engaged in an expeditiont to éut a pipe line should
carry & diplomatic code book in his baggage. Moreover, the British copy of 13040 is frag-
mentary, and gives every evidence of having been gradually reconstruct@d in. a cryptographic
burdau. through the decipherment of messages. A glance at the copy.given by the British to -
the:United States after America’s entrance into the war will demonstrate this fact. This copy
contam about balf the vocabulary, but is not a trenscript of part of the- code book, since it
365 8oths words and phrases from all the pages. Some of the' 1dent1ﬁcutions too, are-
thatked doubtfal.’ An actual copy of a code book would cert.amly not, exhibit. mmsmg and
doubtful séctions. . : M)L
# -+)0n the other hand Admiral Hall’s recollection was probably only pa.rtly at. fauit. The ( <
Britials ma¢ véry well have found in Wasmuss’ ‘baggage not a copy of a code book but @ copy of -
one or more telegrams with the code text accompanied by the corresponiding cleat. From this- 5“?‘
gtart they would then proteed to build up the eode book. As already indicated, the nature of 7U-é
the"'strutture: of Code 13040 is such that a comparatively small’ amount of deooded material Uﬁ/
togethbo:; wmh 8 number of telegrams in code Wlll enable skllled cryptogmphbrs to reconstruct
the
.- How, d;d the British dbtajn the 13040 version of the Zimmerniann Telegmm? ‘Page was
mld ithat -it: was - “* . * * bought in Mexico.”. While the British,: for.. obvious - reasons,
ingisted upoti the Mexican source of the message; weé may have our own opinfon as to whether
or nat they procured another copy from the files of the Western Unlon Telegraph Oﬁice in
w L ton- M)\Dﬁ - w;\&. ;’, " § .
oy ?ifanowmg quesmons now may be -reised=with~the- i accur.te ANSWOrS: Ok
Wh}‘ wegiithe ‘Zimmermann telegram originally sent from- Berlin to- Wasbmg!.onvm Code 7500 £ -
s ot it "Code 130407 What routes were really used for its transmission? I several routes
were ren.lly’ ugbd; when did the telegram first reach Bernstbrff? ‘Why ‘did Bernstorff forward it
in another code? When did the British first intercept the message, if it.was sent by; more than
anesouteé? - Were they able to decode it at once, and if so, why did they wait more then & month
before communicating its contents to Ambassador Page for forwarding: te: Waalnngton? And
whick version did the British Government hand Page, the oneé ih Code ‘7500 or she one m Gode
;3946‘? “The apswers to these questions are vital points in thls squx et T
"7 Fhe Zimmermann telegram was prepared originally, in German code 7500, beca.fx;e f.hat was
the. eade;employed for-these special communications between . the. Getman Foreign’ oﬁoe and
Bmmrﬂ for-direet communication via State Department: channeld.at"the time in-question. .
M l‘hefGenmn h&Mgs contdin extremely interesting testithony o tliiﬂ boﬁita, for :the Zimmermanii’
Q telagmm épisode was dlscilssed with some detail ‘at those h‘ irings, ‘and th pﬁ'iﬁeed fépdrd con-
N ﬁg’ taips sufficiently interasting testimony on the. clmumsta.nces 'aurro,' ding ,ﬁm‘dlscﬁ:éure of the
}‘ xt of the belegmm to Warra,nt quotation.® : N AN

o _¢ame intd questmn?

2

® German H«vbm PD. B13-815; 478481,




ii-- . ‘Witness Couse V. Banxaronve. Bo far as 1 know, no result was accomphshed by-the invwhiti-
gation. But subsequentiy I came ta have no doubt upon iic point that all our dispstehes were dessled

. by the British and placed at the disposal of the Americans
e Expert Dr. Bown. By this, you mean to say that this dispatch was caught hetween Germany and
the United States, snd that ',he deoodmg was not the result of transmitting the message to Mexnco from
" the United Btates by land?
Witness Count V. BErxsroRrs. Aecordmg to what I learned later, I assume thnt the British
degoded all the tdegmms which came over the English cables. .
Expert Dr. BON_N". We shall have to go into this matter more carefully later on. .
, ' The Ciatssan. ‘Yes, but for the preseut we will close the matter here with this, ' = = "%
£ Delegate Dy, SPABN. Secretary of State Zimmermann will give us information’ later cbw%g
- ' the question of the box.$%¢ - The statement which we have reccived from him on. ths: pomtims'
+, -~ from yours, your Excellenoy. But he will tell us about it himself. Cowipiebanr
R So far as concerns the dispatch to Carranza, the complaint has been made that them«wqq R0
o _charge of code, and that the old cipher was used, which had been known for a leng while; thgﬁ& min
thia way poisible far e dlzpateh to be decoded. How about this?
Witness Count V. Beawsvoryy. Natarally, the code was changed much less during war tibe @
s waa otherwise the case, but that waa duc to the fact that it was impossible 1o send us new ciphers. ®
.. The last time I received mew ciphers was by way of the U-boat Dewlschland. * . * * Twice, on
,- both the trips of the U-boat Dewsschland I was sent new ciphers.? L

.l.‘t‘ . . * N . * * LI , [ I

Sy Expert Dr Hoprasca. May I be permitted at thls poizt to ask e question concerning the oiphers
and cipher keys?... ' . o A
The CarRMAN. That wauld seem to be connected with the point at lssue, and in any ev'ent 6
shall bardly have an opportunity later on to go into it.
A Expert Dr. Horrzscr. I would like to ask Count Bernstorff to make us a brief statemerit covering
£ * the use of the ciphers, the key to the ciphers, etc. It is well known that complaints have.been made in
w7 . respect to the.use of the cipher, The Count said something with regard to the matter duringthe
- first session.
g Witness Count V. Kkmvsronn It is readily understood that, under the condltions whlch i hnve
rd deacribed, the ciphers were not changed as often as would have been the cese under normal eonditions.
/- - Iu all probability, if communications had not been interrupted, we would have received” hew ciphers
“every month or every other month, so that they could not have been compromised eo easily. To the
‘extent that my memory serves me, the only occasions upon which we reccived new ciphers were.on the
two trips of the Deutschland. To the extent that it was possible to do sa, we operated the avnﬂable
ciphers by means of keys; but ! learned later,.n5 I already st, stated in 51 ing my first testlmon\;, hag,whe;,
" British.deciphered all our telegrams. .
VA Expert Dr Horrsace. How do vou explain the fact that the Enghah were able to get such a
\/ ©  knowledge of them? = PRSI
o Witness Count V. BnnNs'ronn I am no cxpher expert, but the cipher experts now sta.he tha.t
there is absolutely no cipher which they cannot decipher. I do not know how right they are in this,
.} but, in any event, the expertssay that there is absolutely no cipher which they cannot decipher, provided
they have before them' a sufficient number of telegrams. And this result, particularly in the case of
A the United States, was probably due to the fact that circumstances were such as to force us to make
o use of an extraordinarily large number of ciphered messages, and we often sent our reports and tele-
grams in double or triple form, in the hope that in some way they should reach Germany. Gonses
. quently, the British must have had an enormous amount of material in the way of cipher dxspatches
of ours, and in this way it was possible for them to break down our various ciphers.
Expert Dr. Hoxrzsce. So that, according to your conviction, the question of treachcry or care-
lessness is not involved in the matter? s
o Witness Count V. Bernsrorrr. I can state under oath that I do not believe that there was any
treachery or negligence.

i

#¢'Tha word “box” has reference to the dispsteh bex orhich the British toond and selzed on the boat on which Barmﬂnmmed to Germany
aftes sevezance of diplomatic relations. (8ee p. ¢.) .

® Berostorfl's last answer is disingenuous. The yucstion I= sbout the vode used from Washington to Mextoo Clty, the answer is. about the code
from Beriin to Washington. Why the German Gover did not ch the code frown Washiogton ic Mexteo City remains . :u:ae The
border wns nod carefully guarded even after we enterpd the war.

# On ita first voyage, the Deulschland douked 8t Norfolk on July 9, 1818, o6 ita secnnd voyagse. at New London on Nwmbw l xﬂﬂ




.. A: study of . available messages, exchanged between Bernstorfl ‘and the. Foreign . Oﬂice in

Ber!m dm'mgthe period of strained relations indicates that Code 7500 was'one of the two received

by Berpstorff via the Deufschland, and this code was apparently reserved for messa.ges of the /

highest import.ance Code 13040 was nevertheless used' concurrently with Code 7500 a8 well as

‘with other codes. Code 13040 was very old; in.fact it used the old German orthography and

wheress it contained words like “velociped”’ it failed to list such & word as “U-Boot,”’ except

in_p supplement, and was not sufficiently up-to-date for foreign communications. -

.., As to the routes really used for the transmission ot the Zlmmermann telegram, all the evi- .

dance thus tar cited indicates that two routes were certainly employed even if the wxreless was
pot md The first was the State Department route, and it is clear that the telegram was sent /
on -}agma.ry 16, 1917, via that channel. "The second route, accordmg to 1 ‘the statement contained //
i the. cablegmm from Bell to Harrison quoted above (p. 11), was via Swedxsh channels, and since . /
Ball told Harrison that the British had succeeded only partially in dccodmg the message, it may
be; assumed that it too was in Code 7500. If the wireless was used the same code was almost
centmnly used. The, British in the fall of 1917 appa.rently Saw no harm in telhng Bell that, the
Germaus h,ad employed Swedish channels for the Zimmermann message because the sub]ect

: of the moment was the famous Luxburg * ‘sink without trace” message which had been sent via
those 8aIme cha.nnels However, Bell was not told that the Brmsh had mtercepted the Zimmer-
mann telegram sent via State Department channels for reasons whlch wﬂ.l presently become
cle

Tlm Bntnsh undoubtpdly intercepted the State Department message whmh served 50 to
spesk as the envelope for the Zimmermann telegram, on January 16,1917, or, at the latest the
- pext day. . Were they able to decode the German code text contained mthm the State Depa.rt—
mmf.s message? The answer to this question is of great crypﬁographlo mmrest. They were
uﬁg to read it—but only pertially. The evidence for this.is fairly clear cut. Not. only have we.
the, Bell to Harrison cablegra.m referred to above, which specxﬁca.lly states tha.t "from Bprhn
tQ Bexnstorﬁ it went in & code which the Britisb had at that time oplyf pm‘ﬂy succeedad in
Qoaphenng,” but we may also note some corroborative ewdence ior thls statement, in ﬁendnck
verswn re&dlng as ‘follows:* B e SO
..On thé 16th of anuary 1917, the ever-watchful ears of the Britiqh’:wireless‘ ope!ators ’deteeud
Y the characteristic spluttering which informed them:that another Germammeaaage ‘was speeding, thmngh
- the air‘ When decoded, the British found tha.t they possessed thla somewhnt dmjointed but

- extremely valuable document: “ iy b
e T S “Zuumermann to Bernstorﬂ‘ fot Eckhardt W 158*“”‘ ARERE g '

= FH ‘161';( J&mnv, 017,45 "
1 Mgt secret for your Exeellency’s personal informatwn and’to Ba*liahded on tothe’ Tmperis.l
‘Minister in ? Mexico with Tel. No. 1 * '*. * by a’iafe-rdute. ::i i
' “We purpose to begin on the lst February .unrestricted submarlne,,wadm -.In doinggow {'

'owever, we ahall endeavor to keep Amenca neutml e :‘ * ?, ‘I.t we should (not (sumed in

V.

“(Jolnt) conduct of the war

- “(joint) eonclusion of peace.- ! N THEYI Sh

s - “Your Excellency should for the present mform the: ‘President aeeretly (thnt wa expoct) war

o thh the U. 8. A. (possibly) (* * * Japan}and at: tvhg sgme ‘time to negotiate batweéw\gs“.and
Japan *  * * (Indecipherable sentence meaning, please ten thg President) that, * . ¢ *
" our submarines * * * will compel England to peace ln a few months Aeknowledge megipt

o , A ZIMMERMKNN Wil

“Handrlok.vol 101, p. 338, .
ﬂlnAdmim!HaﬂsnmdavimlsexpmmmthatintheBmxahm.mmnomw-mmwmmmpomtotm’mmmm :
af the meesage.: “B 120, for example, means Berlin’s message No. 120 to 8 given destination; . Wmhthnmw“w"hw-mnhimm-
bsn!ths zimmetmann telegram the “W” {i, e., Washington] preceding ns:nemr.andsmnamd"n"me., Barnnl "
i = b
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This somewhst confined message gives an ides of the difficulty of picking up wireless symbois /
sent across the Atlsndis—at that time—in midwinter. Bui there is a couspicuous diserepancy between /ZJG K
.this telegram and the more: complete and finished one scut to Bernstorf by way of the Washington
cable office and by him relsyed to the city of Mexieo. The plan for dismembering the United Stases
", and making President Carransa a free gift of Texas, New Mexico, and Arizona does not appear in it.
' Whether this ommswn was the result of defective wireless work or has another explanation is not yet
clear. -

We bave reason to doubt that the Zlmmermann telegram was sent by radio. When one

examines the text of the message as given by Hendrick and compares it with the Geeman text

-of the original Zimmermann telegram as published in the Gernian hearings one sees xmme(hate}y
that this partlally decoded text quoted by Hendrick is that of the original Zimmermans' telegram
as prepared in Code 7500’a.nd transmitted vis State Department channels. The “p‘ve a&ny”
is contained in the openiig gentence to the message: ‘Most secret; for Your Excellasicy s per-
sonsal information and to be handed on to the Imperial Minister * * * This forvs the
preamble to the actuel Zimmermann telegrem as it left the German Foreign Office. " 1t is et
rally not contained in the version which Bernstorff sent to von Eckhardt in German Cede 180;0
and which the British obtained in Mexico. The lacunae in the first solution obtained by the
British are there because the British had only pa.rtm,lly succeeded in reconstructing Code 7500.
Hendrick, specifically calling attention to the omission of the plan for dismembering the United
States and making President Carranza a gift of Texas, New Mexico, and Arizona, raises the
question as to whether this.omission was the result of defective wireless work or has a.nothea‘
explanation. Does he wish us to infer that Bernstorff added this interesting feature to the
message? How absurd!

The real explanation is cryptographic in nature. Such names as Texas, New Mexico,‘tm'd -
Arizona would not be included in making up a small code like 7500. In fact, the name of only
‘one of these States—Texas—is included in the much larger code 13040. These names, if they
occurred in & message, would have to be built up syllable by sylls.ble by the use of several code
groups; and unless these code groups were used frequently in other messages & cryptana]yst
‘who was solvmg the messages by analysis would have no way of estabhshmg the mesnmg of
these groups in the Zimmermann telegram. Code 13040, as has been pointed out, retainéd
decided traces of its original alphabetical arrangement, and had, moreover, been in use for &
long time. Code 7500, on the other hand, had no trace of alphabetical arrangement, and had
been used bétween Berlin and Washington for a short time only. It had been brought to America
(cf. note 47) by the submarine Deutschland on either July 9 or November 1, 1916, and the earliest
7500.message which the present authors have been able to find is dated November 16. In these

/  circumstances the British reconstruction of 7500 had not reached the point where it was equial to
the complete decipherment of the Zimmermann telegram. When, however, the 13040 vers:on _
wag obtained, the entire message was read without difficulty. -

When all'is said and tione, the decipherment of the 7500 version of the Zimmermann tele-
gram, even to the degree given in the Hendrick version, aDorogﬂgggs the_ unbehevable This
- statement 18 not to be understood &s in any way questioning the skill of the British ¢ cryptog-

raphers. With the greatest skill in the world, however, cryptography is a science assisted by
art, and is not in any sense clairvoyance. There are only about a dozen 7500 messages in the
American files. If we assume that the British had twice that number to work ‘with their feat
remains astonishing ; for it must always be kept in view that 7500 is a code in which one identi-
fication gives no alphabetical clue whatever to another, and that this complete absenee of -
alpbabetization likewise makes it impossible in many cases, even where the general meaning of
a code group ie apparent, to choose among a number of svuonyms any one of which will fit
equally well. A lacuna of five or six code groups, not to mention longer ones, renders decipher-

S
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ment not merely extremely dxfﬁcult but literally impossible, for the slmple reason that there are
an infinite number of ways in which such a lacuna may be filled.

It may be that Code 7500 was in use by the Germans for other traffic than the German-
American, and that the British, as a consequence, had access to a very large number of messages.
The employment of a code in different parts of the world is not unknown in German practice;
we know that Codes 13040 and 18470 were so used. In this way the British-may have made

-considerable progress in the solution of the code before the Zimmermann telegram was sent.®¢

- Nevertheless, the information which the British obtained from this partially solved message

- was apparently clear enough and of sufficient importance to warrant their disclosing it to the

American Government at once—if they wished to. Still, they did not do so. Why? Why did

they wait from' the middle of January until February 24?7 One astute student ® raises the

pertinent quesuon as to the motwes of the British in handmg Amba.ssador Page a month-old
telegram

i A

oD There is no doubt that President Wilson was profoundly shocked by this'revelation of the fact that
7‘6'('0’* i~ ~+one eould not go to war with Germany without having the Germsdns fight back. It did not even oceur
L f;é j ‘ to him to question the authenticity of the document or the motive for the production of & month-old
) X . telegram at-just that moment® At once the President cabled back his thanks for “information of
o "“‘:%, such inestimable value” and his “very great appreciation of so marked an act of friendlingss on the
%?‘4 ER WX pért of the British Government.” No suspicions crossed his mind. The cable arrived on Saturday
oM g B ( ¥ w evening. ' It was some time on Sunday that President Wilson abruptly concluded that an appeal to
fyparagn, ot &RMCongress for authority at least to arm American merchant ships was unavoidable. -On Monday he
Y.} nordnd v weot again ‘before the joint Houses of Congress. ‘‘Since,” he told them, “it has unhappily proved
{50k }\g“%/m - impossxble to s&feguard our neutral rights by diplomatxc means * % * there ma.y be no recourse
"~ butto armed neutrality.”

é’& o i(b .
c w w,“ Mxlhs is, of course, quite correct in sta,tmg that “It did not even occur to him to quesuon
* &ﬁ authenticity of the docurmment * * *.”” The evidence on this point, based on a study

not only of Lansing’s Memoirs % but also of the communications which were exchanged between
Imnmng and Page before the text of the Zimmermann telegram was made pubhc on March 1,
{ 1917, is most conclusive. _

" Let us briefty review the chronology of the case:

January 16, 1917: The telegram is transmitted in Code 7500 (vm State Department chs.n-
nuls) from the German Foreign Oflice in Berlin to Bernstorff-in Washington and is to be for-
warded by Bernstorff to the German Minister in Mexico City. On Ja,nua.ry"17"it is received
‘by the State Department, and on the 18th it is delivered to Bernstorff. - (Lanemg, p 227.)

s Lo Janudry 19: Bernstorff forwards the message to Mexico in Code 13040 &I "

IS

-—g———-n«—-v—-

"#s Pailing some meh explanatlon the who!e situation calls to mind & war-tlme lnddent that ocmrred ‘n the Ameriean Mﬂmry !.nwllgenoe
Oode and Cipher Bection (M. 1. 8). Those entrusted with the decipherment of cryptographlc documents of 6ns country in that: section usaslly
kept thelr own counsel and did not communicate overmuch with those who were busy with the messages of another country.” One day it was
Wm:amnmpwssmdmg messages in 8 code that had besnasealedbookadayotaobe!m mltwmdenn!telymumed

"'thag'eop¥ of the cods in a somewhat different ericipherment had been procured from ocutside. At'tho t.hho of the feat this was surinised’ by some
ot'idées Do 10 the sderst; and one éryptographer in discussing the sftnstion said emphaumny ““Thay'rs ot dnin; ' any mirdskis % M n
« Millls, Walter, Road to War: Americe 1914-1617, New York, 1935, PD. 403-404. .

“R'MOY footnote: ‘Mr. Balfour, it is true, had been careful to tell Page that tlmtelesmmhd mymmm Actually, llonemay

Baltww Mr. Pagw's blographer, the British intelligence service had intercepted dnd dadphuud tha docnmt em baam u M mchad Mulco .

City, éad had been holding it since then for the time when it would have the mmimum effect: CeTE T e
- & Op. G, p. 321: “About ten o’clock [morning of February 27, 1917} Polk came ineo my oim'.e and e telked’ over thssuham OFthe téle-
grawmn. Ho told me that on fts arrival [8:30 p. m., Baturday, February 24; apbarently it was ot decoded and banddd to Polk' untf} Mendty. Péb-
" ruery 26 be had at once taken it to the President, who had shown much indignation and was dispased to maks the text public without dday Polx
advised him to awsit my return, which he had agreed to do.” * ¢ * {p.228)." ‘I told the Pmidnntthat 1 thébght it wonld be wwise for the
Department to give out the telegram officially at this time as it would be charged that it was done to infuence opinion on the bil) for arming mer-
chant vessels, but I thought #t might indirectly be made public after we had conflrmed the sending of the message by Bernstorff, To this the

President agreed.”

© This date I8 certain from the copy of the telegram. Dernstorfl says (p. 30) that “the Zlmmermann telegram passed through the Embassy
at Washington on the same day on which I received the notification that the unrestricted U-boat war was to be declared”; and In another place
(p. 358) he says: ““On the 19th of Januery I received the official Dotice that the unrestricted U-boat campaign would begin on February 1st ¢ * °.”
Of course, Bernstortf’s phrase “‘passed through® Is ambiguous, and does not categarically say the message was forwarded on the very day it was
recsived —it may only have been started an its way, for it required reencoding, and that would take sorns time,
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t.ext. of the messa,ge a8 recewad by h!m in- London from Balfour The message is received st
_8:30.p: m;on that date. - ‘
, Februery 27; In Lanmpg 3 abmca, Polk bmngs the message to the sttention of tzhe Preai-
Y dent. who ,wishes to publish it at, once, but.is persuaded by Polk to await Lansing’s return. -

yars W,ngx;uary 28: (1) Polk obtains a copy of the original message filed by Bernstorff at Wesh-

V' -ington to- -the. Germa.n AM;mater;n Merxico City.. The code text was not calded to Lomdon. fer

' venﬁgghgg but ghe texts of three other.code messagessent by Bernstorff to German. Laga.ti‘Bixs

.in South. A;nem-a (apparently obta.med Arom. the Washington telegraph office at the amme time

:the copy of theZimmermann telegmm was obtained) were sent for decipherment. Thae. m,easage
forwa.;-dmg these texts has already been quoted (p. 16).

/ ;s (2f)4,1mng communicates.a: ‘paraphrased version of the te’ct of the Zunmermmn &e&m&m |

/ totheAssumntedessath,m., for relense after 10 p. m.

March 1: (1) The English text is published in the piorning papere in the Dmbed m
' J p.nd the EIWJS dmwssaﬂ m()ougxm, where doubts are expressed as to its au&henﬁcny’“
..(z) IAmmngcablesPace.mtelegmmNo 4494 atSp m., as follows: *

Logen Wyt

WasnIiNGTON, March 1, 19178 p. m.

that mesaage was furmshed to thlﬂ Government by one of the belligerents. This Govermnent has

whnch we secured from the telegmph office in Washington and then cable to Department German

text ‘ Assure Mr. Balfour that the Department hesitated to make this request but feels that this-

-.coursé will materially strengthen its position and make it possible for the Department to state that it

e i thad seoured the Zirmmermann note.from our own people. Matter most urgent and I hope you can. .

g~ i Givedt, your immediate atteutxon The text of code message secured from telegraph office here is:as
: follows: " . ) _ . . .
[Here lollows oode memge.] o ,

LANBZNG
3) Page replied (11 p m. ) to Lansmg 8 cable of February 28, referred to above, smt.mg ®

that, N
LA YTTE B “'I‘he question of our havmg & copy of the oode has been takenup,but * * * I-am told actusl
. ‘ S code would be of no use to us as it is never used straxght but with a great number of variations whinh
K / “,» . are known to only one or two experts here.””
/ March 2: (1) The telegram is. pubhshed in the London papers (Hendrick, p. 324) , whlch

criticize the British Inbelhgence Service under the misapprehension that the declpherment has
\4 .been made i m "Americe. : it

B‘ The debm on th!n quesuon takes up li fuil pages of the Congressional R.cnrd {pp. 4592—4605) and makes most interesting: mndm;‘
. Then were, of course, many questions as to how the letter, telegrarm, message, note (It was called by varias names) cameinto poasesdon ot
the United States, and questions as to who tairned it over to ourgnthorities, and what were the motives. Here are same excerpts rrom Benatot ane's
mparks (p. 4593):

[ D

1s. Y. * Thisalleged latter was made public for soms purpose. # + ¢ Ioannotand will not undertake to say what that pm'posa wu far-
N ther m to axwess the opinfon that it was given publicity to affect either public opinion or legislative opinion, or both, inthe United- am ’

‘& ¢ '« Mr President, I want to know the facts abont this letter before befrg swept off my feet, or seeing others swept off their feet, by the clamor

ofjingoes. * * * Iam asking only to be juformed, to be advised whether the informstion in the possession.of our State Department was, derived

from one.of. tbs bamgemnt Governments. For example, did this information come from London? Was it given to us by that Govemment?"
#FRB, p. 188 . e
. Hrmmmpmmmhgencahboiuuél.mu(p 18 of this paper).

N ."q‘;“

Coeed

4494 Some members ol Congress are attemptmg to disgredit Zimmermann message charging

not the slxghteat doubt a8 to its authentlclty, but it would be of the greatest service if the British
Govemment would permit you or-someone in the Embassy to personally decode the original message

Sea natl

peye

Y ok 4
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'(2) Page, replying to Lansmgs telegram No. 4494, states: ® “Your 4494 followed with
absolutely satisfactory results,”” and follows this with & long message:

LoNpboN, March 2, 1917——4 p. m.
[Received 10:45 p. m.]

5789. My 5784 of today. Bell took the cipher text of the German message econtained in your
4494 of yesterday to the Admiralty and there, himeelf, deciphered it from the German code which
is in the Admiralty’s possession. The first group, 130, indicates Bernstorff’s number of telegram.
‘The second group, 13042, indicates the code to be used in declphermg the cipher telegram From
- the third group onwards, message reads as follows:

Auswaertiges Amt telegraphiert Januar 16: No. 1. Gans gebeim selbst zu entziffern. Wir
beabsichtigen am ersten Februar uneingeschraenkt U-Boot Krieg zu beginnen. Es wird versucht
werden Vereinigte Staaten von Amerika trotzdem neutral zu erhalten. Fuer den Fall dass dies nicht
gelingen sollte, schlagen wir Mexico auf folgend Grundlage Buendgzis vor. Gemeinsam Krieg fuehren,
Friedenschluss. Reichlich finanziell Unterstuetzung und Einverstaendriis unsererseits dass Mexico,
-in Texas, Neu Mexico, Arizona frueher verloren Gebiet zurueck erobeérn.  Regelung im einzelhen
Euer Hochwohlgeborene ueberlassen. Sie wollen vorstehendes dem Praesident streng geheim eroeff-
nen, sobald Kriegsausbruch mit Vereinigten Staaten feststeht und Anregung hinzufuegen Japan von
sich aus zu sofcrtig Beitrachtung [Beitratung?] einzuladen und gleichzeitig zwischen uns und, Japan

. zu vermitieln. Bitte den Praesident darauf hinweisen, dass ruecksichtlose Anwendung ungerer U-
Boote jetzt Aussicht bietet, England in wenigen Monaten zuin Frleden zu zwmgen Empfang be-
staetigen. Zimmermann.

Punctuations are given ss in German text. I am sending decode into German, group by group,
by tomorrow’s pouch. a

: PAGE
-March 3: Zunmerma.nn acknowledges the authenticity of the telegram LA T /

. " This chronology provés the accuracy of Millis’ comment on the President’s trustful nature,
for thus far the chronology shows that the President caused the text of the Zimmermann, te telegram

T

to be given to the press before steps were taken to authenticate it. 1n passing, we may note
Kewever that the Secretary of State was a bit troubled by the question of authenticity:

h The next morning [Friday, March 2] Polk brought me a brief telegram from Page saying our X,
" copy of the [Zlmmermann] cipher message obts gbtained from.the, telegraph company, . had*beenwrggi ived, .

"‘that mstructions had been followed with success, and that text of deciphered message would follow.
" While T had never doubted the authenticity of the tranalatlon sent thia corroborstion by our own

people was 8 relief.®

s Ret.u.rnmg again to Millis, ‘and especially his footnote Taising the ‘question 88 to British
motives in producing a month-old telegram, we find comment on this important matter of delay
in a work of authentic nature, as may be seen in the following quot»a.txon taken from -Blanche
Dugdale 's biography ® of her uncle, Arthur Balfour: .

Ever since the middle ¢f January, however, a piece of information. had been in the possession of

_the British Government, which would move, if anything could, the vast populatmns behind the At~

“Iantic seaboard States, who still read of the European War with as much deta.chment a5 if 1t had been

_ raging in the moon. This was the famous telegram from Zlm.mermann, the German Foreign “Minister,

. b0 the’ German Minister in Mexico, instructing him, if and when the Umted. States should enter the

w ar on the Allied side, to propose to Mexico an alliance whxch would reatme to her, when peace came,
lmr "““Yost territories in Texas, Arizona, and New Mexico.”. ’

. The method by which this information had reached the Brltlsh Intelhgence Sernce made it

tmposmble for some time to communicate it to the. United Statee Govemment. Therefore for over a

. 8 FRS, p. 158. The Zimmermann telegram as it appears in FRS contains some errors which we have not-corrected. For example, the word
Beitrachtuag 15 followed by Beitratung.in brackets with a query. Of caurse, ueither is an anthentio word. - For the correct rendering see “Versign'.- A
I’ on pagd 23, I.ncldentally, Bell (] consultatlon of the code book “ggg._alnly ah&ed him that }50 stuem% tia; % eogeﬁ;‘lg gege&%sgy‘ it R ’
¢ef. p. 16) was not true.  Elthef te did not inform "Page of this fact, or Pue failed to xnention i . =
ew York Tlmes Current History, vol. X1, pp. 66, 236, ' L e
& Lansing’s Memoirs, p. 229. ! A9
® Dugdale, Blanche, E. C., Arthur James Bolfour, 1906-1930, New Yark, 1087, pp. 137-138.
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. reached London through chemnels
" of how it had first been gota”
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'3 . month Balfour. m\d 1a. his despatches from Washington of the slow wakening of the American wil to

war, but could do nothing to hasten the progess. Till-—at last—information ebout the Mewdsan -
. plot reached London through chiannels whieh enabled the Intelligence Service to sover up the tshées
of how'it had first been got.
-Joy was unbounded in' Whitehall, and the Roreign Secretary himself was unusually excited. *As
RN dramatic & moment as I remember in-all my life,”” he once said, referring to the seene in his room at
¢ .. . the Foreign Office on February. 24, 1817, when he handed to the American Ambsgsador the sheet of
s paper containing the decoded message. By the ceremony of this ect the British Government gave
its pledge that the communication was authentie, Nevertheless the American Nation not unnaturally
took a littie while to satisfy itaelf that the- belegmm waa not part of some gigantic hoax. It might
. have takén longer, had not the Germsaa. Foreig-n Office, thhm a few days of the publication; a.dmitted

R

Note the very significant’ ‘rema.rk' "The method by which this information had reached

the British Intellizence Service made it impossible for some time to communicate B t» the

United States Government, * * * Till-—at last—information about the Mexiean plos
which enabled the Intelligence Service to cover up the trues

Woe cabnot siippose that the British Government was merely desirous of hiding from the
United States Government the fact that its Intellizence Service was able to decode German

' ~code messages, and that this was the reason for the delay. Their action in providing a decode

of the Zimmermann telegram as sent by Bernstorff to von Eckhardt negatives that hypothesis.
The reason for the delay must have involved 8 much more important secret than that, or at
least there must have been other, more weighty considerations.

Moreover, whenever it is found that there is much beating around the bush in makmg
an explanation, there is room for wondering whether there is not something in a situsation not

, ép'paren't on ‘the surface. For instance, let us note how Admiral Hall attempts to evade the .

answer. " In November 1925 the World’s' Work pubhshed Hendrick’s article on the Zimmer-
mann telegram. ' In the Aprll 1926 issue of this magazine ® appears an mterestmg ethorml
comment on- the story, from which the following is extracted:

. It wae only natural that Mr. Hendrick’s chapter on the real story of the seizure of the famous
Zimmermann telegram, which appeared in the November 1ssue, should have oreated a sensation in
all eountries which had a part in the war.

» . » » * N : *

The London correspondents of the metropolitan American dailies reported that he [i. e., Admiral
'Hnll] ‘would say nothing, but 8 week after the World’s Work printed the chapter of revelatxons the
. }Dotly Mail of London did manage to squeeze an interview out of him.
* * * » * * L ‘
The British Admiralty, he explained, knew all the movements of the famous German submarines
Deutschland and Bremen, and the British Government allowed German messages to be sent over
" .British cables. What the Germana did not know was that the British possessed the German secret
“'eode and deciphered every ‘message as it was sent across.
‘“This one thing shows the difference between the British and German mentalnty,” he remarked.
“1 am’ sure, if the position had been reversed, the British would never bave been so stupid as not
“have suspected that the messages were being deciphered. If I had disclosed the actual wording of:
the Zimmermann telegram the Germans would have suspected something at once. I had to wait until
" we got a copy of the telegram actually sent, which was differently worded from the one froin Berlin.
© “It was Bernstorfl’s telegram that I exposed. The Germans actually thought that there had
.. been a leakage between Bernstorff and Mexico, which was what I wanted. Right until the end of
the war I do not think that the Germans suspected that we knew as much ag we did 4f their intelligenee
serviece.”

® Pp. §78-670.
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. Here we have, pres'uﬁmbly, Admiral Hall’s explanation for the delay in communiocating

* the contents of the Zimmermann telegram to the United States Government.

He says: “If 1

had diselosed the actual wording of the Zimmermann telegram the Germans would have sus-

pected gsomething at once.

I had to wait until we got a copy of the telegram actually -sent,
which was differently worded from the one from Berlin.”

To put it charitably, this is hardly

an adequate statement, as can be seen by comparing the text of the telegram as sent from
Berlin to Washington (as cited in the official German documents) with that sent from Wash-
mgton bo Mexxco Cxty (the latter being the one that the British furmshed Pa.ge) 80a,

VERSION I

T&mamm Nr. 168 #Uv:;;: W; ,—\,
Ganz gebeim ‘

Zu Euerer Exzellenz ausschlieszlich persoen-
hchen Information und Weitergabe an Kaiser-
llehm Gesa.ndt.en Mexiko auf sicherem Wege:
“Pelegram Nr. 1 Ganz goheim Selbst entziffern.

. Wir . beabsichtigen, am 1. Februar uneinge-
schmenkten U-Boot-Krieg zu beginnen. Es
wird vensucht werden, Amerika trotzdem mneu-
tral su erhalten.

Fuer den Fall, dass dies nicht gelingen sollte,
schlagen wir Mexiko auf folgender Grundlage
Buendms vor: Gemeinsame Kriegfuehrung. Ge-
meinsgmer Fnedensschluss Reichliche finanzi-
elle. Unt-erstuetzung und Einverstaendnis un-
serersexts dass Mexiko in Texas, Neu-Mexiko,
énzox;s frueher verlorenes Gebiet zurueckero-

. Regelung im einzelnen Euer Hochwohl-
zueberlassen. .

Euer ‘Hochwoblgeboren wollen vorstehendes
Prsos:denten streng geheim eroeffnen, sobald
Kriégssusbruch -mit Vereinigten Staaten fest-
ehit,. ur d-Anregung hinzufuegen, Japan von
gich aus. zu sofortigem Beitritt einzuladen und
glewhzamg zwxschen uns und Ja.pan zu ver-

"""""

10&3 Ausamht b:etet England in wenigen Monn-.

ten zum Frieden zu zwingen.
Empfax.lg.bes,taeugen
ZIMMERMANN"

VERSION 1I
Auswaertiges Amt telegraphiert Jm@ i6:

No. 1. Ganz geheim selbst zu entziffern. Wir
beabsichtigen am ersten. Februar uneinge-

schraenkt U-Boot Krieg zu beginnen. Es wird
versucht werden Vereinigte Staaten von Ame-
riks trotzdem neutral zu erhalten. Fuer den ‘-~

Fall dass dies nicht gelingen solite schlagen wir
Mexico auf folgend: Grundlage Buendnis vor;
Gemeinsam Kneg fuehren. - Friedenschluss.
Relcbhch/ﬁf_'Taﬁe, "Unterstustzung und Ein~
verstaendnis-unsereTseits dass Mexico in Texas,

zurueck erobert.
Hochwohlgeboren ueberlassen. Sie wollen vor-
stehendes dem Praesidenten streng geheim er-

.oeffnen, sobald Kriegausbruch mit Vereinigten

Staaten feststeht und Anregung hinzufuegen.
Japan von sich aus zu sofortiger Betrachtung
einzuladen . und gleichzeitig awischen uns und
Japen zu vermitteln. - Bitte den Praesidenten
darauf hinweisen, dass™ ruecksichtenlose An-

o .
WY d 1{"‘0 gaww-é
T N

3),, \~\.¢-\
New Mexico, Arizona frueher. verlorenes Gebiet 2. . e
Regelung im einzelnen Euer ‘\e~drct.

"’-T‘“‘i':)“*/

2
L

wendung unserer U-Boote jetat Aussicht bietet,

Engla.nd in wenigen, Monaten zum Frieden zu

zwingen.

Depesche. Zunmermann AR
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" sbe Mmt of the shight variatlona between the London version (muked "Vmian " and?takan frogn Hendrick, vol. III, P w-a)md
that given out by the German Government (marked ‘Version L’ taken from pp. 3556 of vol, IT of the German original of German Hearings) are

Sua to the fact that In the former grammatical terminations such ss connectad text requl

are not {nserted. A fow others are due to earelesaness

ot Inek of knowledge of the Gorman languags, e. g., the final e on Hochwohlgeborens. The word gemefnmm or gemelnsamer 1s omitted bﬁﬁom

Friodensschiuss, No one can possibly doubt that the Berlin and the London verslons represent an 1@entical taxt.

Empfang . bestaeugen Schlum der
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p-I8 “No that mnot thie redsoti forthe delay: . Pmbably ; reader has already guewsed the reason
. er, rather, 3':he reasons, fot” lmdo\ibwdly Me wers soveral. To our mind they may be !Sw%ed
. a8 follows: !/ : i
FARRERE S B dasclose the MMWuhmgm version of the Zimmermann telegram;, which it wilt be
/' récalled wad'sent vin State' Department channels, would have necessitated revesling the fact -+
. that'the BritishiIntelligence Bérvice was intercepting and solving not only German code messages ”‘ﬁ g
Vv  but'dlsdiintercepting and perhaps solving dlplomatlc 1nessages of the American GovemmenM \’___//'T
power whoté aid:they: were desperately seeking at the time.
2. Even had the foregoing not served as a powerful argument a.gamst & prompt dlsclosu.re ol
the message, thefact that the solution presented several lacunae and doubtful spots would have
- - detracted & great deal from the diplomatic and military value of the document. Undoubtedly,
/ frantic efforts were made by the British crypt,ographers to fill in the lacunse—-but the solution
7 of a code of the two-part, type, such as Code 7500, is always a slow, difficult process unthgs Zere
¥ isalarge volume of text on which to corrobarate hypotheses. 'This requisite volume was lnckbig.
Proof: thatithe British bad not suceeeded in reading entire messages in Code 7500 is neatly shiown
by: the phrase “at that time¥. (referring to January 16, 1917, the date of the Zimmermaan tele-
gram) in the Bell to: Harrison cablegram of September 17, 1917, quoted above on page: 11.
..~1.Of course, ;the British; might have furnished the translation of the version which; accord-
: mg,to Bell’s: cablegram of :September 17, 1917, was sent via Swedish channels. But we hiave,
[ in the:saine cablegram, Bell’s statement that “it went in a code which the British had at that
time. only: partly succeeded, in deciphering and of which Eckhardt had no copy.” In-all prcib’-'
- ability: the-code used for. the.message transmitted via Swedish channels was Code 7500, Pos~
,stblyut wes.some other code: :: The sendmg of a message in more than one code is a*capltar
orime fin cryptography. True, it was a.crime that we know the Germans to have committed, but
in .the' present case every reason for supposing such a transgression, whether by accident: or
design; is lacking. -Even if, by some remote chance, the telegram was sent from Berlin in soine
otheér code, that code was. certainly not 13040, and hence this point is immaterial. The fast
remains. that the British -eould -not offer a partly solved meqsage of such vital unportance
regardless of which.version was available. . s
) 3..In 8 note dated April 18, 1916, followmg the sinking of the American vessel Sussez, ‘the
/ American Government had presented an ultlmatum to the German Govemment couched“m
Y t.h&fol]owmg unmistakable language:*!

iy

v " 1f it ia still the purpose of the Imperlsl Government to prosecute an indiscriminate warfare again&t

: “+ yvessels of commerce by.the use of submarines without regard to what the Government of the United
= o States must consider the sagred and indisputable rules of international law and the universally recognizéd-
P dlctates of humanity, the Government of the United States is at last forced to the conclusion that ‘there
' " “ia but one course to pursue. Unless the Imperial Government should now immediately declatre .angd
'eﬁect sn abandonment of its present methods of submarine warfare against passenger and freight-
- e ~ eartying vessels, the Government of the United States can have no choice but to sever diplomatic rela-
B : " tions with the German Empire altogether. This action the Government of the United: States con-
: : templates with the grestest reluctance, but feels constrained to take in behalf of humanity and ‘the
rights of neutral nations. ;

- - On January 9, 1917, Kaiser Wilhelm held a  council at Pless, at which the u'revocabh decl- !
-, sion was taken to stake everythmg on another trial of unrestricted submarine warfare, to com-
- mence-on February 1. On January 16, Bernstorff was notified of this decision (in telegram No.

oo aFPRE8; p. 108,
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A67) but was directed not to inform the American Govemment until the evening of January
31, .Bernstorfl’s words are interesting:® : .

=00 On January 31st, at 5 o’clock in the afternoon, I handed Mr. Lansing the official communication
about the U-boat war. This was my last political interview in America. We both.knew that the end
e hed come, but we did not admit the fact to each other. The Secretary of State contented himself with
) ,;replymg that he would submit my communication to the President. I cherished no illusions regarding
thie expeeted outcome of this interview, for the ultimatum of Apnl 18, 1916, no longer allowed of any
' chance of preventmg the rupture of diplomatic relations.

If on Janusry 31 this news came as a profound shock to President Wﬂson, who was then
engagod in-his- second and most promising attempt toward mediation, it could hardly have
taken the British unawares, for they must have had definite knowledge of the Pless decision from
a% lssat two sources. One was undoubtedly their partial solution of telegram 157, in which
Bernstorff was instructed to inform the American Government of the reopening of unrestricted
submisrine warfare; the other was their solution of the Zimmermann telegram of January 19,
which we have seen was telegram 158, and was tacked on to telegram 157. (See p. 15.)
Conseguently, the British must have felt quite sure as early as the third week-of January 1917, that
the United States would soon join the Allies, if our ultimatum of April 18, 1916, meant anything at
alt:® All they now had to do was to hold on for a few days or weeks longer and the United States
‘would be on their side. Sure enough, on February 3, diplomatic relations between. the United
States and Germany were severed.s* But as the weeks went by there was no declaratmn of war,
for the President, in an address to Congress on February 3, stated:®* - .:. .

o N’ot‘mthstandmg this unexpected action of the German Govermnent, 'this sudden and -deeply
c deplorable renunciation of its assurances given this Government at one of the most critical momenta
o( tension ib the rclations of the two Governments, 1 refuse to believe that it 18 the intention of the
Germn authonties to do in fact what they have warned us they will feel at Hberty to do 1 cannot -
: brmgmyself to belicve that they will indeed pay no regard to the ancient friendshxp ‘betweén their people
'und our own or to the solemn obligations which have been excha.nged between them and destroy

American ships and take the lives of American citizens in the wiliful prosecutlon of the ruthless naval
r.programme they have announced their intention to adopt. Only actual ovart.racts on thei'r part can

w

S “mike me believe it even now. ) .
e vﬂow much this waiting for some “actual overt acts” must have n-ked the Bntxsh may be

tsﬁwmaed ‘ifthey irritated Page sufficiently to make him write:® -

o The danger is that with all the authority he wants (ghort of 8 formal declarstion of war) the
~3+ President will again wait, wait, wait-—till an- Amencan hner be torpedoed! Or il an‘athek is made
o our;coast by a German aubmarme! : Cormdndee Do e viog gt

Someﬁxmg hud to be done to stir up the Presxdent and t.he people of the hmterla.ndg bdyond

~ .bl:-",

: In the country ab large the s:tuatnon, a8 Spnng R\ce reported that da w “much thnt ol Y soda-
* water bottle with the wires cut but the cork unexploded.” - The failuré of .h&ppi‘n g ‘fo aail had produoed '
1. g5ppage of trade, a congestion in the ports, widespread discomfort and evan: misery.on ' the. eoaat
« . %, and inland, even bread riots and a coal famine.. Al this, nevertheless, wes:not:'spectacular enough;?
“ . 5 the West wag still against war and the Premdent waa still fighting for, peace; ;. But on Baturday, the
‘ 24th the British themselves were able to supply somethirng “epectaculsr.:’ Mr Ba.lloux defﬂy gave

the unexploded cork & push.% oo e

N 4 » .
T it

sp.ae | - - fagintais oo e,
" @ Evein Bernstorf!, immediately on receipt of telegraph 157, replied (Oeman Henrinss.p Yoy W Soidable if we proceed 23 contem.
plated.” A few days later, !nhisdespemtenctampmtostaveoﬂsmpmindlphmsmmzkms.haam a Poreign-Office sgain (Garman
Hesrtogs, . 1047): “If the U-boat war Is commenced forthwith the President. will laok- npan this es & slap. ll $he Pace,and ‘war with the United
Siates will be unavoldable.” Bernstorfl’s telegrams to the Foreign OmmmmmWUw No onevhomdsﬁumemrgmalnnncnnﬂnced
of ki absolutely sincere-desire for peacs between the United Stamsand(}amany I ‘; [T L ‘;15
® PRS, p. 108. B T R AT IO
® FRS, p. 1. T ’
» Hendrick, pp. §24-325, quozing from Puge’s diary.
@ MUlls, op. d# -+ P. 403,
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- The “push” was, of tourss; the commiunication to Page of the contents of the Zimmermunn
telegmm By this time the British Intelligence Service had the full text, which had been “bought
=ifr-Mexieo,” and they must, have felt t.lmt the tirne ha.d come to mnko the most of their opgpesr-
tumty ‘They were not wreng: - .
Wois T el
ARG

IS

“_B_ut Mz, Polk at th ta.te Depa.rtment knew of the waiting bombshell so kindly supplied by %r.

our. ,The Z}mmarmmn telegram, he believed, would produce a blast of popular emotion t¥mt
would"sweepthe armed ship bill through against everything. So did Colonel House, who had now ssem
cthe text, and whowaa urging the Presidént to “publish it tomorrow.”  So, no duubt, did the Presidens: —
oo arptoWhom dbandst have beeg: plain.encugh that. the firet affect of Senator La Folixite's pacifism would be
e 3 todeliver Mr, Wﬂson hhnself lnto the hands of the mt.mnsigeants On Thursday, March 1, the hﬂé
e ;hnes were ehoutmg from the mornmg papers:

GERMANY snnxs AN ALLIANCE AGAINST US;
e | “ASKS JAPAN AND MEXICO TO JOIN HER;
FULL TEXT OF PROPOSALS MADE PUSLEC

Eoaal It was a-stapendous sevsstion. The headlines, it is to be observed, wers not alwaye M
TR .awumte. - Germany. had.not actually sought an alliance as yet; the text of the telegram expresaly
L s mstruoted the Minister.in Mexico to initiate the move only in the event that the United Btates should
. declare war, whxch t.he;German Government would itself endeavour to prevent. It was not a proposal
. L '_lor an agg;ressmn agsmst the Umted States, but mercly a conventional, though rather blundering,
. S diplomatw prepara.t!on against a probable American attack upon Germany. This, however, was far
‘ +" +t0o finie’s point fér‘the hot passions of the moment; and the telegram was everywhere seized upon as
final proof of the complete:and fathomiess treachery of the German. o el
.., ...What made it particularly shocking, of course, was the suggestion that the J&panese (Wlth Whom‘
e were about to become alltéd) should be invited into the American Continent, or that the principle
... upbm wlnch many Americans had demanded the restoration of Aleace»Lormme (because they bad been
" "' 'acquired by foree) should be applied to California and Tesas, which we had forcibly detachedv from
' . Mexico. Informed Americans.understood perfectly well that the Allies had bribed Japan, Italy, and
Rumania into the war with the promise of slices from the enemy carcass; but they were sincerely and
. profoundly horrified by the thought that Germany could be so base as to bribe Mexico and Japan with
the promise of slices from the flanks of the United States. The Zimmermann telegram becarne a major
Geérman disaster. Not fts least useful aspect, moreover, was the fact that it gave thé Northeastern
fire-eaters their first direct lever upon the pacific sentiment of the Southwest. I 8 German triumph -
- » . threatened the annexation .of California and Texas to Mexico—! The German Foreign Becretary’s
- innocent cablegram had exploded: with its maximum effect at premsdy the puint where it would'do the
Allies the greatest good 870

It is mterest.mg to note mcxdentally, that Mxlhs mlstakenly speaks of the projected restora-
tlon to Mexico of “California and Texas.”” The Zimmermann telegram makes. no: mention of
California, but says that Mexico was to ‘“‘reconquer the lost territory in Texas, New Mexico
and Arizona.” Isit possnble that the Germans were reserving California as bait for Japan?,
,If what Millis says is valid,! fif the facts which we have presented in the foregoing pages
" really constituted the motives wtﬁ‘ff caused the British to withhold from the United States
/ Government so wexghty a secret as was contained in the Zimmermann telegram, we can téke a=——2""
‘charitable view and say that the circumstances justified their course of action. . Certmnlw
‘must give them credit for knowing when to play their cryptographic trump cards. Which brings
: . us to the additional compliment that they not only knew when to play a trump card, but also
— \ how. Note the dextrous manner in which they got the maximum berefit from the play without
= _disclosing to their adversary where or how they had obtained the trump! Not only that, but in
- ‘order to meke sure that the source of their information should not be disclosed, they even took
‘pains to insure that so far as the world outside was concerned, the credit for mccellent mt,elhgence
work should go to another country—the United States! And to do that, they were not content
to let ratural inference take its course, but contrived with the help of British newspapers to

1o Millis, W. C.
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throw blame on their own intelligence service for letting those mere novices in intelligence work—

the Americans—beat them at a game in which they themselves (i. e., the British) were generally
supposed to be preéminent! For in the interview already referred to (p- 24) Admiral Hall said:

- Of course, our. whole object was to prevent the Germans from giving us very much eredit for intel-

ligence. When President Wilson published the famous Zimmermann telegrain containing the German

overtures to Mexico, I was very anxious that there should be no suspicion in the German mind that we
had anything to do with it.

1t was then that the Daily Mail, at my request, pubhshed a stinging leader passmg severe reflections
on the British Intelligence Service.

In a letter dated December 1, 1927, sddressed to the secrebary of the Edinburgh Philosophical
Iuatitution, giving his regrets for not being able o be present at the meeting on December 13,
already referred to, Lord Balfour, Wartime Foreign Minister of the British Government said:

* * * To‘Room 40,” where he [i. e. Ewing] was the leading spirit, the country owes an immense

debt of gratitude—a debt which, at the time at least, could never be paid. Secrecy was of the very
esgence of the work, and never was secrecy more successfully observed.

Only one link remains still to be found before the story of the Zimmermann telegram can be
regarded as complete: the original version as filed in Berlin. As already indicated, diligent
search has failed to locate it, and we fear that it is now too late. The State Department files in
Washington, in Berlin, and in Copenhagen have been scoured, without success. There remains
only one more place where it most certainly can still be assumed to be peacefully reposing: the
Wurld War files of the British “Room 40 O. B.”

In a letter ® to President Wilson, dated March 17, 1918, Ambassador Pa,ge, refemng to
Admiral Hall, wrote as follows:

* * * Hallis one genius that the war has developed. Neither in fiction nor in fact can you
8nd any such man to match him. * * * "He locks up tertain documents “not to be opened till
30 years after this date.””  T've ma.de up my mind to live 20 years more. I-shall be present at th'e
opening of that safe * * *,

“The “20 years” are up. Admiral Hall is now a retlred officer, but’ he stﬂl ha.s the papers,

-tf we aré to beliave the statements contained in a book by a recent author.” Relating the details

of tho efforts on the part of the representatives of certain American claimdnts to establish the
validity of their claims, Landau tells how Mr. Amos J. Peaslee, leader of the Amencun clauns.nts
vmltad Admiral Hall on August 27, 1925, at Hall’s London residence:

e’ % % % He found Hall in full sympathy with the American clalmants, and so oommendsfory

* was Admiral Sime’s letter that he ended up their conference by saying: “Copien of tbe decoded German
~ cables are stored away in several tin boxes in the basement. I sealed up these boxes with inatrucﬁons
2 that they were not to be opened up for 20 years. You have caused e to change my mind, hOWever "1

el open up the boxes for you. Copy such of the cables a8 you think will be useful to you.” Make .
yourself at home. The servants will look after you.” His rapld and sweeping deciston’ was typieal of

the man. Fortunately he was retired from the Navy and was, therefore, bis own xhaat.er

‘Hall took Peaslee down to the basement, spread the cables before him, anﬁ took bia leave to catch
the tfain for Scotland. Peaslee found over 10,000 cables, ‘radio’ messsges. and letters which Hall had
intercepted and decoded. Twenty-six different codes had been used in sending tbese messages.
Attachied to the originale was a translation in clear, also the ‘‘recognition group,” or number of the code

So Admiral Hall ca;n, if he will, tell the whole stbry. It will be mterestmg to see if he does.

The time for its telling has arrived. Ambassador Pege unfortunately did-hot live out the 20
years as he promised himself to do, in order to be present when Admiral Hall finally opened his
sa!e The present authors are curlous and anxxous too ‘Let’ the safe be opened!

t-[‘

@ The (Edinburgh) Scotsmsn, Deo. 14, 1027. . v
@ Henadrick, vol. I1I, p. 361. .
® Landau, Capt. Henry Thaancmy Wrthm G. P, Putuam s Bons, New Yotk. lﬂ'l, p. lCu.
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Exhibit a@.—-u‘mnm wwmnum w REGINM&EAL L, X C. M. G CB,D.C.L, L. L D,
POEMERLY RO iRER IN’E‘KH.IGENUE DEPARTMENT OF THE BXITISH ADMIRALTY,
YERIFPIED BRCEMBER. 28, 1926, WiTH ANNEXED CO#I£S OF GERMAN CABLEGRAMS, WIRE-
 LESS mnaomn MmAGEs !&?EBLEPTEO BY THE BRITISH GOVERNMENT BBRING THE
WAB .

Gmwr Bmmﬁm Innmn, R }5 A ’ - R ety

LoxpoN, ENgraxp, ;
Consuu'm Gmmnu op -nm U £, or Amnnica’

Admiml Six W. Regim)d B&H K CMG,;C B,D C. L, L L D, being duly sworn, deposesand wa :
R W reszde at No. 63, Csdogan Ga.rdena, London, and am a.t present, a retired umoer of the Britlsp Navy
and'ém’s meniber of the 'British Paitiament.
el During: the' reoqntywa.r with Germany snd her Allies I was Director of the British Naval Intefliinence
_Servioe !ocr the entire. per}adfrom October 1914, until the Armistice in November 1819, . . 3ol E
3. In  that: esmgy it was my duty and the duty of my staff to iutercept and decxphgr, ag far 8s possnbl&,
: 'cable and wn'eless messagea and other communications sent between German officials in Berhn a.nd
‘officials at Erabassies and Legations and elsewhere in various parts of the world. R
4. During the period from the cornmencewent of the war in August 1914, until the Armistice in Novgm‘ber
1919, we mteroepted & large pumaber of such cehle sud wireloss messages and other communications, - T%hs was
-done by tapping the cables over whick the messwsges were being eent, by picking up the wxreleenm -and
through the oapture 0! \vﬂ&n ecmmunioations and documents in the post and in the possession of
Qﬁciala and agents who ve?e smeiwndad by our authorities,
s ' 6. Almoet all of these communications, insofar as they were cablegrams &nd wireless mesaages, were sent
Tt cipher, a number of different German ‘ciphers being emploved for that purpose. We were able to read sub-
stantially all of the cipher messages which were intercepted, partially by resson of the fact that-we succeeded in
_capturing from German submarines and other sources some of the original German cipher books, wnd pm’tiauv
by reason. of. the fact, that our, cipher experts were able to decipher the Geyman cipbers whetawes, as was the
case hore, o large number of d.iﬂ'erent ‘messages in the same cipher were available for study and eomparison, and
in mny lnstnnoes the essage was sent through different chan nels in two or more difivent, Qgg_pmn cighers .
© . ¢The annexed ﬂmﬁﬂﬁ Wireless messages and despatchies merked - Rahibit A,” set forth on -
pages numbered consecutively from No. 2 te No. 287, are true and correct deeipherat supies of eablegrams ‘and
wireless messages and otheér despatehes which were intercepted and deciphered by the Intelligence Department
of the British Admiralty through officers working under my immediate supervisice. The work was: -eonsidered
of a, most highly confidentjal character and I exercised the closest persona! contact with all its details. It was
my sole’ duty and responsxbmty and I watched and checked the work with the greatest care to make certain that
we were recordmg the true import and meaning of the German comnunicaticas. HMany of the ongmal German
ciphers in whioh the communications were transmitted are still in our possession.
7. The numbers which appear in parentheses near the tops of some of the pages on which the messages
are copied (exhibit A) are numbers of a particular aystem of German cipher, which numbers usually' appesred
- in the bod,v of the cables ot wireless communications themselves, and were known to us ds the . recognition
groups For example, Na. “(89734)” at page 2, No. “(5950)’ at pagcs, 3, 5, &, 8, 9, 10, 12, 14, 15 17, 18, 20,
21, 22, 23, 28 32, 37, 38, 39 42, 45, 49, 53, 57, 58, 65, 88, 70, 72, No. “(13040)" at pages 7, 11, 13 16 25, 27, 29,
30, 31, 33, 34, 35, 41 43, 48, 50, 52, 54, 61, 62, 83, €4, 66, 68, 71, No. “(0064)” at pages 40 47 80, 114, 122,
No. “(6400)” at pages 48, 55, 56, £9, No. “(0640)" at page 60, No. “(9972)"" at pages 81, 73, 95, "No. “(5O54)"
at page 67, No. V. B. 718'%. at page 75, No. “8. B.” at page 92, No “(98176)"* at page 112, No. “(87962)" at
page 113, and No. “(19177)” at page 172, all refer to different Germau cipher systems. .
8. The ward “Nauen,”’ appearing at the tops of pages 69, 76, 130, 135, 217, 223, 244, 245, and 259, ef e:l.lubxt
‘A, refers to the German wireless station located at Nauen, ()P.!D&!l\ from which maoy eommunic&&itms were
despatclied. Many of the other communications of which copies appear in exhibit A were slso sent by wireless
The communications passing between Madrid and Berlin were, practieally in all instances, by wireless. - "In
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_the safe conduct which he had been given. Copies of some of these papers were published at the British Gov+

ST e Vg a0 a2

]
# 3

'REF ID:A491080

31

I

making copies of some of the messages, particularly during the latter part of the war, and in cases where the
sams. cipher system was being employed in a series of messages, 88, for example, a series of communications to
Washington and the wireless communications hetween Madrid and Berlin, the “‘recognition groups” were some- -
tirnes omitted from our file copies. This accounts for the absence of cipher numbers at pages 24, 26, 52, 77,78, = . .
79, 82, 88, 87, 88, 89, 90, 91, 93, 94, 98, 104, 105, 108, 110, 115, 121, 124, 126, 128, 131, to 171, inclusive, 173to - -
218 inclusive, 218 to 222, inclusive, 224 to 243, inclusive, 246 to 256, inclusive, 260 to 266, inclusive. The,
“*resognition groups,” however, appesr in the original German cipher messages in every instance. The wireléss ™ .
messages which passed between Madrid and Berlin were sent in a.lmoat. every case in cipher No. #0064” or some o
eombinations or -modifications of that German cipher system. ) R
9. The dates appearing at the tops of the pages of exhibit A represent the dates when the messages were
intercepted, which were coincident with the dates of the sending of the messages, although in a number of fn-
stanees it will be noted that the message which we picked up was one which was being:relayed from one point to
another. . In'such cases the date will be the date of the relay of the message, but not necessarily the date when it
wazgsnt from its original point of origin. These dates are indicated either by a complete statement of the month
day and year, or by figures such as “26.6.16.”, which means the twenty-sixth day of June, 1916. :
'+ :10. The sources and destinations of the cables are indicated by the words “From’’ and “To.” For example,
on page 2 the words “From Berlin”’ mean that the cable or wircless message was sent from Berlin. The signature
indiestes the name of the official or department which sent the cable, wireless message or commumcation, a8
such: Mgnature was actually contained in the message. The words “To Washington” on page 2 mean that the
message was sent to the German Einbassy in Washington. © The communications between Berlin and America,
insofar as we intercepted them, were limited alinost exclusively to communications with the German Embassy.
11. The letters and figures appearing at the tops of some of the pages in exhibit A, such as “B. No. 24” at
page 2, “W. 146" at page 3, have rcference to a particular series of German numbers as they appeared in the
cottents of the communications. . “B’’ means a series of communications from Berlin; “W" means a series of

A%

12. The message sct forth at page 35 of exhibit A, numbered ‘“B. No. 103,” dated January 26, 1915, and bﬁ'/mfé
signed ‘‘Representative of General Staff Zimumerman' was a message sent from Berlin to Washington by cable Wassegss 2
via the 8wedish Foreign Office. It was intercepied by us en route to Washington. We cousidered this cable of
particular importance at the time and we furnished a copy of it in the original cipher, together with the | English
tranaiation of it, fo the American.State Department.through,; the..AmencanﬁEmbassywin,‘London

18. This message, it will be observed, was sent in cipher No. “(13040).” The German cipher book covering -
this system of ciphering is in our possession, it having been captured by the British authorities in the luggage of a
German consul named Wasmuss who was stanoned at Shiraz while Wasmues was.engaged in an endeavor to
cut & British oil pipe line.

14. These German communications were mtercepted and deciphered by the Bmt:sh Admiralty through the
seme system which we employed in the interception and deciphering of the well-known “Zimmermann” cable-
gram of January 16, 1917, from Herr Zimmerman to Count von Bernstorff for transmission to the German
Legation in Mexico, advising it of the plan to commence unrestricted warfare and proposing an. alliance with
Mexico ip the event that the United States should enter the war, which cablegram we-ealled to the attention of
the American State Department, and which wds published by the United States Government, and which Herr
Zimmermann in a statement made in the German Reichstag admitted to be correct and authentic. Some further
history of that cablegram will be found in the third volume of “The Life and Letters of W&lter H. Page” by
Burton J. Heudricks, at pages 331 to 364.

. ~18: The German cables, wireless messages and other communications set forth in exhibit A are a compara-
tvely small portion of a much larger collection of such messages which we mtercepted during the war and which
are.gtill in our possession. Owing to the paramount importancs of our having for the use of the British Navy the
information eontained in the messages regarding the movement of German ships it was imperative that we should
avoid if possible, disclosing to the Germans the fact that we were reading their communications to thie extent.
Henoo it was impossible for us at the time to make full use of all the information which was before us. The
American Ambassador in London, Mr. Page,_was in our constant confidence, however, regarding the German
communications affecting America during the war, but it was necessary for all of us to exercise the greatest
caution regarding the messages.

16. As head of the British Naval Intelligence I also had charge of the detentmn and examinatlon of-Captain
Pranz von Papen, the former Military Attache at Washington upon his arrival at Falmouth about the first of
January, 1916. We took from Captain von Papen at that time a number of documents which were found upon
his person and among his luggage, and which in our judgment were being carried in violation of his rights under

ernment Stationery Office and presented to both Houses of Parliament as a f‘British White Paper,’f Misc. No. 6,
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18186, entitled: “Selections From Papers Found in the Possession of Captain von Papen, Late German Miliusey
Attache at Washington, Felmouth, Jasuary 2 and 8, 1916.” A photostatic copy of that British White Paper is
sttached to the exhibite in this.case as exhibit No. 46. I personally saw at the time and examioed the originabs of
these documents and know of my. own kKnowledge that the documents of which eopies appear in that British
White Paper, of which exhibit-No. 461s a photoaw.tic copy, are true, correct and authentlc, wmeluding the reeords
from Captain Von Papen’s check- books.

. 17. I also personally interrogated Horst von der Golts at the time of his arrest by the British’ authorities.
Von der Goltz was examined by the officials at Scotland Yard under my direction and at my request. He made
certain aﬁdavits before those officials of which copies are set forth as exhibit 53 of the exhibite of this case. .1

have examined this axhibit 53 and it acoordswith my recollection of the contents of the eriginal afiidavits though .

1 bave not exsmined recently, those affidavits which are presumably in the records at Seotland Yud anieas tme
were. sent. $o the American. Government in’ Washmgton <

-18; T also had. gharge of the arrest and imprisonment of Ftanz von Rintelen by the British amhm‘iﬂm He
was apprehended by us at Ramsgate on the steamer Noordam in August 1915, while he waa apparemtly srying to
return to Germany from the Uniled States. He was traveling on & Swiss passport under the name of “£asshe..
We put him in Donnington Hall, whieh is the Brifish prison for enemy officers and he remained {hawe st
shortly after the United States entered the war, when we sent him to America under guard at the requans «f Sl
American authorities and turned him over to the United States Government.
. ST . v (sd) W. R, Hacs.
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Photograph of the Zimmermann telegram as filed in Washington by Ambassador Bernstorff for transmission to
Mexieo City (cf. pages 5, 16, 22).
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THE ZIMMERMANN TELEGRAM OF JANUARY 16, 1917, AND ITS
CRYPTOGRAPHIC BACKGROUND

Among the official cryptograms which have been intercepted and translated by govern-
mental authorities other than those for whom they were intended, the most important of all
time, either in war or peace, is undoubtedly the one deciphered by the British Naval Intelligence
which is known to historians as the Zimmermann telegram. In German literature it is referred to
as the Mexico dispatch. This message, in eryptographic form, was sent on January 16, 1917,
by Arthur Zimmermann, then German Minister of Foreign Affairs in Berlin, to Ambassador
von Bernstorff, at Washington, to be forwarded to German Minister von Eckhardt at Mexico
City. It read, translated into English, as follows: !

We intend to begin on the first of February unrestricted submarine warfare. We shall endeavor
in spite of this to keep the United States of America neutral. In the event of this not succeeding, we
make Mexico a proposal of alliance on the following basis: make war together, make peace together,
generous financial support and an understanding on our part that Mexico is to reconquer the lost terri-
tory in Texzas, New Mexico, and Arizona. The settlement in detail is left to you. You will inform
the President of the above most secretly as soon as the outbreak of war with the United States of
America is certain and add the suggestion that he should, on his own initiative, invite Japan to imme-
diate adherence and at the same time mediate between Japan and ourselves. Please call the President’s
attention to the fact that the ruthless employment of our submarines now offers the prospect of com-
pelling England in & few months to make peace.

No account of the stirring episodes leading up to our entry into the World War can be
considered complete without at least a reference to the one in which the Zimmermann telegram
played the leading role. Even those who adhere to the theory that it was the bankers who
pushed us into the conflict on the side of the Allies must mention it; while those who incline
toward the theory that it was the German policy of “frightfulness” on sea and land which
dragged us in against them give this message even more attention. Although today it would
certainly be too much to say that this cryptogram, through its interception and solution by the
British, and its forwarding by them to President Wilson, was the direct means of bringing us into
the war, nevertheless many an informed person whose memory goes back to the exciting days
when the contents of this sensational message were disclosed in the newspapers of March 1,
1917, would certainly say that had he been asked at that time he would have said at least that
it was the straw which broke the camel’s back. The importance of this incident is evidenced
by the lengthy comments of prominent officials who were at that time in a position to judge
its significance. The Secretary of State, the Prime Minister of Great Britain, Colonel House,
our Ambassador to Great Britain, and many others, give this telegram a prominent place in
their writings on the World War. For example:

‘While the Armed Ship Bill was under discussion in Congress another event occurred which eaused
the greatest excitement throughout the country and aroused the people against the German Govern-
ment even more, I believe, than the announced policy of the submarine ruthlessness. That event was
the publication of the so-called “Zimmermann telegram’ * * *. Thus the Zimmermann telegram

resulted in unifying public sentiment throughout the United States against Germany, in putting the
people solidly behind the Government and in making war inevitable, if not popular, because the

1 Papers Relating to the Foreign Relations of the United States, 1917. Supplement 1, The World War, p. 147. TU. 8. Government Printing Office
Washington, 1831. This book will hereinafter be referred to as Forelgn Relations Series, abbreviated FRS.

1)
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German Government’s sinister intent toward the United States eould no longer be doubted. The
“‘eold-blooded proposition” of Germany’s Secretary of Foreign Affairs in one day accomplished a change
in sentiment and public opinion which would otherwise have required months to accomplish. From
the time that the telegram was published, or at least from the time that its authenticity was admitted
by its author, the United States’ entry into the war was assured, since it could no longer be doubted
that it was desired by the American people from Maine to Californis and from Michigan to Texas.?

* * * * * * *

It [the Zimmermann telegram] roused a great deal of indignation in the States and strongly rein-
forced the popular backing for strong measures by the President.?

* % * * * * *

Wilson was waiting for what he called the “overt act” before he took further steps against Germany,
but the possibility of avoiding hostilities daily diminished. * * *

Misguided German diplomacy did its utmost to strengthen the growing feeling in the United
States that war with Germany could not be avoided. On February 26, Colonel House was called to
the telephone by Frank Polk and informed that the British Naval Intelligence had received and
deciphered a sensational telegram from the German Foreign Office to von Eckhardt, the German
Minister in Mexico City. Signed by Zimmermann himself and dated January 16, the telegram
announced the imminence of unrestricted submarine warfare, and instructed the German Minister, in
case of war with the United States, to attempt to arrange a German-Mexican alliance, on the under-
standing that Mexico would be assisted to reconquer New Mexico, Texas, and Arizona. Zimmermann
further suggested that Carranza should approach Japan.

Mr. Polk fully realized that the publication of this telegram would blow American resentment
to a white heat; it would strengthen immensely popular support of the President in any action he
might take against Germany in defense of American rights on the sea. The same thought may have
led the British to pass the deciphered telegram on to Washington. Wilson himself was disturbed and
in doubt as to whether the publication of the telegram would not bring on a crisis he could not control.
House urged immediate publication. * * *

The effect of publication was exactly what had been anticipated. Many persons naturally raised
doubts as to the authenticity of the telegram; but Lansing formally assured Congress, and Zimmermann
himself confessed, that it was genuine. Speculation was uncontrolled as to how it had been intercepted:
it was rumored that the messenger had been caught by American guardsmen on the Mexican border;
that a copy had been taken from von Bernstorff at Halifax; that it was in & mysterious box seized by
the British on the ship which Bernstorff sailed on.*

Hendrick,® the biographer of the war-time American Ambassador to Great Britain, Walter
H. Page, says:

. The most sensational episode of this period, however, was the publication on Mareh 1 of a telegram
from Dr. Alfred Zimmermann, German Foreign Secretary, to the German Minister in Mexico, outlining
8 scheme for an alliance of Germany, Japan, and Mexico against the United States, and for the cession
in case of victory, of Texas, New Mexico, and Arizona to Mexico.

[Page’s diary dated March 2, 1917.] The Zimmermann (Berlin) Mexico-Japan bomb burst today,
the Zimmermann telegram to the German Minister in Mexico being in the morning papers. They gave
it out in Washington (apparently) to cause Congress to give the President authority to arm merchant
ships, ete., ete., as he should see fit, and to use the armed forces of the Nation to protect commerce and
life. It had that effect. An enormous majority in the House last night (nearly 500 to 13!) voted in
favor of the resolution. I am curious to see the effect on the ecountry. I have never abandoned the
belief that if the President were really to lead, all the people would follow. Whether he will even now
lead remains to be seen. Yesterday I talked to Chinda, the Japanese Ambassador, about this Zimmer-
mann telegram. He thought it a huge joke at first. Today Yeates Thompson confessed that it seemed
to him a newspaper hoax! Nobody (few people surely) yet thoroughly understand the German. This
telegram will go some distance surely to instruct the people of the U. 8. A%

? Lansing, Robert, War Memoirs, Bobbs, Merrill & Co., Indianapolis, 1935, pp. 226 and 232.

1 Lloyd George, David, War Memoirs, p. 534. g

¢ The Intimate Papers of Colonel House, Houghton Miffin Co., New York, 1926, p. 451.

8 Hendrick, Burton J., The Life and Lelters of Walter H. Page, Doubleday Page & Co., New York, 1926. Hereinafter this work will be referred
to merely as Hendrick.

8 Op. cit, vol. ITL, pp. 321, 324,
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The acrimonious discussions which the Zimmermann telegram aroused in Congress take
up 22 pages in the Congressional Record. Most of the debate deals with a resolution calling
upon the President to furnish a formal statement declaring whether or not the telegram as
published in the newspapers was authentic. Space forbids extensive quotation, and the following
two statements made in the course of the debate must suffice:”

Mr. Tromas. * * * Does not the Senator [referring to Senator Hitchcock] realize that the
public mind is already inflamed, that it has been inflamed by this publication [the Zimmermann tele-
gram] like a bolt? Because of that excited condition, which we share, inasmuch as the information
must have proceeded from Executive sources, directly or indirectly, it is very essential that we should
have such information as may be necessary to enable us to meet and, if necessary, to end that public
excitement which is now sweeping all over the country.

* * * * * * *

Mr. SMiTH. 4 * * Mr. President, I say that the situation thus created is far-reaching and
delicate, fraught with very great danger to the peace of the American people, * * *

It was of course natural that question should be raised as to the authenticity of the Zim-
mermann telegram. Senator Tillman [p. 4605] gave voice to his doubts in no uncertain terms:

Mr. President, I want to say one thing before this debate closes. I think we have wasted a great
deal of valuable time here in discussing a lie—a forgery. I agreed with the Senator from Michigan
[{Mr. Smith] this morning when he said it was a forgery. The reason I think it is & forgery is this:
Who can conceive of the Japanese consorting with Mexico and the Germans to attack the United
States? Why, Japan hates Germany worse than the devil is said to hate holy water. Japan took
possession of Kiaochow and she is going to hold it. Is it possible to conceive that Japan will go to war
with the United States in conjunction with Mexico and Germany? 1 think such a proposition is
beneath our notice.

The New York Times Current History for the period February 20 to May 15, 1917, deals
thus with the Zimmermann telegram:

An important phase growing out of our rupture with Germany and the subsequent drift toward
war was the uncovering of an anti-American alliance proposed by Germany with Mexico and Japan
in the event the threatened war ensued. *¥ * * The revelation created a profound impression
throughout the country. The immediate effect on Congress was the elimination of practically all
oppodition to the proposal then pending to authorize the President to proceed at once to arm American
merchantmen against German submarines; it also crystalized the conviction throughout the country
that the German submarine blockade must be sternly resisted, even though it resulted in a declaration
of war by Germany.

Ambassador von Bernstorff says:®

It has frequently been asserted that the notorious Mexico telegram led to the war with the United
States. I do not believe tbis is correct. The telegram was used with great sueccess as propaganda
against us; but the rupture of diplomatic relations—as I have already pointed out—was, in view of
the situation, equivalent in all circumstances to war. I had nothing to do with the Mexico telegram,
which toock me completely by surprise. It was addressed, in the usual way, direct to the legation in
Mexico, and passed through the Embassy at Washington on the same day on which I received notifi-
cation that the unrestricted U-boat war was to be declared. I had neither the right, nor was it my
duty, to hold up the telegram although I disapproved of its contents.

On December 13, 1927, Sir Alfred Ewing, who throughout the war was civilian head of the

cryptographic bureau (popularly referred to as “Room 40”) of the British Naval Intelligence
Service, delivered an address before the Edinburgh Philosophical Institution, telling of the

7 Congressional Record, 64th Congress, 2nd Session, vol. LIV, pp. 4505 and 4508, Mar. 1, 1917.
8 yon Bernstorfl, Count Johann, My Three Years in America, Charles Scribner’s Sons, New York, 1920, p. 380. This work will hereinafter

be referred to as Bernstortf.
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work of the Bureau. That portion of the published account of his address with which we are
concerned is as follows:®
Besides intercepting naval signals, the cryptographers of Room 40 dealt successfully with much
political eipher. The isolated position of Germany forced her to resort to wireless, and prevented
frequent changes of the code books for confidential communication with correspondents abroad.
There was a voluminous stream of cipher correspondence with German agents in Madrid, and a good deal
with North and South America as well as Constantinople, Athens, Sofia, and other places. One group of
deciphered messages threw useful light in advance on the Easter Revolution in Ireland, another group
on the intrigues of the Germans in Persia.
Among the many political messages read by his staff was the notorious Zimmermann telegram,
which was intercepted in the manner described in the third volume of the Page Letters. President
Wilson was then hesitating on the brink of war, reluctant to plunge, clinging painfully to the idea of
neutrality which seemed to be almost a part of his religion. The Zimmermann message, which made
a conditional offer to Mexico of an alliance against the United States, was deciphered in Room 40.
It was then communicated very confidentially by Lord Balfour to Mr. Page and through Page to
Wilson, and was given by him to the American Press. Its publication was decisive in converting
American opinion to the necessity of war. But the curtain which hid Room 40 remained undisturbed.

And finally in his famous message (which is now known as the ‘““war message’’) delivered

in person before the Congress in joint session on April 2, 1917, President Wilson said:*°
That it (the German Government) means to stir up enemies against us at our very doors the
intercepted note to the German Minister at Mexico is eloquent evidence.

More than enough has been quoted to give an indication of the importance with which the
publication of the Zimmermann telegram must be regarded in connection with a study of the
causes leading to our entry into the war. Indirectly, because the United States is the leading
power on the American Continent, it also helped to bring Argentina, Bolivia, Brazil, Cuba,
and Panama into the arms of the Allies.

So important a cryptographic incident, therefore, warrants a most careful study by historians
as well as by cryptographers, for the story of the incident is replete with suggestions for making
the most of a cryptographic opportunity.

Twenty years have passed since the Zimmermann telegram was blazoned on the front
pages of newspapers throughout the world except, of course, in Germany and Austria. But
the British Government, which was the principal actor in the incident, has still not lifted the
impenetrable curtain of mystery behind which her able cryptographers work, so that we shall
have to draw conclusions from accounts from other sources if we are to study the facts con-
cerning her interception and solution of the famous message. We shall pass over several purely
apochryphal accounts which appeared at the time."

It is amusing to note, in passing, that one of the reasons why the Kaiser was extremely
cool to Ambassador Bernstorff, who was received by the Kaiser only 6 or 7 weeks subsequent
to Bernstorff’s return to Berlin after the rupture of relations, was the monarch’s belief that the
Zimmermann telegram had been taken from among the papers which Bernstorff carried with
him on his return home on the Friedrich VIII in February 1917. The ship was detained at
Halifax for 12 days and every nook and cranny was searched. A box of dispatches which had
been placed aboard the vessel by the Swedish Minister was found by the British authorities and

9 As reported in The (Edinburgh) Scotsman and The (London) Times for December 14, 1927. Incidentally, the Editor of The Scotsman, in
lauding Sir Alfred, said of the ZiImmermann telegram that it ‘‘was instrumental in bringing America into the war.”

10 FRS, pp. 195-203. Also, in his Flag Day Address on June 14, 1917, in citing the numerous provocations which, he explained, forced us into
the war, the President said: “They tried to incite Mexico to take up arms against us and to draw Japan into a hostile alliance with her—and that
not by indirection but by direct suggestion from the Forelgn Office in Berlin.”

' The most far-fetched of these was to the effect that the message was found by four soldiers of Company G, First Infantry, on the person of
8 spy whom they had captured while he was attempting to cross the southern border into Mexico, near the town of Progress on February 21, 1017,

See The New York Times Current History, period April 1817-June 1917, vol. XI. Even so recent a work as Gunther's Inside Europe (1938), pp.
92-93, contains a wholly erroneous version of the episode.
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the contents of some of them were published. The English papers represented the case as if a
box of dispatches had been taken from Bernstorff. But the Zimmermann note was not among
them.!?

The first lifting of the veil of secrecy surroundlng the mterceptlon and solutlon of the
Zimmermann telegram occurred in 1925, when the November issue of World’s Work brought the
final installment of Hendrick’s The Life and Letters of Walter H. Page. This account, from
which a passage has already been cited, still forms the principal source of our information on
the subject. A second account, not so detailed as the first, but containing important data, was
published in 1933 in Lansing’s War Memoirs, also already mentioned. Another account appears
in a book ® by a professed German ex-spy. But since it is based almost entirely upon the
Hendrick version, and because there are cogent reasons for discounting much of the contents of
the book as a whole, it will be largely disregarded in this paper. In addition to all sources men-
tioned, reference will be made to official records of the Department of State.

The first links in the story may be seen in the following two telegrams: 4

1 .
LonpoN, February 24, 1917,
Rec’d 9 a. m.
SECRETARY OF STATE, Washington. :
5746, February 24.
In about three hours I shall send a telegram of great importance to the Premdent and Secretary

of State.
PAGE.
* * * K * * .
2
The Ambassador in Great Britain (Page) to the Secretary of State
' [Telegram]

LoxpoN, Febraury 24, 1917—1p. m.
' Rec’d 8:30 p. m.

5747. My 5746, February 24, 8 a. m. For the President and the Secretary of State.

Balfour has handed me the text of a cipher telegram from Zimmermann, German Secreta.ry of
State for Foreign Affairs, to the German Minister to Mexico, which was sent via Washington and
relayed by Bernstorff on January 19. You can probably obtain a copy of the text relayed by Bern-
storff from the cable office in Washington. The first group is the number of the telegram Me 130, and
the second is 13042, indicating the number of the code used. The last group but two is 97556 which
is Zimmetrmann's signature. I shall send you by mail a copy of the cipher text and of the decode into
German and meanwhile I give you the English translation as follows: (Then follows the English text
of the telegram as given above, p. 1.) :

The receipt of this information has so greatly exercised the British Government that they have
lost no time in- communicating it to me to transmit to you, in order that our Government may be able
without delay to make such disposition as may be necessary in view of the threatened invasion of our
territory.

Early in the war, the British Government obtained possession of a copy of the German cipher code
used in the above message and have made it their business to obtain copies of Bernatorff’s cipher
telegrams to Mexico, amongst others, which are sent back to London and deciphered here. This
accounts for their being able to decipher this telegram from the German Government to their repre-

12 Nationalversammiung, 1919.  Unlersuchungsausschuss Gber die Weltkriegsoerantwortlichkeit. In a series of 15 sessions, from October 21,
1919, to April 14, 1920, a2 committee appointed by the German National Constituent Assembly to inquire into the responsibility for the war
held hesrings in Berlin. The reports of two subcommittees together with the stenographic minutes of one of these subcommittees and supplements
thereto have been translated and published by the Carnegie Endowment for International Peace, as vols. 1 and 2 of Official German Documents
Relating to the World War.. These two volumes are a veritable mine of {mportant fnformation. They will hereafter be referred to as Qerman
Hearings. The statement above Is taken from p. 311,

13 von Rintelen, Capt. Franz, The Dark Invader. The Macmillan Co., New York, 1933.

14 The first is taken from Hendrick, vol. ITI, p. 332; the second, from FRS, p. 147.

He This is not the number of the telegram, but the code equivalent of the number (3).



REF ID:A421080

6

sentative in Mexico and also for the delay from January 19 until now in their receiving the information.
This system has hitherto been a jealously guarded secret and is only divulged now to you by the British
Government in view of the extraordinary circumstances and their friendly feeling toward the United
States. They earnestly request that you will keep the source of your information and the British
Government’s method of obtaining it profoundly secret, but they put no prohibition on the publication
of Zimmermann’s telegram itself.

The copies of this and other telegrams were not obtained in Washington but were bought in Mexico.

I have thanked Balfour for the service his Government has rendered us and suggest that a private
official message of thanks from our Government to him would be beneficial.

I am informed that this information has not yet been given to the Japanese Government, but I
think it not unlikely that when it reaches them they may make a public statement on it in order to clear
up their position regarding the United States and prove their good faith to their Allies,

PAGE.

We shall not concern ourselves with the steps taken by the President and Secretary of
State Lansing, culminating in the publication by the Associated Press of the text of the telegram.
Our interest will be concentrated upon the minute details of the manner in which the message
was intercepted and solved by the British.

The Hendrick account, immediately after the preceding two telegrams quoted above,
continues:

The manner in which the British had acquired this message is disclosed in Page’s telegram. It
was “bought in Mexico.” That is, the British Secret Service had obtained it evidently from some
approachable person in the Mexican capital—a practice which, it appears from Page’s comumnication,
had been going on for some time. An interesting additional fact is that this is not the only way in
which the British obtained this priceless treasure. The German Government was so determined to
make this Mexican alliance that it did not depend upon a single route for transmitting the Zimmer-
mann message to von Eckhardt. It dispatched it in several other ways. For one it used the wireless
route from Nauen, Germany, to Sayville, Long Island.

In the early days of the war, the American Government prohibited the use of this Sayville line
except under American supervision; how little this prohibition interfered with the Germans is shown
by the use they made of the Long Island station for this, the most fateful message sent to America
during the war. * ¥ * In the British Admiralty this Nauen-Sayville thoroughfare was known as
the ‘“main line”; it was the most direct and consequently the one most used for sending German dis-
patches to the United States.

Hendrick cites no authority for the statement that the Zimmermann telegram was trans-
mitted by radio from Nauen to Sayville and there is reason to doubt that this was the case, as
will become apparent when the matter is carefully considered in the light of other evidence.

A few hours after the outbreak of the war the British, who have always recognized the
importance of controlling communication channels as well as sea lanes, took immediate steps
to isolate Germany from the rest of the world that lay beyond the oceans, by cutting and diverting
to her own service the two German cables across the Atlantic Ocean. This left Germany
only indirect channels of communication with her Ambassador at Washington. These channels
were four in number. The first, by radio between a station in Germany and two stations in
the United States, was known to and supervised by our Government; the second, by cable from
Germany via Berlin, Stockholm, Buenos Aires, Washington, was secret, and though there is
positive evidence that from the very first days of its use it was known to the British, it was
unsuspected and unknown to our Government until long after we had entered the war; the
third, via Berlin, Copenhagen, Washington, was a very special method used only occasionally,
with the knowledge and cooperation of the American State Department; the fourth, involving
the insertion of secret text in ordinary news dispatches, was a channel which was of course un-
known to our Government, until long after the war was over, when it was disclosed by Bern-
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storff himself.”* Since we are not concerned with this channel of communication we shall have
no more to say about it than is given in footnote 15.

We shall consider first the communications passing by radio between the German station
at Nauen and one or the other of two radio stations on United States territory, at Sayville,
Long Island, and Tuckerton, N. J. These stations had been erected by German enterprise
for direct communication with Europe; they were, however, partly financed by French capital,
and the legal objections which the French raised immediately upon the outbreak of the war
soon resulted in closing both of them. Later our Government, after long negotiations with
the German Government, took over the stations and exercised a censorship over them. The
steps leading to the imposition of that censorship need not concern us; the fact is that the Ger-
mans were unable to use the stations until April 1915 and then only under supervision, in
that messages sent by Bernstorff to Nauen had to be submitted to our censor before they could
be transmitted and messages received from Nauen, addressed to Bernstorff, were carefully scruti-
nized before they were handed over to him. The purpose of this censorship was, of course, to
preserve our neutrality. Messages exchanged via these radio stations were, as a rule, sent in
8 code known as ‘“Englischer Chiffre Nr. 9972”, two copies of which had been dep0s1ted with
our censor. This is established by the following letter:

KaiseruicEE DEUTSCEE BOTSCHAFT,

German Embassy, Washington.
Aprin 20, 1915.

The Imperial German Embassy presents its compliments and has thke honor, with reference to
the correspondence with Honorable Robert Lansing in regard to the sending of wireless messages in
cipher by means of the radio stations at Tuckerton and Sayville, to transmit to the United States
Department of State herewith, in two copies, the key to that cipher against kind acquittance for making

further directions.
(Signed) J. BERNSTORYF.

As stated above, all messages forwarded by radio by Bernstorff had to be sent to our censor
through the State Department and these messages were regularly accompanied by a formal letter
couched in the following terms: |

The Imperial German Embassy presents its compliments. to the United States Department of
State and has the honor to enclose herewith a wireless cipher message, in duplicate, to the Foreign Office
at Berlin for kind transmission to the Tuckerton station. Duplicate copies of the (plain text) message
are likewise enclosed. :

1 Bernstorfl, p. 154: “My reports as 8 matter of Iact were somewhat infrequent and always short, as we had to put all our messages into cipher,
and this was not always possible. In explanation of the inevitable incompleteness of my communication with the Foreign Office, I may remark
that the telegrams of the Wolff and Trans-Ocean Bureaus were regarded as the main sources of information for either side, and that I made use
of various arrangements of words, to which the Foreign Office alone had the key, for the purpose of making my own views easily distinguishable
in these telegrams.” Another interesting corroboration of the use of this method is to be found in the Hall affidavit. (See footnote 20.) Among
the telegrams accompanying the affidavit is one (p. 122) dated April 3, 1916, from Bernstorff to the Foreign Office. It contains the following para-
graph:

‘‘For this reason I suggest that the Wolff Bureau should be instructed for the present to forward immediately all Klaessig's telegrams to the
Forelgn Office. It is advisable that all should be sent, because telegrams going from here are in code, and therefore the recognition signal agreed
on by us for telegrams intended for you might easily be lost. For motives of economy Klaessig uses the Ritzansche Bureau in (an American town)
for such telegrams, as in this way it is possible to use code with regard to the English censorship.”

18 P, 480, German Hearings.

17 The letter is in the flles of the State Department. In handwriting on its lower left hapd corner appears the following: ‘““T'wo cipher books
handed to Lieutenant Noyes, U. 8. Navy, April 20, 1015.” Intelegram 79 dated April 20, 1915, BernstorfT informed the Foreign Office that two copies
of Code 6972 were delivered to the State Department. He says (Bernstorff, p. 86): “In these negotiations we had to content ourselves with pointing
out that whereas our enemies could pass on military information to their Governments by means of coded cablegrams, we should ba conflned to the
use of the wireless stations. Finally we came to an agresment with the American Government that they should have a copy of the code which
we used for the wireless telegrams. In this way their contents were kept secret from the enemy but not from the Washington Government. This
course we only agreed to as a last resource as it was not suitable for handling negotiations in which the American Government was concerned.”
How nalve Berustorfl was In respect to his ides that the messages in Code 9972 were thus kept secret from the enemy will be seen in a short time.

93733—38———2
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Thus not only did the United States have the code in which the messages were prepared,
but messages in that code, when sent by Bernstorff to the State Department for transmission,
were accompanied by their plain texts so that the censor could verify the latter if he desired.!®

That the scrutiny of these messages was not a mere formality is attested by the fact that
the files of the State Department show several cases in which the Department held up and refused
to transmit telegrams which, on being examined, were not perfectly clear, or which were even in
slight degree questionable as regards our neutrality. In this connection Bernstorff says: !

As has already been mentioned, all our wireless messages were read by the American Government
departments and it had often occurred that objection had been raised.

On one occasion, upon the very urgent request of the German Ambassador, the Secretary
of State agreed to permit Bernstorff to receive a radio message from Berlin to Tuckerton pre-
pared, not in Code 9972, but in a code of which no copy had been deposited. This special cir-
cumstance caused Bernstorff to address a letter on January 28, 1917, to William Phillips, then
Under Secretary of State. This letter, found in the files of the State Department, contains the
following paragraph:

I presume that the wireless was addressed and forwarded direet to the Imperial Foreign Office.
As I have asked for an immediate wireless reply, my Government may answer in the same wayv and
in a code not decipherable by the Censor at Tuckerton. In a former somewhat similar case when
by mistake the wrong code was used, the telegram reached me only after several days’ delay. There-
fore, and as the answer to my yesterday’'s message will be extremely urgent, I should be particularly
grateful to you, if you could, at your earliest convenience, have the Censor at Tuckerton and at the
Navy Department instructed to let, in this exceptional case, the reply to my message pass as quickly
as possible.

It is obvious that if scrutiny of messages had been a mere formality Bernstorff would hardly
have gone to the trouble of begging so humbly for the permission to which reference is made.
Parenthetically it may be stated that if the Germans’ purpose in using a code for these radio
messages was to keep their contents from their enemies, they might well have saved them-
selves all the trouble they took, for Code 9972 was extremely simple in construction and was
solved by the British without difficulty. This is proved by a telegram that appears in a public
record which is replete with valuable information, namely, the documents published by the
German-American Mixed Claims Commission, which was established in 1922. Among these
documents is an affidavit dated December 28, 1926, by Admiral Sir W. Reginald Hall, wartime
chief of the intelligence department of the British Admiralty.?® This affidavit is accompanied by
a large number of messages which were intercepted and read by the eryptographic bureau of the
British Admiralty. Among these decoded messagesis a translation of one of these Nauen-Sayville
messages accompanied by the following footnote:*

[British] DEpARTMENTAL NoTE.—This is the first message in cipher 9972 which has been read.
This cipher is employed in messages passing between Berlin and the German Embassy, Washington.

In view of the strict supervision that was exercised over this Nauen-Sayville radio route it
appears strange that the Zimmermann telegram should have been transmitted in this way.

We come now to the second communication channel that was used by the German Govern-
ment to communicate with Bernstorff, the route via Berlin, Stockholm, Buenos Aires, Washing-
ton. This channel was made available by the good offices of the Swedish Foreign Office and its
representatives abroad. Hints as to the use of this channel may be found in Bernstorff. For

18 Of course the convenlence of our censor had a part in the selection of a code in the English language. The code, however, was not compiled

for that purpose. It was already on band and had been used for the purpose of transmitting English material.

19 Bernstorff, p. 230.
20 Herealter the Hall affidavit will be referred to as Hafl. 1t appears as Claimants’ Exhibit 320 of the doouments published by the Mixed Claims

Commission, and is reprinted as Appendix 1 to this paper.
3 Hall, p. 05.
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example, on page 65: “We had to fall back exclusively on the wireless stations, when, as fre-
quently happened, we were unable to make use of the circuifous routes via neutral countries.” 2
Again on page 149: “Telegraphic communication between the German Government and the
Embassy at Washington was carried out by a circuitous route, which made it extremely slow.”
There is in the State Department files a telegram dated September 10, 1917, from American

Ambassador Morris, at Stockholm, to the Secretary of State, which reads:
Today had conference with British Minister who informs me as follows: In the summer of 1915
when Great Britain sent a commission to Sweden fo negotiate regarding importation into Sweden the
Swedish Government protested against Great Britain delaying in London official telegrams addressed
by Swedish Government to Swedish Legation, Washington. British Minister received cable instruc-
tions to inform Swedish Government that delay was due fo the fact that the British Government was
in possession of positive knowledge 22 that the Swedish Legation, Washington, had transmitted to the
German Government through the Foreign Office Stockholm, message from Count Bernstorff. Swedish
Minister for Foreign Affairs admitted that such message had been sent so transmitted but gave British

Minister formal assurance that this would not occur again.

What was the nature of the “positive knowledge” that the British Government possessed?
Undoubtedly it was based upon decoded German telegrams, as is evidenced by the following
telegram which appears among those in Admiral Hall’s affidavit: #

From BUENOS AIRES

To BERLIN B. A, 67
(transmitted) 19th June 1915

(5950) and (13040)%e

I. Telegram No. 72 is missing.
II. Please send cypher telegrams for WASHINGTON in such a way that they can be recyphered

here, otherwise the Swedish facilities for wiring will be compromised and presumably withdrawn from us.
LUXBURG.

Note the date of this message. It is good evidence that the British knew of this method, but
there is also sufficient additional evidence in Admiral Hall’s affidavit, if one studies the points
between which the telegrams included in the affidavit were sent. The fact that a large number
of the messages in the Hall affidavit were sent via Stockholm-Buenos Aires, is clear proof that
the British were carefully watching this route and reading the telegrams transmitted over it.
It is quite clear from this evidence and from the quotations cited above that Hendrick
places too much emphasis upon the variety of routes which he says the Zimmermann telegram
traveled, as though only this telegram had received special treatment. It is apparent that the
transmission of important messages by more than one route was a usual procedure with Bern-
storff. For example, he states: 2 “With the utmost possible speed I sent the following telegrams
about my interview with Mr. House, by three different routes to Berlin.”
Hendrick says: #
The fact seems to be that the Swedish Court was openly pro-German; that popular opinion in
Sweden similarly inclined to the German side; and, by January, 1917, the Swedish Foreign Office had
become almost an integral part of the German organization. In many capitals German messages

were frequently put in Swedish cipher and sent to Swedish Ministers in other countries and by them
delivered to their German colleagues. Herr Zimmermann, in his desire to make certain that his Mexi-

12a Jtalics ours.
25 Ttalics in original.

3 Hall, p. 68.
30 “(5950) and (13040)" is the British designation of the code used by the Germans insending the message. Code 5950 was an encipherment of

13040, and a message sent in that code had, accordingly, to be transposed into code 13040 before it was read. (See pp. 4-14 of Mendelsohn, Charles J.,
Studies in German Diplomatic Codes Employed During the World War. Technical Paper of the Signal Intelligence Service, Washington, 1937.)

# Bernstorfl, p. 373.

#8 Hendrick, vol. III, p. 338,
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can telegram should reach Washington, again fell back upon the assistance of his Swedish confreres.
He handed his message to the Swedish Minister to Berlin; this functionary sent it to Stockholm, Sweden;
from this point it was cabled to Buenos Aires, Argentina, and from that city cabled in turn to Wash-
ington. The journey was a roundabout one, covering about ten thousand miles. Yet nothing that
was sent through the air or under the sea seemed to escape the watchful attention of the British Naval
Intelligence, and this Swedish message was captured almost at the same moment as thaf one which was
going by the “main line.”

It is to be noted that according to Hendrick ‘“German messages were frequently put in
Swedish cipher and sent to Swedish Ministers * * *” and he implies that the British read
the Swedish code.

Now it would be easy to believe that the British obtained and read messages in Swedish
code, for their intercept service pretty well covered the earth. It is, however, intrinsically
unlikely that the Germans would give the Swedes the text of a message to be put into Swedish
code for transmission. Why reveal their secrets to the Swedish Government? It was so much
easier merely to ask Stockholm to forward a message in German code—precisely as they asked
the Americans to do it, as we shall soon see. Not only, however, do probabilities point away
from any idea that a Swedish code was used, but we have two pieces of evidence on this matter
the authenticity of which cannot be questioned.

On September 8, 1917, the State Department published the text of three code messages
sent by the German chargé d’ Affaires at Buenos Aires to the Foreign Office at Berlin. These
telegrams became notorious as the Luxburg or “sink without trace” messages. They were
furnished by the British, for the American cryptographic bureau had as yet hardly been or-
ganized at that time. The files of the State Department contain several messages in conneetion
with this episode. Among them is one dated September 18, 1917, to Bell (Secretary, American
Embassy, London) from Harrison (Secretary in the Diplomatic Service, assigned to the Depart-
ment, later—1922——Assistant Secretary of State), in which Harrison transmitted the dates and
initial groups of 22 messages sent from the Swedish Foreign Office, Stockholm, to the Swedish
Legation, Buenos Aires and asked: “Please let me know as soon as possible if British authorities
have copies of all these messages, if they have been successfully treated, and if so telegraph con-
tents at earliest possible moment.” On September 19, Bell replied as follows: “Numbers 4, 5,
11, 16, 17, 18, and 22 are in Swedish code and undecipherable here.”

Moreover, we have a direct statement of the war-time British Cryptographic Bureau on this
point. After America’s entry into the war, the British gave the American Government a partial
copy of the German code known as Code 13040, with directions for its use. These directions con-
tain the express statements that German messages sent by Swedish officials were in enciphered
German code, i. e., the original code groups were subjected to a process of systematic alteration,
and that the transfer, or retransfer, from Swedish to German hands was made at Buenos Aires.
The method of encipherment employed to disguise the messages upon their transfer was of such
nature as not completely to remove certain resemblances to German Code 13040. These
resemblances aroused the suspicions of the British cryptographers, and detailed study followed.
Once the nature of the disguise was learned, its usefulness was lost, and the Germans might
have spared themselves the trouble of disguising the code when they gave their messages to
Swedish officials for forwarding.

We have seen that the British Government once informed the Swedish Government that
it was ““in possession of positive knowledge that the Swedish Legation, Washington, had trans-
mitted to the German Government through the Foreign Office, Stockholm, message from Count
Bernstorff.” That was “in the summer of 1915.” The fact that the practice was not stopped
for 2 years or more, though the British must have been fully aware of it, speaks for itself. The
British authorities must have realized soon after this protest, which was no doubt made early in
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the cryptographic war, that the information they were gleaning from the study of these messages
was too valuable to lose, even taking into account the fact that the messages were of considerable
use to their enemies. It is more than likely that the information was at least as useful to the
British as it was to the Germans themselves. In some cases there is no doubt that it was even
more useful.

Finally, there is another important telegram in the files of the State Department on this
subject. It is dated September 17, 1917, and was sent by Bell to Harrison. The first para-
graph is of great interest. It reads as follows:

I am now able to inform you Zimmerman’s telegram to Eckhardt instructing him to induce
Mexico to attack us was forwarded through Swedish channels. It had to be sent through Bernstorff
for his information, but as Sweden had given up transmitting German telegrams direct to the United
States after the British protest in 1915, it was sent through Swedish channels to Buenos Aires and
there turned over to Luxburg who repeated it to Bernstorff. The latter retransmitted it to Eckhardt.
From Berlin to Bernstorff it went in a code which the British had at that time only partly succeeded
in deciphering and of which Eckhardt bad no eopy. Bernstorfl had to repeat it to Mexico therefore
in another code known to the German Minister there and ineidentally to the British and it is of this
message that we obtained a copy.

Of certain portions of this telegram we shall have more to say later, as they are of extreme
interest from the cryptographic viewpoint. At this point we shall merely indicate that there
is good reason to believe that the British authorities did not tell Bell the whole story when
they gave him the information which is contained in the foregoing telegram. Who can blame
them for withholding their most precious secrets?

We come now to the third and most interesting of the several channels available to the
German Foreign Office in communicating with Bernstorff in Washington—the Berlin-Copen-
hagen-Washington route used with the cooperation of the American State Department. We
shall quote from the Hendrick narrative: #

The German Government forwarded this dispatch to Washington in still another way. Indeed,
the most remarkable incident in this remarkable transaction remains to be told. Evidently the Ger-
man Foreign Office feared that transmission by wireless and cable transmission to Buenos Aires—
by grace of the Swedish Government—might fail them. The prohibition the American Govern-
ment had placed upon the use of wireless from Nauen to Sayville, Long Island, might naturally cause
apprehension as to the delivery of messages sent by this route. The cable line from Stockholm to
Buenos Aires and thence to Washington and Mexico was a roundabout one, and a message trans-
mitted that way might conceivably fail to reach its destination.

The dispatch of this telegram, however, was at that moment the most important business before
the German Foreign Office and its safe arrival in the city of Mexico must be assured at any cost.
There was one method that was absolutely sure, though the fact that this should have occurred to
Zimmermann must be regarded as one of the most audacious and even reckless strokes of the war.
Humor of any kind the Germans seldom displayed at crises of this sort, yet the mechanism adopted
to make certain that this plot against the American people would safely land on Bernstorfi’s desk
evinces an unmistakable gift—even though an unconscious one—for the sardonic.

The transaction reflects so seriously upon the methods of the State Department that it would
probably never have seen the light had the Germans not made it public themselves. In 1919-20
the German Constituent Assembly held an elaborate investigation into the responsibility for the war.
In this the Zimmermann telegram played its part. Among its published documents is a note which
reveals one route by which this document found its way across the Atlantic.?” It says:

“Instructions to Minister von Eckhardt were to be taken by letter by way of Washington
by U-boat on the 15th of January; since the U-boat Deutschland did not start on her outward trip,
these instructions were attached on January 16th to telegram No. 157, and through the offices
of the American Embassy in Berlin telegraphed to Count Bernstorff by way of the State Depart-
ment in Washington.”

1 Hendrick, vol. ITI, pp. 338-341.
¥ Hendrick's footnote: See Vol. II, p. 1337: “Official German Documents Relating to the World War.” Translated under the supervision of

the Carnegie Endowment for International Peace. [This work is referred to in the present paper as German Hearings.]
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What this means is that the German Foreign Office used the American Government as an errand
boy for the transmission of a document that contained a plot against its own territorial integrity. * * *

The German Government, many times in the course of the war, used the good offices of the Amer~
ican State Department for transmitting messages to Ambassador Bernstorffl. Germany had no eable
communication with the United States; the wireless was unreliable and not always available; occa-
sionally, therefore, the Germans would request Washington to serve in this capacity. As all such
messages touched England before starting across the Atlantic, the consent of the British Government
was necessary before the favor could be performed. That the British graciously permitted the Ger-~
mans to use their cable facilities may possibly have seemed, at the time, an act savoring of the mag-
nanimous; the fact, however, that the British possessed the German cipher and read all these mes-
sages as they sped through England ecreates the suspicion that they may have regarded this as a way
of obtaining valuable information.

Hendrick makes it appear that obtaining permission to use the American State Depart-
ment facilities was a rather simple matter and that many messages were sent by the State
Department for the Germans in this way, without realization on the part of State Department
officialdom of the possibly serious consequences that might ensue. That this is far from the
truth will appear later. His statement, too, that ‘“‘As all such messages touched England
before starting across the Atlantic, the consent of the British Government was necessary before
the favor could be performed” is meaningless when one considers the matter. It is obvious
first of all that had the American Government been so naive as to ask the British Govern-
ment’s consent to such a procedure the latter would certainly have refused. It islikewise obvious
that when Bernstorfi wanted to send a code message to the Foreign Office in Berlin, the State
Department could not simply address a telegram to the American Ambassador, Gerard, in plain
language asking him to “Forward the following code message to the German Foreign Office.”
The British would naturally not pass such messages even though the greatest neutral country
asked such a favor. Such a procedure is not a diplomatic possibility in time of war. If not
in plain language, the forwarding by the State Department of German code messages had to
be done through the intermediacy of State Department code. Assuming that official messages
of the American Government to her ambassadors and ministers in Europe were not subjected
to any study whatsoever by the British Cryptographic Bureau (which is difficult to believe),
it is possible that this practice might not have been detected immediately by the British, But
the manner in which the messages were actually drawn up was such that the discovery of the
practice should and must have been particularly easy if American messages were even hastily
scanned. Here is an example of the plain text of such a message, copied from the files of the
State Department:

Amlegation
Copenhagen

Forward Berlin

3803
Deliver to German Foreign Office the following message from Ambassador Bernstorff.
(Add German Cipher.)

LANSING.
Lacking a copy of the telegram as actually filed for transmission, the form the code message
took when filed cannot here be indicated; but we have on this point the positive statement of
Mr. David A. Salmon, then as now Chief of the Division of Communications and Records of
the State Department, to the effect that the code groups of the German code message were not
reencoded in State Department code, or changed in any way whatever: they were merely
added to the preamble requesting the forwarding of the message. This preamble was in code—
American State Department code. Now the code groups of the American code were most
commonly in letters, while those of the German code were in figures.”® Furthermore, the

#1In a few cases State Department code messages consisted of figure-groups but the latter were invariably 5-digit groups, while the German
code messsges, as stated further on, copsisted of 3, 4, and 5-digit groups.
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code groups of the German code were characterized by being composed of three, four, and five
digits, whereas in most codes of even those days all of the code groups uniformly contained five
letters, or five figures. Hence the subterfuge was sure to be detected almoe-* immediately by
the British. Still they made no protest. Why? The answer must surely be obvious: they
were glad to have access to this leakage of valuable information, and to lodge a protest would at
once dry it up at the source.

Whereas Hendrick makes it appear that our State Department handled many messages
for the Germans, Lansing in his account of the matter makes it appear as though the trans-
mission of the Zimmerman telegram via State Department channels was an isolated incident,
or at least that this method of communication was placed at the disposal of Bernstorff only
toward the end of the period of strained relations. Quoting Lansing: #*

At eleven-thirty I went to the White House and for an hour discussed with the President the
substance of the [Zimmermann] telegram and the way to use it. The President said that he had been
wondering how Bernstorff got the message from Berlin, and that the closing of secret lines of com-
munication with his government made him a little uncertain as to its authenticity.

I told him that I thought it could be easily explained, my opinion being that it was done in the
following manner: During the early part of January Count von Bernstorff, at the instance of Colonel
House, had been laboring with his government to obtain concrete terms of peace. The Ambassador
had complained of his inability to communicate secretly and therefore freely with Berlin, which he
considered essential in order to accomplish his purpose. In view of this reasonable statement we
had consented very reluctantly to send {[that is, in & cipher, of which the Department did not have
the key] messages for him through our Embassy.3® This we did several times, permitting the German
Toreign Office to reply in the same way. On January seventeenth an exceptionally long message
(some one thousand groups) came through from Berlin. On the eighteenth this message was delivered
to the Ambassador. On the nineteenth the telegram from Bernstorff to Mexico was filed. From
these facts I drew the conclusion that in the long secret message delivered to him on the eighteenth
was the message for the German Minister besides other orders as to what to do in case of a severance
of diplomatic relations.3t

The President two or three times during the recital of the foregoing exclaimed ‘“Good Lord!”
and when I had finished said he believed that the deduction as to how Bernstorff received his orders
was correct. He showed much resentment at the German Government for having imposed upon our
kindness in this way and for having made us the innocent agents to advance a conspiracy against
this country.

Careful study of available records shows that while this channel of communication was
used on more than a single occasion, it was used not nearly so frequently as Hendrick implies,
and that its employment was confined to periods of strained relations. The first was on June 2,
1915, shortly after the sinking of the Lusitania, which occurred on May 7, 1915. Of this period
Bernstorff says: 32

Tt is certain that if T had not at this stage of the Lusitania erisis had my interview with the Presi-
dent, relations would have been broken off and war between the United States and Germany must
inevitably have followed. * * * During our conversation, however, the President offered for the
first time to permit me to dispateh a cipher telegram through the State Department, to be sent on
by the American Embassy in Berlin.®

# Lansing, p. 227.

# Bracketed matter so in original.

31 A footnote at this point contains substantially the same matter as is given in our extract from Hendrick given on p. 11, regarding the way
in which the Zimmermanon telegram was to have been sent by the submarine Deufschiand.

32 Bernstorff, p. 151 and p. 154.

31 This statement is not strictly correct, for there exists in the flles of the State Department a letter dated November 12, 1914, from Bernstorff
to Secretary Bryan enclosing a message which Bernstorff asked Bryan to send to the German Foreign Office. This message was in the German
code, 13040, and, as Bernstorff told Secretary Bryan, asked ‘‘instructions from my Government for the purpose of publicly Indorsing the Belgian
relief plan.” Attached to the letter is the text of the code message which we bave decoded and find to be as described by Bernstorfl. This message,
incidentally, was in the same code (13040) as the Zimmermann telegram in the form jn which the latter was forwarded by Bernstorff to Mexico
City.
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This initial instance apparently paved the way for several more during the same crisis,
as is evidenced by Bernstorff: 3
From this time onwards [that is about July 21, 1915] Mr. Lansing agreed with me that, as a
regular thing, I should be permitted, whatever negotiations were going on, to send cipher dispatches
to my Government through the channels of the State Department and the American Embassy in
Berlin. It will be remembered that a similar privilege had been granted me at the time of the Lusitania
incident.

But, lest one jump to the conclusion that the State Department was careless in placing
its facilities at the disposal of the Germans and regarded the matter as being without possi-
bility of serious repercussions, let it be noted that Mr. Lansing not only realized the full impli-
cations of the unusual procedure but also refused to transmit a message on at least one occasion
on the ground that there appeared “to be no particular urgency for the transmission of the
message on account of either of the subjects mentioned.” *® It must also be noted that the
State Department transmitted messages not only for the German Government, but also for
the Austrian, as is proved by a telegram dated February 4, 1917, from Lansing to Ambassador
Penfield at Vienna.*

Despite the questionable propriety of this procedure on the part of our diplomatic officials,
it is easy to understand why President Wilson and Mr. Lansing made the State Department
route available in the circumstances that then existed. For, with their complete control of
cable facilities, the Allies were able to transmit any information they pleased without censor-
ship of any sort by any other Government, while the Central Powers, having no cables, were
forced to use radio, and even then had to submit their messages to a censorship exercised by
foreign powers.

It may possibly be supposed that the Zimmermann telegram was transmitted by radio
from Nauen direct to Mexico, inasmuch as there was a powerful station at Chapultepec. But
the evidence is fairly clear against such an hypothesis. The Chapultepec station was hardly in
working order by October 1918 as can be seen from the following message:®

From: Madrid
To: Berlin
No. 1220
Oct. 8, 1918 ‘
JAHNKE reports from Mexico without date: Cipher telegrams 6 and 7 cannot be deciphered.
Please send thrice each time. A wireless station has been erected. I am now trying to get into
communication with Nauen. * * #*
Jahnke was a secret agent of the German Admiralty who worked in the United States and
Mexico. His telegrams were sent by von Eckhardt, the Germen Minister at Mexico City, to
Buenos Aires for relay to Berlin. While the foregoing message states that ‘“Jahnke reports
from Mexico without date’” we can fix the date of the report as not earlier than June 9, 1918,
because cipher telegram No. 7, mentioned in that report as being indecipherable, was sent on
June 9.*® While it is possible to imagine that messages might have been transmitted from
Nauen in the hope that they could be heard in Mexico City, yet the fact that as late as the middle
of 1918 Jahnke was evidently having a great deal of trouble in receiving signals (note that he
asks that signals be sent thrice each time) makes it extremely unlikely that a year and a half
before then the Germans would have tried to get the Zimmermann telegram to Mexico City
by such an uncertain route.
# Bernstorft, p. 166.
¥ FRS, pp. 83 and 87.
# FRS, p. 112, contains the following message: ‘“He [Austrian Ambassador] presented two messages to be sent through you to his Government,
which were forwarded last night in department’s 1519, February 3, 7 p. m., and 1520, February 3, 8 p. m. One more message, our 1523, February 4,
4 p. m., was sent at his request this morning.”

¥ Hall Affidavit, p. 254.
38 Hall Affidavit, p. 244,
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We come now to a study of the code used for the Zimmermann telegram itself. The tele-
gram carried the number 158 and was appended to telegram No. 157 which was sent through
State Department channels.® If, therefore, lacking telegram 158, we could ascertain what
code was used for telegram No. 157 we would have at least & clue as to what code was used for
the Zimmermann telegram. But even this clue is lacking, for, despite most diligent search, in
which there was full cooperation from the Chief of the Division of Communications and Records
in the State Department, we have thus far been unable to locate the original of telegram No. 157
in the files of the State Department. However, telegram No. 157 was only one of a series ex-
changed between the German Foreign Office and Bernstorff via the State Department, and
fortunately there do exist at least several other messages belonging to this latter series in those
files.*

All these messages are of vital importance in a study of the strained relations immediately
preceding the break between Germany and the United States which formally took place on Febru-
ary 3, 1917, when Bernstorff was handed his passport. They are all in a code which is known
as 7500, as was acertained by a study of the messages in question in connection with their plain
texts, as published in the official report of the German hearings.!

Since the Bernstorff messages just mentioned were sent in Code 7500, the probabilities are
very high that telegrams Nos. 157 and 158 were also in Code 7500. But the Zimmermann
telegram as given to Ambassador Page by the British was the decoded version of a message
not in Code 7500 but in Code 13040. This code, 7500, is what is known to cryptographers as a
“two-part’’ or ‘‘cross-referenced’” code. The two parts comprise (1) a set of 10,000 phrases in
alphabetical order and numbered from 0000 to 9999, the numbers being entirely disarranged,
1. e., without any numerical sequence; (2) the same phrases fitted with the same numbers as
before, but this time with the numbers in sequence and the phrases disarranged. The first part,
with the phrases in alphabetical order, is used for encoding—for sending a message; the second
part, with the numbers in sequence, is used for reading a message which has been sent by means
of the numbers. The advantage of a code of this nature is that the identification of any code
group by an outsider will yield no alphabetical clue to the meaning of any other code group
which is numerically in its neighborhood. Thus, 1256 might, in an English code of the kind
described, signify “day,” 1257, “book,” and 1258, “shoe.” The reconstruction of a code of this
nature by analysis is necessarily a much slower process than the building up of a code book
in which the alphabetical order of the phrases corresponds to the numerical sequence of their
code group equivalents—wherein, for example, 1256 signifies “date,” 1257 ‘“‘day,” 1258 ‘“‘daze,”
ete.

Code 7500, which as stated was a two-part code, was one of a series of such codes which
the Germans employed. The code indicator for one of these codes uniformly consists of two
significant digits followed by two 0’s. The two significant digits always show an arithmetical
difference of 2. A skeleton reconstruction of Code 9700 and one of 5300 are in the Government
files. Code 8600 was used by German officials in South America during the war. Code 6400
also was in use during the war. The existence of a code known as 4200 was predicted because
of the existence of the others, and was later confirmed from a French source.'®

Code 13040 was an old German diplomatic code of the partially disarranged type: The
alphabetic vceabulary is broken up into fractions and these again into smaller fractions before
the numeral code groups are attached. By this process the original alphabetical sequence of

3 German Hearings, p. 1337.
4 Some of these rnessages are Bernstorf’s Nos. 154 and 156 of Novernber 21; 164 of December 1; 169 of December 4, 1916; 212 of January 18; 222
of January 21; 228 and 229 of January 23; and 239 of Junuary 27, 1917,

100 See Mendelsohn, Charles 1., An Encipherment of the German Diplomatic Code 7500, Technical Paper of the Signal Intelligence Service, 1938.
406 Ses Boucard, Robert. Article in Qringoire, Paris, Feb. 5, 1937.

93733—38——3
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the words and phrases is only partially destroyed. In the case of 13040 the method of dividing
the vocabulary into fractions was such as to leave very generous traces of the alphabetical
arrangement and proportionally to facilitate the process of decipherment. Once begun, the
decipherment of such a code becomes progressively easier as more groups are identified.
When Ambassador Page sent his telegram containing the English text of the Zimmermann
message, he said:*
I shall send you by mail a copy of the cipher text and of the decode into German

These were sent from London on March 2, but of course could not have reached Washington
in less thah & week. In the meantime, still worried about the authenticity of the telegram,
Washington asked for a copy of the German code, as is evidehced by the following telegram:*?

WasHINGTON, February 28, 1917—8 p. m.

4493, Your 5747, February 24—1 p. m. Please endeavor to obtain copy of German code from
Mr. Balfour, decode following messages and telegraph translations. All three messages are dated
January 17, signed Bernstorff, and addressed to the German Legations at Bogota, Port-au-Prince,
and Santiago, Chile, respectively.

[Here follow code messages.]

Effort will be made to secure copies of all German cipher messages as far back as possible and if
the Depattment were in possession of the code there would be a great saving of time and expense.
Contents of messages decoded here would of course be communicated to the British Government.

Publication of Zlimmermann)’s telegram to Mexico tomorrow.

‘ LANSING.
Page replied:
Lonpbon, March 1, 1817—11 p. m.
) [Received March 2, 12:30 a. m.]

Your 4493, February 28—8 p. m. The three messages were deciphered to-day and are practically
identical. They contain instructions to the three legations to use a certain variation of the cipher code
wheri communicating with Berlin. The one to Santiago was to be repeated to other missions in South
Atnerica. The question of our having a copy of the code has been taken up, but there appear to be
gerious difficulties. I am told actual code would be of no use to us as it was never used straight, but
with a great number of variations which are known to only one or two experts here. They can not
be spared to go to America. If you will send me copies of Blernstorff]’s cipher telegrams, the British
authoritiées will gladly decipher them as quickly as possible givinig me copies ag fast as deciphered.
I could telegraph texts or summaries in matters of importance and send the others by pouch. Neither
Spring Rice nor Gaunt know anything about this matter.

PAGE.

Mr. Page’s informnant was misinformed or was misleading Mr. Page. The code used is
described by Mr. Page in his original announcement concerning the Zimmermann telegram:
The first group is the nurmiber of the telegram, 130, [sc. in the German numbering and ddting code,

in which the group 130 means “Number 3’’; the Zimmermann telegram was therefore message No. 3

from Washington to Mexico City], and the second is 13042, indicating the number of the code used.
The last group but two is 97556, which is Zimmermann'’s signature.

This description tallies exactly with the copy of the telegram as secured by Mr. Polk from
the Washington telegraph office. (See frontispiece.) The message was in straight unenciphered
German code, and could be read by any one in possession of both the telegram and the code
book. Not only was the Zimmermann telegram as sent from Washington to Mexico City in
this unenciphered 13040 code, but a whole multitude of messages between Washington and
Berlin were sent in the same way.

41 Bee message quoted on p. 5.
4 FRS, p. 182

4 FRS, pp. 167-158,
4 See message quoted on p. 5.
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Admiral Sir Reginald Hall, in his affidavit before the Mixed Claims Commission, said of
this code (Claimant’s Exhibit 320, p. 776):

The German cipher book covering this system of ciphering is in our possession, it having been
captured by the British authorities in the baggage of a German consul named Wasmuss who was
stationed at Shiraz while Wasmuss was engaged in an endeavor to cut a British oil pipe line.

It seems unlikely that a German consul engaged in an expedition to cut a pipe line should
carry a diplomatic code book in his baggage. Moreover, the British copy of 13040 is frag-
mentary, and gives every evidence of having been gradually reconstructed in a eryptographic
bureau through the decipherment of messages. A glance at the copy given by the British to
the United States after America’s entrance into the war will demonstrate this fact. This copy
contains about half the vocabulary, but is not a transcript of part of the code book, since it
comprises some words and phrases from all the pages. Some of the identifications, too, are
marked doubtful. An actual copy of a code book would certainly not exhibit missing and
doubtful sections.

On the other hand Admiral Hall’s recollection was probably only partly at fault. The
British may very well have found in Wasmuss’ baggage not a copy of a code book but a copy of
one or more telegrams with the code text accompanied by the corresponding clear. From this
start they would then proceed to build up the code book. As already indicated, the natdre of
the structure of Code 13040 is such that a comparatively small amount of decoded material
together with a number of telegrams in code will enable skilled cryptographers to reconstruct
the book.

How did the British obtain the 13040 version of the Zimmermann Telegram? Page was
told that it was “* * * bought in Mexico.”” While the British, for obvious reasons,
insisted upon the Mexican source of the message, we may have our own opinion as to whether
or not they procured another copy from the files of the Western Union Telegraph Office in
Washington.

The following questions now may be raised with the hope of finding accurate answers:
Why was the Zimmermann telegram originally sent from Berlin to Washington in Code 7500
and not in Code 13040? What routes were really used for its transmission? If several routes
were really used, when did the telegram first reach Bernstorff? Why did Bernstorff forward it
in another code? When did the British first intercept the message, if it was sent by more than
one route? Were they able to decode it at once, and if so, why did they wait more than a month
before communicating its contents to Ambassador Page for forwarding to Washington? And
which version did the British Government hand Page, the one in Code 7500 or the one in Code
13040? The answers to these questions are vital points in this study.

The Zimmermann telegram was prepared originally in German code 7500 because that was
the code employed for these special communications between the German Foreign Office and
Bernstorff for direct communication via State Department channels at the time in question.
The German hearings contain extremely interesting testimony on thig point, for the Zimmermann
telegram episode was discussed with some detail at those hearings, and the printed record con-
tains sufficiently interesting testimony on the circumstances surrounding the disclosure of the
text of the telegram to warrant quotation.*

Delegate Dr. ScHiicrRING. Was there—and this is a much more important matter—an investi-
gation into the fate of the Mexican dispatches?

Witness CounNT V. BERNSTORFF. Yes, an investigation did take place in that instance.

Delegate Dr. ScutcgiNg. And what was the result of this investigation, so far as your activities
came into question?

4 German Hearings, pp. 313-315; 478-481.
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‘Witness Count V. BErRNsTORFF. So far as I know, no result was accomplished by the investi-
gation. But subsequently I came to have no doubt upon the point that all our dispateches were decoded
by the British and placed at the disposal of the Americans.

Expert Dr. Bonn. By this, you mean to say that this dispateh was caught between Germany and
the United States, and that the decoding was not the result of transmitting the message to Mexico from
the United States by land?

Witness Count V. BErRNsTORFF. According to what I learned later, I assume that the British
decoded all the telegrams which came over the English cables.

Expert Dr. BoNn, We shall have to go into this matter more carefully later on.

The CEAIRMAN. Yes, but for the present we will close the matter here with this.

Delegate Dr. SpaBN. Secretary of State Zimmermann will give us information later concerning
the question of the box.#s The statement which we have received from him on the point differs
from yours, your Excellency. But he will tell us about it himself.

So far as concerns the dispatch to Carranza, the complaint has been made that there was no
change of code, and that the old ecipher was used, which had been known for a long while; that it was in
this way possible for the dispatch to be decoded. How about this?

Witness Count V. BERNSTORFF. Naturally, the code was changed much less during war time than
was otherwise the case, but that was due to the fact that it was impossible to send us new ciphers.4¢
The last time 1 received new ciphers was by way of the U-boat Deutschland. * * * Twice, on
both the trips of the U-boat Deutschland I was sent new ciphers.¥

* * * * * * * * *

Expert Dr. Hosrzece. May I be permitted at this point to ask a question concerning the ciphers
and cipher keys?

The CrAIRMAN. That would seem to be connected with the point at issue, and in any event we
shall hardly have an opportunity later on to go into it.

Expert Dr. HomrzscH. I would like to ask Count Bernstorff to make us a brief statement covering
the use of the ciphers, the key to the ciphers, etc. It is well known that complaints have been made in
respect to the use of the cipher. The Count said something with regard to the matter during the
first session.

Witness Count V. BerNsTorFF. It is readily understood that, under the conditions which I have
described, the ciphers were not changed as often as would have been the case under normal conditions.
In all probability, if communications had not been interrupted, we would have received new ciphers
every month or every other month, so that they could not have been compromised so easily. To the
extent that my memory serves me, the only occasions upon which we reccived new ciphers were on the
two trips of the Deutschland. To the extent that it was possible to do so, we operated the available
ciphers by means of keys; but I learned later, as I already stated in giving my first testimony, that the
British deciphered all our telegrams.

Expert Dr. Hoerzsca. How do you explain the fact that the English were able to get such a
knowledge of them?

Witness Count V. BERNsSTORFF, I am no cipher expert, but the cipher experts now state that
there is absolutely no cipher which they cannot decipher. I do not know how right they are in this,
but, in any event, the experts say that there is absolutely no cipher which they cannot decipher, provided
they have before them a sufficient number of telegrams. And this result, particularly in the ease of
the United States, was probably due to the fact that circumstances were such as to force us to make
use of an extraordinarily large number of ciphered messages, and we often sent our reports and tele-
grams in double or triple form, in the hope that in some way they should reach Germany. Conse-
quently, the British must have had an enormous amount of material in the way of cipher dispatches
of ours, and in this way it was possible for them to break down our various ciphers.

Expert Dr. HorTzscH. So that, according to your conviction, the question of treachery or care-
lessness is not involved in the matter?

Witness Count V. BERNSTORFF. I can state under oath that I do not believe that there was any
treachery or negligence.

s The word ‘“box’’ has reference to the dispatch box which the British found and seized on the boat on which Bernstorff returned to Germany
after severance of diplomatic relations. (See p. 4.)

4 Bernstorfl’s last answer is disingenuous. The vuestion i3 about the code used from Washington to Mexico City; the answer is about the code
from DBerlin to Washington. Why the German Government did not change the code from Washington to Mexico City remains a riddle. The
border was not carefully guarded even after we entered the war.

« Qn its first voyage, the Deutschland docked at Norfolk on July 9, 1916, on its second voyage, at New London on November 1, 1916,



REF ID:A421080

19

A study of available messages, exchanged between Bernstorff and the Foreign Office in
Berlin during the period of strained relations indicates that Code 7500 was one of the two received
by Bernstorfl via the Deutschland, and this code was apparently reserved for messages of the
highest importance. Code 13040 was nevertheless used concurrently with Code 7500 as well as
with other codes. Code 13040 was very old; in fact it used the old German orthography and
whereas it contained words like “velociped’ it failed to list such a word as “U-Boot,” except
in a supplement, and was not sufficiently up-to-date for foreign communications.

As to the routes really used for the transmission of the Zimmermann telegram, all the evi-
dence thus tar cited indicates that two routes were certainly employed, even if the wireless was
not used. The first was the State Department route, and it is clear that the telegram was sent
on January 16, 1917, via that channel. The second route, according to the statement contained
in the cablegram from Bell to Harrison quoted above (p. 11), was via Swedish channels, and since
Bell told Harrison that the British had succeeded only partially in decoding the message, it may
be assumed that it too was in Code 7500. If the wireless was used, the same code was almost
certainly used. The British in the fall of 1917 apparently saw no harm in telling Bell that the
Germans had employed Swedish channels for the Zimmermann message because the subject
of the moment was the famous Luxburg “sink without trace” message which had been sent via
those same channels. However, Bell was not told that the British had intercepted the Zimmer-
mann telegram sent via State Department channels for reasons which will presently become
clear.

The British undoubtedly intercepted the State Department message which served, so to
speak, as the envelope for the Zimmermann telegram, on January 16,1917, or, at the latest, the
next day. Were they able to decode the German code text contained within the State Depart-
ment’s message? The answer to this question is of great cryptographic interest. They were
able to read it—but only partially. The evidence for this is fairly clear cut. Not only have we
the Bell to Harrison cablegram referred to above, which specifically states that ‘“from Berlin
to Bernstorfl it went in a code which the Britisb had at that time only partly succeeded in
deciphering,’”’ but we may also note some corroborative evidence for this statement in Hendrick’s
version reading as follows:*

On the 16th of January 1917, the ever-watchful ears of the British wireless operators detected
the characteristic spluttering which informed them that another German message was speeding through
the air. When decoded, the British found that they possessed this somewhat disjointed but still

extremely valuable document:
“Zimmermann to Bernstorfl for Eckhardt W, 158.4

“16Tr JANUARY, 1017,

“Most secret for your Excellency’s personal information and to be handed on to the Imperial
Minister in ? Mexico with Tel. No.1 * * * by a safe route.

“We purpose to begin on the 1st February unrestricted submarine warfare. In doing so,
however, we shall endeavor to keep America neutral. * * * ? If we should not (succeed in
doing s0) we propose to (? Mexico) an alliance upon the following basis:

“(joint) conduct of the war
““(joint) conclusion of peace.

“Your Excellency should for the present inform the President secretly (that we expect) war
with the U. 8. A, (possibly) (¥ * * Japan) and at the same time to negotiate between us and
Japan * * * (Indecipherable sentence meaning please tell the President) that * * =*
our submarines * * * will compel England to peace in a few months. Acknowledge receipt.

ZIMMERMANN.”

4 Hendrick, vol. III, p. 336.

# In Admiral Hall’s affidavit it is explained that in the British files a letter followed by a number indicated the point of origin and serial number
of the message. ‘B 120,” for example, means Berlin’s message No. 120 to a given destination. While the numbser “158" is correct as the serial num-
ber of the Zimmermann telegram the “W" [i. e., Washington] preceding it is an error, and should read “'B” [i. e., Berlin.]
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This somewhat confused message gives an idea of the difficulty of picking up wireless symbols
sent across the Atlantic—at that time—in midwinter. But there is a conspicuous discrepancy between
this telegram and the more complete and finished one sent to Bernstorff by way of the Washington
cable office and by him relayed to the city of Mexico. The plan for dismembering the United States
and making President Carranza a free gift of Texas, New Mexico, and Arizona does not appear in it.
Whether this omission was the result of defective wireless work or has another explanation is not yet
clear.

We have reason to doubt that the Zimmermann telegram was sent by radio. When one
examines the text of the message as given by Hendrick and compares it with the German text
of the original Zimmermann telegram as published in the German hearings one sees immediately
that this partially decoded text quoted by Hendrick is that of the original Zimmermann telegram
as prepared in Code 7500 and transmitted via State Department channels. The “give away’’
is contained in the opening sentence to the message: ‘“Most secret; for Your Excellency’s per-
sonal information and to be handed on to the Imperial Minister * * *?’° This forms the
preamble to the actual Zimmermann telegram as it left the German Foreign Office. It is natu-
rally not contained in the version which Bernstorff sent to von Eckhardt in German Code 13040
and which the British obtained in Mexico. The lacunae in the first solution obtained by the
British are there because the British had only partially succeeded in reconstructing Code 7500.
Hendrick, specifically calling attention to the omission of the plan for dismembering the United
States and making President Carranzea a gift of Texas, New Mexico, and Arizona, raises the
question as to whether this omission was the result of defective wireless work or has another
explanation. Does he wish us to infer that Bernstorff added this interesting feature to the
message? How absurd!

The real explanation is cryptographic in nature. Such names as Texas, New Mexico, and
Arizona would not be included in making up a small code like 7500. In fact, the name of only
one of these States—Texas—is included in the much larger code 13040. These names, if they
occurred in a message, would have to be built up syllable by syllable by the use of several code
groups; and unless these code groups were used frequently in other messages a cryptanalyst
who was solving the messages by analysis would have no way of establishing the meaning of
these groups in the Zimmermann telegram. Code 13040, as has been pointed out, retained
decided traces of its original alphabetical arrangement, and had, moreover, been in use for a
long time. Code 7500, on the other hand, had no trace of alphabetical arrangement, and had
been used between Berlin and Washington for a short time only. It had been brought to America
(cf. note 47) by the submarine Deutschland on either July 9 or November 1, 1916, and the earliest
7500 message which the present authors have been able to find is dated November 16. In these
circumstances the British reconstruction of 7500 had not reached the point where it was equal to
the complete decipherment of the Zimmermann telegram. When, however, the 13040 version
was obtained, the entire message was read without difficulty.

When all is said and done, the decipherment of the 7500 version of the Zimmermann tele-
gram, even to the degree given in the Hendrick version, approaches the unbelievable. This
statement is not to be understood as in any way questioning the skill of the British cryptog-
raphers. With the greatest skill in the world, however, eryptography is a science assisted by
art, and is not in any sense clairvoyance. There are only about a dozen 7500 messages in the
American files. If we assume that the British had twice that number to work with their feat
remains astonishing; for it must always be kept in view that 7500 is a code in which one identi-
fication gives no alphabetical clue whatever to another, and that this complete absence of
alphabetization likewise makes it impossible in many cases, even where the general meaning of
a code group is apparent, to choose among a number of synonyms any one of which will fit
equally well. A lacuna of five or six code groups, not to mention longer ones, renders decipher-
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ment not merely extremely difficult, but literally impossible, for the simple reason that there are
an infinite number of ways in which such & lacuna may be filled.

It may be that Code 7500 was in use by the Germans for other traffic than the German-
American, and that the British, as a consequence, had access to & very large number of messages.
The employment of a code in different parts of the world is not unknown in German practice;
we know that Codes 13040 and 18470 were so used. In this way the British may have made
considerable progress in the solution of the code before the Zimmermann telegram was sent.*?

Nevertheless, the information which the British obtained from this partially solved message
was apparently clear enough and of sufficient importance to warrant their disclosing it to the
American Government af once—if they wished to. Still, they did not do so. Why? Why did
they wait from the middle of January until February 24? One astute student *® raises the
pertinent question as to the motives of the British in handing Ambassador Page a month-old
telegram:

There is no doubt that President Wilson was profoundly shocked by this revelation of the fact that
one could not go to war with Germany without having the Germans fight back. It did not even occur
to him to guestion the authenticity of the document or the motive for the production of a month-old
telegram at just that moment.’t At once the President cabled back his thanks for “information of
such inestimable value” and his ‘“very great appreciation of so marked an act of friendliness on the
part of the British Government.”” No suspicions crossed his mind. The cable arrived on Saturday
evening. It was some time on Sunday that President Wilson abruptly concluded that an appeal to
Congress for authority at least to arm American merchant ships was unavoidable. On Monday he
went again before the joint Houses of Congress. ‘Since,”” he told them, “it has unhappily proved
impossible to safeguard our neutral rights by diplomatic means * * * there may be no recourse
but to armed neutrality.”

Millis is, of course, quite correct in stating that “It did not even occur to him to question
the authenticity of the document * * *” The evidence on this point, based on a study
not only of Lansing’s Memoirs 2 but also of the communications which were exchanged between
Lansing and Page before the text of the Zimmermann telegram was made public, on March 1,
1917, is most conclusive.

Let us briefly review the chronology of the case:

January 16, 1917: The telegram is transmitted in Code 7500 (via State Department chan-
nels) from the German Foreign Office in Berlin to Bernstorff in Washington and is to be for-
warded by Bernstorff to the German Minister in Mexico City. On January 17 it is received
by the State Department, and on the 18th it is delivered to Bernstorff. (Lansing, p. 227.)

January 19: Bernstorff forwards the message to Mexico in Code 13040.%

#9e Failing some such explanation the whole situation calls to mind a war-time incident that occurred in the American Military Intelligence
Code and Cipher Section (M. I. 8). Those entrusted with the decipherment of cryptographic documents of one country In that section usually
kept their own counsel and did not communicate overmuch with those who were busy with the messages of another country. Omne day it was
Jearned that & certain group was reading messages in a code that had been a sealed book a day or so befors. Later it was definitely ascertained
that a copy of the code in 8 somewhat different encilpherment had been procured from outside. At the time of the feat this was surmised by some
of those not in the secret, and one cryptographer in discussing the situation said emphatically, ““They’re not doing any miracles around here.”

80 Millis, Walter, Road to War: America 1914~1917, New York, 1035, pp. 403-404.

u Millis’ foatnote: Mr. Balfour, it is true, had been careful to tell Page that the telegram had only just been received. Actually, if one may
believe Mr. Page's biographer, the British intelligence service had intercepted and deciphered the document even before it had reached Mexico
City, and had been holding it since then for the time when it would have the maximum effect.

8 Op. Cit., p. 227: **About ten o'clock [morning of February 27, 1917] Polk came into my office and we talked over the substance of the tele-
gram. Hoe told me that on its arrival [8:30 p. m., Saturday, Februsary 24; apparently it was not decoded and handed to Polk untll Monday, Feb-
ruary 26] he had at once taken it to the President, who had shown much indignation and was disposed to make the text public without delay. Polk
advised him to await my return, which he had agreed to do.” * * * (p.228). “I told the President that I thought it would be unwise for the
Department to give out the telegram officially at this time as it would be charged that it was done to influence opinion on the bill for arming mer-
chant vessels, but I thought it might indirectly be made public after we had confirmaed the sending of the message by Bernstorff. To this the
President agreed.”

5 This date is certain from the capy of the telegram. Bernstorfl says (p. 380) that “‘the Zimmermann telegram passed through the Embassy
at Washington on the same day on which I received the notification that the unrestricted U-boat war was to be declared”’; and in another place
(p. 358) he says: ““On the 19th of January I received the official notice that the unrestricted U-boat campaign would begin on February 1st * * *.”
Of course, Bernstorff’s phrase ‘‘passed through’ is ambiguous, and does not categorically say the message was forwarded on the very day it was
received —it may only have heen started on its way, for it required reencoding, and that would take some time.
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February 24: Ambassador Page cables the President and the Secretary of State the English
text of the message as received by him in London from Balfour., The message is received at
8:30 p. m. on that date.

February 27: In Lansing’s absence, Polk brings the message to the attention of the Presi-
dent, who wishes to publish it at once, but is persuaded by Polk to await Lansing’s return.

February 28: (1) Polk obtains a copy of the original message filed by Bernstorff at Wash-
ington to the German Minister in Mexico City. The code text was not cabled to London for
verification but the texts of three other code messages sent by Bernstorff to German Legations
in South America (apparently obtained from the Washington telegraph office at the same time
the copy of the Zimmermann telegram was obtained) were sent for decipherment. The message
forwarding these texts has already been quoted (p. 16).

(2) Lansing communicates a paraphrased version of the text of the Zimmermann telegram
to the Associated Press at 6 p. m., for release after 10 p. m.

March 1: (1) The English text is published in the morning papers in the United States
and the message is discussed in Congress, where doubts are expressed as to its authenticity.®®

(2) Lansing cables Page, in telegram No. 4494, at 8 p. m., as follows: 5

WasHINGTON, March 1, 1917—8 p. m.

4494. Some members of Congress are attempting to discredit Zimmermann message charging
that message was furnished to this Government by one of the belligerents. This Government has
not the slightest doubt as to its authenticity, but it would be of the greatest service if the British
Government would permit you or someone in the Embassy to personally decode the original message
which we secured from the telegraph office in Washington and then ecable to Department German
text. Assure Mr. Balfour that the Department hesitated to make this request but feels that this
course will materially strengthen its position and make it possible for the Department to state that it
had secured the Zimmermann note from our own people. Matter most urgent and I hope you can
give it your immediate attention. The text of code message secured from telegraph office here is as
follows:

[Here follows code message.]
LANSING.

(3) Page replied (11 p. m.) to Lansing’s cable of February 28, referred to above, stating %
that,

“The question-of our having a copy of the code has been taken up, but * * * ] am told actual
code would be of no use to us as it is never used straight, but with a great number of variations which
are known to only one or two experts here.”

March 2: (1) The telegram is published in the London papers (Hendrick, p. 324), which
criticize the British Intelligence Service under the misapprehension that the decipherment has
been made in America.

$3e The debate on this question takes up 13 full pages of the Congressional Record (pp. 4592-4606), and makes most interesting reading.

There were, of course, many questions as to how the letter, telegram, message, note (it was called by various names} came into possession of
the United States, and questions as to who turned it over to ourauthorities, and what were the motives, Here are some excerpts from Senator Stone’s
remerks (p. 4503):

«s = * Thisalleged letter was made public for some purpose. * * * Icannotand will not undertake to say what that purpose was fur-
ther than to express the opinion that it was given publicity to affect either public opinfon or legislative opinion, or both, inthe United States.
* * ¢ Mr. President, ] want to know the facts about this letter before being swept off my feet, or seeing others swept off their feet, by the clamor
of jingoes. * * * TIam asking only to be informed, to be advised whether the information in the possession of our State Departiment was derived
from one of the belligerent Governments. For example, did this information come from London? Was it glven to us by that Government?”’

# FRS, p. 155.

& For complete text, see Page’s cable of March 1, 1917 (p. 16 of this paper).
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(2) Page, replying to Lansing’s telegram No. 4494, states: ¥ “Your 4494 followed with
absolutely satisfactory results,” and follows this with a long message:

Lonpon, March 2, 1917—/4 p. m.
[Received 10:45 p. m.]

5789. My 5784 of today. Bell took the cipher text of the German message contained in your
4494 of yesterday to the Admiralty and there, himself, deciphered it from the German code which
is in the Admiralty’s possession. The first group, 130, indicates Bernstorff’s number of telegram.
The second group, 13042, indicates the code to be used in deciphering the cipher telegram. From
the third group onwards, message reads as follows:

Auswaertiges Amt telegraphiert Januar 16: No. 1. Ganz geheim selbst zu entziffern. Wir
beabsichtigen am ersten Februar uneingeschraenkt U-Boot Krieg zu beginnen. Es wird versucht
werden Vereinigte Staaten von Amerika trotzdem neutral zu erhalten. Fuer den Fall dass dies nicht
gelingen sollte, schlagen wir Mexico auf folgend Grundlage Buendnis vor. Gemeinsam Krieg fuehren,
Friedenschluss. Reichlich finanziell Unterstuetzung und Einverstaendnis unsererseits dass Mexico,
in Texas, Neu Mexico, Arizona frueher verloren Gebiet zurueck erobern. Regelung im einzelnen
Euer Hochwohlgeborene ueberlassen. Sie wollen vorstehendes dem Praesident streng geheim eroeff-
nen, sobald Kriegsausbruch mit Vereinigten Staaten feststeht und Anregung hinzufuegen Japan von
sich aus zu sofortig Beitrachtung (Beitratung?] einzuladen und gleichzeitig zwischen uns und Japan
zu vermitteln. Bitte den Praesident darauf hinweisen, dass ruecksichtlose Anwendung unserer U-
Boote jetzt Aussicht bietet, England in wenigen Monaten zum Frieden zu zwingen. Empfang be-
staetigen. Zimmermann.

Punctuations are given as in German text. I am sending decode into German, group by group,
by tomorrow’s pouch.

PAGE.

March 3: Zimmermann acknowledges the authenticity of the telegram.”

This chronology proves the accuracy of Millis’ comment on the President’s trustful nature,
for thus far the chronology shows that the President caused the text of the Zimmermann telegram
to be given to the press before steps were taken to authenticate it. In passing, we may note,
however, that the Secretary of State was a bit troubled by the question of authenticity:

The next morning [Friday, March 2] Polk brought me a brief telegram from Page saying our
copy of the [Zimmermann] cipher message obtained from the telegraph company had been received,
that instructions had been followed with success, and that text of deciphered message would follow.
While I had never doubted the authenticity of the translation sent, this corroboration by our own
people was a relief 5

Returning again to Millis, and especially his footnote raising the question as to British
motives in producing a month-old telegram, we find comment on this important matter of delay
in a work of authentic nature, as may be seen in the following quotation taken from Blanche
Dugdale’s biography ® of her uncle, Arthur Balfour;

Ever since the middle ¢f January, however, a piece of information had been in the possession of
the British Government, which would move, if anything could, the vast populations behind the At-
Iantic seaboard States, who still read of the European War with as much detachment as if it had been
raging in the moon. This was the famous telegram from Zimmermann, the German Foreign Minister,
to the German Minister in Mexico, instructing him, if and when the United States should enter the
war on the Allied side, to propose to Mexico an alliance which would restore to her, when peace came,
her “lost territories in Texas, Arizona, and New Mexico.”

The method by which this information had reached the British Intelligence Service made it
impossible for some time to communicate it to the United States Government. Therefore for over a

# FRS, p. 158, The Zimmermann telegram as it appears in FRS contalns some errors which we have not corrected. For examnple, the word
Beitrachtung is followed by Beitretung in brackets with a query. Of course, neither is an authentic word. For the correct rendering see ‘'Version
II” on page 25. Incidentally, Bell’s consultation of the code book certainly showed him that the statement that the code “*is never used straight”
(ef. p. 18) was pot true. Either he did not Inform Page of this fact, or Page failed to mention it.

87 New York Times Current History, vol. XI, pp. 66, 236,

% [ansing's Memoirs, p. 220.

# Dugdsale, Blanche, E. C., Arthur James Balfour, 1006-1930, New York, 1837, pp. 137-138.
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month Balfour read in his despatches from Washington of the slow wakening of the American will to
war, but could do nothing to hasten the process. Till—at last—information about the Mexicat
plot reached London through channels which enabled the Intelligence Service to cover up the traces
of how it had first been.got.

Joy was unbounded in Whitehall, and the Foreign Secretary himself was unusually excited. ‘““As
dramatic a moment as I remember in all my life,”” he once said, referring to the scene in his room at
the Foreign Office on February 24, 1917, when he handed to the American Ambassador the sheet of
paper containing the decoded message. By the ceremony of this act the British Government gave
its pledge that the communication was authentic. Nevertheless the American Nation not unnaturally
took a little while to satisfy itself that the telegram was not part of some gigantic hoazx. It might
have taken longer, had not the German Foreign Office, within a few days of the publication, admitted
the message to be genuine. i

Note the very significant remark: “The method by which this information had reached
the British Intelligence Service made it impossible for some time to communicate it to the
United States Government. * * * Till—at last—information about the Mexican plot
reached London through channels which enabled the Intelligence Service to cover up the traces
of how it had first been got.”

We cannot suppose that the British Government was merely desirous of hiding from the
United States Government the fact that its Intelligence Service was able to decode German
code messages, and that this was the reason for the delay. Their action in providing a decode
of the Zimmermann telegram as sent by Bernstorff to von Eckhardt negatives that hypothesis.
The reason for the delay must have involved a much more important secret than that, or at
least there must have been other, more weighty considerations.

Moreover, whenever it is found that there is much beating around the bush in making
an explanation, there is room for wondering whether there is not something in a situation not -
apparent on the surface. For instance, let us note how Admiral Hall attempts to evade the
answer. In November 1925 the World’s Work published Hendrick’s article on the Zimmer-
mann telegram. In the April 1926 issue of this magazine ® appears an interesting editorial
comment on the story, from which the following is extracted:

It was only natural that Mr. Hendrick’s chapter on the real story of the seizure of the famous
Zimmermann telegram, which appeared in the November issue, should have created a sensation in
all countries which had a part in the war.

¥ . * * * * * *

The London correspondents of the metropolitan American dailies reported that he [i. e., Admiral
Hall] would say™nothing, but a week after the World’s Work printed the chapter of revelations the
Daily Mail of London did manage to squeeze an interview out of him.

* * * * % * *

The British Admiralty, he explained, knew all the movements of the famous German submarines
Deutschland and Bremen, and the British Government allowed German messages to be sent over
British cables. What the Germans did not know was that the British possessed the German secret
code and deciphered every message as it was sent across.

““This one thing shows the difference between the British and German mentality,” he remarked.
“I am sure, if the position had been reversed, the British would never have been so stupid as not to
have suspected that the messages were being deciphered. If I had disclosed the actual wording of
the Zimmermann telegram the Germans would have suspected something at once. I had to wait until
we got a copy of the telegram actually sent, which was differently worded from the one from Berlin.

“It was Bernstorff’s telegram that I exposed. The Germans actually thought that there had
been a leakage between Bernstorff and Mexico, which was what I wanted. Right until the end of
the war I do not think that the Germans suspected that we knew as much as we did of their intelligence
service.”

% Pp. 578-579.
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Here we have, presumably, Admiral Hall’s explanation for the delay in communicating
the contents of the Zimmermann telegram to the United States Government. He says: “If I
had disclosed the actual wording of the Zimmermann telegram the Germans would have sus-
pected something at once. I had to wait until we got a copy of the telegram actually sent,
which was differently worded from the one from Berlin.” To put it charitably, this is hardly
an adequate statement, as can be seen by comparing the text of the telegram as sent from
Berlin to Washington (as cited in the official German documents) with that sent from Wash-

ington to Mexico City (the latter being the one that the British furnished Page) ®a:

VERSION I

Telegramm Nr. 158
Ganz geheim

Zu Euerer Exzellenz ausschlieszlich persoen-
lichen Information und Weitergabe an Kaiser-
lichen Gesandten Mexiko auf sicherem Wege:
“Telegram Nr. 1 Ganz geheim Selbst entziffern.

Wir beabsichtigen, am 1. Februar uneinge-
schraenkten U-Boot-Krieg zu beginnen. Es
wird versucht werden, Amerika trotzdem neu-
tral zu erhalten.

Fuer den Fall, dass dies nicht gelingen sollte,
schlagen wir Mexiko auf folgender Grundlage
Buendnis vor: Gemeinsame Kriegfuehrung. Ge-
meinsamer Friedensschluss. Reichliche finanzi-
elle Unterstuetzung und Einverstaendnis un-
sererseits, dass Mexiko in Texas, Neu-Mexiko,
Arizona frueher verlorenes Gebiet zurueckero-
bert. Regelung im einzelnen Euer Hochwohl-
geboren ueberlassen.

Euer Hochwohlgeboren wollen vorstehendes
Praesidenten streng geheim eroeffnen, sobald
Kriegsausbruch mit Vereinigten Staaten fest-
steht, und Anregung hinzufuegen, Japan von
sich aus zu sofortigem Beitritt einzuladen und
gleichzeitig zwischen uns und Japan zu ver-
mitteln,

Bitte Praesidenten darauf hinzuweisen, dass
ruecksichtslose Anwendung unserer U-Boote
jetzt Aussicht bietet, England in wenigen Mona-
ten zum Frieden zu zwingen.

Empfang bestaetigen.
ZIMMERMANN"

VERSION II

Auswaertiges Amt telegraphiert Januar 16:
No. 1. Ganz geheim selbst zu entziffern. Wir
beabsichtigen am ersten Februar uneinge-
schraenkt U-Boot Krieg zu beginnen. Es wird
versucht werden Vereinigte Staaten von Ame-
rika trotzdem neutral zu erhalten. Fuer den
Fall dass dies nicht gelingen sollte schlagen wir
Mexico auf folgend Grundlage Buendnis vor;
Gemeinsam Krieg fuehren. Friedenschluss.
Reichlich finanzielle Unterstuetzung und Ein-
verstaendnis unsererseits dass Mexico in Texas,
New Mexico, Arizona frueher verlorenes Gebiet
zurueck erobert. Regelung im einzelnen Euer
Hochwohlgeboren ueberlassen. Sie wollen vor-
stehendes dem Praesidenten streng geheim er-
oeffnen, sobald Kriegausbruch mit Vereinigten
Staaten feststeht und Anregung hinzufuegen
Japan von sich aus zu sofortiger Betrachtung
einzuladen und gleichzeitig zwischen uns und
Japan zu vermitteln. Bitte den Praesidenten
darauf hinweisen, dass ruecksichtenlose An-
wendung unserer U-Boote jetzt Aussicht bietet,
England in wenigen Monaten zum Frieden zu
zwingen. Empfang bestaetigen. Schluss der
Depesche. Zimmermann,

80a Most of the slight variations between the London version (marked “Version II”” and taken from Hendrick, vol. III, pp. 345-6) and

that given out by the German Government {marked “Version I,”’ taken from pp. 3556 of vol. II of the German original of German Hearings) are
due to the fact that in the former grammmatical terminations such as connected text requires are not inserted. A few others are due to carelessness
or lack of knowledge of the German language, e. g., the final e on Hochwohlgeborene. The word gemeinsam or gemeinsamer is omitted before
Friedensschluss. No one can possibly doubt that the Berlin and the London versions represent an identical text.
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No, that is not the reason for the delay. Probably the reader has already guessed the reason
or, rather, the reasons, for undoubtedly there were several. To our mind they may be listed
as follows:

1. To disclose the Berlin-Washington version of the Zimmermann telegram, which it will be
recalled was sent via State Department channels, would have necessitated revealing the fact
that the British Intelligence Service was intercepting and solving not only German code messages
but also intercepting and perhaps solving diplomatic messages of the American Government—a
power whose aid they were desperately seeking at the time.

2. Even had the foregoing not served as a powerful argument against a prompt disclosure of
the message, the fact that the solution presented several lacunae and doubtful spots would have
detracted a great deal from the diplomatic and military value of the document. Undoubtedly,
frantic efforts were made by the British cryptographers to fill in the lacunae—but the solution
of a code of the two-part type, such as Code 7500, is always a slow, difficult process unless there
is a large volume of text on which to corroborate hypotheses. This requisite volume was lacking.
Proof that the British had not succeeded in reading entire messages in Code 7500 is neatly shown
by the phrase “at that time’’ (referring to January 16, 1917, the date of the Zimmermann tele-
gram) in the Bell to Harrison cablegram of September 17, 1917, quoted above on page 11.

Of course, the British might have furnished the translation of the version which, accord-
ing to Bell’s cablegram of September 17, 1917, was sent via Swedish channels. But we have,
in the same cablegram, Bell’s statement that ‘it went in a code which the British had at that
time only partly succeeded in deciphering and of which Eckhardt had no copy.” In all prob-
ability the code used for the message transmitted via Swedish channels was Code 7500. Pos-
sibly it was some other code. The sending of a message in more than one code is a capital
crime in cryptography. True, it was a crime that we know the Germans to have committed, but
in the present case every reason for supposing such a transgression, whether by accident or
design, is lacking. Even if, by some remote chance, the telegram was sent from Berlin in some
other code, that code was certainly not 13040, and hence this point is immaterial. The fact
remains that the British could not offer a partly solved message of such vital importance
regardless of which version was available.

3. In a note dated April 18, 1916, following the sinking of the American vessel Sussez, the
American Government had presented an ultimatum to the German Government couched in
the following unmistakable language:®

If it is still the purpose of the Imperial Government to prosecute an indiseriminate warfare against
vessels of commerce by the use of submarines without regard to what the Government of the United
States must consider the sacred and indisputable rules of-international law and the universally recognized
dictates of humanity, the Government of the United States is at last forced to the conclusion that there
is but one course to pursue. Unless the Imperial Government should now immediately declare and
effect an abandonment of its present methods of submarine warfare against passenger and freight-
carrying vessels, the Government of the United States can have no choice but to sever diplomatic rela-
tions with the German Empire altogether. This action the Government of the United States con-
templates with the greatest reluctance, but feels constrained to take in behalf of humanity and the
rights of neutral nations.

On January 9, 1917, Kaiser Wilhelm held a council at Pless, at which the irrevocable deci-
sion was taken to stake everything on another trial of unrestricted submarine warfare, to com-
mence on February 1. On January 16, Bernstorff was notified of this decision (in telegram No.

¢ FRS, p. 106.
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157) but was directed not to inform the American Government until the evening of January
31. Bernstorfl’s words are interesting:®

On January 31st, at 5 o’clock in the afternoon, I handed Mr. Lansing the official communication
about the U-boat war. This was my last political interview in America. We both knew that the end
had come, but we did not admit the fact to each other. The Secretary of State contented himself with
replying that he would submit my communication to the President. I cherished no illusions regarding
the expected outcome of this interview, for the ultimatum of April 18, 1916, no longer allowed of any
chance of preventing the rupture of diplomatic relations.

If on January 31 this news came as a profound shock to President Wilson, who was then
engaged in his second and most promising attempt toward mediation, it could hardly have
taken the British unawares, for they must have had definite knowledge of the Pless decision from
at least two sources. One was undoubtedly their partial solution of telegram 157, in which
Bernstorff was instructed to inform the American Government of the reopening of unrestricted
submarine warfare; the other was their solution of the Zimmermann telegram of January 19,
which we have seen was telegram 158, and was tacked on to telegram 157. (See p. 15.)
Consequently, the British must have felt quite sure as early as the third week of January 1917, that
the United States would soon join the Allies, if our ultimatum of April 18, 1916, meant anything at
all.®  All they now had to do was to hold on for a few days or weeks longer and the United States
would be on their side. Sure enough, on February 3, diplomatic relations between the United
States and Germany were severed.®* But as the weeks went by there was no declaration of war,
for the President, in an address to Congress on February 3, stated:®

Notwithstanding this unexpected action of the German Government, this sudden and deeply
deplorable renunciation of its assurances given this Government at one of the most critical moments
of tension in the relations of the two Governments, I refuse to believe that it is the intention of the
German authorities to do in fact what they have warned us they will feel at liberty to do. I eannot
bring myself to believe that they will indeed pay no regard to the ancient friendship between their people
and our own or to the solemn obligations which have been exchanged between them and destroy
American ships and take the lives of American citizens in the willful prosecution of the ruthless naval
programme they have announced their intention to adopt. Only actual overt acts on their part can
make me believe it even now.

How much this waiting for some “actual overt acts” must have irked the British may be
imagined if they irritated Page sufficiently to make him write:%

The danger is that with al the authority he wants (short of a formal declaration of war) the
President will again wait, wait;, wait—till an American liner be torpedoed! Or till an attack is made
on our coast by a German submarine!

Something had to be done to stir up the President and the peopls of the hinterland beyond
the Mississippi.

In the country at large the situation, as Spring Rice reported that day, was ‘“‘much that of a soda-
water bottle with the wires cut but the cork unexploded.” The failure of shipping to sail had produced
“a stoppage of trade, & congestion in the ports, widespread discomfort and even misery on the coast
and inland, even bread riots and a coal famine.”” All this, nevertheless, was not ‘“‘spectacular enough;”
the West was still against war and the President was still fighting for peace. But on Saturday, the
24th, the British themselves were able to supply something ‘“‘spectacular.” Mr. Balfour deftly gave
the unexploded cork & push.®?

82 P, 379.

63 Even Bernstorff, immediately on receipt of telegraph 157, replied (German Hearings, p. 1021}: “War unavoidable if we proceed as contem-
plated.”” A few days later, in his desperate attempts to stave off & rupture in diplomatic relations, he cabled the Foreign Office again (German
Hearings, p. 1047): “If the U-boat war is commenced forthwith the President will look upon this as a slap in the face, and war with the United
States will be unavoidable.” Bernstorf’s telegrams to the Forelgn Office are most interesting. No one who reads them can remain unconvinced
of his absolutely sincere desire for peace between the United States and Germany.

s FRS, p. 106.

¢ FRS, p. 111.

¢ Hendrick, pp. 324-325, quoting from Page’s diary.

87 Millis, op. cit ., p. 403.
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The ‘“‘push’ was, of course, the communication to Page of the contents of the Zimmermann
telegram. By this time the British Intelligence Service had the full text, which had been “bought
in Mexico,” and they must have felt that the time had come to make the most of their oppor-
tunity. They were not wrong.

But Mr. Polk at the State Department knew of the waiting bombshell so kindly supplied by Mr.
Balfour. The Zimmermann telegram, he believed, would produce a blast of popular emotion that
would sweep the armed ship bill through against everything. So did Colonel House, who had now seen
the text, and who was urging the President to “publish it tomorrow.” So, no doubt, did the President—
to whom it must have been plain enough that the first effect of Senator La Follette’s pacifism would be
to deliver Mr. Wilson himself into the hands of the intransigeants. On Thursday, March 1, the head-
lines were shouting from the morning papers:

GERMANY SEEKS AN ALLIANCE AGAINST US;
ASKS JAPAN AND MEXICO TO JOIN HER;
FULL TEXT OF PROPOSALS MADE PUBLIC

It was a stupendous sensation. The headlines, it is to be observed, were not always precisely
accurate. Germany had not actually sought an alliance as yet; the text of the telegram expressly
instrueted the Minister in Mexico to initiate the move only in the event that the United States should
declare war, which the German Government would itself endeavour to prevent. It was not a proposal
for an aggression against the United States, but mercly a conventional, though rather blundering,
diplomatie preparation against a probable American attack upon Germany. This, however, was far
too fine a point for the hot passions of the moment; and the telegram was everywhere seized upon as
final proof of the complete and fathomless treachery of the German.

What made it particularly shocking, of course, was the suggestion that the Japanese (with whom
we were about to become allied) should be invited into the American Continent, or that the principle
upon which many Americans had demanded the restoration of Alsace-Lorraine (because they had been
acquired by force) should be applied to California and Texas, which we had forcibly detached from
Mexico. Informed Americans understood perfectly well that the Allies had bribed Japan, Italy, and
Rumania into the war with the promise of slices from the enemy carcass; but they were sincerely and
profoundly horrified by the thought that Germany could be so base as to bribe Mexico and Japan with
the promise of slices from the flanks of the United States. The Zimmermann telegram became a major
German disaster. Not its least useful aspect, moreover, was the fact that it gave the Northeastern
fire-eaters their first direct lever upon the pacifie sentiment of the Southwest. If a German triumph
threatened the annexation of California and Texas to Mexico—! The German Foreign Secretary’s
innocent cablegram had exploded with its maximum effect at precisely the point where it would do the
Allies the greatest good.te

It is interesting to note, incidentally, that Millis mistakenly speaks of the projected restora-
tion to Mexico of “California and Texas.” The Zimmermann telegram makes no mention of
California, but says that Mexico was to “reconquer the lost territory in Texas, New Mexico
and Arizona.” TIs it possible that the Germans were reserving California as bait for Japan?

If what Millis says is valid, if the facts which we have presented in the foregoing pages
really constituted the motives which caused the British to withhold from the United States
Government so weighty a secret as was contained in the Zimmermann telegram, we can take a
charitable view and say that the circumstances justified their course of action. Certainly we
must give them credit for knowing when to play their cryptographic trump cards. Which brings
us to the additional compliment that they not only knew when to play a trump card, but also
how. Note the dextrous manner in which they got the maximum benefit from the play without
disclosing to their adversary where or how they had obtained the trump! Not only that, but in
order to make sure that the source of their information should not be disclosed, they even took
peains to insure that so far as the world outside was concerned, the credit for excellent intelligence
work should go to another country—the United States! And to do that, they were not content
to let natural inference take its course, but contrived with the help of British newspapers to

87a Millis, W. C.
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throw blame on their own intelligence service for letting those mere novices in intelligence work—
the Americans—beat them at a game in which they themselves (i. e., the British) were generally
supposed to be preéminent! For in the interview already referred to (p. 24) Admiral Hall said:

Of course, our whole object was to prevent the Germans from giving us very much credit for intel-
ligence. When President Wilson published the famous Zimmermann telegram containing the German
overtures to Mexico, I was very anxious that there should be no suspicion in the German mind that we
had anything to do with it.

It was then that the Daily Mail, at my request, published a stinging leader passing severe reflections
on the British Intelligence Service.

In aletter dated December 1, 1927, addressed to the secretary of the Edinburgh Philosophical
Institution, giving his regrets for not being able to be present at the meeting on December 13,
already referred to, Lord Balfour, Wartime Foreign Minister of the British Government said: %

* * % Tg‘Room 40,” where he {i. e. Ewing] was the leading spirit, the country owes an immense
debt of gratitude—a debt which, at the time at least, could never be paid. Secrecy was of the very
essence of the work, and never was secrecy more successfully observed.

Only one link remains still to be found before the story of the Zimmermann telegram can be
regarded as complete: the original version as filed in Berlin. As already indicated, diligent
search has failed to locate it, and we fear that it is now too late. The State Department files in
Washington, in Berlin, and in Copenhagen have been scoured, without success. There remains
only one more place where it most certainly can still be assumed to be peacefully reposing: the
World War files of the British “Room 40 O. B.”

In a letter ® to President Wilson, dated March 17, 1918, Ambassador Page referring to
Admiral Hall, wrote as follows:

* * % Hall is one genius that the war has developed. Neither in fiction nor in fact can you
find any such map to match him. * * * He locks up certain documents ‘‘not 10 be opened till
20 years after this date.” I've made up my mind to live 20 years more. I shall be present at the
opening of that safe * * *,

The “20 years’” are up. Admiral Hall is now a retired officer, but he still has the papers,
if we are to believe the statements contained in a book by a recent author.”® Relating the details
of the efforts on the part of the representatives of certain American claimants to establish the
validity of their claims, Landau tells how Mr. Amos J. Peaslee, leader of the American claimants,
visited Admiral Hall on August 27, 1925, at Hall’s London residence:

* * * THe found Hall in full sympathy with the American claimants, and so commendatory
was Admiral Sime’s letter that he ended up their conference by saying: ‘‘ Copies of the decoded German
cables are stored away in several tin boxes in the basement. I sealed up these boxes with instructions
that they were not to be opened up for 20 years. You have caused me to change my mind, however. I
will open up the boxes for you. Copy such of the cables as you think will be useful to you. Make
yourself at home. The servants will look after you.” His rapid and sweeping decision was typical of
the man. Fortunately he was retired from the Navy and was, therefore, his own master.

Hall took Peaslee down to the basement, spread the cables before him, and took his leave to catch
the train for Scotland. Peaslee found over 10,000 cables, radio messages, and letters which Hall had
intercepted and decoded. Twenty-six different codes had been used in sending these messages.
Attached to the originals was a translation in clear, also the “recognition group,”’ or number of the code
used.

So Admiral Hall can, if he will, tell the whole story. It will be interesting to see if he does.
The time for its telling has arrived. Ambassador Page unfortunately did not live out the 20
years as he promised himself to do, in order to be present when Admiral Hall finally opened his
safe. The present authors are curious and anxious, too. Let the safe be opened!

¢ The (Edinburgh) Scotsman, Deec. 14, 1927.
¢ Hendrick, vol. 111, p. 361.
# Landau, Capt. Henry. The Enemy Witkin. G. P. Putnam’s Sons, New York, 1937, p. 166.
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Exhibit 320.—AFFIDAVIT OF ADMIRAL SIR W. REGINALD HALL, K. C. M. G, C. B, D. C. L., L. L. D.,
FORMERLY CHIEF OF THE INTELLIGENCE DEPARTMENT OF THE BRITISH ADMIRALTY,
YVERIFIED DECEMBER 28, 1926, WITH ANNEXED COPIES OF GERMAN CABLEGRAMS, WIRE-
LESS AND OTHER MESSAGES INTERCEPTED BY THE BRITISH GOYERNMENT DURING THE
WAR

GREAT BRITAIN AND IRELAND,
LowpoN, ENGLAND, $8:
ConsuLaTE GENERAL OF THE U. &, oF AMERICA

Admiral, Sir W. Reginald Hall, K. C. M, G,, C. B, D. C. L., L. L. D, being duly sworn, deposes and says:

1. I reside at No. 63, Cadogan Gardens, London, and am at present a retired officer of the British Navy
and am a member of the British Parliament.

2. During the recent war with Germany and her Allies I was Director of the British Naval Intelligence
Service for the entire period from October 1914, until the Armistice in November 1919.

3. In that capacity it was my duty and the duty of my staff to intercept and decipher, as far as possible,
cable and wireless messages and other communications sent between German officials in Berlin and German
officials at Embassies and Legations and elsewhere in various parts of the world.

4. During the period from the commencement of the war in August 1914, until the Armistice in November
1919, we intercepted a large number of such cable and wireless messages and other communications. This was
done by tapping the cables over which the messages were being sent, by picking up the wireless messages, and
through the capture of written communications and documents in the post and in the possession of German
officials and agents who were apprehended by our authorities.

5. Almost all of these communications, insofar as they were cablegrams and wireless messages, were sent
in cipher, a number of different German cipbers being employed for that purpose. We were able to read sub-
stantially all of the cipher messages which were intercepted, partially by reason of the fact that we succeeded in
capturing from German submarines and other sources some of the original German cipher books, and partially
by reason of the fact that our cipher experts were able to decipher the German ciphers wherever, as was the
case here, a large number of different messages in the same cipher were available for study and comparison, and
in many instances the same message was sent through different channels in two or more different German ciphers.

6. The annexed file of cablegrams and wireless messages and despatches marked “Exhibit A,” set forth on
pages numbered consecutively from No. 2 to No. 267, are true and correct deciphered copies of cablegrams and
wireless messages and other despatches which were intercepted and deciphered by the Intelligence Department
of the British Admiralty through officers working under my immediate supervision. The work was considered
of a most highly confidential character and I exercised the closest personal contact with all its details. It was
my sole duty and responsibility and I watched and checked the work with the greatest care to make certain that
we were recording the true import and meaning of the German communications. Many of the original German
ciphers in which the ecommunications were transmitted are still in our possession.

7. The numbers which appear in parentheses near the tops of some of the pages on which the messages
are copied {exhibit A) are numbers of a particular system of German cipher, which numbers usually appeared
in the body of the cables or wireless communications themselves, and were known to us as the ‘‘recognition
groups.” TFor example, No. “(89734)” at page 2, No. “(5950)” at pages, 3, 5, 6, 8, 9, 10, 12, 14, 15, 17, 18, 20,
21, 22, 23, 28, 32, 37, 38, 39, 42, 45, 49, 53, 57, 58, 65, 68, 70, 72, No. “(13040)”’ at pages 7, 11, 13, 16, 25, 27, 29,
30, 31, 33, 34, 35, 41, 43, 44, 50, 52, 54, 61, 62, 63, €4, 66, 68, 71, No. ‘(0064)” at pages 40, 47, 80, 114, 122,
No. “(6400)” at pages 48, 55, 56, 59, No. “(0640)"’ at page 60, No. “(9972)" at pages 61, 73, 95, No. “(5954)"”
at page 67, No. “V. B. 718" at page 75, No. “S. B.”” at page 92, No. ‘“(98176)” at page 112, No. ‘“(87962)" at
page 113, and No. “(19177)"" at page 172, all refer to different German cipher systems.

8. The word “Nauen,” appearing at the tops of pages 69, 76, 130, 135, 217, 223, 244, 245, and 259, of exhibit
A, refers to the German wireless station located at Nauen, Germany, from which many communications were
despatched. Many of the other communications of which copies appear in exhibit A were also sent by wireless.
The communications passing between Madrid and Berlin were, practically in all instances, by wireless. In
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making copies of some of the messages, particularly during the latter part of the war, and in cases where the
same cipher system was being employed in a series of messages, a8, for example, a series of communications to
Washington and the wireless communications between Madrid and Berlin, the ‘“recognition groups” were some-
times omitted from our file copies. This accounts for the absence of cipher numbers at pages 24, 26, 52, 77, 78,
79, 82, 83, 87, 88, 89, 90, 91, 93, 94, 98, 104, 105, 108, 110, 115, 121, 124, 126, 128, 131, to 171, inclusive, 173 to
216, inclusive, 218 to 222, inclusive, 224 to 243, inclusive, 246 to 256, inclusive, 260 to 266, inclusive. The
“recognition groups,” however, appear in the original German cipher messages in every instance. The wireless
messages which passed between Madrid and Berlin were sent in almost every case in cipher No. “0064” or some
combinations or modifications of that German cipher system.

9. The dates appearing at the tops of the pages of exhibit A represent the dates when the messages were
intercepted, which were coincident with the dates of the sending of the messages, although in a number of in-
stances it will be noted that the message which we picked up was one which was being relayed from one point to
another. In such cases the date will be the date of the relay of the message, but not necessarily the date when it
was sent from its original point of origin. These dates are indicated either by a complete statement of the month,
day and year, or by figures such as 26.6.16.”, which means the twenty-sixth day of June, 1916.

10. The sources and destinations of the cables are indicated by the words ‘“From’ and “To.” For example,
on page 2 the words “¥From Berlin’’ mean that the cable or wireless message was sent from Berlin. The signature
indicates the name of the official or department which sent the cable, wireless message or communication, as
such signature was actually contained in the message. The words “To Washington’ on page 2 mean that the
message was sent to the German Embassy in Washington. The communications between Berlin and America,
insofar as we intercepted them, were limited almost exclusively to communications with the German Embassy.

11. The letters and figures appearing at the tops of some of the pages in exhibit A, such as “B. No. 24” at
page 2, “W. 146” at page 3, have reference to a particular series of German numbers as they appeared in the
contents of the communications. ‘B’ means a series of communications from Berlin; “W’’ means a series of
communications from Washington.

12. The message set forth at page 35 of exhibit A, numbered “B. No. 103,” dated January 26, 1915, and
signed “Representative of General Staff Zimmerman’ was a message sent from Berlin to Washington by cable
via the Swedish Foreign Office. It was intercepted by us en route to Washington. We considered this cable of
particular importance at the time and we furnished a copy of it jn the original cipher, together with the English
translation of it, to the American State Department through the American Embassy in London.

13. This message, it will be observed, was sent in cipher No. “(13040).”” The German cipher book covering
this system of ciphering is in our possession, it having been captured by the British authorities in the luggage of a
German consul named Wasmuss who was stationed at Shiraz while Wasmuss was engaged in an endeavor to
cut a British oil pipe line.

14. These German communications were intercepted and deciphered by the British Admiralty through the
same system which we employed in the interception and deciphering of the well-known “Zimmermann” cable-
gram of January 16, 1917, from Herr Zimmerman to Count von Bernstorff for transmission to the German
Legation in Mexico, advising it of the plan to commence unrestricted warfare and proposing an alliance with
Mezxico in the event that the United States should enter the war, which cablegram we called to the attention of
the American State Department, and which was published by the United States Government, and which Herr
Zimmermann in a statement made in the German Reichstag admitted to be correct and authentic. Some further
history of that cablegram will be found in the third volume of “The Life and Letters of Walter H. Page” by
Burton J. Hendricks, at pages 331 to 364.

15. The German cables, wireless messages and other communications set forth in exhibit A are a compara-
tively small portion of & much larger collection of such messages which we intercepted during the war and which
are still in our possession. Owing to the paramount importance of our having for the use of the British Navy the
information contained in the messages regarding the movement of German ships it was imperative that we should
avoid if possible, disclosing to the Germans the fact that we were reading their communications to this extent.
Hence it was impossible for us at the time to make full use of all the information which was before us. The
American Ambassador in London, Mr. Page, was in our constant confidence, however, regarding the German
communications affecting America during the war, but it was necessary for all of us to exercise the greatest
caution regarding the messages.

16. As head of the British Naval Intelligence I also had charge of the detention and examination of Captain
Franz von Papen, the former Military Attache at Washington upon his arrival at Falmouth about the first of
January, 1916, We took from Captain von Papen at that time a number of documents which were found upon
his person and among his luggage, and which in our judgment were being carried in violation of his rights under
the safe conduect which he had been given. Copies of some of these papers were published at the British Gov-
ernment Stationery Office and presented to both Houses of Parliament as a ““British White Paper,” Misc. No. 6,
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1916, entitled: “Selections From Papers Found in the Possession of Captain von Papen, Late German Military
Attache at Washington, Falmouth, January 2 and 3, 1916.”” A photostatic copy of that British White Paper is
attached to the exhibits in this case as exhibit No. 46. I personally saw at the time and examined the originals of
these documeénts and know of my own knowledge that the documents of which copies appear in that British
White Paper, of which exhibit No. 46 is a photostatic copy, are true, correct and authentic, including the records
from Captain Von Papen’s check books.

17. 1 also personally interrogated Horst von der Goltz at the time of his arrest by the British authorities.
Von der Goltz was examined by the officials at Scotland Yard under my direction and at my request. He made
certain affidavits before those officials of which copies are set forth as exhibit 53 of the exhibits of this case. I
have examined this exhibit 53 and it accords with my recollection of the contents of the original affidavits though
I have not examined recently those affidavits which are presumably in the records at Scotland Yard unless they
were sent to the American Government in Washington.

18. I also had charge of the arrest and imprisonment of Franz von Rintelen by the British authorities. He
was apprehended by us at Ramsgate on the steamer Noordam in August 1915, while he was apparently trying to
return to Germany from the United States. He was traveling on a Swiss passport under the name of “Gasche.”
We put him in Donningtor Hall, which is the British prison for enemy officers and he remained there until
shortly after the United States entered the war, when we sent him to America under guard at the request of the

American authorities and turned him over to the United States Government.
(sd) W.R. HarL.
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ApPPENDIX 2

GROUP-BY-GROUP DECODEMENT OF THE ZIMMERMANN TELEGRAM AS SENT BY AMBASSADOR
BERNSTORFF TO GERMAN MINISTER VON ECKHARDT IN MEXICO ON JANUARY 19, 1917

130
13042
13401

8501

115

3528

416

17214
6491
11310
18147
18222
21560
10247
11518
23677
13605
3494
14936
98092
5905
11311
10392
10371
0302
21290
5161
39695

23571
17504
11269
18276
18101
0317
0228
17694
4473
22284
22200
19452
21589
67893
5569
13918
8598
12137
1333
4725
4458
5905
17166

Nr. 3

Auswaertiges Amt

telegraphiert

vom 16ten Januar

colon

Nr. 1

Ganz geheim

Selbst

zu

entziffern

stop

Wir

beabsichtigen

am

ersten

Februar

un

eingeschraenkten

U-boot

krieg

zu

beginnen

stop

Es wird

versucht

werden

Vereinigte
Amerika

trotzdem

neutral

zu

erhalten

stop

Fuer den Fall

dass dies

nicht

gelingen

sollte

stop

schlagen

wir

Mexiko

auf

folgender

Grundlage

Buendnis

vor

stop

Gemeinsame

Kriegs

fuehrung

Staaten von

13851

4458
17149
14471

6706
13850
12224

692¢
14991

7382
15857
67893
14218
36477

5870
17553
67893

5870

5454
16102
15217
22801
17138
21001
17388

7446
23638
18222

6719
14331
15021
23845

3156
23552

22096

21604
4797
9497

22464

20855
4377

23610

18140

22260
5905

13347

20420

39689

13732

20667
6929
5275

stop
gemeinsamen
Friedensschluss
stop
reichliche
finanzielle
Unterstuetzung
und
Einverstaendnis
unsererseits
dass

Mexiko

in

Texas
comma,

Neu

Mexiko
comma

Ar

iz

on

a

frueher
verlorenes
Gebiet
zurueck
erobert

stop
Regelung

im

einzelnen
Euer Hochwohlgeboren
ueberlassen
stop

Sie

wollen
Vorstehendes
dem
Praesidenten
streng
geheim
eroeffnen
commas,
sobald
Kriegs
ausbruch

mit
Vereinigten Staaten
fest

steht

und
Anregung

O

18507
52262
1340
22049
13339
11265
22295
10439
14814
4178
6992
8784
7632
7357
6926
52262
11267
21100
21272
9346
9559
22464
15874
18502
18500
15857
2188
5376
7381
98092
16127
13486
9350
9220
76036
14219
5144
2831
17920
11347
17142
11264
7667
7762
15099
9110
10482
97556
3569
3670

hinzufuegen
Japan

von

sich

aus

zu

sofortiger
Beitretung
einladen
infinitive with zu
und
gleichzeitig
zwischen
uns

und

Japan

zu
vermitteln
stop

Bitte

den
Praesidenten
darauf
hinweisen
comma,

dass
ruecksichtslose
Anwendung
urserer
U-boote
jetzt
Avssicht
bietet
comma,
England

in

wenigen
Monat

en

zum

Frieden

zu

zwingen
stop
Empfang
bestaetigen
stop
Zimmermann
stop

Schluss der Depesche



