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.l~P ~~~H 
Dli/!~; ~:ll fllJS • Cubic 

WMth Depth tie~i}t D~2±f:C«uQnt 

c~ <>peration; l'" 19~" l2!t 2.1• 

b .. Packed in 
lr/s" carrying ea•f 23ft l;~n ,3.;• 

c. Packed, for l<mi:~ 
tom storage: l9~fl 27~" 18ft 5.6' 

d. ''"" 1'" ( ) '/,.if~ 
l.lii- 0 UPfel" 

SJectionJ 217/rll 32}~' 22"~ 9.05t 

•• CH-76 (lower 
2l.7/8n 32J" ?1:- 2J.;r aect.ion) 10.11 

c. Va;::ksd £c:r lon~ term Gtoras~: l9' J.Ps., 

d. CH-76 (upper section) ~ty:~ ~ l'bs. 

e. OR-76 (lowe.r saation} «npt';)l"~ ~ lbs .. 

Cl$.u.ng Kit (for opera.tot•a); pla.~G fL!de:r.~ Ql' C~~.g; table, 

1>.. Iasued. aa needed: AS.iW lB-; 108697 'l'ender Kit (for n1.:i.intenauce 

pEU."SOUl!EJl); ta.'ldcn cable; c::wst CH-76. 

o. i?or :i.r..for.roation coneernin~~ tite plue,eu.~.:;la a."'otor, see puraerap.~ 19o. 

14. .:IS1JCC!J1'reD .OOCU:I.El'~T.J.,:; 

b. GlG~:Zi-3, '1Cr:;pto-O,Peratinc !nert.ruotiooo tor Gonwrter ~i-134-C. 0 

2· Ciie"' "inch l.eJs 'i'l"" stlipPscs ass...,cct . w."th upper half .• 

;3. Ueoause of t."la method of im)>lmnMt.i'a.tion used for the I-io.ntQnclature I'lan 
adopted 6 February 1948, n~r crypt,(,gra:phic documents have not yet been 
converted tro.m sho).•t ·titles to nlff!'.,; n.omencla tu.re. 
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c. SIQKU..2, IIJid.nt~ce Instructions ~or Con":erter M-134-c.• ~-. 
d. SIGDtnlf-i, ·'•Operatini ~trucUons tor ~ined Cipher Jlachinep-~· 

e. SIGRA\'0-l, •supplement Bo. l to iOpe:rating ~t~ti.Ons for 

COmbinecl Cipher ·Machines (SIGDUl5-l) • • 11 
. . .... ~ . 

~ - . . . . 

J!l• PA1'BB1' Illf(;IUIATICII. - S.Oret Patent Application serial No. 70,412 
' . . . . . 

(covering principle ot u•~s. rotors in eaa.cad• tol"JDilti~ to pro­

.c:tuce irregUlar sequence ot keying characters) was filed 23 March 

1936 .b;y the Chief Sil9lal Officer on behalf of the, Prinoipal Crypt- ~ 
·. ,.., f? 

analyst, u •. s. A.rm3 (W. F. Friechan) 1 and his ~~~:~~---~~--_._.~ 
(F. B. Rowlett), jointly. For .further in.rormation, see Appenc:Ux A, 

in' epl I av Historical Background.,+ <?onuert'~vs 11-I?>"Q\'Id H-13t!--J{ &I 'f1~ ASAH I. 

a. SUlJ!!D.lU7 of PrCMib.t'em.ent. 

(See chart next page) 

. - -_ ~ :~ .. :._ ·-

Jf- Jf: ~ •, ~· .. . : .'_. \ .· ·- ' 
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Contract 
., Number 

Cost Completion 
~~--··(/Ji ...... t .. ""'""r Contractt--C:::-on--:-,_-c":"t-"""='P·-~"-~i~t-+--~~--.-4Quantit.ff (bv 
mc:M.\"'4,._. ...... ~ ~ Date To~ ~,Wul. ~ Sched Actual Registe~ No: 

:fiar u 
Teletype ' · JUll $201,007_.63 $1,843.66; to 

Co . ration~ 0 

Teletype } 
Co . rationl 

Teletype 
Co ration· 

l2 
Jul. 

13 
Nov 

Nov 

13 .31 
Teletype Nov $1,.371.,495.23 $1,205.80 ·Mar Feb 

Co ora.tion 

Teletype l 
Oo ration 

7 
Aug 

23 
Iiov $2,060,002..96 $1,206 .. 60 

1~ 14 machines, .ree;ister numbers 3356 through .3.369, were manui'actured and distrl.l.mted in 
January and Feb~y 1.945, 'lhese w.ere not included in the 3.316 Converter 'Total. 

l-

) 
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b. Equii?J!!tl:t Included Ja Contract Total. - The difference in 

cost, as given above under "Contract Total" and. •Per Unit, u 

is due to the inciusion in the contract ot var,ying quantities 

of the following items of equipment: Rotor sets in metal con­

tainers at 365.9.3 each; tender kits at $21,3.34,; spare parts 

kits at $)9.40 each; gumming tables at il2.S7 each; spare 

cipher units, with index rotors only, at $187.68 each; cord 

vrltt1 plQgs . for operating t'WO .machines in tanctan, a.t ~2.00 each. 

c, status !! . .2! ! Jap,uarx J1i.!£i.• 
(i) Number pro_oured. •• ~ ••••• , __ _ 

I. ' 

(2) In use by holders~ .................... __ _ 

(3) 

{4) 

(5) 

Iz1 reae..r"Ve •• ........... · ............. ~... __ _ 

. 6 Dest.royed. ••• · ••••••••• ., • • • • • • .. • • • • • . __ _ 

·Total ••••••••••••••••••• ___ •• __ _ 

; • Record ot holders maintained by AS-82. 
6. Of this number, .,. ·have been converted to ASAI!i 5 and 
--- to ASAM o. 

. If' -(p 
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A. General ................................... !ll •• «- ........ 1 
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DISTRIBUTION AND USE ......... · ........................... . 
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Countries •••••••• ~ .................... ., •••••••• , •• 
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LIST OF TAJJS IN VOLUKE 3 

Photograph - Converter 11-134-C (showing parts listed. beneath 
photograPh 

Photog;raph ~- ConV&:rtGr ll-134-0 ( shor.ng part$ list~ !:>enco.th 
photograp4 · . / 

Photogr•pb.- Gonve:rt.er. .M-134-C ·(showing standard cipher- c..~t 
l ehorl title: SlGIVl) in pl.aau) 

Photoz:raph - Oonvtrter it.'-134...0 ( sholdng the thrac rotor b~ 
of the stand.'1~ ciphur unit (short t.itle~ S!GIVI)) 

rhotograph - Conv'ertor J4-l34....C (cipher unit rem.ovac Wld interior 
ot Controller Switqh) 

PhotogJ..--aph - Converter M-1.34-C C shO'.ring parts listed beneath 
photograph 

Photogr•aph - Converter i»>-134-C (Partl,y dismantled - sae parts 
listed beneath photograph) 

Photograph - Cor1verter M-l.34·C (Partly dismantled .... see parts 
list.ed beneath photograph.) 

Photograph. - Corrverter M-1.34-C ( Unde1--nea.th Vievl} 
Photograph - Converter il-~34-0 (Print.oar Unit.) 

F.lga. 10, 17, 18, 19 
Photograph - Converter M-134-G (showii.1g Gsp~cd,.c.lly .Main Shaft) 

Figst ll, 20;c .U 
Photograph ... Conver"r M-134-C (Gears and Carns on Main. Shaft) 
Photograph -· t:onverter J4-1.34...C (Standard Cipher Equipnent 

(short title: S!Gln) partl.,r di~t.led) 
Photograph - Converter· M-134-C (Special Cipher Unit (short title: 

SIGAMID) , partly disman tlcd) 
DeWJ.«i Description of' Cil•c:ul\;s and v:3.ring Dii:il.gram sc-D-185llA 

( Actua.l ti;J.r:i .. ng o:t Convf:)rt.er i.A-1..34,-C) 
Phot<,gt"aph • Plu~able Rotor {short. title: SIGHEK) 
Hist..ol',ll' ot Invention and. DGveloprd*J.t oi the :Ja:;..·k II ECli 
Convert.er M.-1..34-C lie~eipt and Dititritution ~iha.rt 
O.ffioial Docur.wnts Conc-emir!g Ph;)ts.i.cal Sa.fegw.rding of Con-

verter M-1)4-C 
E1'0~SA Rules for Gua't'din:§ Convert-er 1!-1;34-c 
Photogrs.phs .a£ Converter M-134-C lost in Colmar, !<'ranee 
beerpta from Official Letters Cor ... c&ming Malntena.nce '.trainin.:; 
Servic(s Record Card t aiort title: SlGGOEii) tor Converter M-l.34 ... C 
Photogra.ph of ~onvertAr M:-l3i+-C. show;l.ng F.ing~d Covar 



For detailed description and .photographs, see Tabs A1 B, c, f), 1, F, 
G, B, 1, J 1 11 1,.1 Jl1 N1 01 P. . 

A. General 

Converter K-134-Q is an electromechanical, transportable 1 cipher 

machine whioh haa an extreme]¥ high degree of cryptographic security and 

an adequate speed of 4S to 50 words per minute. It was the "backbOne" of 

Armv and Navy joint and indiVidwu cryptographic con:munications during 

World War II. Itl excellent electromechanical opera.tion and its hi&h 

cryptographic security can be consic:lered as a culmination of many trials, 

errors,· and struggles o£ the finest cryptoeraphic technicians and engineers 

ot the Army and. NaVy. The development of Converter M-134....C ms.,y be said 

to have begun in the 1920's when the CJ7pt4na]¥sts ol tbe A7:rrJy and Navy 

began to concentrate on making cryptography consonant with the machine age. 

All ot the machines cliacussed. in the prece41ng chapters, Vol~s l and 2 .. 

ot this histoq are .tC>rerunners ot Qon~rter M ... l;34...C. 'f.'l.e exact place 

'llhich each had in the direct line of cryptographic developnent is explained 

in Chapter I and in the separate chapters devoted to each model in turn 

( coneult :1nclex). In the text ot this hiator1 the emphasis has been e.x­

cluai•l3' on A.rrq developments. Certain Navy developnents are in a 

separate line ot developnent which culmina.ted in Converter M-1.34...0, or 

as the Na.v.y designates the same machine, ECM fl.ark IlJ these Na.vy·develop­

ments are explained in the lJavy "History of Invention and Devele>pnent ot 

the Mark II ECM" 1 Tab Q. 

1 
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fffl~~rr 
B. In-nnt.ion of "SteJ?Pleg •~•" 

Shortly before 15 June 19351 du.r1ng the intervalld'len preliminary 

), Kr. Frank 

B, Rowlett, pnncipa.i aalietant to :M.r• fr~eQ:aan11 conceived. the ide~ 

wb.ich constitutes the baaia of the •stepping maze« in Converter Jl-134-Q. 2 

His concept was baaed upon the principle of sending an electrical impul.se 

t..'lrough a rotor maze in order ~o generate a long 1rre~r sequence of 

characters whic;h could then be used. tor various purposes· such as keying, 

Mr. Rowlett and .Mr. Friedman then J91ntl.y developod t.be idea tor thia 

key generator1 ma.k1ng it ·suitable for replacing thfll tape-control meehaniem 

of Converter M-1)4. r~o model incorporating their ideas was built at thia 
3 t.i.me, however, because the Ohi•f Signal Officer waa committed to the 

tape-control type· embodied in Converter K-134. DGspite Hr. Friedman • a 

urgent recommendations that tht new method of controllJ.ng the enciphering 

rotors (Rowlett-Friedman "stepping maze") be sube~tituted for ta.pe-ccntrol, 

the Chief Si(;lal Officer was reluctant to .rne.ke a change after 90 · m.uch 

word has been done in t.he direction ot tape-control.. 'l'heref'ore, Army 

contracts were plaCed. for Converter H-134 (see Chapter ) and con• 
' 

aid.eration of the Rowlett-friedrBan stepping maze was dropped. 

1. .Mr. "Friedman was principal cryptanalyst of SifPal liitelligence Service, 
u.s. A:tnr3'· 

2~ For cryptographic explanation. of th.e Friedman-Rowlett stepping maze, 
~teo Volume l, Oha.ptor I, pages · 

). See S.ction , page • 
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c. . Disclosure of Fri~-Rowl•tt 
Stepping llaze to the Rav 

! In October 193.51 Mr. Friedman and Lieutenant Weng,r, a.asiat.ant to 
:.....-

Con:mander MacLaran, OIC of the Code a.nd Signal. S,ction, Navy Department, 

had. a general discussion of cipher machines. In the course thereof 

Wenger expressed considerabl- di,~-.~t,isfaction ~th the Mark I Ecal and 

asked Friedman whether the Signal Corps had ail1 "goodn ·ideas along these 

llnee. Friedman indicated that there werG several ideas which the Sil?Jla.l 

Corps was not exploiting but which he was not at liberty to disclose; 

sj.nce they had been placed in the secret ~a.tegory. Friedman further 

ind.ica.ted that if Wenger so desired, permission to disclose them to the 

Bavy •uld be requested. Wenger asked that. this be done. Accor<iingl¥, 

Friedman requested a.nd was granteti permission by his superiors to dis-
. 

close the <.WtaUs o£ the Friedman-Row~ett patent application to representa-

tives of t.he Navy Depart..tnent~ Therefore, on 2l. October 1935, at a. con­

ference in Frieclma.n • a office, the details were disclosed to Commander 

liacLaran and Lieutenant Wenger, who were shown the drawings that formed 

the ba8is of the patent appllcati~;Seria.l No, ·70,412.2 On 31 October 

1935, a second and similar disclosure was made to Commander MacLaran, 

Lieutenant Wenger, and the latter's assistant., Leiutena.nt Harper. A 

third disclosure was made on l No'Vember 193.5 to Lieutenant Wood and 

Dugan, also of the. Code and Sii11al Section. Friedman and Rowlett were .. 

told very little as to the Navy DeJBrtment.•a reaction to the disclosures. 

1. Jor .further details concerning the Mark I ECM, see "History of Inven­
tion a.ud Dnelopment of Mark U ECM11 , Tab Q. 

2. See Section , page • 
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Ji).. PJveloW!Pt b.y; the Iia!l of the 
Fried!pan-Row1ett Steeeins Maze 

After the disclosures in 1935 of the Friedman-Rowlett pa.tent 

application to the Navy (as ~le.ined above in Section C), the prin­

ciple$ lay dormant in both the Arm.¥ and Navy until the winter o£ 1936-

1917, when the Navy was preparing initial specifications tor the 

ECll Mark II. .At this time tho Navy's Lieutenant Wenger1 told the new 

OIO, Commander Safford, ot the Na.v Department's Code and SienaJ. 

Se()tion, about the Friedman-.Rowlett idea for electrical control. Lieut­

enant Weneer stated that the unused conoept had interesting possibilities 

and produced from his sate a single sheet o£ cross section paper contain-
. ' . 

ing three elementary wiring diagrams, 2 showing the means by which elec-

trical control of an ECM could be achieved through a. rotor maze. Captain 

Safford immediatelf recognized that such electrical control was the 

answer to many unsq1ved problems and 0 therefore had to be incorporated 

in the new machine n. 3 

The Navy then went ahead with their development of the Friedman-. 

Rowlett disclosure without informing the original inventors or Sl13 of 

the personnel of the Arm:f' SitJlal Intelligence Service •. " T'ne fact that 

the <ievelopnant of the Friedman...Rowle tt concept for electrical cantrol 

was pursued unbeknownst to the ArJU¥ Signal Intelligence Service became 

1.. Assistant to the OIC of the Oode and Si~al. Section, .Nav;r. Department. 
2. According to Captain Sa£tord•a memory, this paper was signed by 

Harper, Wenger, Wood, Friedman, and Rowlstt. It has been lost 
since the suamer of 1940. See page 15 ot Tab Q • 

.). "History of Invention and Developnent e>f the EOM Mark II, page 15, 
see Tab Q. 



-' 

the baeis tor tuture m1sunder•tandings between the two services. TI1e 

.reason that the Signal Intelligence Service vm.s not informed by the 

Navy was based on the following circumstances. The Navy had not been 

consulted eoncemirig the advisability of printine Mr. Friedman's tech­

-nical papers1 entitled "Analysis of a ll.echa.nico-Electrical Cryptograph, 

Part I and Part II" •1 fhese papers were printed a.t the Government 

Printing Office toward which agency the Navy Department entertained. 

serious apprehensions in .regard to security. Therefore, the l>irector 

of 11avy Communications, considering it an indiscretion for theSieJ:lal 

Corps· to have allowed the prL"lting of these secret papers by GPO, 

isaued. an order that tne Signal Corps was not to be shown the Mark I ECM2 

or any of its detailsi 'l"nerefore not until shortly after Ja.nue.ry 19401 

when the first pllot model of ECM Mark II was delivered, was the secrecy 

order revoked and the Signal Corps made cognizant of what had been done 

with their ideas. 

E. Disclosure to the A£& of Developpen t 

JOn .3 February 1940, the Director of Naval Communications, Admiral ,_ . 

Noyes, in vi ted the Chief Signal Officer 1 General Mauborgne, Mr. Friedman, 

Captain Cook, and other Signal Corps representatives to inspect a pilot 

model3 of the ECU Mark II. On that occasion Captain Safford acknowl•dged 

1. sea Volume 1, Chapter • 
2. For development of !ark I ECM see Navy "History of Invention and 

Df!~l,~pnent of ECM llark II" 1 Tab Q. · 
3. For· details concerning building of this pilot model, see "History 

of lnvention and Developn.:mt of ECM Uark II", 'l•ab Q. 
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to Mr. Friedman, in the })N:Jenoe ot Gene;ral Jlauborgne and Admiral Noyes, _ ... _,,. 
the t1avy 1 s use of the Friedman-ll.owlett invention. I 

Later a conference waa call.ed by Oonmander Safford. In attendance 

were .ur. Reiber and Zenner of Te~t,ype Corporation, Mr. Friedman of the 

Signal Corps, Conma.nder Safford, Lieutenant Zern of Nav~ Communications, 
~. 

a.nd possibly others. At the conference the blue prints or ECK llark II 

wero carefully examined and a general discussion of cr.yptographic features 

followed. Four' ax~rimental. changes to the Friedman...;Rowlett circuit had 

been made by Commander Sa.t.t'ord and Lieutenant Seiler. These four changes 

were discussed and the following decis,ione made. 

"a. "Index Maze,,. which replaced the plugboard in the friedman­
Rowlett invention - Retained. The "Index. Maze" accomplished tne same 
cr,rptographic reault as the plugboard but was much more convenient to 
the operator. · 

b. Grouping of end contacts in the •stepping Maze11 and in the 
"'ndex Maze," which replaced the arrangement a of the Friedman­
Rowlett circuit - Retained •. These groupings t.or;ether with the .. ten 
circuits through the "Index Maze" gave 49 time$ as many stepping 
combinations as wae possible with tbe Friedman-Rowlett invention 
{51855 against 120). 

· o, Subdivision of "Stepping Uazett into two parts - Unanimous 
deai~icn to return to the original.Friedman-Rowlett nstepping Maze." 
friedman protested the subdivision as an unnecessary complieation. 
B.ei:.,er a.TJ.d Zenner did not like it from the viewpoint of design 
and construction. 

d. Steppin£ order for the "Stepping Wa.ze" proposed by tile 
r~avy was 3-1-5, t~•e other two wheels being dead to siniplif.r con­
struction. the stepping order 111as cbanget.i t.o 3-4-2 upon Friedman's 
recommendation."l 

l. See "History and. Invention of EOM .:Ms.rk IIii', page 16, Tab Q. 

6 



1. 

REF ID:A523210 

With the above-listed. ceeptions "the Mark II ECM., as developed 

by th.e navy and Teletqpe using tht Friedrnan-Rowlatt Stepping ~ze was 

aatiatactory to and accepted by the Arm3. Washington Navy Ia.rd sketch _ 

RW 6SF20l, dated 24 April 19401 . used as a basis for specifications ot 

the production model, is the .earliest-dated dra:wing showing tlie "Stepping 

Haze• and associated circuits exactly in thair present form. 

!he joint ~-Nav,y SIGABA system became effectiye 1 July 1941. 

Therefore the two ~ervice$ had a comnon high s~curity enciphering machine 
. ,·>>:···' 

( 

in effect before the Pearl Harbor attack. 

F • SlGAIIUG and SIGHEK 

Due to the fact that Converter M•l34..0 orICK Mark Il was designed 

with a ·removable cipher basket, it presented great possibilities for use 

of an interchangeable cipher basket operating or a different crtPtot;raphic 

principle. Such a cipher basket was· d.e~tJigaed in order to ll.lake possible 

the conversion, at will, of Converter Iil-134-C into an equivalent. o! the 

Combined Cipher Machine. The history of this special cipher unit (short 

title; SIGAMUG) is given in the "H1sto:ry of the Combined Cipher Machine"• 

For a. photograph. of the special combined cipher unit \short t.i tle: 

SlGAII.UG), see Tab N. 

After Converter M-134-C ha.d. been put into service, Major Leo ilosen., 

Chief~ Development Section, Signal Security Branch; conceived, about 9 

i4a$ 1942, ~ pluggable rotor which could be in~ert.ed into one ot the 

positions of the cipher unit for emergene,y use~ The pluggable rotor 

7 



(ehort t.itJ.e: SIGHEK) waa distributed to all Arrrq and Navy holders. 

On Jla.y 19, 1943 Contract W 212.3-Sc-12464 '838 placed with L. C. Smith 

and Corona Typewriter Oo. for 7,000 SIGHED at. $27.00 each. The cost 

of the Army SIGHIIS was fl89,ooo.oo. 
SIGHEK was distributed tor emergency use but no need .for it eveX" 

arose. on 2 July 1948 it was requested that action be initiated to 

place on the agenda or the ASA Technical Committee a req_uest to decl.a.re 

SIGHEK obsolete. For further history of the Army pluggable rotor 

lshort titie: SIGHSK), see "Histor.y ot Rotors". For photograph, see 

Tab P,. For me_thoci of use, see "Instructions tor Using the Pluggable 

Rotot'1 lshort title; SIGLUR-l), l February 1945. 

G. Evaluation 

1131. Electric control of the· EOM by means of the Friedman­
Rowlett «stepping Maze" is the essential feature that places the 
Mark II ECM in a class by itself as regards security. Those who 
have participated in the development of the Kark II BeLt have 
al~s acknowledged the contributions of the Signal Corps. ~1e 
"Index Maze" and grouping of end contacts add to the security 
afforded by the "Stepping Maze," but -would be wortt1less without 
it. The importance of electric control can OO.s:~ be estimated by 
a consideration of what the Mark II ECll V10uld have been if Friedman 
ana Rowlett had not been per.rdtted to disclose their invention to 
the Navy~ Although the 0Stepping Maze"· ~ppears obvious, now that it 
is in u:Je, no one in t,he Navy thought ot it in a period ot 15 years, 
and no foreiL.-n machine employs it; Therefore, the Navy would have 
continued the develOpment of the older methods and ~ie new ECK 
would have used the mechanical stepping control found in OSP 90.3 
or CSP 1700~ We -.>uld have had a secure machin$, superior to any­
thing in use by foreign nations·, but definitely inferior to our 
present ECil. T'nis hypothetical machine ~as 118ll as liSP 1100) 
would defy attempts at solution u.ntil such time as machine ·and 
code wheels were ca.pture4. After t.his, ea.oh dq' s keya would 

8 
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resist solution for a long time. ''Short-cut" solutions would 
!>• impossible, due to the errat,ia stepping or the code 'Wheels, 
but a trial-and-error solution Would be within the range of 
possibility. We could not make the nat sta.t,ement, as we do 

·tor tile Mark 11 ECU, that solution would be utterly impossible. 
ln other words, the machine would be adequate to take us through 
World War U but, because we had stopped ahort of the ultimate 
step, there would always be the desire to develop o. new machine 
&Il<t scrap the old one" Rowlett is entitled to full credit for 
i1.is discovery of the principle of the key generator as embodied 
in the "Stepping Maze, n which adds so much to the excellence of 

· the Mark rl ECM, and .Friedw..an and Rowlett jointly are entitled 
to rull.credit for their joint. invention of methods of applying 
and reducing the principle to practical forrn. . 

)2. The Siena! Corps 1 aeceptane e of the .Mark II ECJl tor 
Army as well as Joint ~-Navy use reflects credit on all l':ho 
made that decisicn ••••• n 

H. Patent 
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A, General 

Converters M-134-C were procured by the Amrr on nine separate 

contracts at a total cost o! almost six million dollars. This six 

m.illlon dol.l.ar$ bought tor the Araq three thousand three hundred and 

thirtyl SIGABAs including their cipher baskets ~SIGMs), completely 

wired index rotors, Wlwired rotors for the control and alphabet mazes, 

necessary maintenance parts, and accessory equipment;. This cost total 

does not include separate rotor contracts of wh.ich theN •re several. 

Nor does it include the cost of wiring the alphabet and control rotors. 

This wiring was done at Arm, Security Agency under conditions of utmost. 

secrecy. 

All manufacturing or Converter M-1.34...0 and its Nav equivalent, 

ECM Mark II, was done by secret contracts with the Teletype Corporation 

U400 Wrightwood Avenue, Chicago, Illinois) which aided the Navy in 

the mecmanical and electrical development of the converter .. 

B. Earlv Procuremm t at1d Testing 

For their first three hundred and twenty two converters, the Arm, 

did not deal directlY with the manufacturer but placed their orders 

through the Navy Department. The Navy, which 1!la$ ordering many of the 

l. For explanation of tnis figure \3:3.30) eee Procurement Chart on 
opposite page, expeciall.y note indicated by ***· 

10 
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P.BOCU.ftEMUT CHART 

FOR 

CONVERTER U..l)4-C 

(over) 

ll 



l ,•'· l' PBOCUDM!Ift, OF COBJDDJtS 11-lJIJ-C 

. REF ID :AS~~.~ 1:,.9 I 
.......... v .. 

Bo. of . 
Jlanu- eo~ f , Serial 

I 

tae tttrer Tenera . 
. 1&-13 c: 

:~~~l~~c&·.··~~l~.~~==·~·--nm~~~~~~~----~~~ffil-&:~~~!r~~~~~~~~~~~r1~~r---~l 
. Oo!"p. · 

! &-13 0~ t'el.e\7Pe. 
Corp. ' 

Jl.-13 e hlet)'pe 
CQI-p .. 

! ·-1 0 ·hl.e\J'pe 

Jl.-13 

Corp. 

Te1et7})e ""'· 
Corp. 

I K-13 C • !elet7})e ~ U 1•• ' Pll aa-.ru§U 
Corp. . . . PO 12851-PBIL-44-24 

•- 6-o -sc-llo 
aclwll&g aaaoc1a'ed equi~At. !heae flcve• are all approxt•te. sutficieD.t contract data le aot aTallable 1u We 

Ageaq to dete.ralu uactq the f1A&l coat of \he coatracta. ~. 1• aleo tro.e o~ the per ulai t co•t flpree. 
·~• coa\ract when dr&Wll up cal1ee for 1200 COJlTEirters. ·la accordaace w1 th termiutt.oa at opt1oa of Gonruent clause, 

the contract wae . teralDated 15 Aug -5 tr1 th the last •hlpaent of coavertera receipted for 1 Oct 45. 
•••aoaewhere al.oJtg·'the llae 14 ·coaTe:rten bear-lac recleter loe. 3356-3369, which were 41•trlbuted la JarJ.Uar7 aa~ J'ebru17 

1945 were aanutacWrecl.. fileee are. aot ~r&clu4ed 1a the total 3316 converte:re. .&leo, Co:utre.Ct w-36-o39-$0-188JO, 1'032627 ... 
P~-45-~. clat• 15 Jlar 45, tor 112 eoJ&Te:rtenll $1,228.01 ud. total cost of co:ntJ'act $144,~6.62 to be dellnred by 
31 Oc$ 45, 1J8I.l C811Celle4 15 A1IC lf.5. 

' l ( [ 
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new c0n'lel"tiera f()r itS OWD. USe 1 included in itS orders & suffiCient 

number to supply· ArmT requirements. Three Army requisi tiona were 

placed with .Navy for these .322 converters and the Navy obtained them 
' . ' . . 

from Teletype Corporation on t110 contracts. The Arm:¥ requisition• and 

Navy contracts were as follows: Requ,isiti~ 79...0CS1fP-40 dated ll June 

1940 was placed for 85 converters, which were obtained from Teletype 

Corporation by tiavy on Contract No. 74515 dated 19 June 1940 {total 
. . 1 

cost: $201,087.6.3). Requisition 9-oQSig0-41 wu placed wi~h Navy on 

12 July 1940 for 149 converters (total cost; $.297 121..).08)1 and Raquiei­

tion 56-oCSig0-41 11'a.S placed with Navy on ll. Oct •. 1940 for aa converters ·. 

(total cost: .$1].4,216.88)., Both these requisitions were fulfilled by 
I 

the Navy• s Contract l'lo, 77973, dated 21 Octiber 1940. 

The first ten of the 85 machines ordered on· the first requisition 

were delivered and accepted b;y Signal Intelligence Service on 17 March 

194l. Ilellwry was 'then suspended for 90 days in order that these ten 
"'"1o.o . .,~ 

machines couJA. be tested. ·Altho~ this teet bore much resemblance to an 

ordinary service t,st, Converter M-l.34.C was cCXlsidered a modification 
. . 2 . . 

or Converter ll-1.34-A and therefore did not have to go through the regular 
f 
I . 

I" ,'FJ~ ex~t~on see Procurement Chart on lopp6$ite page. 
2. In tact, the new converter was called Converter K-l34.;..c in order to 

establish it aa a modification of Convener ~1.34-A, thereby- eliminat"" 
ing the long dela.v:e encountered in the established approval. . oh~el.s 
(~J)proval of. milit.&ry characte~J.$tica 01 scm,. ~c.)- Iritoxme.tlen 
taken lrom note written by Kr. Friedman; tiled in ll-1.34...0 Procurement 
(Aug 4?45); WOOAS-80. 

' 
12 
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channels. of ••rv1ce te1u.ngl and subsequent standardization aa outlined 

in AR 8So-25 • The test of the 10 .ma.chiriea reault.ed in a req.uest tor 

very minor mod11'1cations2 
which nre easily made,; by the .manutacturer.­

Dellvery was then reaumed. 

i. · From PrOposed Ptari for ilandling the 10 M·l.34::0s to be denvezoea 
in February l94J.: (actual delivery 17 Mar 4l)• The purpose of the 
test u ... to permit opportunity for enr modification and/or im­
provement in the machine before final delivery in quantity, and 
should be cone trued aa a service teet in the meaning ot AR 85Q-25, 
inasmuch at Converter 1.-lJ4..C is a modification of an existing 
article of equipoont (Jt-1.34-A). -FUed Folder "M-1,34-c, Procurement 
thru 1942 • 

. 2. Letter to Mr, Reiber ot Teletype Corporation, tx-<m Paul VI. Albert, 
lst Lt. s.c. "ln reports of service test on Converter M-lJ4..C we 
have noted several failures in operation and suggested moditica.tions 
in deeien which u.re proposed as a means of remeQ.ying these detects. 
We should. like to have you conaider .the practicability of these 
mocliticationa and would appreciate your views. The critical comments 
include the following& 1. Converter rotor pawl fal.JJ.ng ou.t of 
adjuat.rnent. Suggested. remed,y; Addition of ·a. eeconci locking nut on 
the pawl adjacent or uae ot a aplit. or self-locking nut inatea.d o! 
the present nut. 2. Spring pile-ups on main operating enritch 
fallifl~- eq~ ~.t' adjustment. Suggested remed,y: Addition of a 
~~f~~~~<\P epring pile-ups, .3• Present five ampere .fuses will 
not, ~~t t>peration o£ t;wo machines 1n parallel, Suggested remed,y: 
Substitution o£ ten ampere. fuses for the present five ampere fusea. 
We understand that it is doubtful if aey changes can be made in the 

. machines to be d.elivered under the fast contract since it is desired 
that nothing delay their delivery. But we would like consideration 
of all these changes on the second contract, At the same time we 
would like to have the matter of plywood cases reconsidered.• 

.3. Answer to letter of footnote l from Reiber of Teletype Corporation 
. lll June 41) announc• the following very simple remedies: Item 1. 

W. have changed. the deaign of the screw so that it is flat on the 
end to increase area of' conta.ot. Item 2. !lore rigid inspection 
should correct this item. I tam. 3~ We· will change to lO ampere 
fuses. r~e will change to plywood on future contracts; cases are 
already made on both contracts already placed.. 

l.J 
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C. Quantity Procurement 

Delivery ot converters on t-he first coutract was begun at the rate 

of 50 per month !or both Army and Navy but Teletype Corporation, With a 

little coercive persuasion,1 almost immediately raised the delivery rate 

to 100 per month. The Army 1 which. after the first .322 negotiated separate 

contracts for its own converters, received 20 per month while the Navy 

·was receiving 80. Through the. years the delivery rate was increased to 
2 .· 

300 per month. {These tigures constitute the combined ~-Nav.y delivery . 
rate; the number received by the respective services being prorated on a 

percentage basis!) 

1. From "Hist~~::'~~5vention and Development of Mark II EOlia writ ten 
by Capt.· L.F. ·safford, u.s.t~., page 27: "The first contract called 
for delivery at ti'le rate ot 50 EC¥8 per month., begi.nnin.G June 1941, 
in accol"(la.rioe with an earlier asreement. Tel.ety}'» reported inability 
to better this schedule so the I~B.M. Co. was approached and tenta­
tively offered the second contract- the mchine to be a Chinese copy 
of the machine made by Teletype. Mr. Walter Lemmon, on behal:t' of 
I.B.M. agreed to do this, it TeletyJ:e called our bluff. Teletype 
was then given an ultimatum - expedite delivery or snare future eGo­
tracts. Within 4S houre we r-eceived word that: a. A.T.&T. 11ad made 
the Western Electric Plant at Hawthorne, Ulinois, available for 
manufacture of E<X parts or units. b. Assanbly and test would be 
undertaken at the l'eletype .t>lant at Chicago, J.lllnois, on a two-slli£t 
{and if necessary a tlu-ee-shift) basis. c.· l.leliv"ry would commence 
in Januar;r l94l, unless unforeseen delay occurred, and an output ot 
100 machines per month could be 6uaranteed by May 1941. d. Due ·to 
increased labor consts for this schedule, it would be necessary to 
increase the contract by 5%. 'faese conditions were agreed to, the 
second contract was placed., and the Navy felt happier. There was a. 
slight delay in deliveries at first but by December l94l Teletype was 
ahead of schedule. At the date of writing {Oct 194.3), the output ha.s 
been increased to 300 ECMs per month: the "war effort" of Teletype's 
Production Department has been praiseworthy. Machines have been pro­
rated between Navy and Army on a percentage basis except when one 
service 4ad urgent need of machines and the other agreed to relinquish · 
some of its quota. With no difference except the nameplate, it was a 
simple matter to make the switch." 

2, Ibid. 
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After the tir8t 

teletype Corporation through the Navy Department, the Army pagan to 

place its own contracts directly. In all, seven more contracts were 

. plaqe4. _pYfitf. ~ two-Jear per19d fo~. a; r~inder ot 3008 Converters J.i-1,34-c: 
' ·.; . ~ 

Oill3 November 1941, Contract W-:287-sc-3844 (DP 42-42:12, Orde_r 

l2.35-Cni .. 42) -.~·placed for 45. converters at a total cast, c£ $104,502.5().1 

On 15· August 1942, Contract W-2.87-ac-4758 U)P 42-3-77, Order 
'·'.'''·:. . l 

4688-Chi-42) was pls.ced for 240 converters at a total coSJt of i4lO,l71.92. 

On 13 November 1942, Contract Vl-21.24-sc-3395 \DP 42....S..l051 Order 

1266-Phil-42-24) was placed for 760 converters at a total cost of il,J7l,495.23.1 

On 5 Ma,y 194.3, Contract W-2l2J-sc-l4260 (aPR 4.3-In-1662 and 2706, Order 

1 29218-Phil-43-24} was .placed tor 500 converters at a total. cost of i855,799.22. 

(h· 7 August 194.3, Contract 'W-36...0.39-sc-437 lRPR 43-Ili-.35.38, Order 
. l 

26.39-Ph.ll-44•24) was placed for 288 converters a.t a total cost .of $4841280.03. 

On 23 liovember 194.3, Contract i·.36-D.39-sc-4083 lPR 44-680, PO 12851-Phil-

44-24) for U6l converters at a total. cost of &21 0601802,96.1 

A compa.rison1 o£ tbe estimated grand totals of Army and r~avy expend!-. 

tures and. number bought is as follows: (T'ne Am.r total is eom.-wha.t dit-
1 

te:rent from the one given above beeauae the Navy estimated these totals; 

it is nevertheless a good basis for comparing the two.) 

I. Cost approximate. 

15 



----------------- -- -- - -- ---------

--

,.--

REF ID:A523210 

Quantityl ota1 Cost Average Cost 

6,750 Uark II BClls with 3 sets o£ $10 .. ~76"~000 $1,507.55 
Oode Wheels per ~chine &na· per machine 
fender Spares 

20 sets spare·Parts !its for Major $ 1,008,700 $50,435!'00 
ECJi Repair Shops 

51.250 Spare Wheel Sets ( 10 per i .3,515.,300 $ 68.59 
set in metal box) per set 

1'ools and Special Equipnent $ 5,627;000 • 1,700.00 
for Repair FacilitJ.es 

NAVY TOTAL $14, 7S2,000 

.3,310 U.S. Army Ec.Ms with Spare • 5,627,000 $ 1,700.00 
Wheel Sets and Spare Parts per machine 
\Es t.inuited cost) estimated 

10,060 GRANT TOTAL EOMs (Navy ... Arfn¥) $20,409 ,ooo \Estimated) 

1. This chart is· copied .from "His tory of Invention and Development of 
Mark 11 ECJI" written by Captain t. ·F. Safford, U.S.N., page 2S. 

16 
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CHAPTER nu. DISTRIBUTION AND USE 



CHAPTER XIV. OlUPTOGRAPHIC SEctmiTI 

A. General 

Converter M ... l)4.--C is the most eryptographicall.y secure means of 

encip.l'w.rment used durillg World War II. Until the latter part of 1943, 

the following was the official aecuri ty evaluation of Converter il-1.34-C 

made by Army Security Agency: 

The Converter M-1.34-C is~ to the knowledge of the cryptanalytic 

technicians of SSJ)1 the most secure electro-mechanical cryptograph 

that is now in use. l.t the rules .for cryp1;ographing meseages are 

followed to the letter~ tqe messages ••• are secu.re from any known 
l 

cryptanalytic a. tta.ck, 

In the latter part of 194.3, AnaJ.ysia Section of what is now 

Methods Branch began e.n intensive secarity study of Converte_r M-1.34-C. 
/ 

This study resulted in revised conclusions, a SUillilary of which follows: 

Conditions permitting recovery of er,yptographic elements are as 

follows: 

1. At least 10 messages in depth or flagrant misuse of the 
indicator system are necessary before elements of the mehine 
can be reconstructed. · 

2. Under proper operating conditions, cryptanalytic recovery of 
daily keying elements to allow the reading of traffic is 
impractical, even if all the rotors of a set ... all procedures 
for use, and the 'Wiring of the machine are known. By "proper 
operating conditions," it is meant that the machine is 
.t'tinctionine correctly-, established operating procedures are 
strictly observed, and that the literal plain texts of one 
or more messages are not available. 

l. Statement made to Assistant Chief of Statf, c;....2, 17 May 1943· 
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. ).. To eotabllih the daily C17Ptogra.phic set-up of the :machine b,y 
the exhaustive trial method, the number of assumptions wtdch 
must be made ~als 20xl8xl6xll.xl2xlO:db6x4x2 rotor arrange­
ments, t.im.es 10 index fet.tJ.ngs. This would require that , 
rotor wil"ings be known. · 

The detailed. repOrts o£ security etudies done by Analysis Section, 

Methods Branch, Security Division are available in the files o£ that 

Section.. A list of these r8JX)rts .fo~ows: 

Vclmne I 

1. Historical Survey of the Work Done by the Machine Analssis 
Unit on the Converter 1-134.0 (SIGABA) ••.•••••• , ............. 2220 

2 •. Technical Survey of the Converter M-1)4-C, •• ~···•••••••••••• 1220 

3. Report o! Analysis of a Five Wheel C17Ptogra.ph with 
E:ratic Stepping lParts One and Two) ••••••••••••.••••••••••• 1220.1 

Volume Il 

1. Report of Analysis of a Five ·Wheel Cryptograph with 
Ern. tie Stepping l Parts 'lhree and Four) ••.• , • • • • • • • • • • • • • • • • • 1220.1 

2. Five Messages in Depth •••••••••••••••••••••••••••••••••••••• 1220.2 

.3. Identification ot One Rotor w1 th Matched Plain and 
Cipher Text•••••••••••••••••••••••••••·•·······•···~········ 1220.3 

4. Reconstruction of Botors frC>m Non-Random Indicators 
i.n M...-lJL. ..... C •••• • ••••••• s ., ••••••••••• ~ ••••••••.• •, •• • ... • • • • • • • • 1220.4 

5. Solution of Two Identical Messages Having CW5 Of£• •••.•••••• 1220.5 

6. Ten Messages in Depth., •• , •••••••••••• ~•·••••••••••••••••••• 1220.6. · 

1. Comparison of Arm:f and Navy Indicator Systems, M-l.34....C •••••• 2220 .. 6 

8. Traffic Study on M-134.0 ••••••••••••••••• ~··•••••••••••••••• 2220.7 

l. m &Historical and CJ7pt.oiogic Summary of dryptosystems, VI; 
Literal Qr.yptomechanismsn. ·Filed CSGAS-83. 
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Volume III 

'·, \ 

l. 

2. 

3· 

4. 

;. 

6t 

7. 

's. 

9 ... 

10. 

Stu~ of the Nav.y Indicator S7stem ••••••••••••••••••• 1220.7 
I 

Analysis of the r~a.v.r Modified SIGABA ei ven Com-
plete Depth .•••••••..••••••• ., •••••••.•••••••••••••••• , 1.220.8 

Anal3'ais ot the Navy llodilied SIGABA given 20 . 
Messages in Depth ••••• •• • • ••••• , •••.• • ••• • ......... , •• , 1220 • 9 

Recognition of Rotors :tar the Uodifi~d SIGABA from 
7 Message$ in Depth with A:a4 and. AR5 Fast Rotors ..... 1220.10 

Recognition of Rotors tar the llO<lified SIGABA from 
7 Messages in Depth with ARl and AR5 Fast Rotors ••••• 1220.11 

.S.t.~~-~?~J~eeording of Radia.tions of SlGJODO •••••••••• 1220.12 

Reconstruction ot a Rotor on. Modified SIGABA 
£rom a Possible Violation .......... , .................. 1220.51 

Solution of 1:110 Identical Messages Enciphered 
-on Y-134-C having AR4 Ott •••••••••••••••••••••••••••• 1220.52 

Solution Based on Two SIGABA Isologs with AR4 and 
AR5 Otff,Set Between Two Eneipherment.s. jt •••••••• -••••••• 

Reconstruction of AR4. and AR5 Based on Two SIGABA 
Isologs with Qnlr AB4 O!tset Between the Two 
Enoipherment s .. ......................................... " • 

B. Significant Changes in the KezieB Instructions for 
Converter 11-134-<f 

The keying instructions to-r Converter M-134-G describe the policies 

and procedures for assembling and aligning 1;he rotors. TJ1e of .ficial War 

Department keying instructions, which have been successively in e£;f.'ect 

through the years, are as follows: 

From July 1941- June 1945; c "Keying Instructions for Converter 
M-134....Cif, {short title: SlGQZF). . 



REF 

FrQJn June 1945 - l Nov.· 1946: IIOperating Instructions for 
· Conve~er K-134...0" (short title: SIGQZf-2). 

From l Nov • 1946 - - - - - • "Operating Instructions !or 
Converter li&-134-c" (short title; Sl~·;;), 

The rotors of Converter 11-134-C, the function of which is explained 

in Volume 1, Chapter I, pages 6 through 12, are used in three rotor 

banks of the cipher unit, (short titlea SIGIVI) (see Tab 14). The 

three rot.o~ banks of the cipher unit, SIGIVI, are the alpbabet rotors 

(see Tab D), the stepping control rotors \see Tab D), and t.he index 

:rot.Qrs (see Tab D) • A seneral expression of the policy on reassembly 

and realignment of rotors is that all t:.h:roagh the years the rotors· were 

reassembled once a da7 and realigned before the encipherment or every 

message.. 'this statement is not entirely accurate even in the early days 

ot use, but it is an excellent point of reference to keep in mind when 

reading the deviations from this general policy. A detailed description 

of the keying procedures authorized successiveq by SIGQZF, SIGQZF-2, and 

SIGQZF•2 is given in Appendix I. Toe. important. changes in policies 

conceming assembly and alignment of alphabet, control, and index rotors 

are pointed out in the paragraphs which follow. 

According to the first keying instructions, SI~ {July 1941-

Jqne 1945), the rotors of. all three rotor banks (index, control, and 

cipher rotors) are reassembled daU, (see ·sample Table No. 2 from 

SIGQZF, following page). The rotor alignment tor the index rotors, which 

. ie given in tbe rotor assembly table, ( aee sample Table No. 2 from 

SIQQZF, follO'Iting page)~ remains the· sa.rne throughout the dq. The rot.or 
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. _(For a.ampl.e ktlf ~t. t~m .$1GQ.ZV-l, 
see _page _.) .. . . ··-- . . -
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SAliPIB KEY LISTS f FOR COMPARISON 

DAY 
OF 
UON'l'H 

l. 
2 

. 3 

DAY 
or 

KONTH 
l 
2 
3 

SAilFU KEY LIST FROM $IGQZF 
Type used from Jul.¥, 1941 th~ June 1945 

TABLE NO. 2 

JANUARY 

DAILY BO'l'OR. ASSDfaLY 

CONTR 
(MIDDlE) 

1 0 5 
4il8 2 
7 0 2 

CIPHER 
.(REAR) 

.. l 

SAKPia l(EY IJ:ST. FROK SIGQZF•2 · 
Type used. trom J:uno 1945 thi-u 1· N6vember 1946 

TABLE' I -·.DAILY :~i'Qa ASSiliBLt· ~D caioi GRoUP 

15 20 39 4S 51 9 3 6 8 2 
l2 2.3 .32 42 54 5 9 l 2 4 
19 29 34 47 ;o 1 ) 6 8 5 

(continued opposite page) 

• , .~ ' <- • 
-'\ ...... , ... 

INIT 
ALI'GlimNT 

JUDPX 
SEECA 
OEFWR 

26-.30 
·CHECK· 

GRO 
GKXPC 
AKOLD 
J.l .w H P I 

... -"'"";: 



DAY· 
OF 

ONTH 
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; -

INDEX 
(FRONT) 

ALIGNMENT 

) 

TABlE · ll - DAILY ALIWMElll' 

INDEX 
(FRONT) 

ALIGNMEWr 

INIEX 
(FRONT) 

AUGNJIENT 
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alignment for the control and cipher rotors, eh is given ·in the 

rotor a.saembly table (see aam.ple Table No+ 2 from SIGQZF, preceding 

page), remains the same throUghout the dq and is the alignment used to 

derive the message rotor alignment each tLme a message is enciphered 

dur;ing that day. 

According to SIGQZF-2 (June 1945 - 1 Nov. 1946), the control and · 

cipher rotors are reassembled daui, according to Table No. 1 of the 

key list (see sample table, . preceding page) 1 but the index rotors are 

never .rea•~~~led~- ;,SICQZF-2 does not state that the i.'ldex rotors are 

never reassembled, probably because a. htllilg over of old style key lists 

might still be effective after clistribution of 'Sl~-2. However, the 

new sxGQZF .... 2 onl;r gives instructions for and examples of index rotor 

alignments. Obviously realignment (without reassembly) of the index 

rotors is the new policy even though. it is not expressly a ta.ted. By 

the time SI~~.3 is published on 1 Nove.ruber 1946, this policy, which 

actually became ettecti ~ w;i.~,q SI~ZF':"'2 in June 1945, is expressly stated: 
. . . ; 
I',·· ' ' 

"The index rotors are always used in a fixed order in the five rotor 

poSitionS ( J.Q...l9 1 2()-29, 3(}-.)9.; etC •) Q • The policy for realignment Of 

the rotor5 o.t ~l three rotor banks (index.; control, ar-..d cipher) is also 

changed in SIGQZF4. According to SIGQZF (July 1941 - Ju..'le 1945), the 

rotor alignment for the index· rotors (see sample 'tab!e No. 2 from SialZP, 

previous page) remains the same throughout the day and the alignment ot 

the control and c;1pher rotors. (see sample Table t~o. 2 from SIGQZJ'), 

previous page) used to derive the message rotor alignment each time a 
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message is enciphered remainJ the same throughout the day. According 

to SIGQZF-2 (June 1945), the initial alignments for the rotors or all 

three rotor banks are changed during the ~· according to the classi­

fication of the •••age (see aa.mple Tables l and 2 from SlGQZF-2, 

page ) , The alignment o£ the index rotors is the same for all SEOBET 

messages on any one day (see sample Table l: from SIGQZF, page ) but 

is different from the alignments for CONFIDENTIAL and RESTRICtED messages 

(see sample Table 2 frau SI~F-2, page ); the alignment of the index 

rotors is the same on aJJ3' one day for all CONFimNTIAL messages but is 

different .from the alignments for SECRET and RESTRICTED messages; etc. 

the ali~t of the control and cipher rotors# used to derive the 

message rotor ilignmm1t :for the control and :!lpher rotors, is also 

changed according to the classification o£ the message.. For SECRET 

, me $Sages 1 one aligpment · for the control and ciphcn.· rotots is used 

throughout the d.&¥ to determine the message rotor alignment {see sa.mple 

Table 2 from SIGQZF-2, page ); tor CONFIDENTIAL messages another 

alignment for the control a.."ld cipher rotors is used throughout the dQ¥ 

to determine the message rotor alignment (see sample Table 2 from 

) ; tor RESTtUOTSD messages, still another alignment is . ' 

used tor the control and cipher rotors to.determine the message rotor 
( . 

alignment {see sample Table 2 from SIGQZF•2, page· ) . 

According to SIGQZF-;;, (1 Nov. 1946) the policy tor daily reassembl.Y 

of the control and cipher rotors is the same as in SIGQZF-2 (see sample 
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SA.I.PIE KEY UST FRQl SIGQZF-3 
Type used from 1 NovOOlber 1946 

CHECK 
GROUP 

RNHVC 
SEIINO 

BESTRIC'lZD 

INDEX {FaONT) 
ALit:iNMENT 

l .31 44 53 
15 ~ 32 46 56 

2-30 
CHECK 
GROUP 

PWVMT 
EHEWB 

INDEX (FR<WT) . 
ALIGNMENT 

17 25 43 ~ 
1¢ 27 :34 42 ;6 

:;o 
CHECK 
GROUP 

KCSD'1' 
RSTHH 
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I~P sm~tl 
table; preceding page). The polic.v tor the fixed &l&embly of the 

index rotor• and realignment. ot the ind.e.x rotors \\urine the day 

acc~rding to the classification of the message is also the same 

(see sample Tables land 2, preceding page). There ls no loneer any 

necessity, however, for a daU, rotor alignment of the control and 

cipher rotors by which to determine the mfssage rotor ali~nt. 

Acco~g to SIGQZJ.'-31 the meaeage rotor alignment ia detemlined in 

an ·entirely new way~ which eliminates the' need. tor a da.ily rotor 

al.ignm$tlt of the control and cipher rotors • 

According to SIGQZF and Sl~F-21 the message rotor alignment1 (the 

alignment on the cont.rol and cipher rotors at t.he beginning of ·tm.cipher­

m.ent of a message) 1e derived as follows: A group of 9ll1 five letters 1 

except Z selected at random is used as the message keying element. l t 

will hereinafter be termed the internal ffi!l!Jaa&! indicator... • Suppose 

the five lettors selected •• are XARPG. After the control, cipher, and 

index rotors are assembled and ali~ed ••• , the live letters selected at 

random will be enciphered and ~he cipher resultant printed on the tape. 

This cipher resultant will hereinafter ~ termed the external messae 

indicator and ois transmitted t'lith the mesaago. 'I'he control rotors an<l 

the eipher rotors are then turned by han<l and a.llgned to the internal 

message in&a.tor (XARPG in· this example) by the operator. NEVER align 

l. Identified as the '"internal message inclieator" "in SIGQZP and SIGQZF~2. 
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!i JJJ . i~u: . 
the rotor~ to the •xtemal meas~ge indicator {the letters printed on 

the \!P!J , but always to the internal messam indicator. 

According to SIOQZF~~~ the message rotor alignment is derived as 
follows: 

1. Select a group ot any five letters at; r~~ (mes$age indicator). 
. . 

2. Zeroize the converter. 

3. Leave the controller at "R", and then pressing Cl0\'41 the "Blank 

and 11Repeatlt ~18 simultaneousl.T until the 1etter non in the 

stepping control. ana alphabet rotors comes to rest at the 

reference mark,. 

4• Strike the numeral key,. 11 the number ot times required to align 

the lst stepping CCX'ltrol rotor (n•:xt to the left end plate) to 

the let letter o£ the message 1ndicator. 

5. Align the 2nd ·stepping control rotor by striking the numerical 

key, 21 the )J;'d by strildng th·e numeral key, .3, eta. until all 

five stepping control rotors are aligned to the 5 letters of 

the message indicator .. 

6. It &1\Y rotor .is stepped past the correct letter or it the rotors 

are not· aligned in proper s~u.ence, the entire process must be 

repeated trom the zero1ze position. 

7. Alter the stepping control roto~a have been aligned, check the 

alignment of the alphabet rotors to ins\tre that aU five are 

not a.ligned to non. 
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f8P ~Off 
A. General 

Since Converter M-134-c was used by both the Arr.rYf and Navy, any 

sateguarding requirement followed by one and violated by the other would 

have been meaningless. T'neretorc, on 26 June 1942 a very important 

agreement between the two services was drawn up in order to nullify 

this possibility, This agreement, a copy of which follows,2 formed the 

basis of many of the specific ~ regulations concerning ~sical safe­

guarding of Converter M-134-C. 

ARMY-NAVY JOINT POLICY CONCERNING DISTRIBUTION AND DISCLOSURE OF 
CRYPTOGRAPHIC DISIGN OF THE E~l34C 

"It is mutually agreed that the ECM-Il-1:340 will not be placed 
ashore in foreign territory except at auch places where armed 
personnel of u.s. forces are st.a.tioned in sufficient numbers to 
properly safeguard the physiq~ security of the machine. 

"The Army or Navy fD1lY ~ke the inachine available to the Allies 
ot the United States if the machine is accompanied by a Liaison 
Officer. and Coromunic;ation Group. It will be (he duty of Liaison 
Officer to prevent the viewing of the machine or ite operation or 
associated equipment by other than authori2ed personnel of U.S. 
armed forces. 

1. The 8Biatory o! Converter U:134.0:C 11 is, ve~y likel¥, the only history 
ot cryptographic equipment to contain a special chapter on phfsical 
safeguarding. Most other items of cryptographic equipmant are con­
sidered adequately protected by general rules which apply to-aategaurd­
ing all cry_:')tographic equipment, special rules being neither abundant 
enough nor aignll"i.oa.nt. enough to sponsor a whole chapter. The opposite 
is true in the case of SIGABA. "Since the cryptographic principle 
&ld design of Converter M-134-C is in the sole possession of the 
United States and it is considered the best cryptographic device of its 
type ••• u, its physical protection constituted a unique problem which 
was aolved by means of special rules which applied to it alone. 

.... 2. See also Tab .S for photostatic copy of the agreement with signatures 
attached. 
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"The U • s. Army and llav;y mutually agree that they will 
regard as secret ~orma~ion to be divulged only to the armed 
forces or the u. s. or to any u .. s. citi~en required to possess 
this information 1n the interests of the United States, any · 
details concerning t.he ECM-Ml340 including rotors, wiring diagrams, 
keys, keying instruo tiona and operating instructions. 

"If at any time either the Army or t."te Navy considers it 
neCeSea.ry tO deviate in any lf!3 from thiS pOliCy 1 the One Shall 
lu.l.ly inform the other of the facts and. oire\llllSt.ances and the 
change in policy, if any, shall be by joint agree.ment.u 

/ s/ frank W. Bullock 
Frank w. Bullock 
Colonel, SieJlal Corps 

/s/ ·Joseph it.. Redman 
Captain, u. s. N. 

Director of Naval Communications 

The ofi'iciaJ. War Department. regulations which. have their basis in 

the above-quoted joint. Ar~n¥-Nav.r agreement are as follows:· (All the 

letters here listed are included in Tab s.) 

1. "Policy concerning distribution and disclosure of cryptographic 
design of ConVl3rters M-1.34, !4-l34A, M-1.340", SPSIC 461 Codes, 
24 Au.e;u.st 1942. 

·2, ~Policy concerning distribution and disclosure ot cryptographic 
design of Converters M-134, M-l.34A, M·l34C", AG 413.51(1 Jul 44) 
oa-s-a..u, 3 July 1944. 

4. 

ul ollcy concerning distribution and disclosure of cryptographic 
design of Converters M-134, .M-134A, M-l34C 11 , (change letter), 
AG 413.51 (26 Jul 44) OB-S-B-14, 28 July 1944 •. 

npolicy concerning distribution and dis closure or cryptographic 
design of Converter Y-134-cn, AG 41.3. 51 {ll Oct 44) OB-3-B-M, 
12 October 1944.1 

0 Policy concerning distribution and diSclosure o£ cryptographic 
design of Converter M-134-C", AG 41.3.51 (15 Jun 45J OB-5-a...K, 
17 June 1945. 

1. Letter, AG 41.3.51 {ll Oct 44) oa:S::U, l? Oct 44 was reseinded 
by Letter AGAQ-5 312.1 {15 Dec 47) CSGID, ~'R.ecission of Certain AG 
Letters", 19 Dec. 1947. 
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6. Paragraph.s 1 1 a.."ld o structions for Con-
vert-er U-1.34-cn, (short title: SIGBRE-l), AG Jll .. 5 \21 Feb 
45) OB-S-B, aut.henUcated 7 :lay 194.5; published June 1945. 

{All of t.hese publications except t.he last. two have been superseded 

by the one following it in the list .. 1) The next three sections of this 

text are devoted. to showins in what respects the fil:•st three paragraphs 

of the joint Army-Navy agreeruent (see pages J rel'D.ilin the same and in 

what way they are ela.borat.ed a.'1d made more specific in the ilar Department 

publications listed in. the paragraph above. 'rhe first paragraph of the 

joint Army-tf&vy agreernent, which deals v1ith the subj.ect, "Safeguarding 

Converter L7-J.34-C in Foreign Countries", is traced through these six 

public:atioru:~ in Section D" The second paragraph of the joint Army-Navy 

agreement, which deals with the subject, '~iaison Teams", is traced 

through the six publications in Section C. The third paragraph, which 

deals with 11Revealing the Details of Convertor M-134-C", is traced. through 

·the six publications in Section D. The special rules on physical safe-

guarding of SIGABA which do ~ have the joi.1·1t Army-...~a.¥7 agreement as 

their direct Efo:utc~ are discussed in Section B, »Twenty-Four Hour Armed 
: ' .·.··. 

Guard for SIGABA"; Section P, *'Transportation of Converter M-1.34-C in 

Aircraft"; and Section G, 11Chest 76". 

1. Let.t~r AG 413.51 (11 Oct 44J os-s-S:M, 12 Oct 44 wa.s recinded by 
Letter AGAO-S 3l.2.l \15 Dec 47) CSGID", Recission of Certain AG 
Lett.ers8 , 19 Dec. 1947. 
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B. Sateguaz:S!ps Converter 11 .... 134-C in Foreisn Countries 

The tirst. paragraph of th• joint Amy-Navy pollcr (see pages ) · 

was first brought to the attention of Armf users b.f the above-listed 

SPSIO lett-er of 24 Auguat 1942 \Tab S). This letter quotes the first 

paragraph of the joint ~-Navy agreement and then adds a specific 

statement of pol1cyl concerning who, in the Arrrrt, is to make the decision 

as to what constitutes ''• •• sufficient numbers to properly safeguard the 

physical security of the machine •••• n2 The person so authorized by this 

SPSIC letter was "•. • the commanding officer of !'he highest echelon 

present •••• nl The next letter on the subject \Letter AG 41.3.51 ll Jul. 44) 

OB-8-B-!L, 3 July 1944, see list in paragraph above and Tab S) expressed 

in the same policy in al.most3tne same words. The rescinding AG letter of 

12 October 1944 ~AG 4l:h5l \ ll Oct 44J os-:;..a ... .m, see Ust 1n paragraph 

above and Tab S) expressed the same policy 1n the same words with the . 
following addition: "This policy also applies to operation and maintenance 

instructions, rotors, wirine diagrams, and any similar associated material , 

for use with Converter M-1.34...0". 

· i. · Letter, SPSlC 461 Codes, Signed by ord.er of the Chief Signal O!!icer, 
Frank w. B~k~ Col., s.c., 24 Aug 1942. The first par. of this 
letter read as foUowa: (cf'. let par. joint Army-Navy agreement, page ) 
01. It is the policy of the War Department that Converter~ U.-134, M-l.34A1 
M-1340 will not be placed ashore in foreign territoey except at such 
places ~here armed personnel of the u.s. forces are stationed in numbers 
deemed sufficient b.Y the commandine officer of ~he highest echelon 
present to properly safeguard the physical security o! the machines •••• " 

' 

2. Joint Arnw"-Navy Agreement, "Al"D.lY-Navy Joint Policy Concer-ning Distribu-
tion and Disclosure of .Cr,yptographic ·Desi~ of the ECM-li-1.340~ 26 June 1942. 

3. Same except that the !fiat seven words are changed trom "insure the .. 
ph¥:il1cal security of the machines" to "properly safeguard the physical 
security of the machines". 
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On 17 June 19451 a more specific Arf1I3' policy was publiShed con­

cerning the placing of SIOABA shore in foreign territories. The new AG 

letter {Tab S),. still merely a clarification of the original. policy of 

the Army-Navy agreement was published because it was anticipated ihat 

upon the cessation ot hostilities 1n. Europe, there would be an increasE~~ 

in the number of requests tor authorization to use Converter M-1.34-C ·in 

neutral nations, in ll'bera.ted. and occupied countr!E;Js, and in U. s. 

possessions and territories overse~s. The new letter restates the general 

policy of the joint Army-Navy agreemnt and then adds a. new requirement 

for insurance of "immediate a.nd compl.ete destruction in the .event of 

imminent capture or subjection to physical compromisefl. The new elabora­

tion of the general joitlt Army-.NaVT policy for placing SIGABA ashore in 

forei§Jl territo17 does not, as does the previous AG letters (see page 

for list) 1 give the "commanding ilfficer of the highest echelon present" 

blanket authority to approve issuance but instead provides that ~1e 

operational c.onditions will determine the authority for approving requests 

for installation and usa or Converter M-134-c. The operational conditions 

·and authority to be used with each condition are stipulated in the letter 

in question·· (AG Let.wr 41J.s1·{15 Jun 45} OB-S-B-11, 17 June 1945) as 

follows: 



·REF 

Of!rational Condition 

0. s. Arn\Y units engaged in tactical 
operations in foreign territory 

U. s. Army units in liberated and 
occupied countries under control ot 
tJ. s. armed forces 

or 
in U. S., or Allied territories and 
possessions within the territorial -
limita of a theater or area of 
o~r~t.~ons, depar~ilent or de£ence 
-c~ds • 
. . ,_,_:i~; 

u.· s~ Army units ~ neutral natiens 
or 

in liberated or occupied countries 
·!!.21 und!r c6ntrol ot u. s. armed 
forces, · 

or 
in Allied nations not within the 
territorial limits-of a theater 
or ·area or operations, department, 
or defense command. 

Authority 

Commander of the highest echelon 
of .u. S. Armed forces present. 
during tactical operation. 

U. s. commander of the theater, 
area, depart.rnoot, or d.efense 
command concerned. 

The War Department doeun:ent., "GEmeral. Instructions for Converter 

M-l.34...C11 (short title~ SIGBRE-1), June 1945, gives, in par. 17 (Tab S), 

1. An example of a request for WD apprOval and its answer w1ich rlts this 
. category is quoted below: Message., From Allied Force Hq., Caserta, 
Italy; To; WD, Action G-2, Into ASF. "Understand new policy govern­
ing distribution of SIGABA 1n foreign countries requires WD approval 
issue to U.S. units in territory .n.o~ \Ulder u .. s. Forces. Request 
approval issue to Hq. U.S~ Occupational.' FQrces, Austria. which w1ll be 
located in Vienna. Not yet known but is ant~oipa.ted to be at least 
regimental Combat team in addition to Hq,. personnel and service troops. 
Geouaphicalloeation of Hq and its position relative to troops of , 
other nations ~ot yet certain. One each signal operat.ions battalion 
will operate· signal center includine code room on 24 hour basis. 
Sir,nal section start includes capable and experienced signal intel­
lleeuee service personnel. Ollests CH 76 and incendiaries available 
for each SIGABA. Also request confirmation that SIGCUK mJJ.'f be in-

. stalled at same location. Answer: To: CG, Allied Force Hq., Caserta, 
Italy. Frcma WAR'lV'.sO 11lnstallation SIOABA and SIGCW in Vienna reur 
FX 97796 is approved under security conditions outlinedrt, Messages 
filed in Holder File 2368. 
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the same policy as that defined in tne abo~entioned AG letter. 

(SIGBRE is current]3 in &fleet - August 1949.) 

The 17 JW\e 1945 AG letter and SlGBRE both a tate the additional 

req.uirem.ent that units request.ing approval for SIGABA insta.llaUon 

"inform the approving a.uthorit,-1 s.s to the volume, nature, and scope 

of the unit's communication requirements, the number and type of u.s. 
troops stationed at the proposed installation to insure its continued 

physical security, and the measures and mea.n.s to be employed to effect 

its immediate a.nd complete destruction in an emergency. n 

C 01 Liaison Teams 

The second. paragraph of the joint Army-Navy agree.ment2 remained 

the same as the original in all the Army instructions published through 

the jtears with the obviously necessary exception that the War Department 

(see quotation belO\'l); rather than the ttA.r.rey or Navy" (see second par. 

of joint Army-l~avy agreement, page ), was substituted as the authority. · 

The policy stated in the second paragraph of thls joint Ar!ey"-Nav,r. agree­

ment $.s found in SPSIC letter (signed by o~der of the cso: Frank Vl. 

Bullock, Col., S.C.), 24 Aug. 1942; in AG letter 413.51 (l Jul 44) OS..S-13-J4, 

3 Jll)¥ 1944; in AG letter 41.3,51 (ll Oct. 44) OB-S-B-M, l2 Oct. 1944; in 

AG letter 413.51 {15 Jun 45) O.B-S-.8-M, 17 June 1945; and in par. l5c of 

"General Instructions for Converter M-134-G" (short title: SIGBRE-l), 

June 1945, as follows: 

1. See .footnote l, preceding page. 
2. See page .. 
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·The War Department. may make Converter M-134-C available 
to the Allies of the United States proyided tha~ it is accom­
panied by e. liaison o.fi'ice:tt; and Communication Group. It will 
be the duty of the liaison officer to prevent the viewing of 
the converter or ita opera~iAA or the viewing o.f associated 
equipment and document•, by ~ne other than authorized per-

. sonnel of the u. S;. armed torces~ 

The policy tor the f<?l"mation of liaison teams proved to be vecy­

workable. Because the most .extensive sid~by-slA~· fighting with forces· 
. ' •' . 

of an Allied Nation was done with British troop~,. liaison teams for 

British-u.s. Arrrrg conmunication at Corps and Division level, bilfore 

distribution of the Combined CipheJ;" Machine, provided. the most extensive 

use of liaison teams :«1~ &+~At The .period before distribution of 
I 

ti1e CCM was during the ~~· pf ~1~ war in which the Med~ terranean 

'l!u~ate~ of Operations was particul.arl,y important. Liaison teams were 

also used in the later period o.f the war - that of the invasion ot 

Europe by the Allied EXpeditionary Forces, but to a lesser extent, be-

cause b,- this time use of CCII h.a~ grea.t13" decreased the need. 

In the Mediterranean Theater of Operations, SlGABA liaison, teams 

were chie£.13' organized. and dispatched by the 849t.h Signal Intelligence 

Service. Although this statement sounds like the iteration of an 

administrative detaU, it is not, tor 849th SIS looms important in 

supplying the cryptographic needs ot their ttl eater 1n much more th:an 

a routine way. lFor explanation of a plan which made tor an adaptable . 

means of supPlying ccypt.ograpnic needs in the Jlediterranean Theater, 
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aee the letter quoted in footnote 1 below. This letter especia.l.ly 

deals with plans tor use of' liaison teams.) 

l. the large part plaged b;r, 849th SlS in the use of. li81eon teams IS 
shown by- tne following excerpta1 
Lett.r, "Tables ot Orgaoiaation and Tables of Equipment for Cr,ypto• 
graphic Teams", Tos AG, WD thru channels, from T. J. Davis, Brig. 
Gen, .A.G (tor the CG), .30 Oat. 43· Folder Tables ot Organization and 
Equipment •. 
It• •• The principle has been developed that a u. s. cryptogX>aphic team 
must be a.ttaQhed to each British Corps and A.rt!Jy engaged in canbined 
operations. In the very near future one will be attached to tlle 
French Expeditionary Corps and it is possible that later similar 
arrangements Yd.ll have to De made with Italian forces. . In addition 
there are a number ot special groups requiring cipher .facilities and 
others will certa.inl.y be formed in tne future. The following teams 
are now in operation. 

DESIGNATIOfj LOCATION NO. OF SIGABAs 

u. s. Cryptographic Team Ill 
u. s. Cryptographic Team 12 
u. 5~ Cryptographic Team f}*J 
U ~ S, OI7Ptographic Team til. 
U, $, C~JPtographic Team /i; 
u. s. Cr,yptographic Team fl6 
U, s. Cryptographic T•am 117 
u. s. Cryptographic Team (/9 · 

U. S, Qryptographio Team fllO 

British Sth ~ 
15th A.rT.tq Group 
.British 1.3 ~orps 
AIHQ A.A.E. 
AFHQ Advance UP 
British 5 \lorps 
British 10 <;orpa 
Allied Military Mission 

tBrindisi) 
°Fable'l Group ~~nia) 

4 
; 
2 
3 
3 
2 
3 
2 

Manual eystem 
only 

~'-· ·~he organization and equipnent. ot these teams has presented a ~ry dit­
tieult aeries of problems. The grades and ratings, and approximately 
60% ot the authorized personnel of the Signal Crrptographic Detachlmnt, 
AlHQ have been assigned to. the 849th Signal Intelligence Service; but 
this ·detachment has no authorized table of equipnent, nor has the Table 
of Equipnent ot the 849th been increased to allow tor the addition of 
more than loo;C to the original strength of the organization consequEDtly . 
1t has been necessary: 

a, To $Stimate as accurately as possible the personnel and equip­
ment necessar.y for the functioning of each team. 

b. To obtain as much of the necessary ~qu.tpment as possible with­
out ~~g able to show any regularly authoritative basis of issue. 

\Continued on ne~t page.) 



(Continuation or footnote 1 from preceding page.) 

In some cases essential equipment proved to be absolutely wtobta.ina.ble 
under these conditions. In others, necessary equipment 111as lent to the 
teams from the slender resources of the 849th Signal Intelligence Service, 
and efforst were later made, frequently without success, to replace it. 

c. To cope with the continuous supply problems of teams in an 
anomalous technical position at a considerable distance fran t.heir organ­
ization. For instance., some types of supplies cannot be drawn by th~ 
team in that area. because it can show no basis • 

. 3. • •• Experience over the past .five months indicates however that 
while minor adjustments are aom.etimes required., only 3 basic types of 
teams are necessary, as follows: 

a. Ty-pe 1, One officer, 4 enlisted men, 2 SIGABAs. Designed 
primariJ,y for a British Corps serving under a British Army 1 when the 
bulk of communications would be handled by a British cipher unit. Has 
also been used when A:FHQ Command PoGt was operating in several echelons. 

b. Type 2. 2 office~, 15 enlisted men, 4 SIGABAs. Pesigned 
primarily for a Britiah or French Corps serv.i4g under a u.s .. Army when 
.it must handle the bulk of cQIIUnunications arid be. capable of operating in 
2 echelons1 Can also be used to advantage ·at such Hq as the AFHQ 
Advance Administrative Echel~n and Allied Militar.y Mission {the teams 
now operating at these 2 hqs will certa.i.nl,y have to be increasec . .) ~ 

c. Type ,3. 4 officers, 25 enlisted men, 6 SIGABAs. Designed for 
Army Group and British Arm:r hqs. Must be capable of handling a con­
siderable amount of traffic in 2 or even j echelQns. 

4. It is recommended that the types of cryptographic teams desoribecl 
in par.. 3 above be activated from currently oper-ating teams of the 849th 
Signal Intelligence Service. Such action would ·not only make tor more 
efficient operation of existing teams but would permit more rapid 
organization of subsequent teams as they are required in this thEnter. · 
Complet,ion of ~ili program woold involV$ the approval of the proposed 
ta.l?J:e~ '~~ equiJlllent (included as Incls. la, 2a, and 3a) indication of 
des~gnat,ing ~enclature and permission to AFHQ upon application to 
activate future ~e~ ~s needed. 

5. It is b~lie~d that the policy currently in effect of having all 
cryptographic teams. in this theater sections ot the 849th SitPa.l. Intel­
ligence Service attached to the hq. they serve should be continued 
Wlder thfiJ .proposed new programs. The constailtl¥ changing proportions 
of the gen,~al communication picture make it imperative that all 
cryptographic personnel not organically a. part· of permanent signal 
unite be subjected to the control. of a central agency, so that teams 
may be shi.fted as ·needs require, and personnel reabsorbed in t.o the 
cryptographic pool upon the compl.etion of a given mission. 

6. Attention is invited to the fact that the proposed activation of 
these teams as officiallT recognized units involves no immedi4te 

~Continued on next page.) 



The use of liaison teams .as provided by the 849tJl ~ieflal Intel­

ligence Service in the Medi t.erranean Theater of Operations, is explained 

by means o£ the quotation g,i ven below: 

1. A crypt team, as oppowed.·to an organized code room which 
operates in standard u •. s. Arm¥ Headquarters, is a sped.all¥ created 
independent unit to $6Ne ae a means ot mainta.inin.:; direct cipher 
eominunication between Allied field units. Operations in the llediter­
r&.nean Theater were such that direct, rapid, and secure cipher communi­
cations were necessary between Arror units o! various nations. The crypt 
team was the obvious and workable solution to this problem. 

(Continuation of footnote l from preceding pages.) 

" shipments of personnel or supplies from the U~ S, and no shi}Dlnts at 
~ time that would not be required in an1 case under the present 
rather informal program. The chief advantages of regulating the 
:;Jtatus of the teams would be to make it possible to draw, from supplies 
already available in this theater~ sufficient equipment to enable them 
to function at maximum efficiency and to ~elite the organization and 
equipment of new teams as the need arises. 

7. If the general plan outlined in this communication is approved, 
this hq. requests authorization for the immediate activation o£ the 
~ollowing number and type o£ units. a. 2 crypt teau1s 1 t;rpe l; 
b,. 2 crypt teamsJ type 2; and o. 2 ccypt tea.me, type ;. All of these 
except one Type 2 team now being organized tor the French expedition­
ary Corps are a.lrea.d¥ in operation as detachments of the 849th SIS. 
Result of letter: Quotation from Operational History o£ 849th SIS, 
MTO, Dec. 194.3 - Sept. 45: "• •• a.llottment of grades and ratings amount­
ing to 29 officers and .322 1M WGre assigned to 849th which was thereby 
given the responsibility of furnishing all teai!l'S for liaison with 
the British as well as meeting any other demands which might arise 
tor temporary or irregular headquarters having no assigned cr,ypto­
gra.phic personnel. It was a.l.ao decided that the detachment could be 
used as a replacement pool, transferring code clerks to till TO 
vacancies and training new ones as requU'ed •••• 11 



2. During its two and one half 7ea.rs of operation, the 849tb 
SIS dispatched approximately eighteen different· cryptographic teams 
which. served under conditions varying from the l'UXUI7 of presidential 
conferences to the mud of the Anzio beachhead. The aize of the teams 
varied from one officer and five enlisted men to .four officers and 
twenty-seven enlisted men. While the problems met by the different • 
teams va.rifld with the hea.<tquarters to which each was assigned there 
was one unclarlying problem common to all, in addition to their 

_cryptographic work. 'this 1m.s the problem of existence as a. small 
detached, ind,pendent unit. The history of Team 117 which went $Shore 
at Salerno with t.ne British X Corps and later worked ~ the quiet of 
Rome is presented as a history of a. typicaJ.

1
u. s. Cryptographic Team 

in the Mediterranean Theater of Operations, 

T'ne introduction or the Combined Cipher Machine for secret communi­

cation between British and Atnerican Army units materially decreased the 

need tor liai~n teams although it was still necessary to keep them at 

15 Armw Group, AllieQ Commtasion1 and OSS. 2 It ~as also necessar,y to 

provide teams for other headquarters in.stituted on short notice • .3 

ln the invasion of Europe by the Allied Exped1 tionary Forces, 

which began June 61 1944, exten.sive plans ~ere made by the War Depart-

ment tor the use of liaison teams. That t.l1e plans for such use was 

much more extensive than the aatual. u:Je, is evidenced b.r a program 

instituted a.t Camp Crowder, Missouri, 4 in the fall of 1943. Several 

1. FOr this quotation and the histor.r of Crypt Team 7 referred to in 
the quotation, see "Operational History o£ 849th Signal Intelligence 
Service, MTO, Dec. 1942....Sept. 1945~ pp. 195-200. Yiled in Historical 
Unit. 

2. ftOperational History of 849th Signal lntellige.nce Service", op. ci~. 
page 131. 

3. Ibid. 
4. Lt. Michael Burke, who provided all the information concerning the 

Camp Crowder program, said that nemhers of the other teams who were 
accidentally met overseas were found to be functioning in other 
capacities~ trequently :with the orie;inal team completely broken up. 



····~ 

cryptographic language teams were trained. at Camp Crowder tor the 

specific purpose of making SIGABA ava.ll.able to our Allies 1n accordance 

with the •stabUohecl poUcy. · French, ltal.ian, Ruosian, Dutch, and 
. . . 

Scandinavian ·teams,1 each consisting ot lB men and 3 officers were 

organized. The onlr teams knovm. to function for their intended purpose2 

. were the French Teams. T'aese were the 7th and 5th Signal Center Detach­

ments. The 5th Signal Center Detachment or C<mmunications team had 

several assignments. It ws first att.ached to French Base 190 at Sete 

where American. supplles were received. The .function or the attached team 

was to send repOrts on supplies from the French to the American Delta Base 

Section at .Marseille. As its· $8cond assignment it was a.ttaclled. to the 

First French Corps tor lateral comm\Ulication between it and an American 

Corps. Third, it was attached to the French Third Algerian Infantry 

Divi~ion. which was placed under the American 6th Corps and flanked on one 

side by th~ .14th Am.erican Armored Divisioo. and on the other by the 36th 
~· I' •. 

American Infantry Division. The attached cryptographic team provided both 

lateral and rear intercommtUlication in this set up, The assignment of t.he 

7th Signal Center Team was with. the French 2nd Armored Division which waa 

the division which first entere<l Paris. It provided the same type or 

service as that described. above. 

1. A Chinese team was also trained for the Pacific area. ft was 
never used.· · 

2. Lt. 141chael Burke, who provided all t.he information concerning the 
Camp Crowder program, said. that members o£ the other teams accidentally 
met overseas, were functioning in other capacities, frequently with 
the original team complete~ broken up. 



!he reason that th• . other language teams wre not utilized can on)¥ 

pe supposed. Probabl3, the expected need for some of the teams did not 

materialize. Other teams could not be used because of the security con-

siderationa whieh developed 1n the particular situation invo~ved. The 

records shew only t.w instances of requests for liaison teams other than 

t~e British and French uses discussed above. Both of these known occur­

ences were only a few ln()llths before the war • s end in March 1945. One of 

these requests was for a liaison team to be attached to an Italian 

Division, 1 the other was for a. special lliison mission With the Russian 

Ground Forces. 2 , Both requosts were refused tor security reasons. 

1, Message from OGSOS Mediterranean to u.s. SPSIC from Schuoratt, larch 
1945· Piled Holder 2368 AFHQ. "Within 10 days an Italian Division 
is to enter Une ·as part of u.s. Corps in 5th Army. Strong bid for 
U.,S. team with smABA has been received here. Request prompt 

~ definition of policy as to issue of machine in this case." Answer 
from Corderma.n to Schucra!t.& *'Since problem cited in LA 175 involves 
communications for combat troops in your theater, believe decision 
must rest with theater CG.ml1'.ander who is responsible for physical 
security of SIGABA (For Schuoratt from Corderman SPSIC - 8A At 189). 
Consider hazard comparable to case of Brazilian Forces, presume that 
special detail will be tu:rnished in addition to crypt team. Answer 
from• CGSDS Mediterranean to USA. Amfl' Rear Echelon, Caserta, Italy, 
to: Si01al Security Agency, Oorclerman from Sehucra.i't: On security 
srounds request for crypt team at Italian gruppe (sic) under 5th Arrq 
baa been disapproved.~ 

2. Message from Hq. Communications ETO, U~S. Army, Paris, France; To: 
SSA (For Corderman from Bieber). "Present arra."lgements for provision 
of cryptographic co.mmun1cati.ons wit.h Russian Ground Forces include 
the employment of special lle.ison missions. Have you. any restrictions 
which should be imposed on the t)rpe of cryptographic ma.terial supplied 

· to these missions? This inquiry particularly applies to SIGABA and 
Combined Cipher llachine.n Answer from OCSigO (initialed S.P. Collins, 
Col., s.c.)., S J4aroh 1945. ••Polley of G-2 is tha.t SIGABA and Cal not 
rpt not to be sent with special l.iaison missions to Russian Ground 
Forces. (Reurad P 478 ot 22 Feb for Bioher from Corderman SPSIC US 47J), 
Prosentl_y approved are SIGTO'l', one-time pads, or strip systems. 



REF ID:A523210 

D, Revealing the De\ails of Conve(\!r ll•l3ft..C 

'fhe third paragraph ot the joint Arzr13'-Navy agreement (see page ) 

emphasises by mere statement that the detaUs of Converter 14-1.34-<; is 
' 

SECRE'l' infonnat.ion. It also states that these details can be revealed 

"onl,y to the armed. forces ot the u. s. or to &nJ' u. S. citizen required 

t.o possesa this information in the interests of the tJnited Statesfl. 

This general statement leaves much room for the requirements to be made 

more specific. The Ar:lf.r.1 makes them so by means of an SPSIC letter~ 1 , 

This letter l"$1terates the general policy set forth in paragraph 3 ot 

the joint Artq-Na.v agreement and ac:lds thAt the deta.Us in question can 

be revealed "ONLY to properly a.ccredit.ed. officers of the armed forces of 

the United States actuetlz easaged in CUJ?t.om:aphic. work or specifica.p,y 

authorized u. s. citizens, of unsuestioned lozaltg whose C£Zetosrapgic 

duties nece~sitate a knowledge of these detail§·" (Underlining supplied.) 

'fnis statement concerning citizens of •unquestioned loyalty" is, of 

course, subject to interpretation. fhe interpreta.t.ion which the War 

Department intends is well defined in certain AG letters called "Clearance 

or Personnel .tor Cr1Ptogra.phic Duties". Since these letters deal 1fi.th all 

cryptographic personnel, with no special requirements for SIGABA operators, 

the regulations set forth therein wiiU not be discussed in detail here. 

The general statement of policy for determining loyalty remained the same 

through the years. The ~detailed regulations for accomplishing it became 

1. SPSIC letter, 461 Codes, Subject: . "Polley concerning distribution and 
disclosure of cryptographic design of Col'lVert.e:- K-134, M-134A, and 
14-134-C,U 24 Aug. 1942. . 



more and more specitic. The AG letters on the subject are as follows: 

(Each letter was supereeded by the next letter. The hat one listed is 

currently in effect.) 

l... "Polley with respect to qualifications ot personnel engaged 
in duties connected with the prescribed cryptographic 
systems", AG 311,5 l3-~4l) J.[ .... B-14, 3 April 1941. 

2. "Clearance of Personnel for Cryptographic Duties", AG 311,5 
(16 Dec. 43) OB-S-B-M, 24 Dec. l.944· 

.). "Clearance of Personnel £or Cryptographic Duties", AG 311.5 · 
(.31 Mar. 44) OB-S-B, 5 Aprill944. 

4. "Clearance o£ Personnel for Cryptographic Duties" 1 AG .311.5 
(29 Sept. 44) OB-I-B-M, 4 Oct. 1944. 

5. "Clearance of Personnel tor Cryptographic Dutiesn, · AG .311. 5 
ll2 Mar. 45) OB-l-B-U, 21 Mar. 1945. 

6. nclearance o£ Personnel· for Cryptographic Duties", AG .311 ... 5 
\l.6 Sept.46) 

The second publication· qy the War Department of a more specific 

version of paragraph 3 of the joint ArJD¥-Navy agreement (see pages ) 

was in AG letter 413.51 (l July 44) OB-S.-B-M, 3 July 1944. This letter 

adcls a paragraph which was taken for granted only in the SPSlC letter 

discussed above. Tile addition was as .follows: 

••• 4. Under no cirCWllStances will United States personnel 
be granted access to these maci1inea unless authorized 1ri acoord.­
&.nce with the policy of the War Department gQverning clearance ot 
cryptographic personnel. 

ln the next AG letter 41.3.51 (26 Ju.l¥ 44) OB-~13-M, 28 July 1944, 

one addition. to what went before was made. The policy on revealing 

details of Converters M-134., M-l)4A1 H-1.340 was amended to read "· •• divul.ged 

ONLY to properly accredited officers or enlisted f!rsonnel of the armed 

.. 
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forces of the United States* •• " instead of "4ivulged.c ONLY to properly 

accredited otticera ot the armed forces ot the United States ••• " 

The next t1io AG letters dealing with the subject made no changes 

in this particular paragraph. These ·two. AG letters; which were the 

last two, can be identitied aa:tol'lioV'f.· AG letter 413.5 (11 Oct. 44) 

()~~~ sUbject: "Policy 9cmqem~g j')~~.tritiution and Discl.osure of 
' ·0 : ;_ . •• . . .. ''.<. ,·, f ' 

CryptOgraphic Design 91' Convef>~$r ~~~~~.;.a•, ~2 October .1944 and AG letter· 

41.3.5 '(15 Jun. 45) 08-S-B-M, same subject, 17 June 1945. 

~e treatment of this subject in the document naenaral Instructions 

tor Converter M-1344" (short title: SIGBRE) is as follows: 

••• 15. ACCESS TO AND SAfEGUARDING OF INFORflATION PERTAINING 
TO CONVERTER 14.-1.34-0. 

a •. Only persons who are authorized in ac.cordance 
with the policy of the War Department governing clearance 
of cryptographic personnel ls&e par. ll) will. have access 
to Converter !l-1.34-C, associated .material, or information 
pertaining thereto. 

The paragraph ll referred to citea the current AG letter on clearance 

of personnel for cryptographic duties. 

B. 'i'wentg-Four Hour Armed Guard £or SlGABA 

The unwritten, sometimes even unspoken, law of the initiated. to 

regard the cryptographic principles of SIGABA with especial respect 

makes it difficult to believe that there has not always existed a 

written, official rule that SIGABA be constantly under 24-hour armed 

b>Uard unless it is in a permanent or semipermanent code room which is 

itselt thus protected. However, it was not until June 1945, with the 



publication of 

title; SlGBRE-1), tb.a.t such a written Wf:U' Dep1rtment rule for 

protection by 2.4-hour armed guard was otticially adopt.ed and prom.ul.t;ated,1 

The nearest thing to a War Department rul$ requiring a 24•hour at1ned 

guard was a statement of policy issued on 6 March 1944. This statement 

ot policy ms in anher to a request by an inspection ot.fieer who presented 

the problem a.s follows: 

"It is the belief of the undersigned that the policy of the 
War Department is t.o require units in maneuver areas to keep their 
SIGABAs under constant annecl guard1 even if the .machines are kept 
locked in their CH 76s. lf tilis policy is to be enforced, it will 
probabJ.s' be necessary to show written authority to some units· •.• tt2 

The anSlf8r ~ceivecl was the first written official state:nent of policy 

on the · subject. l t was . as follows: 

•••• Vihile there is no specific regulation requiring an armedt;"Uard 
for SIGABA (underlining supplied) when locke<l in a CH-76 it is the 
opinion of the Chief Sif'1lal Officer that an armed guard should be 
provided for this e.quipmen t a.t any time when there is not a secure 
permanent or ~ami-permanent code room avai..lable.3 

i. ··· ef>niJ)are this discuasion of a 24-bour a.rm.ed gUard for SIGABA with 
the cli.scussion of rules for 24-hour armed guard in Section of 
Chapter , 11tne Colmar Case"":; page • The ETO rules brought 
to attention there are not as definite a statement as tnat published 
in SIGSBE-l. 

2. · Letter, Subjeet: n.reysicnl Security of Cryptographic Material in 
the Fieldn, To: Chief Sigpal Officer, SPSIC, Fromt Roberts. 
Taylor, lst Lt., S.C., 6 March 1944. 

3. lst Ind., lSPSIC 141.7, 6 liar 44, signed For the CSO: Franlt E. 
Stoner, Brig. Gen .. u .. s. Army, Chief, Army- Communications Service, 
Russel H. Horton, Capt., s,c., To: SO, 4th ~ Director, Hq • 
.Leesville, .t..a .. .; Frouu ASF, OC3igQ1 Washington, u. c., 22 March 1944. , 
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During. the period befol"e the publication in June 194.5 of tho War 

Department rule requiring 2.4-hour &l"J'JlGd c;ua.rd, there existed a feeling 

ot extreme respect for the securi t.y of the SIGABA. This feeling, in 

many eases, produoed unusually secure conditione which probably often· 

included a 2J.., .. hour armed guard. At the same time, the lacic of an actual 

rule allowed the .fact that m.aey SIGABAe were protected b.J' individual 

invention1 rather than b,y an unalterable stipulation for a 24-bour armed 

When a War Department rule finally appeared in "General lnGtruction$ 

for Converter M-134-C" (snort title: SlGBBE-l), June 1945, it wa$ 

phraaed as follows: 2 

••• A twenty-tour hour a.nned guard should be provided for Con­
verter U-l,34-C and associated material at a.n;y time when it is 
not in a secure permanent or semipermanent code room, even it it 

/"""' is locked in a CH-76 . or other type ot three-combination sa.!e. 
All code rooms in which it is installed must be under twenty-four 
hour armed guard •••• 

l. From a report by lst it. Robert s. Taylor who was on temporary 
inspection duty with the Signal Section, Fourth Ariny Director 
Headquarters, Leesville, La., 6 March 1944: 

a. On .5 Karch 1944 it was noted that the XVIll Corps had four 
SIGABAs in a. one and one-half ton truck at. its command post in the 
Fourth Ar:rr.ly .Maneuver Area. 'l'i1e cr;vptographic o:t'i'icer of the Signal 
Section, mn Corps, told the undersigned that the chests and safes 
holding the r.Jachines contained large amounts of high explosives 
which would ·be discharged it the containers were forced, and stated 
that all personnel in the vicinity we~ responsible for seeing that 
the truck was not moved by unauthorized personnel. However, no one 
person waa stationed as a ~ard. At night the executive officer of 
the Signal Section had been sleeping in the i.mm.ed.iate vicinity of 
t'.1e truck, and Signal Section personnel were on twenty-four \1our duty 
near-by. At all times a loaded carbine was kept in the Signal 
Section tent, a few yards from the truck. Lt. Col, Willia.ms, Sig. 
Officer o£ the XVIII Corps, believed that. the set-up was very secure, 
and pointed out that there is nothing in writing requiring an armed 
guard for the SIOABA. 

2. Comp.3.re the rules discussed in Section of Chapter , "T11e Colmar 
Case", pages · • The. t-ule above is obviously an outgrO'IIIth of a 

f', lack in the wording ot the :t•ules in existence at t:te time of the Colmar 
loss. 
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r.1ent i'or a twenty-four hour armed eua.rd when it reeeiveQ. two requests 

.from Hea.dy_uarters., Arrrrv Air Forces for reconsideration of the policy. 

In answers from the Anny Security Agency and Director of Intelligence, 

the requirement was not only upheld1 and reiterated but a tine point 

concerning what constituted a 24-hour armed guard "llJa.s made. clearer. 

This .fine point concerned whether military station guards could be con­

sidered as sufficient protection. The answer from the Director of Intel­

ligence stated that a~d station gunrd sare "not sufficient protection 

because maJ13' persons who are not cleared to view the SlGABA are properly 

permitted to pass these guards".2 

!he o.nl,y other official rul4;Js tor maintaining constant e,1.1ard over 

the SIGABA appear in the transportation instructions for overseas shipment. 

l. Let.ter, ~tfolioy on Storage or COnverter M-134-cu, To: CG, AAF., Wash..,. 
D~C'~~·· At'tnf Chieft security SC$ction, Air CommWtications O~.f'ice; From: 
·Otl9~ A., Bieher, Col., S.C., 9 May 1946. " .... 2. This Agency does 
not consider that cessation of hostilities justifies ~, relaxation 
in security regulations pertaining to cryptographic materiel and 
has noted-with alarm a tendency towards such relaxation during recant 
.months as has been evidenced ·by an inertase in the nwnber of pbyaioal · 
em<:i crypt.ographic eompromi.ses. J. Since the cryptographic principle 
and design of Converter U-134-C is in the sole possession of the 
United St.ate.s and it is considered to be the best cryptograP'lic device 
of its type, it is not adVisable to jeopardize its use or storage 
under unsatisfactory seeuriQt' conditions. ·It is coosidered that 
elimin~ting the necessity for a 24-hour armed guard, regardless of 
geographical location, even if the converter were stored in a CH·76 
in a locked code room, would result in such a condition, and that no 
justification exists for u:1dergoing such a risk .••• " 

2. Letter., 0Poli~y on Storage of SIGABA", To I CG, Arr.ny Air Forces, From: 
Director of Intelligence, no date but answers letter dated 29 ~v 1946. 
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I~P sm~fl 
These rules, which were published in AG letter on l2 July l944l (see 

TabS) an<i restated in SIGBRE-l in June 1945,2 required that an armed 

euard be maintained during transportation by rail1 ship, or air. Ti1e 

·instructions concerning transportation by rail required that "even 

thougb the chests or packages containing the cryptographic material 

and equipment are transported in a sealed oar, it \'Jill be necessary to 

f.'laintain an armed guard at all times. H t n,S 

F. Transpgrt.a tion o£ Converter M-134-C in Aircraft 

On 30 March 1943, an SPSIC letter4 was published which stated tha.t 

the Chief Signal Officer desired that SIGABA rotors never be transported 

b,y aircraft over ene~ territory or over water from which the recovery 

of tn~ ~,t".t9r"'~ l?Y the enell\1 would be possible. This letter stated that 

a1thoug~ ·it was appreciated that transmission of secret documents by 

aircraft was permitted by A~ Regulations,5 that the Signal 0£facers were 

urgently requested »to exercise the utmost discretion before decidina 

to take this. action. The 'WOrld-wide dislocation of CO!!lm.unioations that 

would result from the compromise of the rotors of SIGABA must be considered 

in almost every case to outv~eich the temporary advantage to be gained 

by transnission by aircra!t.n6 

l. AG Letter, )ll.5' (l2 Jul 44) oS::S-sPSIC-¥, 11Instructions for Proper 
Pa.ckine and Handling of SIGABA and All Other Cryptographic Material 
for Overseas Shipnent", 12 July 1944. Rescinded by AGAO-S .:312.1 
ll5 Dee 49) CSGID dated 19 Dec 1947. Polley restated in SIGBRE-l. 

2. "General Instructions for Converter M:-1.34.;.cu (short title: SIGBRE-1) 
June 1945• 

J, Same as footnote 1. 
4. SPSIC letter, subject: "Proper Safeguarding of SIGABA Equipment, 30 Mar 43. 
5, AR .)SD-5, Change No. l, Par. 191 Feb. 20, 194,3. 
6. Same as footnote 4. 
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T'ne above-stated policy laid down certain stringent conditions for 

transmission of SIGABA rotors by ai.rcra.ft but did not say anj'thing about 

. operation of SIGABA in an aircraft on the ~round. In November 1944, just 

such a problem arose. An aircraft was equipped with a radio set1 to 

serve as an airborne command post for the Chief of Air Staff, Far East 

Forces. For .flights by the Chief of Air Staff, a SIGABA was kept on 

board the aircraft in a locked container. At the destination, the air­

craft was used on the ground as a command post and the SIGABA was oper-
. • 2 . I 

·ated in the aircraft. A letter siePed for the commander-in-chief by the 

ASsistant Adjust.nt General of the Southwest Pacific Area, General Head­

quarters, directed the Commander 1 Allied -Air Forces to discontinue usillg 

the SIGABA in this manner, giving the reason ~~At. was "unnecessary 
' I , :· ·,, 'I,' '. \ •.. ' ~. 

and contrary to the. policy .of this headquarter~· whereby transportation 

o.f SIGABA or associa.tOd ~q~~ent ~f n~t be by' air' except in ~a.r area 

remote trom enemy forces or in cases o£ genuine emergency. tt3 When this 

use ot SIGABA in an aircraft came to the attenti.~~ ~£ the Ari113' S$curity 

Agency, ~ae policies of the above-mentioned SPSIC letterh.were published 

in an AG letter5 which added the folloldngt 

••• UNDER NO CIRCUMSTANCES WILL 'lHE CONVERTER Lt-134-C BE 
OPERATED IN AN· AIRCRAFT •••• 

1. SCR-399. 
2. Letter, AG )80.01 (19 Nov 44) s, Subject: "Security of the SIGABA", 

Signed: H. w. Allen, Col., A.G.D. 1 for the Commander-in-Chief', To: 
ASF, Wash •. 25, D.C., 19 November l944. 

3. Ibid. . 
4. See footnote 4., previous page. 
5· Letter, AG 3ll.5 (28 Nov. 44) Os.-5-s...M, SlibjecU ttPolicy Concerning 

Transportation of Converter, 1* 1 December 1.944. 
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Chest OH-76 115 a spee~al sate designecl for housing Converter 

M-134-G. It is a two-section safe with an upper and lower section. 

The upper 11ect1on, Wl'lich is mounted. on e.nd secured to the lower section, 

contains a sliding sh•lt for holding t.he converter. The lower section 

is used for storine asaociated material of the co~verter~1 When the 

first AG letter on issue of SIGABA equipment2·was published on 9 December 

19411 a. statement \VaS included to the effect that it was "ccntempla.ted 

usuing a safe, spe~ial.l.y designed £or housing the converter to tactical 

units at a later date •••• n3 

The AG letter which announced the issue of such a safe (CH 76) was 
4 ·. 4 

published on 17 Februal')" 1945 {see Tab ). This letter established 

the following policy; 

••• Except in the case of non tactical units within the continental 
Unites States 1 Converter l-134-C and its associated material will 
always be houaed in Chest CH-76 unless authori~ed to the contrary. 
Requests tor such authori~a.t.ion will be forwarded through channels 
to the Chief Si[.!1lal. Officer, Room 30340, The Pentagon, Washington 
25, D. C., Attention: SPSIC. 

In an amendment' published 3 April 1945 (see Tabs), the method of 

authorization for deviating from the :i-ule ot always housing a SIGABA in 

1. For a complete description of CH-76, see Aaenerallnstruotions tor 
Converter U-134-C (short titler SIG.BRE-1), JWie 1945. 

2. Letter, AG 311.5 (l2•5-4l) Med, Subject: nissue of Crypt.ogra.tilie 
Equipment", 9 Dee. 1941. 

3. Ibid. 
4. Letter, AG 42a (l4 Feb 45) O&-S-3-M, Subject: "~oliey Concerning the 

Use o£ Chest 00-76,., 17 February 1945. 
5. Letter, AG 428 (.31 Mar 45) OB-S-B-i\1 Subjectt "Polley Concerning the 

Use of Chest CH-76", 3 April 1945· 



/~ 
( 

REF ID:A523210 

a Chest CH ... 76 was changed. 
. . 2 

(17 Feb 1945) was the. Chief Signal Officer •. In the amendment it became 

instead ~the commander oi the theater, department, or base concerned". J 

The docW!If.tnt, "General Instruetions for Converter M-lJ4...C" (short 

. title; SIGBRE-1) 1 June 1945,. reiterated the policy given in the AG, 

letter of 17 Febl'Wll";Y 19454 as it was amended by the AG letter of 

3 April 1945. 5 

l. same as £ootnote 4, previous page. 
2. Satn.e as f'ootnotE1 5, previous page. 
3. Same as footnote 41 previous page. 
4. Same as footnote 4, previous page. 
5. Same as footnote 5, previous page. 

,~ -· 



REF ID:A523210 

I 

CHAPlER xvx. 

A. General 

Perhaps the most exciting incident at Arlington Hall Station during 

the war occurred on February 10, 1945, at about 10:00 o'clock at night, 

when the officer in charge o£ the War Department Code Center called 

Colonel All~opp1 at his quarters to tell him that an extremely iruportant 

message conceming a serious compromise had. just been received. Colonel 

Allsopp went immediately to Arlington Hall Message Ce.."lter to reoei ve the · 

communication, after notifying Colonel Kuhn and Major Chittenden to meet 

him there. Upon their arrival, the .followine dra.matic words began to 
. 2 

appear on the teletype: . 

Parked truck belonging to two eight infantry divisiQn contain­
ing following docwnents stolen i."l Colmar France: SIGABA, SIGIVI, 
SIGTRIG, SIGYHUG, SIGAMUG, SIGLY~~l7, -18, ~d -19, SIGCLOE-17 1 

...J.81 ·19, SIGPJRL, SIOONSN, SIGSWG, SIG'lEMP•lS, -19, SIGESG-2 and 
) 1 Sl:C.lMAK, 51~~1, CSP 1601A, SIGSP.IL-21 SIGUHR-21 SIGQZF 1 
SI~,· SIGtiAN~2,. SIGCOM~2, SIGWHY-1, SIGGAN, CCBP 0125-91 10, 
and ll, OCBP 0126-91 101 and ll, CCBP Ol22-Al5, CCBP 01.24-l, 
CCBP 0129-1 and 2, CCBP 0121-AlO, ETWA.S-15 lFor SPSIC Cite sOSSC 
signed Eisenhower {War 5799E 96921)) Use of all systems listed 
has been suspended in this theater and every possible action taken 
to restore security. CCBP 0131 has been distributed to all 
holders of SIGAMUG and is now being used by American £orce.s to 
encipher all radio transmissions. · Secure landlines and courier 

· being used in most cases. Full investigation of loss being made 
by Sixth Arnw Group. Will keep you informed of developnents and. 
action taken. 

The fact that SIGABA itself was lost along with its rotor basket, SIGIVI, 
I 

and rotor .basket, SIGAMUG, is immediately apparent !rom even the most 

1. Chief, Security Division, AHS. 
2. SIGTOT message. 
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cusory examination of the list. - This information is so overwhelming 

--

~ -

that t.he full import of the other things which were lost is likely to 

be overshadowed. -However1 an analysis of the liatshows that all of 

_ the Ill8terial1 for operating Crypt.onet ~ (the Theater-wide cryptonet 

for the European Theater of Operations., including the rotors t SIGTiUG), 

was in the lost truck. Further analysis shows that a set o.f rotors 

(CCBP Olll: SIGYHUG), distributed to all holders of the Combined Cipher 

Machine, was lost. This distribution alone involved 8500 sets of rotors. 

Although the universal combined system (CCBP 0101) based on tt1ese rotors 

was not in tbe lost truck, it was affected by .t.ne loss of the rotors. 

Tne system bas~d on SIGYHUG rotors which.!!§ in the lost truck was 

Limited Cot1bined System 5141
2 distributed to specific u. S. Army and 

.British holders. The onl3 other specific systems were a combined strip 

stand-by, 3 a combined authentication system., 4 and the combined field 

code with subtracter tables.5 Also included in the truck were all the 

1. Rotors \ SlGTRIG, Reg. No • 276 J; rotor assembly tables O~di tiona 17, 18, 
19) for System 2201 \SIGI:i'IS-17, -lB, -19 J; Alphabet strip system 2222 
\including keylists; SIGCLOE•l?, -19, -19 and al~1abet sets: SIGPJRL · 
for 2222~17, SIGONSN for 2222-18, and SIGSDUF for 2222-19), Key lists 
for double transposition system 2242 (SIGTEMP-18 and -19). 

2. Rotor assembly tables tor system 514 (SIGESG-2, SIGESG-3) and rotors 
for this system: SIGYHUG were in the truck. 

,3. Strip key lists CCBP 0125-9., -10, -llJ Strips: CCBP 0126-9.; -10, -11. 
4. SlOGAN (Authentication System No. 2) and CCBP 0122-Al; (Combined 

Authentication System, Area A only), . 
5. CCBP 0121-AlO (Subtractor Tables for use with Combined Field Code, 

Area A only) 
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·keying, operating, and maintenance instructions for the equipment 

involved. Last. but not least, ETWAS-15, the holder list of theater 

systems for ETO, and SIGMAK, the holder list of the COmbined Cipher 

Machine, were 1n the lost truck. 

The most important question ·at the moment of loss was whether or 

not this tr.uck had falle:m into eneD\Y hands. As soon as the losa was 

discovered, everybody concerned \from those directly responsible in the 

·28th Division to' the high officials of Arllnzton Hall Station) did every­

thing possible to find it. Even so, it v;as missing over a month (from 

the night of Feb. 5-6 until l2 March when part of the material was found; 

the remainder was discovereq on 2l March. (See Section C, pages 

through . ) ) Durine that time it was necessary to ACT AS IF IT HAD 

FALLEN INTO SiEMY HA!ms. This element divides the problem into .two 

distinct parts: (1) the problem of finding the 'truck and (2) the problem 

of dealing with t.he consequences of having to assume complete compromise 

of thic material. · 

B. How it Happened 

For photostatic copies of the ETOUSA rules wi.th which the man who lost 
the truck should have been familiar, see Tab T. 

For photographs of. Converter M-1.34-G after it was found, see 'Tab U. 

According to the literar.y outline established in the above paragraphs, 

. 1. "lla.intenance Instructions for the Converter M-134-0 11 ( SIGKKK-l), 
· "Instructions for the Combined Cipher Machine "( CBP l601A), and 
CCBP 0124-1, 11Cryptonet 221 Basic Document" (SIGSPIG-2), "Instructions 
£or Using Strip Cipher Devices (SIGUHR-2), "Keying Instructions for 
Converter M-134-0" (SIGQZF), "Instructions for Usine Double Transposi­
tion Cipher System" (SIGRED-2), "Cr.yptographic Communications, 194.3" . 
(SIGNAN-2), "Supplement No. l to SIGNAN-211 (SIGCOM.-2}; nsupplement 
No. 2 to SlGNAN-2" (SlGWHY-1). 
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the next subjects which should be dealt with are (l) .finding the truck 

and (2) dealine; with the consequences of the loss. However, if we 

follow the logic of common s~se, at this point, instead of the logic 

of lltera.ry outline, we will find ourselves next confronted with a. 

desire to kno·;: how this valuable truck came to be lost in the first place. 

In early February 1945 the 28th Infantry Division 1n France was mov­

ing its location forl~rd very rapidly. The established procedure for 

movement of a division command post is for a skeleton staff to organize 

a forward echelon, go ahead of the main echelon, and set up at the new 

location in order that prepa~ations can be made for the arrival of the 

main body of the division command post. Very shortly after the prepa.ra~ 

tions were completed, the main echelon moves up to the new location. 

Little or no time is lost in the activity of the main echelon because of 

the advance preparations made by the forward echelon. 

In this history we are concerned with the role that. the communica-
' 

tiona group p~s in such a move, tor the truck in question (the· one eon-

.tain;ing the SIGABA and much other valuable and secret equ1pnEmt)1 was 

lost during just such a move. The normal pro~edure for moving torwa.rd 

a. cryptographic team. ·was as follows:· The message center chief with part. 

of the cryptographic team and equipment would move ahead with the skeleton 

for.:;ard echelon and set up cryptogra.phic ... communications in the new loca­

tion. WhUe the forward echelon was being established, the assistant 

1, For list ot equipment in lost truck, see pages and • 
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message center chiet remained behind at the old command post location 

with the rest of the team and maintained communications. When the new · 

message ,center had been set up at the new location, the rest of the team 

moved up with the main echelon and its-attached Signal CompaQy to the 

new location. Wnen the second hel£ of the team arrived, it went into 

reserve in preparation for t.he 'next move a.t which time it would move 

ahead and leave the other half temporarily behind with the main echelon. 

Usually the second half or the eryptogra.phic team moved up right along 

with the rilain echelon and the division command post's attached Signal 

Company arranged a guarded truck park for the vehicles cominc in the new 

location. 

With this description as a background we are now ready to consider 

the specific conditions under which the truck in question was lost. 

On 4 and 5 February 1945, the command post of the 28th Infantry 

-Division was being transferred from KayersburG, France to Colmar. On 

4 Feb., Lt. Viets, the message center chief of the 28th Division Signal 

Company, proceeded to Colmar from Ka,veraburg \'dth ·the advance sec.tion 

of his cryptographic team and equipnent in order to set up a messaee 

center at Colaiar. 'When he arrived, there were no billets ready for or 

. even allotted to the Signal Company. So his men .found a house on 

Barbarassastrabe (see map opposite), got permission to oecup,y it, and 

set up their message center. 

The nel.."t day, on 5 Feb., Warrant Officer Moody, the assistant 

message center cllief, left K~ersburg for Colmar with the second half of 
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the cryptographic team and a. spare set. of. cryptographic equipment .1 The 

spare equipment rode in a 2~-ton truck driven by a Private Tnompson. 

Attached to the truck was a trailer containing a couple of power tinits, 

a command post tent., a broom, and other. personal equipnent. - The men 

belongine to this second hal!' of t..'le cryptographic team rode either in 

the truck containing the spare equipnen t or in .a. l?rton truck which fol­

lowed~ Warrant Officer Mo~dy, the assistant message center chief, rode 

in the 1!-ton truck which followed. 

When the two trucks arrived at Colmar at approximately 4:30 the 

afternoon of 5 Feb., the men did just as they were in the habit of doing 

on other moves or transfers f'rom one leca.tion to another. The nonnal pro-

cedure upon arrival seemed to consist of finding out by means of informal 

questions what everyone else was doing and then proceeding to do likevdse~ 2 

On every other occasion (so far as is known) this procedure had afforded 

sufficient protection for the vehicle because a truck. park guard had 

usually been established by the Signal Company before their arrival D.nd 

informal questions had resulted in their be~e directed into it. · On most 

other ,eeasions it was also true that the man bringing in the second half 

of the spars equipment took it into the message-center building. But this 

1. For list o£ equipnent ~ see pages and • 
4· Question asked to WOJG Moody by Lt. Col. Peterson, Inspector General, 

28th Infantry Division: Did you report to Lt.; Viets 1 head of the sec­
tion on your arrival? Answer: Yes sir. Question: Did you receive 
instructions from him as to ~1here you would park your vehicles or · 
Where yot1 would set up your section that night? Answer: The only 
instructions about parking the vehicle was that any street except the 
CP street was O,K. I had only received that but it was not from Lt. 
Viets. Who did you hear that fron;.1 Generally we came j,n late and 
usually we find out from somebody and that is the answer we got. We 
saw otlier vehicle~ parked in the same area. 
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time the Division was .movirig fon:ard so fast that two unusual things 

happened: (1) the second half of the team. ~rived at the new comand 

post location (in ~his case, Colmar) ahead of the Sit11al Comp~y which 

usually established the truck park and ( 2) the second half Of' the team 

did not take. their new~-arrived e1uipment into the message-center build-

1 . ' 
ing as usual because they planned to move ahead the very next morning. 

Speci.fieally, the following situation developed: Upon arrival at about 

·4:.30 in the aftemoon of 5 February, V'Jarrant Officer Moody reported to 

Lt. Viets, head of the section. He received no instructions from Lt. 

Viets, ·as to ~bare to park the vehicles, When ~cody came out of the message· 

center building he saw the truck parked beside the curb along with any 

number of vehicles already parked there. Of course, the driver, Private 

Thompson, was the man who actually parked the vehicle. Private Thompson 

. said that he "hollered a:1d asked one of' the sergeants where to park the 

truck". The sergeant called back, "Pull it up a. little bit turther along 

the curb". Although Provate Thompson testified that he did not remember 

who the sergeant was, further testimoey in the investigation brought out 

the fact that the sergeant was Frank Tetarus, '1'.3., trick chief and crypto-

1. Interview. during investigation of Colmar Compromise between Inspector 
General of 28th Infantry Division (Lt. Col. Herman T • Peterson) and 
Sergeant Tetarus: Q. Do you ordinarily park a truck with cryptographic 
equipment. in it without a guard? A. Well, most times as I can remen:.ber · 
we have taken the cryptographic machines into the building immediately 
upon arriving. TI1is time we left them out in anticipation of the jump 
in the morning. ,;t. You say most times, how many times have you left 
the equipment in the truck overnight? A. Well, at the last area we 
were in i':e had the cryptographic material in the truck for certain 
hours, we were having trouqle with them at the time which necessitated 
them being repaired. Q. On how many occasions have you left crypto­
graphic equipment in the truck overnight? A~ I couldn't make a 
definite answer on that, Sir- An approxioa.te answer that is quite 
definite after our run thru France, wa.s · in the last month. (Sic) 
About three times, that is approxi.r'..ately. 
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graphic technician, who also .arrived. with the second half of the team on 

5 Feb.. Sergeant Tetarus testi!ied that when he arrived with the team, 

he immediately went into the Division message center and asked the officer­

in-charge, Lt. Viets, where to_ put the truck. He also asked about quarters 

for the men •. Sergeant Tetarus testi.t'ied that Lt. Viets told him "that the 

billets were No. .16 and to park the vehicle that I had near the house." 

{Sergeant 'i'eta.rus' testimony·waa later corroborated by Lt. Viets.l · 

1. Interview during investieation of Colmar Compromise between Horman A. 
Peterson, Lt. Col., IGD, Inspector Gener·al, 28th Infantry Division and 
Lt. Viets (Recall of Viets): tiQ. From the infonnation given by wit­
nesses it is alleged that instructions were gi van to them by you. to -
park the vehicle on J:.his street next to the b,illet~ Is that correct? 
A. That is correct. · · : 
Q. Did·you realize when you instructed the vehicle to be parked on that 

street that vehicle would be without guard? 
A. No,. I did not actually because I thought that some area would be 

given to the Si~al Company for parking of their vehicles. I 
certainly did not think that the vehicles would be left overnight, 
but when it later became apparent to me that that was the procedure 

.. ..- and that way everyone was p:~.rked everywhere they could, mainlY along 
the streets. 

Q. Did you have ~ information at anytime that there would be a guard 
provided for these vehicles? 

A. I thought a guard would be provided, I knew there vv-ould be a t;uard 
provided if they· ·:vere put in a. central area. 

Q. It is my understanding in the past that the 28th Sig. Co. had pro­
vided their own guard -al\d their own motor pool? 

A, That is correct. · · · · 
Q. 'fhen what ofi'i~er of the 2Sth Sig. Co .• would have ·been responsible 

for providing ~he guard far that parking area? 
A_'! The motor officer, if he were here. 
Q~ Do you know whether he was here? 
A. No, he was no& here. 
Q... Well then, if ·he \'Jere not here it was questionable then whether a 

guard would be provided1 
A. That is correct. 
Q •. Then you were not certain whet.."ler a guard had been provided. Did 

. you realize that this truclt would be left on the street unguarded 
with the cryptographic .l'llaterial 1n the truck? ~ · 

A. No, I did not look at it that way, because a~ I said before, we had 
always parked Sig. Co. vehicles together near our billets or bivouac 

. area. 11 · 
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The next momine (Feb. 

went out about 9:00 A.M. to find the truck in order to make some needed 

repEJ,ira. r;~1en they arrived at the spot where the truck had been parked 

~he night before, the truck ms gone. Sergeant Hillman immediately 

report,ed the matter to Lt. Viets and then looked up ~he driver and asked 

him if he moved the truck. Receiving a negative answer, he proceeded on. 

his own with Corporal. Brookins to look for it. Their·sole success was in 

findine the trailer, containing only unclassified material, which had been 

· attached to the trucl(. ·They found the trailer .on a 'dead~e.nd road. Lt. 

Viets notified the Provost Marshall and the Division Signal Officer, Lt. · 

Col. Clarence .• T. UuUett. 

·c. Finding the Truck 

to':.find the truck, two procedures ·were est8.bl1shed~ First, every-

body looked !or it and second, mUe the searci1 .waa being conducted, the 

. persons considered responsible were interviewed lsee Section E, pages J 

in order to unearth clues, to establ.ish evidence for court martial, and to 

institute procedures to.prevent recurrence. 

The search for the truck wa~B very elaborate. Patrols of MP's were 

established to search roads, barns, and sheds in Colmar ·and surrounding 

villages. MP road blocks and special patrols were placed throughout the 

division sector.· Teams oi' CIC agents searched· Colmar systematically, 

1. Both rl.illman and Brookins were on the cryptographic team. Hillman had 
come in with the lost truck and Brookins had arrived tne day before 
with the fon78.rd echelon. 

... ,. 
' .·· 



block by block. Later this sea.rc&-1 was extended to an area with a. radius 

of approximately twelve mlles of Colmar. All subordinate units were 

directed to search their own units and suh~t a report. CIC established 

a network of infonn.ants throughout th.e Colmar sector. CIC also enlisted 
l ' 

the aid of French units in helping with the search and examining their 

own units. Since these detailed measures2 failed to produce results, 

SHAEF was requested to conduct a complete theater search for the vehiele.3 

l.. Memo for Col. Harrison .from David G. Erskine, Col. OSC., G-2 (crj 8 Feb. 
1945s ••• 0I then proceeded to the Firat French A~ last night and talked 
to the Chief of Staff and asked him to put out instructions that all 
units in the First French ~ will check each vehicle and the Division 
cor1Uil3.nder concerned will presently certify that this has been done. 
In addition I told them that I wQuld like to place CIC personnel with 
the French Divisions to assist in identifying the missing property as 
well as to help direct the search, in conjunction with the SM and SA. 
First French Army sent· their cable, ~~1ich I wrote, on this matter out 
at 2 A.M ••• ·• tilis morning •• ,. •• " Folder: Compromise & Loss Cryptomaterial­
ETO (Colmar Incident) Investigation. 

2. All ·or the measures 'taken to recover the truck are NOT listed in this 
paragraph. Rather, an attempt is made to give a general conception of 
the elaborate search conducted. For a detailed listing of tl'1e steps 
taken, see Tab 8. nsteps Taken Toward Recovery of Missing 28tll Division 
Sienal Truck containing Classified Documents and Devices» in Folder: 

. ComprQmise & Loss Cryptomaterial - ETO (Colmar Inc;ident) Investigation. 
3. The following units took measures rrom 7 Feb. to 20 Feb. l945f 28th 

Infantry Division, XXI Corps, First French Army, Seventh Army, 6th Arr.ny 
Group, SHAEF. Measures were taken subse~uent to 20 Feb. 1945 by 6th 
Army Group and SHAEF. Directives were sent out by the above units to 
subordinate units instituting a complete search tor the missing vehicle, 
alerting Yilltary Police and memorandums and radios were sent enlist-
ing the aid of the FBI, CIC, and G-21 SOLOC. Negative reports were 
filed by all ot the above units. As of 4 .March the follarr'...ng units were 
also engaged in conducting an extensive sear,eh of all Alsace. Securite 
Militaire, H.egulatrice Routiere {French Road Control, lst French Army), 
CIC, Gendarmi.e - where availible, Eau et. Forets (Waters and Forests), 
Ponts et Chaussees (Bridges and Highways) 1 Railroads, Canal Authorities{ 
Postal Authoritie:;J, Potassium mines, Police Speciale, (qetecti\re Agency J, 
Renseie;nements Generaux. \Civilian Detective Agency, Doua.niers (Custom 
guards). All of the above '-'ere coordinated by Surete Nationals through­
out France. 
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Finally, on 12 March 1945, the top half' of the Chest 76 .containing the 

SIGABA, the SIGIVI, the u.s. instructional documents,·the combined key 

lists, and the rotors for the local theater SIGABA system,1 were fo~d 

submerged in the Greeaen River, a mountain stream near Seiestat, France, 

by a searching party from the Second French Corps. (For photographs 

of the top half of CH 16, as the mud-covered SIGABA is being removed from 

it, see Tab~.) Qn 21 March, the other half of the Chest 76, containing 

the remainder ot the material, was found in the same spot. Presumably, 

the safes bad not been tampered with and the material was, therefore, 

unoompromised. 2 The only actual da.ma.ge ·was from water and mud. However, 

the necessity for assuming compromise· during the period in which the safes 

were lost caused unimaginable trouble (Section D). 

/-.. 1. These rotors had been replaced with reserve set within a week after 
the compromise. 

2. Letter, 'Subject: "Report of Loss of SIGABA rio. 235n, To: Chief Signal 
Officer, Wash. 25, .o.c., Attention: ~ignal Security AgfK!cy, Signed 
for the Chief Signal. Officer: George A. Bicher, Col. s. c., OCSieQ, <P 

Hq,. ETO: " ••• 2. In summation, the forwa1'Ci. command post of the· 28th 
Infantry Division, while in Colmar, France, had stolen from it one 
two and one-half ton truck containing a complete SIGRINO and associated 
cryptographic material, An intense search \vas conducted to recover 
this truck and SIGABA, and .f'1nally in the bed of' a mountain stream 
there was found the upper half of CH-76 and a field safe containing 
SIGABA end some of the cryptographic documents concerned. Later in 
the same spot there was recovered the bottom half of the CH-76. A 
careful study was made while opening these sates and this lead to the 
unconfirmed belief of this headquarters that tiU.s truck had been 
stolen for the value of the truck it ale f, and that the actual thieves 
had no knowledge that this truck did contain cryptographic equipment. 
Further, the ccndition of the contents of these safes indicates that 
no unauthorized persons opened or in any way had access to the crypto­
graphic material contained therein, It is probable that the safes 
containing the cryptographic material was dropped in this stream as a 
method of disposal and without the purpose of hiding this material. 
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D •. 

The ••sumed compromise ot the bae1c worl4wide combined rotor• 

CCBP Olll (SlGlHUG) aerioual-1 attected three important oystems based upon 

these rotors 11 namely 1 the worldwide Combined Cipher Machine system 

(CCBP 0101), the European Area Combined system \CCBP 0131), and the Special 

J4.mi.ted Combined system { )14-ESG). Although the key lists for CCBP 6101 · 

and CCBP 0131 were not in the lost truck, the rotors on wbieh they were 

based (CCBP Olll: SIGYHOO) were. Editions 2 and ) of System 5141 in 

addition to the Olll rotors on which they were based, were in the lost 

truck. The SIGABA material in the stolen truck was the SlGABA it.self 

and all of the current material tor European Theater Ceyptonet 22 (including 

rotors: . SIGTRIG and three editions of the rotor assembly tables; 

System 2201 (SIGLYI8-17, -18, -19). 

A significant result ot the assumed compromise of all this important 

material was demonstration of a serious lack in the emergency plan for the 
1 

Combined Conmunications Alachine. No reserve rotors were held for the CCM 

1.· u •••• 2. The recent compromise of rotors used with t.he general 11Drld­
wide Combined Cipher Machine eystem made it apparent that. there was 
an imperative need tor all rotors ot the Combined Cipher !lachine to 
have a reserve set of rotors on hand at all times to proVide tor aD3 
emergency. Althoue)l a ccmbined strip cipher system has been provided. 
tor this purpose, it would be higjlly impracticabls to employ a strip 
system .for atlT" length o£ time in place o.f the Combined Cipher llachine 
in view ot the heavy traffic sent in Combined Cipher Machine systems 
and the comparative slowness ot strips. Lacking any other alternative, 
it was found necessary to continue using possibly compromised rot ora •••• " 
Jlemorandum tor Secretary, Combined Communications Board; sie91ed H. c. 
Ingles 1 Subject "Plan for Reserve Rotors for Combined Cipher Machine 
Systems" 1 23 Feb. 1945. -



syst-ems and the etrip standbys proved highly Wlsa.tis£actory1 in meeting 

the emergency. The efficacy of having reserve rotors ready for d1etribu-
. . . 2 

· tion was shown by the tact that the lost SlGTRIG rotors of Crwtonet 22 

were replaced within a week of SIGDHRD,J dis~ributed .from European Theater 

· Headquarters. Such an eaay solution tor the lost CCV. rotot"s was not in 

sight. No resel"'V"' rotiors existed and even thougll a vigorous emergency 

wiring program, which included all five CCillbined services, was immediately 

instituted, it still required months to wire and distribute 8500 new :rotor 

sets to replace ~e lost worldwide combined rotors~ CCBP Olll (SIGIHUG). 

fne only thing which could conceivably be called good about the necessity 

i"o:r this replacement was that the emergency Tlirine pro1ram did not stop _ 

when replacement was etteeted. but continued. untU reserve rotors also 

were provided. 

The emergency wiring program. ·as set up as follows; 'rnree new rotor 

sets were to be wired- nameJ..T, CCBP 0211, CCBP 0.311, and CCBP 021). The 

first and most important rotors to be wired. were the new CCBP 0211 (SIGILUT) 

rotors 1 which were to act as the replacement !or the lost worldwide combined 

rotors OCBP Olll (SlGlHtxi)~ The second rot.ors to be wired - namely 

.1. Message from E'fO to War Department: "~ .. CCBP 0125 and 0129 in piace of 
combined system 010.1 and 0131 believed highly unsatisfa.c tory ••• n 

2. Cryptonet 22 was the European T'neater crn>tonet. 
J. Message fro.au Hq., Communications Zone, E'ro 1 u.s. A;rmy, Paris, France. 

To: w.D, NR E.X 97498. "For Signal Officer cite SOSSO signed Eisenhower 
EX 97498, Book message. Make following systems ef.f'ective a.t OOOlA 
lJ Feb.: SIGLYI.s-.20 using SIGDHRD rotors, SIOCLOE-20, SIG'l'ElfP ... 20. . 
Use daY l) keys as first settings in these systems all ETOUSA ·systems 
based on SIGTRIG rotors are to be immediately converted. to SIGDHB.D. 
Destroy all editione ot systems SIGLYIS, SIGCLOE, and SIGTEMP up to 
and including edition 19. lni'orm all holders to retain SIGTEUG pend­
ing instructions as to disposal. 
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• 
CCBP 0.311 (SIOURBY), l were resenes for the new worldwide COBP 0211 rot ora. 

The third rotors to· be wired were the new CCBP 021;3 rotors, which were to 
I 

become reserves i'or the Pacific area CCK system, CCBP 0113. 

When on 21 March 1945, t.he worldwide basic combified rotors, CCBP 
I 

01ll (SIGYHUG) were found, 2 ·the discovery brouBht about a change ~ the 

wiring program. However, it did not institute as great a change as · 

finding the rotors might seem to suggest. The Working Cormnittee of the 

Combined Codes and Cipher Co:mnittee gave careful eansideration to the 

effect of the recovery or the cryptographic matEtrial lost by the 28th 

Division.3 First, all members agreed unanimously that the detez:mine.tion 

of compromise possibilities had to be lett to competent authorities in E'ro. 

Therefore, the committee accepted the recommendation made in· message·E 24223 

to consider all the recovered combined material as uncontpromj.sed. · Having 

· arrived at this agreement, the com.mittee then considered the effect of 

the recovery on the replacement program. lt was agreed that inasmuch as 

all of the combined systems Concerned had been removed and probably des .... 

troyed by most holders nothing would be gained by again disrupting t~e 

schedule of supersession. Therefore, the arrangements as modified by 

the reeover~r of the documents and rotors were as follows: 

Worldwide rotors CCBP Olll (SIGYHUG) were to be replaced by CCBP 02ll 

( SIOILUT) as scheduled. When CCBP 0111 rotors had been replaced completely~ 

1. Nav,y short titlea CSP 2811 (A). 
2. See page · .• 
3. All of the information in this paragraph is a paraphrase ot nReport 

of Workine; Commit tee concerning Emerge.-·1cy Wiring Program«, 31 March 
1945; written by Tho. R. Chittenden, Major, S.C., Chainnan. 
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offices (for u. s. Arms--theater headquarters). By using CCBP 01ll as a 

reserve set of rotors, the extreJ!le necessity for producing CCBP 0.3ll (the 

set to supersede CCBP 02ll) was modified. However, the need for a reserve 

set for CCBP 011.3, the Pacific area CCM system, was just as urgent as 

before. Therefore, it was unanimously concluded that ~ch service should 

wire CCBP 0213; i.e., the set to supersede CCBP 6113, as soon as possible; 

and, that upon completion of these rotors> each service would 1romediately 

start production of CCBP 0311. Although CCBP Ollis were to be p.b cad on 

reserve, it vms the hope of the committee that they would not have to be 

called in to use again, as this sst had suffered from long usage, extremely 

heavy traffic, a Vi&ak indicator system, and. a. bad contour pattern. 

lnaf.Jmuch as the suspected compromise had occurred within the U. S. 

Arm:/, the responsibility for the disruption was keenly felt by the o.s. 

Army and an offer was .made to assist. the other .four Combined Services in 

their emergency wiring program. This offer 1 extended in a. memorandum .from 

the Chief· Si~ O-fficer to the Secretary, Combined Communications Board, 

stated, 0 Tne United $tates Army is prepared to wire approximately S,OOO 

sets of rotors, either the first back-up set for the worldw.uie system or 

the back-up sets for such other systems as the Combined CoNJID.unicatiel:).s 

Board may decide are of more value; providing tile bla..11ks £or use by the 

u. s. Uavy and tho British Service are furnished the u. s .. Anny, and the 

complete plan a.s outlined above is approved and disst.mi.ru:ited. to the 



intereeted services within a period of :;o day"e."1 This offer, which 

was accepted, was excl~ve of 1535 ~eta of COBP 0211 which the u. s. 
Arrrq wired for the .Britillh Services in order that COBP 02ll could be 

placed into use by l May 1945 in the European theater. 

In order to meet their commitUnent to wire 8000 rotors for the 

British Services and· the 0. S. Navy 1 200 enlisted men were assigned to 

the 2nd Signal Service Battalion at Arlington Hall Station fo:r a period 

of 180 days {21 Feb to 19 Aug 1945). During the first )~ weeks atter 

the c~~promise all civilian personnel were diverted to th~ wiring of 

CCBP 0211 rotors. In these 32 'Weeks, completion of' the Arnur 0211 rotors 

put the rotor wir.ing section 1200 sets behind in their normal production 

schedule. By. about l Jl.arch the .A!m requirements for the a:aergeney program 

were_completed and the r~tor wiring section (compos~d of the regUlar wiring 

personnel and the temporary detail) were ready to begin on the Army' com-

mittment to wire 8000 rotors for the other services. At the same time the 

normal production schedule (total of 8640 during this period)2 had t.o be 

maintained, the ·backlog of 1200 rotors had to be wired, 2 and the 8000 

new rotors on the emergency program had to be wired by t...'le last of August 

1945. 2 Tnis sche<lule, which was met, .made a tot.al o£ 17,940 rotors
2 

wired 

between 2l Feb and 19 Aug, 

1. Report on the Colmar Case, p. , tiled in Folder, "Colma.r diseii, 
WDGAS-83. 

2. Memorandum (draft; not used) for General Bissell, "Subject: Extension 
o£ Orders 11 , signed W. Preston Corderman, 6 Karch 1945. 
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ft'hUe the emersenoy wiring program was peing carried out I it waa 

necessary to .t'ind a way to resume· temporary use o£ the compromised rotor& 

or else to admit almost complete paralysis of combined communica.tJ.ons. 

At a Joint Codes and Ciphers Committee meeti11g held on the morning of 

13 February 1945, it was decided that the almost complete para]Ssia could 

be reduced to partial paralysis by t$mporar~ using the lost worldwide 

CCBP Olll (SIGiliUG) rotors with certa.1n well-defined restrictions, T'nia 

decision was ma<ie before the rotors were found. 'fh$ restrictions imposed on 

the use of the SlGIHUG rotors were as follows: 

{l) Restrict their use t.o low eehelon or tactical traffic • 

. (2) Restrict to 100 groups (later changed to 1.501 see footnote 
1 on following page) the amount of traffic in any one 
rotor setting. 

(J) Inform all users that planning type traffic must be passed 
in SlGABA or 'l)pe X vilen at all possible. 

" 
(4) Inform all users that all traffic passed using SIGYHUG was 

subject to being read cryptanalyticallT by the enell\Y. · · 

this agreement was made at the joint Codes and. Ciphers Committee meeting 1n 

order to present to the British a. coordinated plan for retaining emergency 

Combined Cipher Machine communications 'in the European Area. 

At 2:30 on the same dar (13 Feb 1945), an emergeney meeting of the 

Combined Codes and Ciphers Comnittee was held. At tnis meeting it was 

agreed that CCBP Olll rotors should be placed back into effect with the· . 

restr1ctions1 outlined. in the paragraph above. Of course, the British 

memblers could only agree to send a "signal" containing these points and 

l. aestrictions a~reed ~~n ~t the Joint Cod~s and 6iphers Committee. 
See {l), (2), \3) 1 (4) above. · · · 
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reaonmanding their adoption to the British Joint Qonmun1cat1ons Board 

in London. Such a message wa~ draf't.~ and the meeting ended at 41,30. 

At 5•30 o'clock on the same dar (13 Feb 1945) a SlGSALY conference 

was held between the British and American representatives of the 0Qmbined 

Codes and Ciphers Committee in Washington and the representativ~s of the 

British Joint Comnunicat.ions Board in London. During this SIGSALI con­

terence, it was agreed that the COM should be placed back in general w.age 

in E'l'O, MED1 and Atlantic areas with CCBP OlU rotors and using CCBP qstems 

0101, 0131, 0132 and all li.m1ted Navy combined qstems based on rotors Olll, 
. . 2 

Special limited Combined system 514 was not to be placed back into effect 

untU later because the British in London were not certain of the distribu­

tion of edition 41 editions 2 and 3 having been compromised in the lost truck. 

Accordine~ .. at 7130 on the same dq (13 Feb 1945), messages were 

draft.ed3 to inform all. holders of the CCl4 of the decision to reinstate the 

CCM and certain systems. Before the messages could be sent, however, it 

was necessary to obtain a definite statement from Col. Bicher in Paris to 

the effect that CCBP 0101, O]Jl, and 0132 were not in the truck and had 

never been issued to the 28th Division~ ~~ral. Stoner had directed that 

1~ Message to BJCBc After consulting crtptanalysts u.s. suggest foilow-
ing emergency arrangements to meet urgent operational need o£ SHABF. 
Change o! indicators after every 150 groups. Forbid use in Paeit'ic 
Area of systems based on Olll. Make fullest \158 of alternative 
channels in 0101, OlJl, and BX 824 were held. Urge message of lonz 
term intorma tion and all opera~onal planning be sent in intra 
systems where possible. Subjeet those provisions resume use in E'l'O 
ED and Atlantic of 0101, 0131, 01.321 all limited combined naval and 
l.im1ted combined A.rrn3' keyliets. Do you agree. u.s. ArmT stopped 
using 0131 for intra use 12 .Feb. 

2. Used between u.s. Army and Air Forces and British Arri.V anG. RAP. 
,3. T'ne messages were drafted in Conm.ander Smith's office b:,.~ Lt. Col. 

K. Kuhn, Commander Smith, Commander Anderson, and )4jor T.R. Chittenden. 



REF ID:A523210 --,-
' 

such a atatement be gotten, Therefore, while the messages were being 

d~atted, Colonel K-uhn arranged through the Classified Message Center tor 

a SlGSALY contetence wtth Colonel Bicher. At 9(30 that night (1.3 Feb l94S) 

the SlGSALY conference was held with Colonel Bicher and it was definitely 

determined that COBP 0101, 01.31, and 01.32 had never been issued to the , 

division at the time the truck was appropriated. Accordingly, per agree­

ment, the messages were sent to u,s. Ar:m, and Navy holders of the CCM. 

E. -'WM t..~>-te ResROnsibilitz: 

Immediately a.i'te:r the loss of the secret CJ.7PtOgraphic ma.ter1a11 at 

Colmar, two investigations of the responsible personnel were oonductecl. . . 

The first, conducted on 6 and 7 Feb. 19l~o5 \beginning the day after the 

truck was stol.en) by Lt, Col. Herman A .. Peterson, 2 IGP, Inspector General, 
a· 

28th Division, was directed al..-nost whol.l7 toward attempting to gain leads 

as to possible ?Ihereabouta of the truck. The second, conducted on 27 

February 1945 by Major General F. B. Prickett, Special Insptctor, was also 

an attA;mpt to establlsh clues for finding thfit truck, but was more particular-. ' 
ly directed toward establishing the cause of the loss and toward fixing 

the responsibility. It was desired ru)t onl..y to court martial suspected 

individuals but to apply remedial action against the recurrence of serioUs 

compromise. The two investigations are interesting for different reasons. 

The first is valuable in establishing the facts of the case since it occurred 

the ~ after the loss at a time when the witnesses were still so appalled 

1.. see pages and for list. 
2. Pursuant to VOCG, 6 Feb 1945. 
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by the inc1den~ that they tended to be eampletely spent.aneous1 and exa.et 

in their deacriptiona. By the time the (Second inveatigation occurred on 

27 Feb.,. the witneeaes had regained their self consciousness enouen to 

make more treg,uent use of the phrase 111 refuse to answer on the grounds 

that the answer ma.y tend tQ incrimioate me. •2 The second inftt.'tigation, 

although 'lacking the spontana.eity ot the .t'i;-st., was valuable tor a.notber 

reason. lt established the facts concerning what rules on safeguarding 

of SIGABA had be$1 promulgated. 

The first investigation (6 and 1 Feb. 1945) by Lt. Col. Peterson 

took the fOJ"m of obtaining no~ testimony from each of the perscne lWbo 

had anything at aJ.l to do with the truck on the day of its loss. The 

sworn testimony was given in answer to questions by Lt. Col. Peterson 

a.s to what their own actions •re in handling the truck and the equipment. 

The persons :J.n~iewed by Lt. Col. Peters~ were as follows (the list . 

below gi vee a brief resume of the role played by each person involved in 

1. biirllig the fire£ investigation, Lt. Col, Peterson asked Warrant 
Officer ltoodyt .. "Did it occur to you that the truck was missing? 
A. "No sir. It ·never entered rq mind to even check . the truck. 
ArlTthing .like a truck being missine never .occurred to me at all." 

2. Th.is difference in ~he two invest.iga~ions is most forcibly brought 
out by Ool. Hullett's ~it.terent anners to the same question. Dur­
ing the .first. investigation Lt. Col. Peterson asked Col. Hullett 
"Were you present. here in this area when this second section (second 
section of cryptogra.J,hic team) arrived? An~r by Col. Hullett: 
"l was. 11 During the second investigation ltajor General Prickett asked 
Col. Hulletti •On the nigbts of 5-6 February; the Div18ion Oonman~ 
Post was in Colmar. Were you on. duty wit.h t.he Command Poet in Colmar?" 
Answer by Col. Hullett: ltJ: retuae to answer that on the grounds that 
the· answer might tend to incriminate me." 



ID:A523210 

the losing of .the truck; 

gaUon see Folder, "CompromiSe and Loss Cr;yptomaterial - ETO (Colmar 

Incident) Investigation", within the named folder see "Investigation 

ot the Loss of Secret Cryptographic Srstems by the 28th Signal ~ 

Per•onnel, 9 Feb .. 1945"); 

1.. Colonel Clarence T .. Bullett, Signal Officer of the 28th Intant17 
Division. 
a. Was in the Colmar area on the night of the loss1 and 
b. Wa.• the man 'llbo had personal.J.T received suppl~aent,ary 

SIGABA safeguarding instructions from ETOUSA. 

2. lst Lt. Robert Viets - Message ~ter Officer, 28th Division 
Signal Compart¥. - Told Sergeant Tetarus (who relayed the 
information to Pvt. Thompson} to park the truck in the 
spot from which it was taken. 

3. Warrant Officer {JG) Edward K. Kood3 - Assistant Messye Center 
.officer, 28th Signal Company. Ranking officer who came in 
with the group tllat. brought the truck to Colmar. ·He reported 

1. Question by Lt. Col. Peterson to Col. 'Hullett: Were you present here 
in this area when this section {second section o.f' cryptographic team) 
arrived; Answer: .1 was. Q. Was 81.'1'1 inquiry made a& to where the 
trucks should be parked? Answer: Major Ballentine, rrxy assistant, 
·was with the aclvance echelon on this particular move and from the 
official report, he made every effort to obtain a suitable parking 
area through the HeadqUa.rters Conwmdant, Colonel Dugan, with little 
success, due to crowded conditions. I am not in aqy w~ blaming 
Colonel Dugan or Major Ballentine. Q. I.t seems 1 it appears that 
if a suitable place could not have been located, arrangenents $hould 
have been made to guard the Signal Company vehicles that were lett 
on the street. Do you know whether stX:h. arranganents were made? N() 
Signal Company guard was established, however a milit.a.r,y police 
t,'UB.rd B..'ld patrol system was known to exist in the inmediate vicinity 
of the Command Post. · · 

2. The ETOUSA instructions were addreesed directly to the Division 
Signal Officer. See Tab T. ' 



ar.rival to Lt. Viets, ami saw where the truck was parked 
but he neither asked Viets wherf to park it or interfered 
with 'tlh&t Thompson did with it. 

4· Pvt. llayron H. Thompson - Truck Driver, 28th Signal Company. -
Drove lost truck and parked it in the spot from which it 
was taken o t the direction of Sgt. Tetaru.s, 2 

5. Tee 3 Frank Tetarua - ll.essaae center trick chief'* 28th Signal 
CcmJ!llY• - Tald the driver (ibom.pson) to park the truck in 
the apot from which it was taken • .3 

6. Tee 4 Keneth A. Hillman - Cryptographic work, 28th Signal Company. ... 
Found the truck missing on 6 Feb. when he went out to repair 
it. Also found trailer a.ttac..(}ed to truck. 

7. Tee 5 Richard w. Brookins, 28th Signal Company. - Found the truck 
missing with Hillman on 6 Feb. 'When he went out to repair it. 
Also helped Hillna.n find tra.i.ler~ 

The second investigation, conducted. by the special inspector, Major 

General Prickett., sought chiefly to detemine what rules cooeerning the 

safety of SIGABA had been pro~gated and how familiar each responsible 

individu~ was with these rules. (Copies of these rules appear in Tab T.) 

To arrive at this goal, Major General Prickett interviewed lO individuals: 

six who were !!.91 interrogated during the first investigation and four who 

were. The new i>ersons brought in to the second investigation were mainly 

1. Question by Lt, Col. Peterson to WOJG Moody: ilfihen you left the truck 
did you give 9l'J.¥ special instructions to the driver where you parked it'l 
(SIC) Answer: No, I saw it parked there on the corner in front of the 
billets and it looked as good as any I could find, ao I did not tell him 
a.eything." 

2. Que~Jtion by Lt; Col. Peterson to Pvt. Thompson; Were you given any 
instru;tions on where you were to park the vehicle? A. 1 hollered and 
asked. one of the sergeants where to park the truck. He said., npull it 
up a little bit furti1er along the curb." (The sergeant was later 
identified as Tetarus.) 

3· lbid.. 
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the Division 1 i high ranldng officers who were not directly concerned 

with the loss of the truck but who were investigated because of the 

responsibllity they b.ore by virtue of their positions. 

The 10 persons interviewed by Jlajor General Prickett were as 

follows: 

1. Commanding General, 28th Infantry Division -.Major General Norman 
D. Cota. . 

2. Chief o£ Stat£, 28th Infantry Division - Colonel Jessee L. Gibney. 

3· Assistant Chief of Stat£, G-21 Headquarters, 28th Infantry Division -
. Lt. Col. Ha.r17 s. iii.uuJee 

4. Division Sie;na.l Officer, 28th Infantr,- Division - Lt. Colonel 
Clarence T. Hullett. 

5· As!iata.nt Division S689al Ot£1eer1 28th Infantr,r Division - Ka.Jor 
W. it Ball en tine. 

6. Conlma.nding Otticer, 28th Signal Comp3.ny. --Captain Jlay c. Layman. 

7. Message Center O.fficer and Oqptographie Securit,y Oi'i'icer, 28th 
Signal Company - 1st Lieutenant Robert E. Viets. 

8. Assistant Message Center Oi'.ficer, 28th Signal. Compan;y, - Warrant 
·. ' · · · · Officer JG~ward K. iiOody • 

. :.;··.·· 

9. Message Center Trick Chief', 28th S:i.€1lal Company - Sergeant Frank 
w. lfetarus · 

10. 
10.. Chief Clerk, 28th Signal Company - Spier D. Williams. 

The pertinent statements of policy on physical safeguarding are 

contained in the following documents: 

l. Paragraphs 3Qb, d, and e, 43 and 44& of AR 380-5, War Depart­
ment, 15 March 1944. See Tab T for photostatic copy-. 



2. tetter, SUbject: "Prottection of Ceyptographic Equipment 
during 'l'raneit in all Phases ot Operat.1on11 , To; Signal 
Communication and Signal Security Ofticers;l signed for 
the Chief Signal Otticer by George A. Bicher, Col., S. C., 
14 March 1944, · See Tab T for photostatic cow. 

3. Letter, Subject: "Code Room Physical Security in all Phaaes 
ot Operation", To: Signal Communication and Signal 
Security 0£ficer;2 signed for the Chief Signal Otticer b,y 
George A. Bic!ler, Col., s. c., 15 June 1944. See Tab T 
for photostatic cop,y. 

4,. Letter, Subject: nseourity of SIGABA", 'l'o; Signal Security 
Officer, si~ed for the Chief Signal Officer; George A. 
Bicher, Colonel s. c., 6 July 1944. See Tab T .for photo~ 
static copy. 

The following are the ~ers w;·lich the ten persons intervie"d 

during the second investigation gave t.o the questions concerning their 

familiarity with these safeguarding rules (Tab T): 

l. Major General Norman D. Dota, CommandinG General, 28th lnf'ant17 
Division. - Cota stated nz am familiar with AR )80..5, but 
evidently these instructions from RTOUSA were sent direct 
to the Si§lal Officer a111 l am. not familiar with them." 

2. Colonel Jesse L, Gibney, Chief of Staff, 28th Infantry Division. -
Question by hickett to Gibney: *'Are you famil 1ar with the 
provisions of All. .300-5 which states that cryptomaterial will 
be given tne most secure storage available? Answer: I have 
read the regulation which you refer to. Question: I show 
you instructions issued by the Signal Ol'ticer., EfOUSA, 
addressed to the Signal Officer of the division on the general 
subject: Pl"Qteetion or Cryptographic Equipment. Had you 
seen these instructions? An5Wer: I had not. 9,uetti.on: 
You were not familiar with the provisions of these instructi~ 
wtuch required placing of guards anned with autanatic weapons 
over this equipment 24 hours a day. Answer~ I am not. · 

l •. l50111Il to and including Division Headquarters in Arrrq Ground Forces; 
Wine Headquarters in AI'm3' Air Forces; Ports and Depots in Services 
of Supply. 

2. Ibid. . 



). Lt. Colonel Harry s. Messec, Assistant Chief of Staff, G-2, 
Headquarters, 28th Infantry Division. - Question: Are 
you familiar with the provisions of Mt 380-5, paragraph 
44 which states that cryptographic material will be 
eiven the most secure storaee available? Answer: Yes 
sir, I am. guestion: I show -you ·various instructions 

·issued by-CSb, ETOUSA, with regard to protection of 
cryptographic equipment and subse:::uently call your ·atten­
tion to one paragraph which states t~ t guards armed r:ith 
automatic w~apons will be placed at the code room entrance 
of t.h.e vehicle 24 hours a. day. Have you seen these 
instructions? Answer: To my ~~owledge, sir, I have not 
seen either the letter dated V+ Mar 44 nor the letter 
dated 6 J~ 1944. This letter dated 15 June I have seen 
only since the loss of the vehicle and the a.1uirment. I 
did not see it 'before to my knowledge now. In each case 
all these letters are addressed to the Signal Officer or 
the Signal Security Off1cer. 

Lt., Gp+~nel Clarence T. Hullett, Division Sisnal Officer;, 2Sth 
<· . Infantry Division• - Question: I hand you AR 380-5, WD 

··.···>-,entitled 11Safeguarding Military In.forma.tion11 •••• Are you 
familiar with the provisions of that regulation with 
respect to safeguarding cryptographic equipment? 
Answer: I am. Ques,t.ion: I rumd you comrr.unicatidns 
issued by the Office} of the Chief' Signal Officer, ETO, 
general subject; "Protection of Cryptographic Equipment" 
1J..'ere you familiar with the provisions of those communica-

... ~J9.ns on Feb. 5, 191¥5? Answer: At the present time, I 
refuse to answer on the ground that the answer may tend to 
incrimil'l..ate me. I would have to read it all through first. 

· 5. Major W. E. Ballentine, Assistant Division Sigaal Officer, 28th 
0 !nf'antry Division. - Question: I hand you some communica­

tions issued by the office of the Chief Signal Officer, ETO, 
on the ganeral subject of security of cryptographic equipment. 
(Communications were h£~ded to witness.) Have you seen 
copies of those communications'? ·Answer: I have but not in 
t!le 28th Division. Question; Do you know whether copies 
of these communications were in the hands of the Division 
Signal Officer? A.."lswer: That, I cannot say because so much 
of the records were burned prior to m::r arrival at Division. 
Questiont W:."len did you join the Division? Jan. 8,, 1945 ••. 

6. Captain Ray C. Layman, CoiD.!DAnding Officer, 28th Signal Compa.ny. -
Question: Do you hn.ve any spacii'ie duties with reference to 
safeguarding cryptographic equipment? Answert No sir. 
Juestion: The personnel assif,;?ped to the message center are 
a part of your company. Answer: Yes Sir. Question: I hand 
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you some communications {interrogator handed communica­
tions to the witness) issued b,y the Office o! the CSOJ ETO, 
on the general subject of security of cryptographic eqUipment. 
Have you ever seen copies ot those communications before? -· 
Answer: I don't recall e11er seeing the·se, Sir. I believe 
they did go directly to the Division message center officer. 
Question: Do you have any peJ"sonal knowledge on which you 
base. that statement. Answer: Well, sir, at the particular 
t.ime these letters were issued I was not company commander, 
tqepefore, I was in no way connected with the receipt of 
these documents or in no way connected with the message 
center. Question: !ben did you become company commander 
of the 28th Signal Comp;my? Answer: 29 September 1944. 
Question: Then you have.:.·never seen copies of these communi­
cations? ·Answer: No sir. 

7. First Lieutenant Robert E. Viets, Message Center Officer and CtyRto­
graphic Securit;v: Officer, 28th Signal Company. Question: I 
hand you Aft 380-5 and ask you if you were familla.r on .5 Feb 
1945 with }Br, 44a. Answerz Yes sir, l was. familiar with 
that. guestion: I hand you communications issued by the 
Ottice of the Chief Signal Officer, E'l'OUSA, subject: Pro­
tection of Cryptographic EquiptOOnt. Were you on 5 Feb. 1945 
familiar with the contents of these commWtications? Answer: 
To my knowledge, sir, I have not seen the letter, "Security 
ot SIGABA" dated 6 July 1944. Question: But you are familiar 
with all the rest of them? Answer: With the other two, yes. 

B. Warrant- Officer JG Edward K. Moody, ~sistant Message Genter Officer, 
2Bth Signal Company. - Question: I hand you A.B. 38G-5, WD, 
and call your attentiontto par. 44a. On 5 Feb. 1945 were you 
'familiar with that particular paragraph? Answer: I believe 
I was, but later I checked up on it to refresh my memory on it. 
Question: I h.a.nd you. letters from the CSO, ETOUSA, subject: 
Protection of Cryptographic Equipment,. On 5 Feb were you 
famUie.r with the coriten ts of these communications? Answer: 
I was reasonably familiar with. them. · I have seen them in 
the Signal Office at one time or another. 

9. Sergeant Frank Tetarus, Message Center Trick Chief, 28th Sigpal Company. 
Question: Were you charged with any responsibility for storing 
or safeguarding the secret material, Answer: Yes sir. 
Question: Have any instructions been given you by Lt,. Viets · 
as to the necessity for safeguarding this cr.yptographic 
material? Answer: Well, sir, they were not .form.al. We 
were required to read AR JSQ-5 which states the rules of 
safety. 

lO. Tee Sergeant Spier D. Williams, Chief Clerk, 28th Si~al Co. - Stated 
that the documents for message center usually came through 
his desk •. He receipted for them, routed than to their proper 
destination, but did not necessarily look a.t them. He did 
not ~ember ~f3;=R~ine r ,. t.teT~ 11~t was not likely that 
he woUld. .·· '[lJ wp r ') i' 'lrt~ "!I; l 

' ,, ~ \\ ~ I ~I •• I_ " 



The especial.l,y pertinent statements of policy on physical safe .... 

guarding from AR .38<>-5 and CSO, ETOOSA letters are as follows: (For the 

complete policy .from AR 3SCl-5 and the complete EmUSA letters, see Tab T. ) 

From AR J§D-2 J { ~e also Tab T. ) 

Par. 44. li:"ecautiona necessary ~o insure cryptographic eecuril;,y. -
In order to inaure cryptographic security the following principles 
must be observed: 

a. Cryptographic material will be given the most secure storage 
available and will never be left unattended except when deposited in 
a three-combination safe or its equivalent. 

From Letter dated ±!t Uarch 12W:t= (See also Tab T .. ) 

•• ,Cryptographic material and associated equipment is always 
hiehJ.Y ·vulnerable to capture by the enell\V or compromise during 
transit irrespective or geographic locations. · All responsible per­
sonnel operating in a static ,POsition must be constantly alert to 
protect cr.:,: ptographic equipment from capture by the enemy and loss 
through careless han<il.ing .... 

Section B. Ho~Ue 9Jl!ratiq.p.1 

(2) In the event of a convoy move to a new headquarters., 
t.he code room vehicle should be loca.tecl toward the front of the convoy 
to insure irrmediat.e cryptographic communications for ·the forward. 
command post. · 

(3) ~d er;yptographie personnel should occupy the 
vehicle immediately following the cod.e room van or truck. 

(4} Armed BUQ"ds will protect the i.lrmedia.te area suJTOund­
ing the mobUe cede room during temporary and overnight eonvo1 halt, 

E. Echelon Op!rations 

(2) The safest and moat expeditious means of transporta­
tion available will be employed in moving the S!GABA. 

l. This paragraph does not cover the exact situation of the Colmar case 
because the truck was not being used as a .mobile code room. However, 
the type of protection desirec:i is evident. 



from Letter dated 6 Jm 1944; see Tab T.) 

... a. The Si€J1al Security Officer will be responsible for all 
aecurity matters connected with this apparatus. He shall be · 
lam' J iar with t~e correct method of operating the equipment as 
outlined in the publiahed instructions, and shall enforce the pro­
visions of these documents as well as those of AR 38()..?. 

The officers ~ose positions vested them with the greatest respOnsi­

bility for the ColmAr incident were the Division Si&nal Officer ·(Colonel 

Hullett) and the Cryptographic Security Officer (Lt. Viets}. Both 

testified that they considered they were complying with AR 3BD-5 by hav­

ing the equipment locked in a ,3-combination safe (Tab T for AR 380-5 rule) 

in spite of additiona.l instructions issued by the Signal Officer, ETOUSA 

(Tab T). Although the lost cryptographic equipment.!.!!! locked in a .3-. 

combination safe, it was lei't unguarded in a mobile truck parked on a 

street of a city recently captured from the en~. 

The conclusions drawn in Lt. Colonel Peterson 1 s report of the first 

investigation were as tollows: 

••• V. Conclusions 

14. That the security provided for cryptographic material or 
the 28th Si~al Compal\Y ?:as inadequate and not in compliance with 
the intent of A~ Regulations 380.5 and provisions of secret letter 
instructions published b,y higner headquarters. 

15. That· Lt., Colonel Clarence Hullett, 28th Division Signal 
Officer, failed to fulf'Ul his duties as Division Signal Officer 
by allowing a condition of negligence to exist in the 28th Sit,J!al 
Company whic;h reaulted in the los• o_£ highly secret devices and. 
documents. That no standing operatlilg procedure had been pre­
scribed which provided for tlle .li.laXimum security of this material 
at all times. The compromise of this secret data. by ene.fl\Y' forces 
will result in grave damage to the secret communication system of 
the U. s. Ari:ny. 



16. That Lt. Robert Viets as cr7Ptographic security officer, 
having full knowledge of the importance for aecuri ty of crypto­
graphic material, tailed to exercise even ordinary security mt)a.sures 
consistent with the known importance ot the secret devices and codes. 

The concltUJions drawn in Major General Prickett's report of the 

second investigation were as followsf 

• -.IV. CONCLUSIONS. 

13. It is concluded that: 

a. The security measures provided for cryptographic equip­
ment of the 28th Infantry Division were totally inadequate and did 
not comply with the provisions of AR ,)80 ... 5 and instructions issued 
by the Si,r.nal Officer, ETOUSA. 

. b. The lack of inspections, guards for vehicles, and 
specific instructions for security measures reflect unfavorably on 
the·etficiency of the 28th lnfantr,y Division, 

c. Colonel Jesse L. Gibney, GSC, 0..122161 Chief of Staff, G-2, 
28th Infantry Division., .failed to perform. his duties as Chief of Staff. 

d. Lt. Colonel Harry s • .Messec, GSC, Assistant Chief' of 
Staff, G-2, 28th Infantry Division, failed to perform his duties a.a 
G-2. 

e.. Lt. Colonel Clarence 'f. Hullett, 015088, 28th Division 
Signal Officer, 1st Lieut. Robert. E, Viets, 016387.24, 28th Pivision 
Cryptographic Security Officer, WOJG Edward K. Moody, W 2127012, 
Assistant Message Center Officer, 28th Signal Cotlpa.ny, and T/3 Frank 
s. Tet.arus, 36607Sl4, Or;yptographie Technician, 2Sth Signal Company, 
are guilty of gross neglect of duty. 

t. Trw practice of the Chief Signal Officer, ETOUSA, in 
sendinG security instructions direct to Division Signal Officers and 
Division Security Officers is unsound from a command viewpoint. 

g. Proper measures were and are being taken to recover the 
lost cryptographic eq\Q.pment. 



The record of trial on Golonel Hullett1 indicated that he was 

sentenced to dismissal, as confirmed by Cd, ETO. . On 6 November 1945 

sentence was suspended during gpod behavior by action of Secreta~y of 

War Patterson. If offense under AWs ehould be committed. subseo..uent 

to 6 November Hullett would be subject to punishment for second offense 

p.l.us dismissal on original qbarges. lio .record in this agency is avail-

able on the trial of Viets 1 Mood3, or Tetarus. 

1. Tnis information is contained in a note by fiLirk Rhoads on inside 
cover of Folder "Compromise and Loss Cryptomaterial-ETO ( Oolma.r 

. lncic.ient.) Investigation",. · 
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A. General. 

Maintenance of large electro-mechanical converters in th.e field 

tiras a. canplet.ely new problem in World War II. W:1en the war began in 

December 1941, the Arrtr3 had only about 1001 converters in contrast to 

the 3030 'Which it would procure during the next two or rrore years. 

Therefore, placing contracts for the needed converters, prod4ing Tele­

type Corporation into bettering its delivecy schedule, and distributing 

them to the users were the main problems that absorbed the attention of' 

SIS.2 What to do about tixir~ the converters when they broke doTin was 

a sadly neglected problem as far as advanced planning was concerned. 

The first maintenance school for SIGABA was held in March 1942, llhich 

date 1'IJIJ.Y not seem very belated since the U, s. had been in the war only 

about four months and the main quantity of SIGA.BA.s i1ad not yet been 

ordered. (See Cha.J.:'t, page .) But it was so laW that the plans made 

and carried out by the War Department 1 for maintenance of converters never 

caught up to the ne$d and SIGAB/l maintenance became a problem ehie.t'ly 

solved by ingenious emergency expediency in the overseas theaters. 

1. Wo:rma.tion concerning the fact that s!lfr'lad received about lOO 
converters when the wo.r sta.rtea wa.s remembered by Mr. Kenneth Kuhn, 
Chief, ·Maintenance Branch. A ¢aref'ul examination of the procurement 
figures (pages and , also Chart ) reveals that the figure 
could not have been much less than 80 nor much more than 150. 

2. Later expanded to ASA; see Chart, page 

-----------~---------------------------------------------
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B. Maintenance Traini!!S 
1 

During 1941 and early 1942 the attitude whieh prevailed in SlS 

was that personnel trained in teletype maintenance could perform SIGAB.A 

maint.enance by exper:lmenting on tneir, own with repairing SIGABAs. All 

SIGABA maintenance was perto:rmed by the personnel of SIS, 1 who, in accord-

. once with prevailing mood, had acquired their experience catch-as-oa.tch 

ea.n. T!1is attitude toward the maint.enanoe p1-oblem is ~;ell summarized by 

the· following letter (from QCSigO, WD to the Signal Officer, 2!1d Amy). 

written in July 1941: 

1. 'fhe. setting up of a special course of instruction on the 
maintenance of Converter Type .14-1.34-c is believed. to be impra.cticabl4\t 
at the present time for the following reasons. 

a. Of .322 converters now on order, only 10 have thus !ar 
been accepted despite the vital need for this device amone various 
tactical organizations. Upon receipt of additional converters £rom 
the manufacturer it is intended to unke them imm.edia tely available 
to using organizations and, consequently, converters tor use in 
maintenance courses will be unavailable. 

b. Because ot the similarity in some respects of t'1e Con­
verter M-134-Q to standard Teletype L~st.ruments, it is believed that 
personnel who have been trained tor Teletype maintenance can, with a 
litt~e additional experience, prov~de the necessary field maintenance 
ot converters~ 

c. The storage and issu.e ot Converters M-1.34-C is a respon­
sibility of the SIS or this.office and it is contemplated that all 
major repairs or unit replacements will be effected by the Signal 
Intelligence Service. While making such repairs serviceable converters 
will be exchanged for the un~erviceable converters in the hands ·ot 
the tacti~ organizations. 

In March 1942, the rtiost maintenance school was organized. . Classes 

. were held in the evenings iri tne Munitions Building, v1here the sW. 
offices were then located. ·.:.hiS first. maintenance school £:2!:. .lli .t!rsonnel. 

1. Later expanded to ASA; aee Ohart, page 
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.2!!k \'taB all tbat existed in ma.int:.enanoe t~a;:-.c=r-"lll 
l . 

when SIS moved to its pennanent location at Arlington Hall Station. 

The texts used in the first school were the manufacturer's texts. 

While the firet. school was beinc conducted at th.e Munitions Building, 

the first War Department maintenance instructions, namely, "Operating 

and Maintenance Instruct:i.ons tor Oonverter !!-134-C (short UtJ.e: SIGKKK), 

In en.rly 194.3 the Kaintenance School underwent a much-needed expan­

sion. Letters were sent out to all holders of SIG'.AB.A invitin.g units to 

sent perao.r.nel to Washington tor trainine in SIGABA ~intenance. Signal 

Corps Inspectors at manutacturer•a plant who had n·., training, but "Were 

inspecting the equipment, were brought to Arlington Hall Station and 

given t.he maintenance coursE;). This training of inspectors resulted in 

their performing a much better job of accepting or rejecting the manu-

. racturer•s product. U.nc1er the netl training proera.m., the school expanded 

to tue point that it overreached the capacity of Arlington Hall and was 

• mf.l'Vec1 to Vint Hill Farms Station at \'larrenton,. Virginia in 

T..qe m&intena.nce school was conducted at Vint Hlll from until 

1 May 1949). when it wa.s moved to Carl.yle Barracks, Pennsylvania.· Direct 

technical lla.ison is authorized between Maintenance Branch at Arlington 

Hall and the Maintenance School at Vint. Hill. 

During the entire war SPSIC (later SPSIS) letters were periodically 

published and distributed to all hc.lders of SIGA.BA, invitine units to send 

men to Washington>for trainine in SIGABA .maintenance. The length of the 

training period and the prerequisites for the trainees, in generSl 

increased as follows & 

I. Later expanded to ASA; see Chart, page • 
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LENGTH OF· 
LETTER TRAINIRG PERIOD PREREQUISimB FOR TRAINEES 

l. Subject; ttfrained Person- 30 daya1 (l) Jl$n with previous tele-
nel for Maintenance of type maintenance train-
Converter ll-1.34-0, n 

6 May 1943· 
ing. . 

(2) Men familiar with circuit 
110rk and small tools • 

. (3) lien who have uaett· &mall 
tools, such as teletype-
writer repairmen. 

2. Subject a same, 1 I \l) Same as {l) above. ~~days 
l2 June 1943 (2) Uen fam:lljar with oir-

cuit work and small tools, 
I such as telephone repair-
~ men or installers. 
f (.3) Same as (.3) above. 

,3. Subject: Same, i 45 da.ys1 I (l) Same 4s (1) above. 
10 Dee. 1943 ~ (2) Same as (2) above. 

J ~ (.3) Men who have used small 
~ I tools, such as type-

( i writer repairmen, with a i baaic knowledge or elec ... 
trical circuits. 

4· Subject: Same, I 55 days1 Personnel selected for this 
5 feb. 1944 . training must be qualified 

~ to perform. the duties of 
J i teletypewriter mechanic 
l 
·' : { SSN-2.39) • · ' ~ 

5. Subject: Same, '· 70 daysl : Same as above. 
); 

6 June 1944 ~ I ' 

6. Subject: Same, 
i 

8 weeks1 l much expanded statement. of l 15 Dec. 1944 . prerequisites: See 'l'ab V. 

lContinued on fC?llowing page. J 
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lENGTH OF .I 
m.uunm mRIODI PREREQUISITES FOR TRAINEES 

1. Subject: same, 
26 Jilq 194.5 

8. Paragraphs 28-31 ot 
naeneral Instructions 
for Converter M-1.34-C" 
(short title: SIGBRE-l), 
June 1945. -

9. Subject: 11Tra.ined Person­
nel for Maintenance of 
Converter i-1.34....0, •• 
2.AprU 1946 

l.O. Subject; Training of Per­
somel for Maintenance ot 
Electro-mechanical Crn>to­
gra.phic Equipnent; 9 Sept. 
1948. . 

l. see i'ootnote l, previous page. 

Approxi-1 
mately 
8 weeks f 

I 

See Tab v. 

See Tab v. 

I See Tab v. 

See Tab V. 
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one is 

impressed Yd. th th$ fact that the training of SIGA.BA repai.rme.n was making 

steady progress. 'l"ne school grew eo large that it overreached the 

capacity of Arlington Rall; the length or_ the training period was, in 

general, gr&duall7 inoreaaed;1 the prerequisites were .made more stringent. 

But this is only one side o£ the picture. The other side is that while 

· the maintenance school was tl.1tpWld1ng, the war was in. progress and several 

hundred SIGABAs were alreat\1 overseas. The_ .first invitation to using 

units to send in men tor training as repairmen was issued on 6 May 1943 

at VJhich t.ime the North. African invasion was jus~ about over. 

The effectiveness of the war-time maintenance school suffered from 

more than just the tact that it was behj.nd sched.~e in the early war 

years. For after the school began to turn out trairied repairmen in time 

to go overseas with some of the new SIGABAs, 2 many of the men did not 

arrive overseas in the capacity of cryptographic repairmep after all. 

The reason was that cryptographic repairmen did not appear on any of the 

Army's Tables of Organizat,-ion and Equipment until 22 September 19441 when 

fixed and mobile cryptographic equipaent repair teauu:s:3 appeared on the 

1~ S'ee footnote l, page • 
2. The last and largest order was for 1165 SlGABAs, not placed. untll 

23 Uov. 43 and not completed until l Oct. 4S. 
:;. IL. - Mobile cryptographic equipnwmt repair team. - Provicles the re­

quired personnel, tools and spare parts for routine maintenance in­
spect ~on· and second and third echelon repair or electrical and mechan­
ical cryptographic devices. This team is cax:able or mainta.inine all 
mechanioal and electrical cryptographic equipment authorized for service 
of t.e.ctioal organizations. 
IM. - Fixed eryptograp.l'lic equipment repair tewth - Provides the requirecl 
personnel, tool$, and spare parts for maintenance and tilird echelon 
repair of all types of mechanical and electrical c:ryptogra{ilic devices. 
T'.ais team is intended to be used 1n rear areas of the theater to .m.a.in­
tain cryptographic machines used in enciphering coomunioations !or t~1e 
theater headquarters s.nd to augment the mobile cryptographic repair 
teams in repair of damaged equipment. 

~ 1 frl 'Jill I 
~ 
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T/0 & E of the AriD1's Signal Service Organization (T./0 & E ll-500). 

Since there was no formal place for them on the T/0 & E > there was no 

authority for preventing them from being transferred to other dutiea 

and just such unwise and l.inpreventable t~ans,ters ma.ny times ocQurred. 
. ' I .. , ' .~ , ~ ·' '• 

Even though cryptographic repair teams . appea.Nd on T/0 & K ll-500 on 

22 ~pt. 441 most. tmit~J ~till do not carry c:cyptographic repairmen on 

their T/0 & Es. 

The fact thrl t planning and training for repair of cryptographic 

equipnent. was .far behind the need does not imply as much lack of !ore­

sight as at first it might purport. When the war began in December 

1941. SIGABAs were being procured at a. slow and leisurely rate. Only 

about 1001 
had been received and onl.r 327 had even been ordered. lt 

was natural that no extensive plans were made for repair or such a few 

converters~ That a maintenance school was begun four months later is 

rapid accomplishment judge4 from the point of view of effort put to an 

emergency task but judged by results, it was too late. 

0. Re29rts from Over~eas Theaters on SIGABA Maintenance 

ASA in the European, .Mediterranean, and Pacific T'neaters trained 

most o£ their own repairmen during the war. During the early months of 

the war, SIGADA repair in the overseas theaters was carried on by a tew. 

Later the few repai~en available trained others. 

1. See footnote 1, page • 
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'l'he way in which 8.49th Signal Intelligence Service (llediterranean 

Theater) met the problems posed by SIGABA maintenance is well swmnarized 

by the following excerpt from the History of 849th Signal Intelligence 

Service: 

From Hiaton ot AA2th SIS, ;e. 127: 

1 ••. 6. It was a fortunate coincidence that one of the enlisted 
men ·from the Western Task Force who was assigned to the 849th was 
an excellent SIGABA repairman as well as a first rate all-round 
mechanic, s.ince none of the EM originall,y assigned to the organiza­
tion had ever seen the machine. For several months this man spent 
most of his time making on-the-spot repairs all over the t.h~ter, 
eince What. few machines there were could never be spared long enough . 
to send them in to headquarters for overhauling. Between trips he 
managed to train two other men on the machine, after which a. school 
was established in which additional men of this and other ~ganiza­
tions were trained·. Some months later SSA expressed grave doubts 
as to the practicability ot attempting to train maintenance men under 
"combat conditions" and suggested that they be requisitioned (a 
process which experience shows requires an average time of approximate­
ly six months). Eventually enough SlGABAs reached the theater to make 
it possible to dispatch new or econditioned machines to units in 

. , .. ~rouble and pick up the old ones for thorough overhauling. However, 
by this time so many capable r$pairmen had been trainecl that such 

· ·· · ·•xchanges were very seldom necessary, and the principle function of 
· the SIGABA repairmen continued to ce that of training maintenance 

men, Wh!ch they are still doing \1945) at. the rate ot about ten a 
month. · 

The difficulties encountered because of lack o! equipment and trained 

repairmen in the. China-Burma-India. Theater is told in an excerpt from a 

field report: 2 

1. This man was one of the first graduates of the Maintenance School at 
Arlington Hall Station. The excerpt quoted here shows the need for 
the taorou~~ training which the A.H.s. school provided. 

2. Field Report on SIGABA, To: Cl1iet, Signal Officer, From: Adam E. 
Dogan, 1st Lt., SC., Unit leader, s.c. SupplJ" Survey Theater Unit, 
3 Jan. 1944. 
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,. , .11. SIGABA machines ha-ve been maintained by one te 
three maintenance men tor about 18 mont:!le in the entire CBI 
Theater. Four SlGABA maintenance men arrived Qne month ago,. 
T'nree maintenance men. arrived without tool ldts to 1110rk on 
SIGABA machines. There are not enough tools available tQ 
equip these SIGABA maintenance men or the additional oen who 
hatte been requisitioned from the U. s. Tools have been re­
quisitioned for these men. 

A detailed. report of the SIGABA maintenance problema met by 849th 

Signal. Intelligence Service is presented in the following excerpt from 

a History of Cipher Uaobine la.intenanee Section:1 

Hi~tou of Ci@er Machine. ~~.~:eenanee Section ~Part II) of §lt9th s~. 

SIGABA 

... 1~ GENFRAL. Early in 1943 the Cipher Machine Maintenance 
Section i,na.ueurated a sQhool for the training of SIGABA maintenance 

·personnel in the liorth African Theater. / Newl3 trained personnel 
first served as the instructors for- a. ten day course, which has been 
repeated appro.xima,tely every two weeks to the present date, During" 
this period 7 officers and 193 enlisted men of both the Arrrq and Navy 
were trained. Tue t'OllOlfing paragra.Jils discuss the activities of the 
SIGABA personnel of the Gipher Machine Main~ance Section,· and tell 
or the problems enoountered. , 

••• 2. SIGABA MAINTENANCE COURSE. The program of the school is 
a. condensed version of the course 1n SIGABA maintenance, offered by 
the Second Signal Service Regiment, Washington, D, c. New studento 
a.re first processed and thoroughly checked for cr,ypt.ographic clearance. 
The schedule of the ten day course provides ti~ee days tor circuits, 
tr1ree days for meChanical adjustments and lubrication, and four days 
for troubles. The explanation in document SlGKKK-1 is followed. in 
studying circuits. T'ne student is sholl!l how to follow tile diagram 
in all positions Of the Ooo.trol RitChi?B• All hit-or-miss methods 
in finding troubles are discouraged, and the apt pupil readilJ sees 
the value of a systematic use of the oruneter in localizing the 
trouble to a. definite portion 'Of the complex wiring, the ewitches, 
or the mechanically activated ·contacts. Next the student ia shown 

1. 'hiis report waa written by Theodore o, ietcill, Capt., Signal ~orpa 
Cipher Kachiile Section, 849th SIS. His complete report lan excerpt 
of which is given here) is incorporated in the History ot 849th SIS. 
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now t,o diamantle the entire machine, which is studied in· sections 
in order to avoid contusion, He is taught to reassailble and adjuat 
the unit, memorizing the measurements and critical lJpring tensions. 
An explanation ot the proper wag t~ olean, oil, and grease the 
machine is giyep J.~~:.,.~his time. The student is ohown 'NOJ"n parts 
which have had to ·be replaced because, t;,f improper care of the unit. 
'tandem operation and operation with batteries .are e:xplained. Every 
<tU.t'~c;ult;y that. th• inet:ru,ctor has. experienced in field ma.intenance· 

. i• Pl!'Quettt -t.Q the st~enta. a,ttention. following this, a macbj.ne is 
uiigned to each- St\J,d~h and a, series .Of thirty-five trOubles, one 
at a t.1me 1 are placed on the unit. After the electrical or mochan­
ica.l maladjustment is placed on the unit,. the student. is recalled into 
the- room and timed untU he has located and repaired the trouble. A 
record ot this kind assists the instructor to observe the student's 
technique 1 t.Uthougtl particular emphaeis is placed on thoroughness 
rather than on speed • 

• • • ;. (a) AODITIONAL ACTlVITIES Of' THE SECTIO~. AS a number of 
SIGABAs and the mtrl.ntenance trouble!<l arising therefrom increasecl., the 
need f'or a central agency for the suppJ.¥ of spare parts •s soon 
recognized. This section assumed the responsibility of filllng 
orders in the fi$ld, and in turn ordere4 parts tor its supp~ tram 
Washington. 

(b) AdGquate tQOls and equipnent are not available in the 
.t'ie~d for the repair of SIGABA motors~ Faulty motors are forwarded 
to this section for repair where they are exche.ngecl for , new or 
rebuilt motors, thereby eliminating any long delay at the operating 
-unit. · 

••• 4. (a) MAIN DIFFIO\Il:mS ENCOUNTERED. The sost serious 
operational failures encountered in this theater are caused by faUlty 
power supply. Voltage changes are f.requen t throughout t.ne day and 
night. Voltage drop retards tl;le make and ''break ol a moving ccntact, 
induoing sparking,. and thereby causing the part to becone worn and 
pitted~ The e.fteQt of faul.ty power suppl;- on cipher machines and 
teletype units was oO.erved early in the North African campaign, and 
r.;&J'\V hol<lera were influenced te> use only' power from army power units. 
These holders have e~erienoed a ~ of failures due to electrical 
break-downs. Other holders using power generated loeall,y have had 
cone;iderable difficulty. The answer to this problem is not 1n the 
smo.U power units of the individual machine, since these units will 
not atand up under constant operation. Tae better solution has 
provec:l to be tile provision of large power units !or continual opera-­
tion with sufficient output to provide for the entire needs ot a 
messa.~ center and code room. 

__ t 
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(b) Additional ditf!culty was once enooWlt&red in :keeping 
. the machines clean due t.o the impalpable character of the dust in 
North Africa. This situation was improved materially when the CH-76 
became available tor issue to all holders. 

(c) lhunerous complaints were received that. SIGABA.s were 
. causing interi'erence wi t.b. radio reception. To meet. this obstacle 
a spark suppressor unit was.developed and distributed to some of 
'the holders. A detailed description and drawing of the Wlit was 
submitted to Washine;ton tor approval only to find that a simU&r 
unit had been devised there and had become available for distribution. 

~ ... 5, CONOLUSlON. lt·'a.s the opinion ot this section that the 
SIGABA i,s a. most practical and efficient cipher device. Simplicity 
,of operation, facility of maintenance, and its suitability to field 
conditions have made it invaluable in signal conmunica.tions. :nruu1 
me~~ical refinements such as automatic ribbon reverses, hinged 
cover-lids, and copy holders would be welcome improv«mnts trom 
the operator's standpoint. 

D. Replacement and
1 
Redesiss of Parts 

Another repair problem was obtaining necessary replacement parts. 

FrOin 1942-45, procurement of' replac'ement parts from the manufacturer ·was 

extremely difficult. Therefore, parts which wore out with little use 

constituted a desperate problem. Excessive trouble with any of the pa.rts 

of the convertel's instigated work on 'redesisn to eliminate the detects. 

This research on perfecting design of parts, on which defective reports 

had been received, became one of the chief functions of Maintenance 

Branch• Arlington Hall Station, during the \7ar. Untold man ;hours of trial 

and error and testing were spent in order to perfect by redesign any parts 

reported as giving excess trouble. In order not to delay production of 

redesiljled parts, Kaintenance Branch, Arlington Hall, found it necessary 
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1 ' 
to assign an officer to the manufacturer's plant -from March 1943 to 

January 1946 for the purpose of answering the manufacturer's technical 

questions immediately. 

Dl1rine the African invasion, excessive trouble was encountered with 

the clutch-trip magnet oonta.cta and replacement part$ eould not be 

obtained. Finally, 1n October 1943 the clutch-trip circuit and assembly 
. l 

was completely redesigned~ thereby eliminating the trouble. All con-

vertera d.eUvel'$d by the manufacturer after l January 1944 we.re equipped 

with this deai~ change. 2 

During the war .many suggestions and recommendations were received 

at A:rn\Y Security Agency tor an automatic ribbon reverse oecha.nism. It 

was impossible then to place emph.a.sis on such a development.. However, 

in early 1947, design of a.n automatic ribbon-reverse mechanism was begun 

and in January 1948, procurement was initiated. They were received in 

July~948 and made available for field installation. 

Listed below are the major design changes made by the ma.nutaoturer 

on the new SIGABAs coming off the assembly line after field use o! the 

earlier machines had proved the changes desirable: 

l. Verbal into'rmation from ur. i. KUhn, Chief, Maintenance Branch, 
May 1949. 

2. Change No. l to ROperating and U.aintanenoe Instruction$ for Con­
verter M-134-C" (short title: SIGKKK-1), 15 Nov. l94J, p. 2, 
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NOTE• The quantity figure in the right hand column is the number of 
units built which did.~ incltde the change. It. is probable 
that a percentage of these Utlits. were subsequently modit'ittd in 

_the field. · 

108778 

108787 

108319 

100162 

108684 

108680 

100970 
100971 
100972 

108694 
108695 
108696 

1006$1 

100991 

108776 

Right hand main shaft bearing 
{Replaced 100271 bearing to permit easier 
removal of main shaft) 

Left hand main shaft bearing . ';>·;: ,-, 

(Replaced 100577 bearing to pe~t ·~1 
bearing distortion) · 

Axial wick t<>~ ~ s.bAtt . 
(Added £or improved lubrication) 

Type1dl-eel shaft gear h\lb 
lKey added tq f!r~vent slippage) 

Typewheel &.ha.f~ and bub 
tReplaced 100069 shaft and hub alter the 

· first 1,417 units, but hardened ste.al hubs 
not $n effect ·until after 1, 708) 

T,ypewheel shaft tri~tion disc 
\Replaced. 100086 disc. 108680 has two large 

· tlats. 100086 had amall. key. 

Approx. 500 

1,821 

1,708 

Approx. 100 

(These parts replaaed ~~ · ·l$af type typS'Wheel 
frio tion c).~tch parts 100088, 100089 and 76086.) 

Trip lever ( Replacec:l 100279) · 
Reset lever (Replaced 100525) ~ 

Non-repeat latch {Replaced 100262) 
(The above parts provided increased margin 
tor the non-repeat mechanism) 

Hold-down tor motor plug 
(Add.eci to prevent bounce-out of the plug~) 

Insulator 
(Added under stepping mf!1lets to prevent 
shorttng of terminals) 

Approx. 1, )00 

Approx. 300 

Shield for clutch magnet 
(Added to prevont dama.ee to magnet lead wires.) 

-~------ .- --- -~-~------~-~--~ --



100121 

1002.36 

108717 

100212 

108310 
108309 

100100 

100117 

108818 

100817 
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Print haumer insert 
{Top of insert widened to provide 
better printing.) 

Detent lever-tor rotor 
(Oil hole added) 

Receptacle 
{Added to left aide of eovcr for booklet 
atorae••) 

Clutch thrOYIOut lever 
(This part mod.itied. several times. 2.)6Q 
represents t. he tigw:. •e for units not having 
the final design.) 

Stainless steel stepping ·mag. arm pivot 
liagnet bracket {Replaced. 100266) 
(The original pivot, 1002971 wa.s replaced in 
all units after 370, but the final delign of 
100)10 "Wa.$ not in units until a.tter 21823. In 
between, aevel"al different materials were tried. 
Hl08)ll nut and U0743 lock washer are U$ed to 
mount each 108310 pivot. The 108309 brackets 
will take all types of' 100310 pivot.). . 

1,850 . 

2,360 

2,82.3 
370 

Over (Cent.eri."lg arm tor ribbon feed. Approx. 31000 
Riveted design changed to an assembly 
consisting of 0108873 arm and 1/108874 
hardened, replaceable post. 

Tape chute assembly Approx • .31000 
(Reinforcing bands added to supplement 
spot welding.) 

Tape ehute assemblf No units had this 
(This design, in which the reinforcing 
bands were integral, was released just 
as production ot units stopped,) 

Switch bracket and switch ass~blT No units had this 
( 'fais design, Which replaced the 
1003).6 braeket and 9175.5 switch, was 
also released just as production of 
units stopped.) 
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Retaining ring for stop Pin• 
{This rine; which replaced 100061, had 
welded posts tot the ribbon gt4,de to 
provide more tnread tor the ribbon guide 
mtg. ser.ws. t:no change was released 
just as unit production stopped.) 

No units had· thia 

Controller switch ca.at~g and bearings Uo units h"-d this 
(Becauae or wear of the top bearing, and 
seizure of the lowtr, the l00332.top plate 
was replaced with 108965 plate having an 
oilit.e bushing, and the lower bronze bushing 

· BSl78 was replaced with 108966 oilite bushing. 
These cnanefl!s can be made in the field it 
proper .taeilitie.o are availabl•.t or new style 
100595 assemblies ean be used to replace the 
old style.) 

Clutch magnet contact assembJ¥ 
(The 6100280 "let close" design replaced the 
original 1/100270 "push clo8en design and 
our records indicate that replacement of 
all 100270 assemblies was made. Later, a 
two-spring "l•t. cloee8 assemblg, f/108712 1 
having riveted and hard-soldered contact 
points was released. Because of the com- · 
plexity ot the sequEflce ·ot these changes, 
.no accurate estimate .of the number ot units 
invol,-ed can be :made. HoweveJ">, the replace­
ment of the original/1100270 assembly by 
tho #108280 should provide satisfactory 
operation.. -

E. O.tfic!al War Department Maintenagce Docwnents 

i · Through the years, two t1pe~a of written official maintenance in­

structions were provided by the War D&p!lrtment. One type was the 

detailed document for guidance of t.htt skilled maintenance man. The 

other type consisted of . certain pages in the operating or keying 

instructions which instructed the operator in making minor repairs and 

in care of the converter. 
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as f<>llt1Ws: 

1, "Operating and Uaintenance Instructions for Converter 1i·l34-C8 

(short title: SIG!Kl), l Sept, 1942, 

2. "Operating and Maintenance Instructions for Comrerter K-134-C" 
(snort title= S.IGKKK-1), 15 Nov. 1943. 

). "Operating and Maintenance Instructions for Converter M ... lJ4-C" 
(short. t.i tle: SIGKKK-2}, J W'le 194!5. 

"freventive maintenance" instructions for the operator appeared in 

the earUest official document on the use ()f ~IQ4BA, naro.ely "Operating 

Instructions for Converter M-1.34-C (short title: SIGBf!J), Oct,. 1941· 

'I'his document told the operators that '*onl.Jr repairs of a very minor nature 

should be attempted in the field.". It also instructed then to send all 

damaged parts to the Chief Signal Officer far replacement and in case ot 

"serious damage, major repairs or .faulty operat.ion" to· notify the Chie~ 

Signal Officer and await instructions. Aceerding to SIGBWJ the repairs 

which the operator could pertonn without difficulty were as follows: 

replacing the printer wheel, rewiring e. burned out rotor, changing e. fuse, 

replaQing a burned out capacitor or resistor, and changing the motor. 

Included were brief instructions on how to accomplish these minor repairs 

and a page and a hal! ot instructions_ on haw to lubricate the converter. 

TAese first instructions stated that the converter should be lubricated 

once a month. From Jul3 1941 until September 1942, when SIGKKK was 

published, these SIGBWJ instructions on minor repair and lubrication 

were all that existed concerning maintenance. It is interesting that 



-I 
REF ID:A523210. 

altho~ SIGBWJ pro'l'idea deta.Uect inatruction ot lubrication, NOT ORS 

WORD WAS WRITTEN CONCERNING H OPERATOR•S CLEANING 'mE CONVERmR. 

When detailed maintenance instructions 1n the form of SIGKnl 

appeared in Sept. 19421 this new docwnent superseded SIGBWJ• SIGKIK 

did not give simple preventive maintenance instructions for the operator 

as SIGBWJ had done.. Therefore, from Sept. 1942 until June 19451 when 

"Operating Instructions for Convert.Etr K-1)4-C" (abort ti,..le: SIGQZF-2) 

was published, no instructions on preventive maintenance were provided 

for the operator, SIGQZF-2 contained three }:ages of information "Main­

tenance Responsibilities of the Operator," which not only instructed the 

operator on lubrication (as did SIGBWJ) but included a detailed description 

. (neglected in SIGBWJ) on how.!£ clean th_e_ converter. 

No definite schedule for lubrication was provided in SlGQZF-2. This 

wa.s in contrast to the prescription in the superseded SIG3WJ for lubrica­

tion once a month. The new policy on lubrication schedule stated in 

SIGQZF-2 was as follows: "No definite schedule of lubrication can be 

provided.~ The trequ~nc:y. o~ lubrication periods will depend on dust, 

humidity, and temperature conditions as well aa volume of traffic •• •" 

When ~he next edition of SIGQZF (SIGQZF•3)2 was published on 1 Nov. 1946, 

it contained approximately the same cleaning and lubrication instructions 

1. ''Operating and. ilaintenance Instructions for -eonverter Jl.l)4..Cii 
· (short title: SIGKKK), l Sept. 1942. 
2. ~rypto..OtJerat.ing Instructions tor Converter 14-134-C" (short title t 

SIGQZF-3), 1 Nov. 1946. 
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for the operator as d1d SIOQZF-2. Instructions for the operator on 

minor repair were included in neither SIQQZF-2 or SI~-.3. 

In Aug. 1946, an AG letter was published which outlined the "Policy 

on Maintenance of Orypt.ogr~phic Equipment".1 (See Tab F.) This policy 

prescribed that maintenance would be performed under the nFive Echelon 

Syetemn. (For explanation of the "Five ~ohelon System, see Tab F ~) 

Changes in the 11Five EchelOn System" were published in a new s,_.ecial 

regulation which superseded the AG letter (Tab F) on 28 Mareh 1949. 

This new special regulation is SR 75o-445-1, ''Maintenance Supplies and 

Equipnent", 28 March 1949 {see Tab G}. 

r. Service Re.cord Cards 

On 2 August 1944 a. letter2 announcing the issuing ot a new service 

/-. record. card (short title: SIGGOlW) was sent oo all holders. The card 

was designed for the purpose of keeping a more accurate record ot main­

tenance work done on Converter M-134-C, A special holder was designed 

for the card, the holder to fit on ~be lett side of the converter cover 

by drilling six •078 holes (/i47 drill) in the cover, When .filled these 

service-record cards were returned to the Signal Security Bra.rx:h {later 

expanded to Arm¥ Security Agency).· For photoeraph.ot the service record 

card 1n pla.ce, see Tab W. 

1. Letter, AGA0-5-B-K )llt5 \>1 July 4'6L Subject& iiPollcy on Mainten­
ance of Cryptographic Equipment, It 5 Aug; 1946. 

2• SPSIO Letter r~. 446, $q.bject; Service Record Caf.d for Converter 
}.1;;:;.134...0, To: AU holdei'd ot Converter M-134-C, Signed tor the CSO 
by Ftank 84 ·Stone X:~; ~BriglJ,dier :~t«t~; Ohlef, ~(loimm.id.'-"iBstanch 
Service and Russel H. Horton, MajQ.r., .s.c., Signal SeclU"ity Branch-. · 
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G. Dust Tests 

In •arlY 1945 a series or tests were conducted to dete~e whether 

leaving the cover off the SIGABA increased maintenance problems by .allow­

ing nclust and dirt. to settle on the rotors, resultintr in unnecessary 

friction and wear" •1 It. was reported1 by an AACS station l to ASA thru 

channels) th~t lea~ the cover off the SIGABA increased maintenance 

problems, and it was suggested by this same stat~on that a hinged cover 

be desiened to facilitate replacing the eovar and thereby to encourage 

operat,p~~. t,o keep the SIGIVI enclosed at all possible times • 

. ·In order to determine whether a change from the detachable SIGABA 

cover to a hinged. type would "reduce the •out-o.f-service 1 periods", a 

series of dust tests were conducted. In accordance with a decision2 

of the Executive Committee of Security Division# ASA.t a letter-3 was sent 

to seventy-nine holders of Convtrter ~-134-C requesting them to "Conduct 

a test substantially as follcws1 

a. A qualified .maintenance mah to thoroughly clean and 
lubricate two converters as indicated in Section VI 
of 110perating and Maintenance ln$t.ruc tions for Con­
vert.Etr M-1.34..0 (short title: SIGKKK)". 
(1) The first ot the two converters to be operated tor 

.30 days with the 100730 cover lid completely rEmoved. 

l. Letter to CG, Arlfi3 Air Forces, Attn. 60nmunicatioris Security Officer, 
Office of Air Communications Officer, From: Francis. T. Fogatq, Major, 
Air Corps, Deputy Assistant £or Chief ot Staff, Intelligene$, Station­
ary Letterhead; Headquarters Arm.y Airway-s Comm.unica.tions System, 5 Dec. 
1944. Folder: Dust tests, U-134-C, CSGAs--80 

2 •. Memorandum, Action l. To: CO, Subject: Recommendations on U.odi.f'icatiOi'l 
o.f' SIGABA Cover Lid into hinged-type lid. Signed Allsopp. 

3. Letter, 'fo: Selected Holders of Converter M-134..01 Signed: For the Chief 
Signal O.f'ticer by FrankE, Stoner, Uajor General, u.s. Army, Chief, 
ArfnT Communications Service and Kenneth. Kuhn, Lt. Col., s.c., Signal 
Security Branch, 14 Mar. 1945. 
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(2) The eecona c<nverter to be operated tor t 1t8 same 
period or time; operating personnel to b$ carefully 
1nstruo ted to keep the cover lid on the converter 
at all times eXIept. wnen actually setti."lg or chang-
ing th~ ~tors. . 

0£ the 79 statiOns conducting the dust test, 49 reported that it 

helped to keep the oover on and 30 reported that. it did not. 

While the testa were being conducted, Maintenance Branch of Arrq 

Security Agency deaigned a hinged cover and installed it on a Converter 

M-l34-C. For a p?lot.ograph of this hinged· cover, see Tab • T'ne results 

of the dust tests indicated that the resulting iraprovement would not 

condone manufacture distribution of a hinged cover. Therefore, the project 

was dropped. 

Ht Rehabilitation Progx:am 

Currently {May 1949), all SIGABA.s that are rehabiUtat$<1 contain 

th~·~~e~t design of parts. ·All of this rehabllitation work is done 

by. m&intenanee pere,onnel at Arzrq Seeurit1 Agency, However, these 
I:,'.,.' C 

:rehabilit.at.ed SIGABAB will pNbably' not. be used in quantity due to the 

fact that, as fast as possib~e, all Converters M-l34...C are to be converted­

to ASAM lS•s. 

1. Same as footnote 3, previous page. 
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CHAPrER lVIIl. THE ZERO MACHINE 

In earl,y 1942, a special Washington-London circuit was established 

for the secret communication of Preaid.ent Roosevelt and Prime Ltiniater 

Churchill. The equipnent which provided this communication has become 

known a1 the zero machine an<l the circuit as POTUs-PRDE, meaning Presi­

dent of the u. s. and. the Prime Minister. All. POTUS.PRIME messages bore 

the special preetclence desi~ation xxxc which ~ higher than the highest 

nomal precedence dea1gnation1 Urgent. The arranganents made for the use 
u 

of the zero equipment were quite complicated but the resu.lts were so 

speedy that the British, who had no access to the equipnent, never ceased. 

to be amazed at the very tn moments required. to report the POTUS...PRlllE 

traffic "RECEIVED" • 

POTUs-PRIJIE messages were sent via Westem Union trans-Atlantic 

cable by means of on-line SIGABAs. The SJ;GABAs of the send: circuit from 

Washington to london were located in Naval Communication's code room in 

Washington and in the code room of the Naval Attache in London •. The 

SIGABAa of the send circuit trom London to Washington were located in 

the cod.e room of the I.Uita:ey Attache in London and the War Department 

cocle room in Washington. By means of· this arrangement only Navy code 

roo,m personnel saw .messaaes from the President to the Prime Minister a.nd 

onl,y A.rrq code room peracnnel saw messages from the Prime Minister to 

the President. Delivery to the Prime Minister a.nd President was accoJUoooo 

plished by means or special secret telephone 8nd. tel~type lines from 
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the code ro0m1 to th•1r respective offices at Ro .• 10 Downing Street 

in London and at the White House in Washington. 

The messages W$r(J transmitted acl'()ss the Atlantic by the on-line 

SIGABAB via cablf!J as follows: Thfil on•llne SIGABAs 1n tlle cocie room 

were connected to' a special relay b0x
1 

in the Western Union oi'f'ice. As 

soon as a. trans-Atlantic cable circuit was tree., the Western Union 

office would patch in the sending SIGABA. The enciphered signals from 

the SIGABA went directlT to a transmitter distributor 1n the Western 

Union office, and from that point 4irectlf over the cable so that the 

aignals were received almost immediately on the deciphering SIGABA across 

the Atlantic as, plain typed text. Tne maximum transmitting speed ot the 

cable circuit was 250 letters per minute. The speed available on the 

cryptographic keyboard was 325 letters per minute. To .compensate for 

this difference in speed, storage tr8l1Smitters were provided within the 

circuit in order to store up 60 letters. It was therefore possible to 

operate the ABA keyboard for short perieds at a speed. ereater than the 

cable speed. "E;xce:ss" letters were stored. If howver, the storage 

capacity was exceeded, the machines lost synchronism. 

In March 1943, the Western Union trans-Atlantic cable wa.s changed 

to Variplex operatipn. This change meant that more than one subscriber 

could send w~ssages at the same time but the number of letters of the 

same message goine over the cable would be slowed down in accordance with 

1. fhis special re~ box was designed by Westem Union Telegraph l.!o. 



of the cable was oompleteq tree; · the· eehding · ot a POTUs-PRJ:ME mes­

sage was almost instantaneous. The delays encountered. were caused by 

more subscriber& needing the cable than the capacity or the cable 

could. allow. 

During the first. few months of use 11 an imperfection in the eero 

equipnent. caused such serious trouble that it was necessary to discon­

tinue its use until an improvement could be developed. The trouble wae 

caused by the .t'a.ct that the maohimta in London and Washington were de­

pendent upon perfect syncnronism. Falae signals sometimes occurrecl 

whioh proctuce<t £al.ee stepping of tne . ct•cipheri.ng machine, t.hereby 1 

gettine the machines out of pbue and giving garbled text. Therefore, 

an~ unit called. a "ldck ellm1na\or" •• introduced. in the fall of 

1942 in order to elimin~te this faln atepping of the decipherina machine. 

The perfection reaolle4 by introdut::tion or the 11ldck eliminator" made 

t.he zero equipment. the most secure and rapid in the world. 

Durine the interim in which the zero equipment could not be used11 

the POTtJS-PRDIE messages wei"$ enc1ph8re~ by nom.tal. means, namely, Con­

vert•r 11-134-A, anc1 were t~$limdt.\itd by means or normal teletype circuits. 

Uuring this period. t,he only difference between POTUS-PIUiiiE messages and 

'normal traffic was that their x:x:xc. precedence gave them preferential 

iwicUJ.ng. '!'he introduction of the fiJd.ck. eliminator" into the xxxc 

circuit made possible ·resumption of using the zero equipnent. 
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ABA . ORIQ)l .... . , 

ACB nt..VT -

ADI UATGZ. 

130 DINOY 

AGU AWSJG 

AHI JSGUF 

EOA ZIQBR - CNATB 

EFI RSPHJ 

EGO KGHOA 

.BHU. BPCIV 

EJI SKOJQ 

IDA CILBU 

IF! SWB:OI 

IGI mHl) 

mo DJBLT 

.KJU EDVIW 

Ill UYNKE 

Of A llllWR 

OGE Oti'ZO 

OHl XH'J:LF 

OJO IIPIGR 

OIU HZAFX .-

OLY QUIHP 

UGA ElmQH 
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The indicator syatAm uaed. for POrU$-PRDIE trattic over t~e zero 

· circuit •• d.ifferent from the normal SIGABA indicator a.rstem. A 

table l1$ted tl:lrM-l•tter combinations followed by · i'ive-let.wr groups. 

(See sample table on opposite page.) The operator chose t1t0 of t.he 

three letter gro~ from the table, tor example, IHO and EHU. Ti1e 

indicator transmitted 'WQUld therefore be lltOSHO which would indicate 

(see table opposite) tbo.t the control rotor setting wa.s J>JSLT and the 

alphabet rotor setting was BrOlV, 
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APPIIDIX 

SIOQU SlGQU-2 SlGQZ!-3 
~~--------------~~------------------------=-~~==--====---==================4==-=~~-== -~=-~~~~----

Control. cipher. kch Mehlne le pn'ri.ded with lach conTerter la proYided with 
aDd 1D4u roton 10 large coatrol or cipher rotors"' 5 .... u. rotors to be ueed. in the 

Sue ae SIOQU-2. 

to be used in the eoatrol aD4 index (front) poa1t1on and 10 
clpher poa1 tione of the cipher large ro·tore to be uaed ln the 
unit.; and 5 oall or i!!lu JOtora. e~epplag control (middle) aa4 

alphabet (rear) poet tlon. 
i 

1~--------------~~----------------------------~----------------------------~----------------------------! 

!he rotor aaaembl.T chan«• a 
4&117 la accordance •1 th Yable 
Jo. 2 fi"'II SlGQZr of the ·qatem 
emplo.yed. fhe term rotor •••~ 

, bl7 le intend-ed to cover (1) the 
comblna\lone of 5 rotors ••lect­
ed as cor&trol rotors. ( 2) 'l'he. 
combination of 5 rct~rs selected 
aa cipher rotors. (3) 4fhe lndex 
rotors and ( 4) !he perm.tation 
or order ln which the rotors are 
to be lnaerted ln the oo_ntrol. 
elpher. and lDdex positions. 

'l'he Key ltiat. - The key llet 
(see euple n..,.a,Tle key liet 
from Sl&QZJ'-2)• contains the · 
arr~ement of the etepplng con­
trol and alphabet rotora for each 
d~ of the month and the. allg~­
aente of the index rotore for 
each of the several aec:urt ty 
claes1f1eat1one for eTery d., of 
the aonth. file arrangement of 
the stepping control and alphabet 
rotor• remains the same through­
out the CJ'TPtographlc period for 
all security clas.lficatione. 
fhe altgnmen t. of the index rotors 
differ for each aecurl ty claat1-
flcat1on. · 

Sue aa SlGQD-2. (See 
aample key 118 t fi"'m SI~-3 )• 

•!be aample key ltet \ablee referred to above are found in Volume ), Chapter XIV, 
Section B. paces 

I~ IN H I. llL t\1\ Ill 1!,1 
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ligures in the eol'WIJI,; marked J'tpreR tn the colwme aarlted figures tn the eoluan aarited 
8 COftRQL• and •CtlBJ!'l of the COftaOL {MlDDI&) and CIPDR (UAll) IO!Oll ARJWtGDIDT (JOB ALL 
rotor asaembl7 t.able (see Table ot tfable l ( aee Table I from SlG- CLASSI:riCA'flOIS) epeclf71nc 
I from SIG~., p. ) refel' to QZJ'-2)• refer to the W'l1 h 41gi ts wbleh etepplng control and al-
the un1 ta dlg1 ta mi'rked on the' marked en the control and c1 phel' pbabet rotors are to be ueecl 011 
contl"')! rotors and oil the cipher rotors. A aet of rotors 'bearing a epeclflc day of the 110nth &Dd. 
rGtore._ A eet ot rotore bG$riDC the nwaben 21 to JO lncluatve., the poeitione of theee roton 
the muabere ll to 20 1ncluelve, tor •xa1D.P1e. ,.-Ill be regarcle4 as ln the converter. Burlbers in the 

_for example. trill be regarded ae belng urked 1,2.,.3 •••• 0. ~e tens table refer to the 2nd dlglt of 
belnc atarked 1,2.3 • ..;--o. fte .. teaa digits will be 4tsrecarded when the of the rotor awaber. A eat 
digit.a will 'be 41aregard.ed when aseeablln« 'he rotors in accord- ot rotors be&l"lng the I1Ulll'bere 21 
uaeabllng the rotora in accord- ance with the daily rotor asaembl,: to 30, inclualTe. for exaaple, 
&llce wt th the daily key. fiR,. in , -•11• ln the table indicates that will be rep·rded aa being aarked 
the table indicates that the par.. the rotor ao de•ignated. is to be 1.2.3 ... 0. •R" in the table ln-
tiettlar rotor is to be inserted _inserted in the reveraed position. dteates that the rotor as det1g-
1n a reTereed pod tion. kample: kample: On the eemn4 da;y of the r nate4 ia to be inserted in the 
Jan 1 the rotor assembly table · month, ttable I (see 'fable I from re'fersed poet Uon. The ~tors 
(aee fable lo. 2 from SIGQZF)• SlGQZr-2)• designates 5-0-3-7-9 w1ll be inserted in their res-
_. deaigJ'late 3-1-0-5-6 for the for the contNl rotors and l-6ll-! pectiTe post tiona in order from 
control rotore and 9-2-7-4Jl.o..S for -2 .. 4 for the cipher rotors. Roms left to l"ight ae 'the operator 
the eipher rotors. loton marked 'mark-ed 5,0,3.7, and 9 (d.hreca.rd.- ' faces the eonYeJ'ter. lxample: 

· 3,1,0,5 and 6 (dleregardtng the , ing tens digits) will be inserted On the 2nd dq of the aonth, the 
tens 41g1 te) will be 1naerted in -1n the control poet tion in that sample extract troa a ke7 lie t. 
the control rotor position 1n 1 order, from left to right as the ' designates 2-JB-9B-l-5 tor the 
that order. tromleft to right, _,operator faces _the conver\er. !he~ stepping control rotors an4 6-~ll 
ae the operator tacea the JD&ebtne. remaining 5 rotora. marked 1,6,8, , -s-1-0 for the alphabet rotor•· 
!he :rnatnln.g 5 rotore, marked § 2, and 4 will be inserted 1n the (See sample table from SIGQZJ'-J)• · 
9,2., 7,48 and 8 will be 1neerted ~ eiphar poetUon in tbat order, i llotore aarlte4 2,3,9.1 and 5 (tile- . 
in the cipher rotor poet tlone ln 'from lett to right, w:1 th rotor f regardiag tens diglte) will b-e 
.U.t order, from lett. to right, DWiber 6 reversed. ~ inserted ln the control rotor 
wt th rotor number ~ reversed. ~ position ln that order, from left 

~ to right as the operator tacea 
n 

•!'he euple·ker llet tablea ref~~~~~ 
Section B, pa.ges 
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the converter. w1 th mmbera 3 - . 
and 9 re..-eraed. !'he reuinl~~g 
tlve rotors ~rtel 6,4,8.7 and 0, 
will be lnsenee la the .tphabet 
poaltioa ln. that order from left 
to rlght 1t1 th rotor nuaber 11. 
reYe:t-a.a •. 

'lhe ftret eet of numbers 1 n the The set of QDbere under lJIJ)lll ~e sets of 1\Wiben UDder 
rotor aeeembly '*able t?1ll designate (fROft) AI.lGHJOllft SICBET of. 'fable l»J)I« (J'BOH) ALlGJIImlft 4eelpate 
the co11binaUon and allg.nment of I ( eee eaDtple table, SIGQZ7-2)• I the altpaent of the lDilex roto1"111 
the 1M.ex rotort. Exuple; On , clea1pates the daily allgl'llient of ueecl for uc1pher1Dg u4 d:eelphel'-1 
Ju 1 the :rotor assemblT table ·the index rotcu•e w be used when 1ag.aesaagea oa a specific da;r 
('fable 2) ltsts 58-lo-45-22-36. the rotor ae1ellbl7 1s chedt.t by of \he month. In three eepara.te 

I 
(See !able 2. SlOC(ZP)• 1'ha index ·the 26-;..30 check group ( eee below. eolwuua. eaCh headed IRDBX 
rotor beartng the sequence 50 to 59 26-30 cheek). In three separate (J'B)Jl'l') ALIGlldft, t.he ke7 Uet. 
will be lue~ted !n ths first poe- columns .. each headed liDIX (J'IiOJff' &1Yea the daily sl.lpaent of the 
ltlon on the lett. The l1Umbe:r 58 ALIGlf~, fable U (see aaa:ple index rotors for each el&ae1t1ea-
h alt.gnee on the :reference 111ark, table, SIGQZ.i'-2) giTes the d.aily tion (see eaaple key lht fro• 
etc.. OONllDElllflAI. and :uslflUC«tliD allgn SIGQZP-J}• !he al1guent of the 

In QZf. the arrangement of the fdllts of the index rotore and index rotors ie dete!"'lined by the 
1Ddex roto~• waa changed eacll dq. refers to 'l'able I for the SJCIB'f claes1:rteat1on of the meesace an4 
1• Q,ZJ-2. onq t.he alignment was allgnm&nt. Bxample: According the day of the 110ntb. huple: 
cbe.Dged each d&i9'. !he alignment to 'fable II. on the 2nd day of According to the b7 lht aen-: 
t (according to ~-2) was different the lliOntb the 1Ddel!. rotors ebou.lcl tloned above_. on the f1ret dq 
!tor eaeh elaaelftcatlon. !he order·be allgnee at 12-23-32-42-54 for of the li!Onth the 11Wibere of the 
f>f the index rotore (atter new-style Sl'i:CRI'l messsgea; at 11-29-37-43• iadex rotors should be al1ped 
keyliets became etteeti ve) wa.e a1.... ~5g :for CODI»IftlAL messages; and from left to rlght on th& wbi te 
wqs l0-20-3o-4D-5(). !l'b.ie order a' 12-23-31-42-59 tor JtiS1llllot'BD reference llla1"k •' 10 23 31 49 50 
as not etated in Q;£7-2 but. aJ.w&¥• ·meaeagee. tor SJICKJif •••aces; at 12 28 31 
appeared. ln the keylhte• · 44 53 for COil'IDII'l'I.AL meesagee: 

1 aa4 at 17 25 36 43 5S for US-
I, 1!BIC'tiD •••aa••· 

rtl ,-----~---...l:>*::;;~~<u-~~~N!14~~~~~J\.....C.:O~:OOOJ~,.-:.:;.·.-.,r---"<..~.tl-~JN!'t'te".~~-~=:..~'6$ ... 1'¥_~~ ....... =··""~0~-;:;,-o;..-..:·e.!C.:--~-"'~k-""'=.~~-~~~~"""""'IIC=~~~--='"'t"''~--, 
•!be s81Dple k$7 list. table a re~:t.l~_l~A!Ili, Chapte~ nv. 
Section B. pagee 

I 
.' 
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JJot included in SIGQ.ZJ'. 

I 

\ 
J 

\ 
J 

!he 26-JO cheek: groups proVided. !'be ·26-30 check groupe providect !a 
ln 'laltle I are used to check the the· key 11 at are uaed to check the 
correctness of the dally rotor eorreetnea• of the dally rotor a~•·· 
asaembl7 and of the eteppiug of the •at and 1mex aliCD118nt Slid the etep- . 
control and cipher rotors. ifhe plug t:if the stepplag control an4 al-
eheek is accomplished ln the fol- phabet rotor&. ·flte 26-30 cheek is 

I
~ lowing manner: Altga the lnd.e.x perform.r:d as follows: ( l) Arrange 

rotors and ass~r•ble the control the stt:pping eontrel and alphabet 
rotors in aceordMce with fable I. rotor" and aligu the lndez rotors tn 

I (See saaple .lfa.'ble 1 from Q.ZJ'-2)• a.eeol'denee with the key 11et and the 
'lhrow the 1erohe-operate key to security claaaificatton to be checked. ! 

l
nzerotze•. and turn the controller i ( 2) Zero1se the converter. (J) Set '. 
to 11ll•; then pr8ss down the •:Blank" the stroke counter at zero. (4) 
and •.Bep~t• lr:eye tdml tineouely Swl tch the seroi 1e-operate ke,- to 

ft until the letter •o• on the ('IO~t·rol "Opemte• end thus turn the controller 
I Md cipher rotore appear• at the t.o 8 0 11 • ( 5) Prees down the "Repeat• 
i reference mark. Set the stro!!:e I .?.nd • A• keys: td mltaneouely and hold 
! counter at zero end th.e zeroh~ · until 30 letters a:re printed• (6) 

operate key at "Operate• and tu.r.n The 26th. 27th. 2!th. 29th, and 30th 
t.he eont:roller to »p. l01r pre'SS [letters t.hus obtained ohou.ld agree 

, down the MJiepeat• and •A• .keyft exactly -.1 th the 26-30 cheek group 
simultaaeoualy aDd hold until 30 given in the key lh;t .•.. 
lettere are printed. 0 'lhe ?.6th, 
27th. 28th. 29th and 30th letters 
thus obtainee should egree exactly 
w1 th the 26-30 cheek group for the 
dat gt ven in Ta'ble I. 

I 
•The eaaple Jcet llat ta'blea referred 

SectloD :B, pages 
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(Aceorcllng to SIGQU, tohe lal~i~ - Da1~~~7;;:~~~~ ~ -;~-;"-=-..• 0 4~~;;;~:~7;~ 
allgnaent of the 1Ddex rotors remains table 1s used to align all rotoora be-
the a&1118 tohroughout thtt d.q aDd e1nee fore beglmrl.ag tbe enelphereent or de- 11 
the imex rotors do not step. it ia cipbet"'llfmt of a aeasage. .Ulguaenta ~ 
neeeaaa17 to allp \ho oaly once at eorreapondlng to 'he SKCRif. COifi»D- 4 
the beglmdnc of the day. Por allgn- TIAL .. and. US'l'lUCtJJD class1f1cat1one ~ 
Milt of lnd.u rotors, aee aboYe: are giTen for each dfiT. lor aet.ho4 of~ 
•uma llO'l'ORS. •) !he con,rol and dally aligl'lll8nt of index l"'tora for ~ 
cipher rotors to be used on a giYen each clasaU'ica.tlon •. see •tDdex llotora•K 
dq. ba'Ylag been aelectoed and inserted •• under SIGQ.Zr-2 abo"Ye. !he control ud ~ ••t be aet to an 1n1tial allgnrHnt be- cipher rotors to be. ueed. on a g1Yen ~ 
fore enciphering or deciphering a ••- d.q ~ havl ng been selected and inserted ~ 
aage. Dally inlU"- al1£Jlii8Dt k8f'a ln the cipher ult aue' be set to an ~ 
will be found ln fable Ko. 2 of the · tnltial horizontal alignment before ~ 
ays\n eapl6J'ed ln the colUIID aark:ed ·~enciphering or 4~pher1ng a llleeeace. ~~' .. 
•tBITlAL ALIGRJIIII'll.• '!he let ten of Daily 1n1 tial al1gnll8nt• tor each 
this ltqing ele11ent are brought into j cla.sa1ficat1ou will. be t~Ulld in the 
allgDilent along wh1 te reference marke ~columna of !able II marked Illl'.l'IAL 
extending across the end.plates a1ld. ~ .ALIGllllllft ( COft&>L ABD CIPBD). !'M·· ~ 
aeparator assembly. CQn&ml anA q!Rb!t ~letters of thJ.e keying ele~tent are 
rotors aa alisnea to the saae kez. R broqh\ into allgwaent oa the whl te 
&xMple: On Ju i the imttal alignJlent~ reference aarka of the COI'ltrol and 
cl•en ln fe;ble lo. 2 of the eaaple U.ble~elpher positions. £o;trol, ntor1 M4 
ia JODPX (see ~able 2 of SlGQZJ'}! the ~cipher rotors will tnTArlablz be 
control rotors are turnee by hand so. ijaliped to the. same k&· ii&laple: On ~ 
that the le,ters JUDPX U'e al1ga«i i; the second dq of the aoath, the R 

horizontally on the reference 1118l"k• ~ 1D1 tial a.U.gllll8n t gl Yen tn 'fable II, ~-
!fhe cipher rotors are also turnei b.'r ~ ( aee 'la'ble II fro a $IOQU-2)• for , 
haD.4 so that the letters JUDPX are 1SJIC&m meaaacea ia BSGUT; tor COJfJ'IDEll- .. 
aligned hori son tally on the reference ~~lfUL messages. J'.BliVD; 8lld for DS!JUC!fJCD!. 
mark. J'or u.e of da1!z; ln1 tial al1e- ; massages. PJJnL. I Ill tial ellguent wlll~ 
qe Mft!IQ Jsez1¥ eJeMn\ below. ;,be detel"JJlined by the claae1ficat1on o~ t 

] the IHeeage. Por use of dallr 1n1 tial r; 

~a11paaent 1 . see measye kertgg eleaeat · ~ 
below. · ~ 

~W':~~.I<~~~/li&O""'F.'~~t0~~~~:.)~~-4.~~--~r~_n.i·~z.~~~~~<YL..~~~~~·-•;o't-.-..,"""" 
*'fbe ~le kQ" lbt tablea rete:rredi . .;~~r~1 .l6l,_ J. CbaPJtr XIY. · -------

kct.lon B. pages > t ., l-·J ,, 
--~~~~~·~--%-~H·Tr-~1~--------

11: 
(' ~ 
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l-· , _ ~:===:~: ~~~~~~~ ~~~~~~~Sl~GQU-~=~~~ 
•essace lqlng 
JD..-eDt 

.A group of eJJ7 5 lettere, except Z, Same as SlGQZJ'. 
. selec$ed at random, .•• la used aa 

I the· •essage keying elemeat. lt will 
be heFeina.f'ter termed the lAterpal 

I ••••K• 1n.d1catos:_.. . StlPJ)Ose ~· 5 
lettere selected are XUPG. .After 

! the control. clpher, 8Dd index rotors 
Rl are asBHbled and altpetl .•• the 5 

letters eelectee at nmdom will be 
il enciphered Mil the cipher neultaut 

printed on the tap". 'lhie cipher 
resultant wlll herelnefter be termed 

! the external meeeae lndlcalor. !he 
j control rotors and the cipher rotors 
! are t.hen turnee 'by hand and al.lgnee 
I to the internal message lndlcator 

I. (XADPG tn thle eU~~ple) by the oper­
ator. · DVII aliQ! the rotors to the 

r 1_1tt_ mti ijisfiierlim\i. gator l thO . 
! }e,tte:n printed on· the !!J?el, but 
( alm• tg $be \nterp!l !!11M' &n-
1 d1cator. 

I . I 

I 

SlG~-3 
~l'l!ll~~~~~ .... ~G~~~r.-~~-r.~,.r~;!f 

the meaaace rotor allguent 1e 
deri.YeA aDd altp_,. on the ah))plag 
control and alphabet rotors aa fol­
lows: a. Select a group of arrr 5 
letters at randoa ( aeeaage tndtcatore) 
b. Zerotze the eon'YePter. 
e. LeaYe the controller at "Jltf. and. 
theD preaa1ng dOWn the •Blant• and 
•Repeat• k8fs dnl taneou.I-7 11nt1l 
the letter 0 11 OD the stepping COD­
trol and alphabet rotors comes to 
rest at the reference mark. 

· d. Strike the nuaeral tre,. 1~ the 
! mmber of times Ftflqulred to allgn 

the let atepptng control rotor (next 
to the lett end plate) to the let 
letter of the ••••ace 1Ddleator. 
e. Align the 2n4 etepplug eontrol 

1 rotor b7 etrlkl~~g \be Dtllleral key 2, 
U the Jrd by atr1k1Dg the llUileral ke7 3, 
~until all tt ve stepping control I 

rotors are al1gnee to the 5 lettere 
! ot the •eeage 1-ndteator. 
f. lf &117 rotor ls stepped past the 
correct letter or lf the rotors are 

, not allgnee ln proper eeq11enee, the 
entire process muat be repeated from 

'the serolze poaitlon. 
; g. .After the stepping eontrol rotors 
haYe been aligned, check the allcnaent 1 

. ot the alphabet rotors to lnsure that ~ 
· all five are not aligned to •o. • 
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length ot Message l! the cryptographe4 text ••• I 1' the CJ7P\ographeA text ••• 
will exceed 350 5-letter ~upe. 
the plain tezt met be diYlded 
1nto 2 or more equal parte so 
that no part will .exceed 350 
clpher-text groups. J'or each 
pazt a DQ 1DternaJ. 1188SSc8 
1n41cator will be aelected. 

I 
J 

l 
I 
~ 
I 
l 

will exceed 100 5-letter groupe. 
the plata text 1rill be divided 
into 21 01' more equal parte a:ad 
eaeh part will be treated aa 
thoqb. 1 t •ere a eeptm1te mee­
Uce· 

' ) 

Sue as SJ;O~I'-2. 
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Detailed Descri¢ion ot Converter K-134.C 

Converter M-134..0 is as~embled from subunits such as the keyboard, 
printer unit, rotor magnet and drive bar assemblies, controller, cipher 
unit and motor unit, all of wbioh are mounted on one base. 

Controller. (See Tab D £or interior of controller switch.) The con­
troller (.3) maY be turned nanually to any one of five positions, thus con­
neotin~-~ the operating circuits and regulating the spacing of the tape to 
meet any of the following op3ratins conditions: 

a. Controller !a "2" :pgsit.ion. - Power switch· turned off. 
b. Controller i!}. !f." f!2Sition - ;elain tzyina. 

(1) Key-lever contracts for nu;..'l.erels and letters o.re connected 
throucn control switch pUeups direotJ..v t.o the correspond-

. ing print mc.ne ts. · 
(2) Tapa feed pawl oppooite twelve-tooth ratchet for regular 

spacing of tape. 
c. Controller in "!tt pooition. 

(1) Zeroizlnr rotors ( zeroize-oE,2rato key !e. "Zeroizen pooition). 
(a} Tape feed pawl is opposite the two-tooth rat.c:a.et, pre­

venting tape feedinG• 
(b) No~ l print suppress magnet is energized tor each revolu­

tion of the oa.in shaft to blocl! printing ti"len the "Bla."lk11 

key is depressed. · 
(2) Steppin0 control.rotors numbers 2. ,!e ~ inclusive (zeroi~j\3-

o~rate k.e.v .,!!! "0J?!rate11 pgsition. 
(a The control rotors numbers one to .five inclusive ~be 

individuallg stepping by operatlng the numeral ke.ys 1~2, 
J,41 or 5~ respectively, 

(b) £Jo. 2 print suppress magnet is energized each time the 
ooin oiloft revolves to blocl;: printing, 

d. Controller ,!a "!" position - ancip5lerins text. 
(l) The eireuito of tne iixn and nzii ttey-lever contcots are connected 

in. pa.ra.llel. 
(2) The circuit v'IDich was disconnected !rom the letter nzn is con­

nected to the "Space." 
(3) Circuits frQn the e~phabet key-lever contacts are l~uted through 

ti1e ~ipher Ulf).it from .left to ri,eht. 
(4) Tape feed pawl is opposite the ten-toot.\:1 ro.tchet to insert an 

e,."t:..ra space aftar each five-latter group. 
c. Controller ,!!! "12" :egsit.ion - aecipi1ering ~· 

(1) Circuits from ti&e alpnabet keJ-lever contacts aro routed throuch 
the eipi0r unit from ri~t to left. 

( 2) Tape .feed pawl is opr.Ji..s.ltO the twelve-tooth ratchet for regular 
spacing. 

(3) Circuit t'ro.tl nzn position on the left cipher distributor of 
the eipl'le:r unit is switched to print suppress :nagn!3t Ill. 

Keyboard. - See Tab I. 

(Continued L"A Tab .!:!.B'------....:..,.,.-..,..:----.l..-:----
; '' 

'! ' .. 
I .• I 

' ~ .. ' ;:J' . , 



---------------- --

---------------- ~ 

1. 'l'ave chute 
2. cover lid 
3. Controller 
4. 'fape retainin~ arrn 

f\G. \ 

;:,. Side tape chute 
G. Stroke counter 
7. }lallle plate .,;th register numoer 
s. print n.arnrner 

--------

-----------
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Print Suppression. - Under certain cc:nditions, such as spaces between 
words, and steppine the rotors to zeroize them, it is necessary to suppress 
printing. Wnen the printing .is to be suppressed, one of the two print 
suppress magnets is energized and the corresponding stop pin is moved into 
the patch of the print hammer and blocks printing. When th~ controller is 
1n the "D" position, the circuit from the letter nzn position on the left 
cipher distributor is transterl"$d from the uzn print .magnet to print suppress 
mgnet #l (paragraph lla{2)), · 

Motor~· - The motor unit consists o£ the m.otir, motor fan, motor 
pinion, mounting plate, and motor plug. Two types ot motor units are 
available as outlined in paragrap..~ 8a, of ''Maintenanae Instructions for 
Converter »-134-C" (SIGKK.K-2). The correct procedure in substituting motors 

. is outllied 1n paragraph l3.3c ot the same manual. 

"Blank"~ "Reeeat" Kez Levers. 

a. W.o.en the "Blank" key lever is depressed, a circuit. through print 
suppress magnet Ill is completed. This blocks printing but permits the main 
shaft. to make one revolution. 

b. It the 11Repeat•t and any operative key lever are held depressed 
simultaneously, the dlutch trip magnet loak~p eirouit will be held open, 
and the clutch trip magnet will be energized f!SVery time the catn ttA 11 closes it.s 
print ( "A11 ) contact. Repeated operation will result as long as these two 
key levers are held depressed. The nRepeat" key will~ operate if depressed 
after any other key. 

Hand-lever Operation. 

a. The hand lever can be used, as a substitute for the motor, to furnish 
energy to the main shaft. Teeth which are arranged in the hand-lever ratchet 
mesh with a pinion known as the hand-lever pinion. This pinion is located 
on the rig.'lt, end or the main shaft. The hand-lever pawl disc with its pawl 
is fastened to the main shaft at. the left end of the pinion in such. a "Wa3 
that the hand-lever pawl can engage· with t.lle teet;h of the pinion. When the 
pinion is engaged by the pawl, a. downward stroke of the ·hand lever will 
cause the main shaft to rotate. On the upward stroke the hand-lever pawl 
rides over the pinion teeth without engaging them. 

b. A hand ... lever slip ring w;·lich oan be slid to lett or right £ita over 
part, o£ the nand-lever pinion. Wh$1 the motor is used, this hand-lever slip 
ring is positioned so that the pawl rides in a channel in its peripher,y, ~,us 
disengaging the hand-lever pawl £rom ~1e pinion. 

(Detailed description continued ~_Tal;) 11..,) --:~ -·- ... ~ :-.:.-· ' 

\ ~4 '· 
'I I 

'• .. 

~: .. ;:,t~ .. ·.1 ~-:vl: 
-;.: 

. ..._ -~-:'"': ' ) 

~ >: ~-'"' (;:; 
.,. 
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FIG. 2 

9. Ribbon shift lever 11. Tape feed roller 

10. Type wheel 12. Zeroize-operate key 

SEGRET 
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Converter M-134-C 

(showing stcuxlard cipher unit 

(short title: SIGIVI) in place) 
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for detailed description, see Tabs A, B, 
D, g, !, J, K1 L, Y, 0. 
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16 

FIG. 3 

13. Cipher unit hold-down thumbscrews 15. Right tape release 
14. Cover screws 16. Left tape release 

SEGRE'f' 
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TAB D 

Converter M-134-C 

(showing t~e three rotor banks of the standard 

cipher unit {short title: SIGIVI)) 

. -, 
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(Continued from Tab B) · 

For explanation of rotor stepping, see Tab E. 

~eroizi.ns ~ Rotors. 

a. With the controller in the "R" position and the zeroize-opera.te · 
key in the "Zeroize" position, circuits from the steppine contact 0B" are 
routed through each o£ the ten rotor stepping contact. assemblies and each 
of the rotor maenete. 

b, With the f'oregoint; condition set up and the 11Bla.nk" and "Repeattt 
keys held depressed, an impulse from the stepping contact "B" will be 
applied to all ten rotor magnets {!or each revolution ot the main shaft). 
This will cause the rotors to be advanced to their zeroize positions. When 
the rotors rea~n their zero positions, the rotor stepping contacts are 
opened by studs on the rotors, preventing any further stepping. 

For description of cipher unit, see Tab M. 

(Continued in Tab E) 

: ·;-

---------------------'------ ---- -----------------
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FIG. 4 

17. Index rotors 
18. Control rotors 
19. Cipher rotors 

~'&CRET 
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Converter M-134..0 

(cipher unit removed 

and 

interior of Controller Switch) 
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Rotor keet !!!9_ Bbt&r Di-'ive·!!fAssemblies~; 
a. The· rotors in the cipher and control mazes are advanced or stepped 

ahead by pawls on the rotor drive bar assembly. This assembly is moved back 
and forth, by the action of the channel cam, once for each revolution of 
tha main shaft The rotors to be advanced are selected by energizLng their 
rotor magnets, Wt'len a rotor magnet is energized, the rear po~tion of its 
armature moves upward, tripping its associated rotor pawl latch. This releases 
the corresponding rotor pawl so that its front end moves up to engage a 
notch on the rotor. Waile the rotor drive bar asselbly is being moves for­
ward, those rotors that are e~gaged by t;1eir p.!!.wls will be advanced one step,. 
When the rotor drive bar ass8Llbly returna to the inoperative position, the 
rotor pawls will be reset on their latches by their reset screws. 

b. The positions and wiring of the rotors in the control and index 
mazes determine which ot the rotors in the ci,.nher maze are to be advanced 
~th the operation of a key lever. For each revolution of ~1e main shaft, 
an impulse from tha stepping con·,,aet ·"B" is routed t:1rough a. m:lnimum of 
one and a maximum of four of the cipher rotor magnets. 

c. Another circuit is routed from the stepping contact •1B" to the 
number three rotor magnet of the control maze, so that it advances its 
rotor once fer each revolutio~ of the main shaft. •. Every time the letter "0" 
of this ti'lird rotor is aligned with the wi1ite reference marks on the cipher 
unit, a stud on its periphery closes a. pair of contacts, complet:.ing a cir­
cuit to the number four rotor magnet~ VJhen the letter non of this fourth 
rotor 1e allgned with the white reference r::tarks on the cipher unit, a /'\ 
simi.l.ar stud on its periphery closes a contact. When contacts at the third 
and fourth positions al"e closed, a circuit to the nuraber two rotor ma.gaet 
is completed. That is to say, the third rotor is advanced once for each 
revolution of the main shaft, the fourth rotor is advanced at least once 
for every 26 revolutions of the main shaft., and the second rotor ia advanced 
at least once for every 676 revolutions ot the main shaft. T.~e first and 
fifth rot.ors in the control maze are not advanced. dUl"ing plain, encipher. 
or decipher operations. 

S~ePRtAA lndiv1ctual Rotors .!!:, 2, Control Maze. - With the controlla r 
in t:te "R" position and the zeroize-operate key in the "Operate" position, 
circuits from the upper contacts o£ the nUmeral key levers 1 to 5 are con­
nected ·to their respective print ma&nets in the regular wa;r. However, a 
circuit from the stepping contact "B" is routed to print suppress magnet 112. 
This blocks printing during the stepping operation. The lower con ta.ct.s of 
the numeral key levers l to 5 complete circuits from. the st,epping con tact "B" 
to· each of the .five rotor magpet,s in the control maze. With each operation 
of a numeral key lever (l to 5) the corresponding rotor magnet of the control 
maze will be energized, permitting its associated rotor to advance one step. 
The cipher rotors also advance during this operation· in an unpredictable 
manner. 

--~ -:-_ ;1 .._; '• .. ,-~. ~ -:_:..._ ... _: ~ .-• : . .''I 

(Detailed· description continUed :J.ri 'fab J ).' 
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FIG. 5 

20. Rotor pawl 23. Place finder outlet 

21. Rotor drive bar 24. Motor plug 

22. Power fuses 25. Dummy plug 

SECRET 
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Converter M-134-G 

(showing pnrts listed beneath photo~raph) 
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for detailed description see Tabs A, B, 
D, E, I, J, K, L, 11., o·. 
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QQnvert~.r K-134-Q 

(Partly dismantled - see Pa,rts listed 
beneati1 photo graph) 
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FIG. 7 

30. Grounding clip 32. Motor mounting plate 
31. Power plug 33. Hand-lever ratchet 

34. Hand lever 
r 

SECRET 
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Converter M""'JJ4-C 

(Part~ dismantled - see parts listed 
beneath photograph) 
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FIG. 8 

35. Cover retaining stud. bolt 37. Tandem cable with plug 
36. Filter condenser 38. Resistors 

SECREt 
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TAB I 

Converter M-l~C 

(Underneath View) 
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(Continued from Tab E) 

Keyboard. - (See also Tab A) -

a. The keyboard key levers are pivoted on a cross l!ihaft located 
on the underside ot the base. A projeotton on each key lever (extend­
ing do~) closes a. set of contacts whenever a key lever is depressed. 
These contacts close circuits to the print magnets and to the clutch 
trip magnl!lt. The clutch trip magnet controls the starting of the main 
she.f't, which supplied power for operating the mechanism. 

b. The key levers for the number keys,· 1, 2, 3~ 4 and 5, close an 
extra pair of contacts whenever they are depressed. These additional 
contacts may be used in connection with aligning the initial setting of 
letters on the rotors in the control maze, but are not used in the present 
~ operating procedure. 

c. A bar called the universal bar extends beneath all: the ke{ leve;rs. 
This bar permits a pair of contacts {called the universal contacts) to 
close each time a key lever is depressed. 

. .. f 

.. ' 
_; ( 

/ .. ~~::; ::~:~~-~· 
I ', ! 

:• 
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FIG .. 9 

39. Key-lever contacts 
40. Clutch trip magnet 
41. Universal contacts 

SECRE'f' 
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Cotwerter M-1.34...0 

{Printer Unit) 

Fig$. l.O• 17, 18, 19 
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a. The printer unit (,figs. 10 and 17) ccmaists esaent1all¥ 
of a print magnet, an armature, a latch and stop pin for each 
character; a type-wheel she.tt with stop arm; type ·wheel; print 
hammer; tapo feeding mechanism; and two friction oluto21es. 

b. The chGU"acter to be printed is determined by the selection 
of a print magtl.et. Wiu~n the print magnet armature is attracted, 
u. 1lli.ll move the stop pin latch away from the tOQth on its associated 
stop pin, perm1ttin6 the stop pin to be pulled by its spring into 
the patb of the stop arm (fig. 17). 

<h The type-wheel shaft is driven by the printer drive gear 
on tile main shaft, through the mediwn of a friction clutch. 'lhe 
type-wheel shalt is stopped 1n the correct position for the printing 
of tile selected cha.:ra.ote:r tJilen the stop arm contacts the selected 
atop pin. 

d. The print ha.mmer follower (fig. lS) ie moved up a.nd down 
by the action of its cam and spring. The forward end of this print 
hammer follower., in turn, moves the rig~1t end of the print. hammer 
arm down, causing the lett. end to strike the paper tape against the 
;oibbon and type wheel, printing the oha.raotel". 

e. After printing or the character has taken place, the printer 
.reset cam will move the reset yoke and reset collar toward the rea..r, 
r$setting the stop pin in its latei1ed position {tis. 17). 

f. The ribbon tieohaniarn {fig .. 19}, locawd above the type wheel, /'"\ 
is actuated by the ribbon shitt. lever which rides on an accentrie on 
the· type-wheel shaft at the rear of the type· wheel. As the e.ecentric 
raises and lowers the ribbon shift lever 1 a. tooth on one side of this 
lever engages one of t.he ribbon raticheta,. winding the ribbon on the 
associated spool. traen t.he ribbon is unwound from one spool, it oan 
be rewound by moving t~e ribbon shitt lever manually toward that 
spool. 
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FIG. 10 

42. Printer unit 
43. Type-wheel shaft friction 

clutch assenably 

44. Tape feed shaft gear 
45. Tape feed ratchet assenably 
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Conver~r 1-134..0 

(Showing eep,teially Main Shaft.) 

liga. 11, 20, 21 
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lain Shaft. ;lJ ·- -
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;'t, 

a. · The m.aiit shaft assembly (fig .. 20) includes the driving clutch, 
gear hub, counter cam, tape feed Ca.!'lll print hamrn.er cam, cam 8 A, n cam 
"B, 11 printer drive gear, printer reset eam, channel cam, clutch reset 
lever reset cam., hand-lever pinion, and hand-lever slip ring.- . 

b, Ti1e power for operating the mechanism or the converter is 
supplied b,~: the motor o:r by the hand lever. The motor pinion meshes 
with the motor dr-iven gear. This gear i,a mounted on the gear hub, with 
the tape feed drive gear and. the drive mfinber of the drivine clutch . 
{f'ig. 20). The gear hub revolves conM.rt'Ually while the oot.or is running. 

· c. In the nonool inope..-ative position, the main shaft asse.mbJ.¥ 
(except the cear hub) is held stationary, because the driven memb$r of 
the driving clutch is held out of l1.1.8sh with the drive II'.&mber, by t.he 
clutch throwout. lever (fig. 20 end 2.1). When the clutch trip lever 
latching extension releases the clutch reset lever lower extension, the 
clutch throwout lever will be moved away :t'rom ti-1e ea.mmin:~ surface of 
the elu'tch driven member permitting the clutch to· engage and the .mtlin 

· a~at't to revolve with the gear n~. 
d. When any key lever is depreeaed., _the following operations 

are performed: · · · · · 
(l) The universal contacts close (Tab 11 141). 
(2) !he. key-lever eGnta.cts close, e<npleting a circuit 

throuch one of the print magnets, and the el.uteb trip 
magnet. (Circuits covered 1n Tab 0.) ' 

(.3) The oluteh trip J.M,.gnet ia energized, a"ld is held 
energized, through tile closing of its locking contacts 
and the universal contacts, operating the clutch trip 
lever. 

l4) iU'ien t.he clutch trip lever is aetua. ted t figs. 20 ood 21}, 
its latching e;~tension will be raised, permitting the 
clqtci.1 reset lever lower extension .forward and movE'il the 
adjusting sextew down against the clutch throwout lever. 
As the clutch reset lever continue$ to UlOve, tQ.e :forward. 
end of the eluteh thrQwout lever is a.L't.ed out of engage-­
ment with the caroming surface or the driven clutch 
member, perr...itting the main shaft to revolve. Uear the 
end of the revolution of the main abaft, the el'utch reset 
lever reset cam moves the clutch reset lever reset ext.en• 
sion and returll6 the ·clutch re•et lever lower extension 
to its lat.c:1ed position, permitting the clutch th.rowout 
lever to ~r.ove down to and in the path of the caroming 
surface of the clutch driven member, caroming it out of 
!lesh with the drive member. 

( Clntinued, on opp~o-:i.te page 

·· . ., 
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(Tab K, continued) 

(5) The nonropeat latah is provided to prevent mre than 
one operation with ea~~ depression of a key lever, 
regardless o! the length ot t,ime a key lever is held 
depressed ( t1g. 21). Should the key lever be held 
depressed !0~ a period longer than that required for 
one revolution of the main sh~f't, the clut~~· reaet 
lever lower extension will engage the tooth on the 
nonrepe3.t latch, and the clutch t.hrowout lev~r will.be 
held a.ga.imlt the camm.:ine surface of t:1e ·clutch d''iven 
member.. VJllen the key lever is released., t~he clutch 
trip lever will assume its inoperative position, and 
its latching extension will push the nonrepeat latch 
down out of engagenent with the clutch reset. lever 
lO"Wer extension. This will permit the latching 
~te.t1sion of tile clutch trip lever to ene~e the lower 
extension or the clutch reset lever. The olut.eh t"eset 
leV$r id.U be held in this position until the eluteh 
trip ma.C";.1.et is energized again by the depression o£ a. 
k$y lever. 

-------.....----~------------="""....,-C"'" _______ _,..,., __ ,_ =-- -~- _,,~-
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FIG. II 

46. Main l>haft 49. Main shaft driving clutch 

47. Motor pinion 50. Hand-lever pawl 
48. Clutch throwout lever 51. Hand-lever slip ring 
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(Gears and Cams on llain Shaft} 
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Ta;ee Fe~ing or Seeing.. . 
a. Tape .feeding or spacing is aceQJ.plished by rotating the 

tape teed shaft clockwise the equivalent of one or more letter spaces 
as required. The tapo feed shaft is rotated by the to.pe teed drive 
gear l on the main shaft gear hub) through the medium of & friction 
elutch \Tab J, Fig. 18]. The tape is ted between two knurled rollers. 
The pressure roller is attached to the tape chute and is held up 
against the tape feed roller by a sprinc. T'.ue tape feed· roller is 
attached. to the tape teed shaft. A gear is fastened to the rear of 
each of t.l.te rollers. As the tape feed shaft is rotated, the tape 
teed roller and c;ear will rotate eloch."Wise and t:.1e pressure roller and 
ge~r will rotate counterclockwise, causi~~ the tape to be ted throuen 
the rollers and t.ape chute. . Spa cine of the ta})i is regta.ated by a 
tape feed pawl and a ratchet a.sselbly. The t.niJe .feed pawl is mounted 
on a. shaf-t, just below t!1e tape feed shaft.. The tape feed ratc;1et 
assembly is made up of tnree :ra.tc .. ets and is mounted on the tape feed 
shaft. 

b. 'l'he ta.;;::e feed :pawl is operated by the tape teed pawl follower 
and tape feed car.1. With each operation ot the rr.sin sh~i't, the tape 
feed pawl moves away from a ratc.1et tooth just long enow::h to permit 
the tape feed shaft a.nd ratc:tet to turn until stopped by the nez.t 
ratc~1et tooth. ThU$ the tape ·uill be spaced out in the proper amount. 

c. The front to rear position or the tape feed pawl is controlled 
by the position of tile controller so that the tape feed pawl will 
operate in conjunction with one of the three ratchets. 'l'he rear­
ratchet has twelve teeth; the middle ratchet has two teeth; and the 
front ratchet has ten teeth which a.re spaced the same as the twelve­
tooth ratchet, with the exception that one tooth is missing after eac:h 
group of.£ive teeth. Ea~~ tooth on the two-tooth ratchet lines up 
with the first toot..t>:t of each five-tooth group on the front ratchet. 

d. When the controller is moved to the npn or "Dtt position, the 
tape feed shift arm. will move the tape feed shift lever so that the 
tape feed pawl will be in line with the twelve-tooth ratchet. The 
spacine of the tape will be regular. 

e. W.l'len the controller is in the 11!" position, the tape feed 
pawl will be in line with the ten-tooth rotc!let and the tape will be 
advanced an extra space after every five-letter grou.p. 

f'. The purpose of the two-tooth ratchet is to start. the ap1aing 
of each five-letter enciphered group on the first letter. Wllen the 
controller is moved tl1rough the "R" to the HEn position for encipher ... 
ment 1 the tape feed pa:wl moves aaross a tooth on the two-tooth ra.te1et 
to a position v;here one of the teeth. is missing on the ten-tooth 
ratcnet~ Tl1is will then be the proper position t.o start spacing for 
a five-letter enciphered BX'OUP• When the ttgu position of the contro:Uer 
is used, the t.ape feed pawl is opposite the two-tooth ra.tc~1et. Toe 
teeth of the. two-toath rat.e:he~ 'are long~~-;ugh to prevent s~cing 
in the "R" position;~ . · : : .. 

~;- ·'"' ._-. 
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53 

54 

55 

FIG. 12 

52. Tape feed drive gear 57. "A" (print) contact 
53. Counter cam 58. Printer drive gear 
54. Tape feed cam 59. Printer reset cam 
55. Print hammer cam 60. Main shaft 
56. "B" (stepping, contact 61. Channel cam 
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(Standard Cipher EquiPIJ:lnt (short title: SIGIVl) · 
partly diama.nt+ed) . 
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Ci@er Unit. 
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a. The cipher unit is designed to use five cipher, five 
control, and .five index rotors. The cipher and cmtrol rotors fJB3 
be .used interchangeably in the cipher or control maze. The five 
index rotors can be used only in the index maze. 

b. Th~ ~ipher and control rotors are the larger size with 26 
contacts while the index rotors are smaller and have 10 contacts. 
Each large rotor is made ~P of a steel ratchet wheel assembled between 
two bakelite si<1as. Each index or small rotor is made up of' two 
bakelite sides but does not use the steel ratc£1et wi1eel. Each large 

·rotor has 26 connections or "butt.ons11 molded into each of its tYO 
aides, and ·each index rotor has 10 buttons. The connecting buttons 

. on each side of each rotor are wired to the connecting buttons on 
the other side in a predetermined manner. When positioned in the 
cipher unit, the connecting buttons on the face of one rotor are 
connected to those on the adjacent rotors through the contact 
plungers mounted in the cipher unit separators. The outer connecting 
buttons on the end rotors are connected by t."le separators to the left 
a~d ri~1t end distributors. The rient and left end distributors of 
the cipher ma.ze are connected to tr1e control switch pileups at the 
control cam; the right end distributor of the control juze is wired 
to contact ftBtt; the le.t't end distributors of the control and inde.."'t 
mazes are wired toget..ilter; the rig!1t end distrib.ltor of the index 
maze is wired to the zeroize-operote key. When the converter is set 
for typing plain text, circuits from the key-lever contacts are con­
nected at the control switch plleups of the control column to the 
corresponding print magnets. Wt1en the converter is set for encipher­
ing, the circuits from. the key-lever contacts are routed at the 
control column through the contacts and wiring of the cipher maze 
in a left-to-right direction. When the converter is set for decipher­
ing, the circuits are similar ~cept tnat thaT pass t~u'Ough the cipber 
maze in a reverse direction lrigl'lt-to-left). The angular position of 
one or more of the rotors in the cipher maze are changed by advancing 
them one step with each operation o£ a key lever. This is accomplished 
by means of the rotor magnet assemblY and the rotor drive bar assembly. 

, .. : 
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Fl G. 13 

62. Cipher unit 64. Index rotor 
63. Rotor shaft 65. Cipher and control rotors 

66. Name plate with register number 

SEGRE'f' 

SECRE'f' 
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(Special Cipher Unit (short title: SlGAMUG), 
part~ dismantled) 
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The special cipher. unit (short title: SIGAMUG) can be used in 
th}' place of the ngul.ar cipher unit (short title: SIGIVI) in 
order to make Converter .U:-1.34-c the equivalent of the Combined 
Cipher Machine. The stepping of the SIGAUUG rotors is con trolled 
by the contours cut at irregular intervals on the perl,.phery of the 
rotors. Only five rotors are used in ~IGAMUG at one time. The rotors 
1n the Standard cipher unit \snort title: SIGIVI) ARE NOT INTER­
CHANGEABLE with those used in the special. cipher unit. . More detailed 
intor.mation in reference to the use o£ SIGAMUG ~ be obtained from 
the document 110peratin~ Instructions for Combined Cipher Macbinestt 
(short title: SlGDUBNJ. . 

"' < --·.~- -~ I, •:;., • '• 
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73. Speeial cipher unit (short title: 
SIGAMUG) 

74. Contact operating arms 

FIG. 16 

76. Contours cut in periphery of rotors 
'16. Name plate (removed to permit view 

of contact,operating arms) 
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Detailed n.script.ion of Circuits and. 

Wiring Diagram. so-D-l.SSllA 

· (Actual Wiring of Conv•rter U-134-0) 
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Description or. Oirg~ts. · 
a. The electnoal WJ..ring of t.he converter ma.v be divided into 

several different circuits, 'l'he two prima17 circuits are the "printin;3" 
and "stepping" circuits. Secondary circuits consist ·ot motor, spark 
suppreaaor, and power distribution circuits. 

b. To change from a.c. to d.c. operation or vice versa; the only 
change necessary in the inst.allat.ion of the proper motor (par. 1.3.3o, 
·''Maintenance Inatructions tor Con-verter M-134-G" (short title: SIGKKK-2)). 

c. All oh~gea in the wiring of the power distribution circuits 
necessitated by a change of power are accomplished by the internal wiring 
of the motor and dummy plugs. 

d. In tracing the circuits described in paragraphs below, the 
actual wiring circuit, Sc-D-185llA, should be used... All circuits have 
been traced assuminc a..c. power. 

Print 2ircuit. controller in npn position. - This paragraph traces . 
the circuit of the letter 11A"; the zero,ize-operate key must be in the 
"Operate" position. One aide of power at R of terminal block ... R wire to 
ruse - thru ruse - R wire to pewer swi. tch .... thru power 8Wi tch - Y wire to Y 
an te~~al block - Y wire to R-1 switch - closed contacts of &-l switch -
BR wire t.o common side ot key ... lever contacts ... letter "A" key-lever con­
tacts - Y wire to #l o! receptacle A-Y wire to letter "A" control switch 
pileup - thru closed eontacta of upper and lower pileups - Y wire to #l ot 
receptacle B-Y wire to Ill ot plug C - t.hru letter rtA11 print magnet - 1)22 
ot pluc C - W wire to operate contact$ ot zeroize-operate key -made con­
tacts - Y wire to contact A - thru contacts - G wire to cont~ct of clutch 
trip magnet - 0 wire to clutch trip .magnet - thru magnet ·- R wire to .300-
ohm resistor - R wire to R terminal .- strapped. to G thru motor plug - G 
wire to G on terminal block - G wire to power switch - thru power switch -
BK wire to fuse - thru ruse - BK wire to BK on terminal block - other aide 
or power. 

Print circuit, controller in ttE" iS!aition. . 
a.. With the controller in the iii position the selected letter is 

enciphered. T:1is means' that the energized magnet in the printer may not 
correspond to the key lever operated. T'nis is caused by the printing 
circuit going throuen the cipher rotors from distributor B to distributor A. 

b. This subpa.rae,rapn traces the circuit of the letter "A"; the 
zeroize-operata key must be in the "Operate" position. One side of power 
at R of tenninal block - R wire to fuse - thru fuse - R wire to power 
switoh - thru power ·switch - Y wire· ·to Y on t.erminal block - Y wire to R-l: 
switch - closed contacts of R-l switch - BR ~ire to common side of key­
lev0r contacts - letter "A" lever contacts - Y wire to Ill of receptacle A -
Y wire to upper control switch pileup of letter "A" - closed contacts ot 
upper pileup .. lower pileup- BR Wire to distributor D - thru maze - At 
this point the circuit to distributor A is determined by the wiring of the 
five cipher rotors. For purposes of tracing the circuit assume it terminates 

. I ;', 
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(Circuits, cont1nuec1) _., 

on the lettOr "Btt ot :distributor A - PK wire· to u.pper.:ccntrol switch 
pileup of letter nan :.:.. lower pileup .. mad.f ~onta.ct.a - G wire to f/2 . 
of recept.acle B · ~ a Wire to Hl of pl~ l). ~ thru print magnet of 
lettfr "B" ~ 12'2. ot pl.ug o· - PK Wire to #'24 ·or Plug. C' - W wire to 
operate contacts of zeroize-operate key - J.l'lllde contact' - Y wire to 
contact A - thru cont.acts - G wire to contact. or clutoh trip magnet -
0 wire to clutch trip magnet - thru roa&net - R wire to 3()()-.ohm. resistor -
R wire to R terminal - strapped to G thru motor pl.ug - G wire to G on 
terminal block - 0 wire to power switch-thru power -.itch - BK wire to 
fuse - thru ruse - BK wire to BK on terminal block - other side of 
po\fer. 

Print·cit~lt, contfrller in npa positiQn. · . • · · 
a. · Wirhhe contr0 er in the ".0" posfuon, the converter will· 

decipher a· previously enciphered character. If. the propt'r operating 
procedure has been followecl, all rotors o£ the cipher maze will be ·· 
in the same position as when ,the character wa.e •nci.phered. To 
decipher the cha.racteJ;", it is only ~ecessary to reverse the ei rcuit · 
tl1l;'()ugh the rotors of the cipher maze. · 

b. This subpa.rauaph traces the circuit of ·the lettel," '*B 11 ; the 
zeroize-opera~ key must b4l in the noperate" position. One side of. 
power at R of termin'al block- a wire- to fuse - thru fuse - R wire to 
power ...O.tch - thru power switch - Y wire to Y on terminal· block .;. Y 
wire to ~1 switch - closed contacts of R-1 switch - BR wire to common 
side or key-lever contacts - letter "B1 key-:-lever contacts - G wire 
to /12 of receptacle A- G wire to upper control switch pileup of letter 
"B" .. made conta:cta of upper pileup - Plt wire to d.istributor A ..;. thru · 
wirine of five cipher rotors, ·terminating a.t "A" on distributor B (as 
assumed in parae;raph above) - BR wire to lower control switch pileup 
ot il.etter "A·" - olosed contacts or lower pil,up - Y wire to #1 o!· . 
receptacl-. B - · Y wire to Ill 'Of plug C • thru letter "A• print rMgriet -
1122 o£ plug C - W wire to operate contact• of' z-oro1~e""1J:pfJra.te key -

made contacts- Y wire to contact A- thru contacts- G·wire to eon­
tack ot clutch trip rmgnet - 0 wire to clutch trip ma~et - thru .. · 

. magnet - R wire to ,300-ohm resistor - R-wire to R .terminal - strapped 
to G thru motor plug - G wire to G on terminal block - G win ,to pqwe.r 
switch - thru ~r switch - BK wirE!. t.o Jhse - .t.hru fuse - .Blt wire to 
BK on te~minal block - other ~ide or power. · 

\Continuea on reverse side) 
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(Circuits, continued) r .--
b. The number of cipher rotor magnets energized is controlled by 

the number or circuits completed. through the .control, and ind~ rotor• .. 
Four contact but.tons in: the right distributor. o! the· conttol. ma~e are 
wired togethe~. -These··.totll'' dircltits, atttU- ~oing. through ~li~: rot.ors ot 
the control. maze, terminate at-contact Q\lttons on. ti:le lett 'control dis- • 
tributor. As deterniinect· by the wiring of the control rotors and the 
left control distributor. it. is pOS'aibli!J to have ·a minimum of one and a 
maximum. of four circuits eori.tinue on trom this point. In the index 
rna~ it is also possible t6 reduce the number ot circuits. On the in­
comin~· (lett) side ot the· hvlze there are nide available circuits (11 is 
blank).· Due to· the strappin:; ot the contacts on tn.e out-going (right} 
side ot the maze, only five circuits continue. The actual paths ot the 
circuits would be determined by the wiring of the index rotors. 

c. One aide of powel" at. R et t.endaal bleak - R w.ll"e to tuae - thru 
fuse .... R wire to power switch - thru power s\fitch - Y wire to Y on tem.ina.l 
block - I wire to R-1 switch • Y strap. to P slllitch - internal strap and 
closed contacts to BE ot P, switch - Bl wire to "B" contacts C''D" contacts 
close when the main shaft starts to revolve) - R wire to ri&~t side of 
control maze - {for the purpose o! tracing the circuit assume all terminate 
on 113} - 113 _on left or· control maze ;.. BR wire to 13 ot index maze - thru 
rotors of index maze - (for the purp-ose of tracing the circuit assume it 
terminates on IS at; the right side of the index maze) - R Wire to operate 
contacts. of zeroize-operat.e key - 81) to SS contact - BR wire· to- contact · 
6 o:C rotor magnet aasernbl.y: outlet. - prong 8 ot plug - R wire to magnet /IS 
- thru magnet - common strap- R wire to prong 12 of plug - contact 12 of 
outlet • R wire to resistor - thru 25 ohms resistance - Y wire .to Y 
tei'mi:nal - strapped to G thru motor plug - G wire to' G on teraunal block -
G wire · to power ni tch - .tnru :Power switch - Bl wire to tuse - thru flise -
BK wire to BK on terminal block ~ other side ot power. 

Ste ciJ:-cnU.t. control rotor ma ets controll.ei" in "E." or "D" 
osition zeroize-c> te k rate" · osi on. 

a. Ua et • one side ot power at R o! terminal block - R wil·tt to 
fuse - · thru fUse - R wite to power· switch - th.ru power switch .. Y wite to 
Y on terminal block: - Y Wire to. R-1 switch - Y strap to P switch - internal 
strap and·elosed contacts to BK of P switch- Bit wire t.o "B" contact• (ttBn 
contacts close 'When main shaft starts to revolve) _..;. R wiro to R-2 switch -

'closed contacts of ~2 switch- I wire· to swinger contact ~ring of #3 con­
trol rotor steppine; contacts - R wire to contact 3 ot rotor magnet assembly 
outlet - prong .3 of plug - BR wire to magp.et #3 - thru rna.~et - common 
strap - BK-wire -to· p!"et\! 34· e£ p~ - eentaet U of outl'e\ - ·BK wire to 
resistor - thru. 25 ohJ1ua H.tliftal\ce - R wire to R. te~l - etn.pped. ·to 
R and 'G terminals thru motor plug -. G wire to G on . terminal block ._ G 
wire to power switch- ~1ru power switch- BK wire·to ruse- thru tuse-
BK wire to BK on terminal block - othe~ Side of power. 

b. Kagnet. 114. To energize magnet #4, the outer contact. o£ rotor 
stepping contact assembly #.3 must close. The closing or tL-tis contact 
places magnet #4 in parallel with magnet #.3. One side -of power· at 1R of 

\. 

' 

i ': 
J ' J 

--·- -·. -~==~------==""==--~=-----~~~-------.--------



{Circuits, continued) 

tenniDal. block to swinger contact ~ring of IJ') control ~tor stepping 
contacts aa 1n A above. tbru. ~Cl~ anringer and outer contacts ot 113 
control rotor stepping contacts - G wire to 11-:Z ewit9h - closed con­
tacts of R-2 switch - Blt wire to ninger co~ta:ot epring o£ 114 control 
rotor stepping contacts - BK wire to contact 4 of rotor tnaePet outlet -
prong 4 of plug - PK wire to magnet #4 ·-: thru magnet - coJDnOn atr4\p -: 
BK wire to· prong ll·ot plug·-·aootact··u()f outlet.· Ciroi.il.t ao.Q.t.i.il~e• 
from. thie point a.s · 1n A above to other- aid ... or· po;rer • · · · · ·· · · · ·· 

~~- Karo"t 12. To_ energize magnet l/2.1 the outel" contacts o£ rotor 
.. steppmg contact assemblies 113 an<il/4 mut be closed. The closing of 
· thea• contacts placet ma.gnat 1/2 in pa.re.llel with 'magnets #3 and /14. 
One aide of power at R o£ term1nal block to swinger contaot apl'ing or 
114. control rotor steppirig contacts as 1n.! and ,2 above. Thrv, nw.de 
ninger and outer contact of /14 control rotor ateppine; OOZ\tact.s - 0 
wire to R-2 switch - closed. contacts of R-2 switch - S 'Wire to 8Wmger 
contact eprinz ot #2 control rotor steppins contaeta - S wire to 
contact 2 of rotor magilet outlet - prong 2 of plug - G wire to 112 I!!$gnet 
- thru nagnet .,;, eontnon strap - BK wire to prong ll of plug - OCI'lta.ct u 
ot outlet. Circuit continues from this point as in!. above to otber 
.side of power. · 

et controller 
zeroize-o ate e in Zero ze" sit ion.· 

a. et use for i ustra.tion of ci er roto circuit'. :_ 
One side o power at R of terminal block- R wire to tuse - tbru r~se -
R wire to power switch - ·thru power switch - l wire to Y on terminal b 
block- Y wire to R-1 switch - Y strap to P sld.tch - internal strap to 
closed contacts to BK o£ P switch - BK wire to 11B11 contacts ("B" contacts 
close when main shaft starts to revolve) - R wire to zeroizfti-Operate key 
(ten contacts o£ the zerotze-operate key are strapped to route circuits 
to t~1e ten rotor 111B.gnets} - thru·#S set of rotor s~pping contaeta -
B. wire to /J8 set of cipher rotor. stepping contacts .;. thtu _elOijed C9n­
ta.cts - B~ wire to contact 8 of rotor :tna&rwt asaembli outlet - prong 
8 of plug - R wire t.o magnet #8 - tbru magnet -common strap - B wire 
to prong 12 of plug - contact 12 o£ outlet - R wire to resistor~ thru 
2.5 ohms resistance - Y wire to Y terminal -. str.appec1 to G thru. mot.or . 
plug - G ~~• to G on terminal block - G wire to_ power switch - thru 
power switch - BK wife to fuse - t.hru fuse - BK wira to BK on texminal 
block - other side of power. . 
. · b. lla.p;net lJ used for illustration Of C.al.trol rowr fi£Cuj.t. -

One side of power to the ten strapped contacts of the ~eroize-q~•te 
key . as in 3l above - thru 113. set of rotor stepping emtacts ~ aa l'd.r.e 
~o inner contact .. apring o£ II~ control rotor. step~ contacts - th);"U. 
closed contacts - R wire to contact 3 of rotor ma:gn.t as~Jg- outlet.-

·prone J of plug - BR wire to magnet 113 - thru magflet - · conmon strap -
BK wire to prong ll o£ plug - contact l1 o£ outlet - BK wi~e to 

(Continued on reverse side) 
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res18tor - t~u 25 ·¢hms··reaist&nce - R wire to R terminal - strapped to R 
and G .terminals thru motor plug - 0 wire to · G on terminal block - G wire 
to power switoh - thrU .sWitch - BX rue to 'fuse - thru !use - BK wire. to 
BK on terminal block- ether aide of power. . 

StG in oil"cuit control rotor ma ets · · contro r in •an s tion, 
zeroize-o rate ke in •o rate" aition. • Magnet 3 used illustrate 
control rotor circuits. One $ e o£ power at a ot terminal. block- R 
wir• to fuu - thru 'fuse ~ R wire to power switch - thru power switch I 
wir& to I on terminal bloek - Y wire to R-l switch - I strap to P switch ... 
internal strap and cloa8d contacts to BK of P switch ...; BK wire to 11B" 
contact• ( '"B11 contacts cloee when main shaft ata.rts to re-volve) .;.. R wire to 
lower oont&ot of number 5 key lever - common $trap to lovrer contact of 
number' 3 kfJY lever (key ·lever operated) ·- thru contacts - R wire to contact 
3 6! rot&r magnet assembly outlet - prOng 3 ot plug - BR wire to magnet 13 -
t.Llru magnet - common strap .:. BK wire · ~o prong ll of plug - oont4et ll of 
outlet - BK wire to resistor - thrU: 25 ohms reaistance - R ld.re to R ter­
minal - $trapped t.o a and G terminales thru motor plug - G wire to G on 
terminal block - G wire t.o power switch - thru power switch - BK wire to 
fuse - thl"'.l fuse - BK wire to BK on terminal block - other side of power. 

Spark auppreaaor circuit a. . 
a. Spark suppressor circuits are uaed ac:roaa the •,An (print) con-

tacts and acro1s th• contacts of the control and oipher rotors. . 
· b. The "A" (print) contact suppressor circuit c.cnsists of one 1-ndcro­

fa.rad condenser and 400 ohms ot resistance in series j across the "A• contacts. 
c. A spark protection circuit containing one 2-rr:.ocrofarad condenser 

is connected acrose the series circuit which includes the contacts of the 
control and index rotors Md t:1e windinrs of the cipher rotor magnets • 

.Miacellaneous circuits. 
a. CllltCh triR rna met loek¥e circuit •. - One side ot power at R of 

terminal block - R wire to fuse - thru &e - R wire to power switch -
thru power switch - Y 'Wire to t on terminal block - strapped toY on ter­
minal block - Y wire to "Repeat" key contacts - thru clesed contacts of 
"Repeat" key - PK wire t.o univ'ersal contacts - thru made universal contacts -
S wire to #27 ot reeeptacie A - to #Z7 of receptacle B -. S wire to locking 
contact of clutch trip magnet - thru made eontscts - 0 wire to clutch trip 
tlac;aet - thru magnet - R wire to 300-ohm resistor - R wire to R terminal -
strapped to G thru moto.r plug -~ G. wire to G on termina.l bloc::k - G wire to 
power awiteh - thru power switch - BK wire to !use - thru ruse - BK wire 
to BK on terminal block - other side of power. . 

u. Line filter circuits. -·connected across the incoming power line at 
the. tuse:s· are two I:mierof'arad condensers, one from each side of the power 
line to a corillnon zround. · 

' - ~ ·:-p:~··'-::.~ ~:..---. 
'·, 

.····), 

- ' / 



(Circuits, continued) 

c. Power distribution. - Changes in power distributlOJ.'l cir­
cuits when using no-v., a.e. or d.c., or 24-v. emergency power: 

Circuits 

Print Suppress Magnet 12 
Print Circuit 
Stepping Magnet, Control Rotors 
Stepping Uap;net, Cipher Rotors 

uo-v a..e. 

300 ohms in series 
None 
25 ohms in series 
25 ohms in series 

.300 ohms in series 
300 ohms in series 
100 ohms in series 
100 ohms in series 

When operatine on 24-v. emergency power supply, al.l the above resistors 
are short circuited. In addition a 300-ohm resistor is shunted aeross 
the windine of the clutch trip magnet .. 

d. The circuit changes outlined in ,g, atove are accomplished auto­
matically t.i:woujl the internal wiring of tite motor and dUllllDY plll(;s 
when inserted in. ti1eir proper location. 
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Pluggable Rotor 

(short title: SIG1EK) 
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69. Metal container 
70. Patch cords 71. Engraved alphabe~s 

72. Pluggable rotor (short title: SlGlfEK:) 
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-----IA28 RING PLATE COVER SCREW 

-------lrT 0-

e§§~§§~~§§§~=~j~========,.. IA2A RING Pl. ATE CO\IER 

lT 

1--------MIAI RING BRACKET ASSEMBLY 

IA4 JACK 

IA6 
NAIIIE PLATE SCREW 

IA3 JACK 

lA&\ oiACIC P~NEL SCREW 

THESE LETTERS ARE RED 
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0 

FIG. 81 

2M lAB CASE COMPLETE- EXCEPT 

, NAME PLATE 
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TAB Q 

History of Invention and Development 

ot the Jlark II ICM 

Submitted by Captain L. F • Safford 

of the 

United States Uavy 

30 October 1943 
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TAB R 

Converter l!-134-C 

Receipt and Diatr.ib~uion Chart 
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* T~~:/r~st vo;Jcher executed by the Custodian, Arlington Hall Station, asswning responsibility for 
~he;,. C<?~~erte~~ is dat:d March 1942: ~his voucher consolidates ~1 ~on~e:ters delivered by the 

··manUfacturerf. p to this date. It 18 stated that vouchers cover1ng 1nd1v1dual deliveries for 
the'280 conv:' rters were not available . 

. .. 
. . 

I 
! 
! 

* The followi~+niU be noted: 
.l 

. Total !_S:Z includes !£I. converters of 01 tl1ru 200 series the date of original issue. 
which could not be inunediately determined. 

Total~ includes 21 converters of 201 thru 300 series, same as above. 

Total li2fL includes 22 converters of 30~ thru L~oo 

Total :tJ1: includes Jd± II l~Ol II 500 

.II 
~ II 28 II 501 II 600 

II ID. 11 2 II 601 II 700 

II m II _.2 II 801 II 900 

II ~. II _j II 901 II 1000 .·· 

II 1258 " ..1 II 1101 II 1200 

·II llQ2 " _1 II 1201 II 1300 

II ~ 11 2 II 1301 II 1400 

total also includes 7 converters ( 3356 thru 3362) .. 

. ·. Total includes converters 3363 thru 3369 

disposition will be noted: 
.I ~ .... ' 

seri~s, 

II 

II.; 

II 
··, 

II 

II 
. ·r 

II 
'·I 

II 

II 

: 109;' .converters irrunedi at ely turned over the warehouse 
~ . ~"":": .. 

3 converters distributed 

1 converter distributed 

oll@,­

' :3211 A-oi. 

same as above. 

II 

II 

II 

. II 

II 

II 

II 

II 

, I 

1 1 
' I 

I.:.'·, 

., . ~ 

··-·/ 

·-· 

'. 
r l 

; 

I 
i 
I· 
I 

l 
1 

·.J 
I 
I 

i 
1 I..· 

\ 

I 
,. 

i 
' .•i. 

J (:I 
\.I 
·\ 

., I 

I 
! 
j . 
i 
I 

. • r"\·~·' :.:., 

. ' ,. :· j' . ,• ·. ,. ·. " .. 
.. . 

- ,__;,_. ---->.-:--~........-:- ~- :-~~~.,.,... ... ·- I 

3330 nwnber of converters delivered 

/ ..... ' '· ·' . . . ~ ; •• ,! 

in a good n:umber of instances for the earlier 
. ;'' 

"·~he first 600, the receipt date was used when it wa~ available and the 

I 
i 
1 

! .. 
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TABS 

Official Documents Concerning Physical Safeguarding of Converter 1-l~-0 
~See Chapter XV) 

1. Ar~-Nav.y Joint Policy Concernir~ Distribution and Disclosure of 
Cryptographic Design of the ECMhM~l34-C. 

2. 0 Policy Concerning Distribution and Discl.osure o£ Cryptographic 
Design of Converters U-1341 M-1.34-A, M-l34..C0 , 3PS!C 461 Codes, 
24 August 1942. 

3. Same title, AG 41.3.51 ll Jul 44J OB-3...13-M, 3 July 1944. 

4. Same title, lChange letter), AG 41.3.51 (26 Ju.l 44) OB-S-8-li1 
28 July 1944. . 

5. "Polley Coneeming Distribution and Disclosure of Ceyptographi,e 
Design of Converter u ... lJ4-c," AG 4l.:h5l (ll Oct 44) OB-S-~M, 
l2 October 1944 .. 

6. Same title, AG 4lJ.51 ~15 JWt 45) O:a.-s-B, 17 June 1945• 

~ 7. Paragraphs 11, 15, and 17 of "G«leral. Instructions for Converter 
ll-lJ4-C" (short title; SIGBRE-1), AQ .311,5 \21 Feb 45) oa-s..-B, 
authenticated 7 May 1945; published June 1945. · 

.a. "Instructions for PrOper Packing and Handling of SIGABA and All 
Other Cryptographic Mat$rial for Overseas Snip:nent", AG 311.5 
\12 Jul. 44)0B---S..SPSIC-M,. 12 JuJ.y 1944. 

· 9. "Proper Sa£eguarding ot SIGABA EquipllSnt", SPSlS 461 Codes, 30 
Karch 1943. . 

10. "Polley Concemin.g Transportation of Converter M-134-C in Aircrattn, 
AG 311.5 \28 Iiov 44) OB-5-B-M, l December 1944. 

11. "Policy Concerning the Uee of Chest CH-76°, AG 42S (14 Feb 45) 
OB-3-B-M, 17 February 1945. 

12. "Polley Concerning the Use of Chest CH-76", AG 428 \.31 liar 45) 
OB-5-B-M, 3 April 1945. 



* 

REF ID :A5232l·O 

lJi:J I'~~L~ w 
Paragraphs 11, 15 and 17 ot t~Qeneral 
Instructions for Converter M-134...0" 
(short titJ.e: SlGBRE-l), AG 311.; 
(21 Feb 45)0B-S-B• authenticated 
7 »q 1945; published June 1945 

11. ClAssification and SafeguarcU.ng. 
* 

a. Converter M-134-c., exclusive of rotors, ,is classified CONFIDENTIAL. 

b. The cipher unit, exclusive of rotors, i.s classified CONFIDENTIAL. 

c. The index rotors are classified CONFlDmJTIAL. 

d. 'lhe cipher and contrql rotors,· including the pluggable rotor, are 
classified SECRET. 

e. 'ibe combined adapter (short title: SlGA!OO), oxclusive of rotors, 
is classified OONFI.J)m 'l'IAL. 

f. Converter M-1.34-c and a.ssoeia ted material will be handled in 
accordance with t.he provisions oi All JSo-5, 15 March 1944. In­
formation pertaining to Converter 11-134-c and associated material 
will be divulged on .... y to those duly authorized m$1bers of the 
U. s. amed. forces and specii'ical.ly authorized U. s. citizens 
whose cryptographic duties necessitate a knovdedge of such informa­
tion and who have been cleared in accordance with letter AG }11.5 
(12 Mar 45.) OS.I-B-M, 2l March 1945, Subject; Clearance of Per­
sonnel for Cryptographic Duties .. 

* . * * ·* * 
15. Access to and Safeguarding of Information Pertaining to Converter .M-1J4...C. 

a. Only persons who ·are authorized in accordance with the policy 
of the War l>epa.rtment governing clearance of cryptographic per­
sonnel (see par. ll} will have access to Converter 114-1,34-01 
associated. ma. terial, or inform t.ion pertaining thereto. 

b. All infol"'IIation concerning any details of Converter ·M-1.34-C, includ­
ing rotors, wiring diagrams, key l.iats, keyinc instructions, main­
tenance instructions, and operating instructions, will be regarcletl 
as classified information a.nd will be divulged only in ~ceordance 
with pe.raara.ph ll above. 
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!l. ] 
c. 'lhe War Departme make e ... ...c available to the 

Allies of the United States provided that it is accompanied by 
a liaison officer an:1 Comnunicati<m Group. It ydll be the duty 
of the liais9n officer to prevent the viewing of the converter 
or its operation, or the viewing o£ associated equiz:xaent and 
documents, by anyone other than authorized personnel of U~ s. 
armed forces. 

* * * 
17. Safeguarding Convert,er M-134-C in Foreign Countries. 

a.. Converter M-134-C will not be taken into areas which are liable 
to imminent capture by the enefl\1. Converter M~l.34-C and assoc­
iated material will not be placed ashore in territories outside 
the continental limits of the United. States except at such 
places v.here armed personnel of u. s. forces are stationed in 
sufficient numbers to insure the continued physical security of 
the converter, and to effect its immediate and complete destruc­
tion in event of imm1n.ent capture or subjection to physi.cal 
compromise. Provided that these minimum physical security safe­
guards ha.ve been adequately e.f.f'ected and are rigidl.y enforced, the 
followins operational conditions will determine t..~e authority for 
approving requests for installation and use of Converter M-l34rC 
in such areas: 

(1) In cases involvine U. s. Army units engaged in tactical 
operations in foreign territory, requests for authorization 
for the installation and use of the converter by such units 
will be referred. for approval to the oo.rnma.nder of the nighest 
echelon of lJ. s. armed forces present during such tactical 
operations. 

(2) . In cases involving U. S. Ariny units in liberated and occupied 
countries under t.he control of u. s. armed forces,· or in 
u. s. and Allied territories and possessions within the 
territorial limits of a theater or area. ot operations, depart­
ment, or defense command> requests for the issuance of the 
converter to such units will be .forr1arded through military 
channels to be approved by the u. s. commander of the theater, 
area, department, or defense cowmand concerned. 

(3) In cases involving u .. s. AI"'fl1 units in neutral nations, in 
~!berated or occupied countries ~ under the control of 
U. S. armed forces 1 or in Allied nations !1!!! w1 thin the 
tGrritorial limits of a theater or area of operations, 
department or defense command, requests for the issuance of 
the converter to such units will be submitted through military 
channels to be approved by the War Department. 

~------------------------~--------~--------~------------------------------~/ 
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(4) In all eases, units requesting approval for the use of the 
Converter under any of the above operating conditions will 
inform the approving authority as to the volume, nature, and 
scope of the unit's communication requirements, the number . 
and type ot U. s. troops stationed a.t the proposed installa­
tion to insure its continued physical seeuri~, and the 
measures and means to be employed to effect its immediate 
and complete destruction 1n an emergency. 

(S) In all. cases 1n which approval has been granted by the 
appropriate authority tor use of the converter by U. S, Ar~ 
units operating under t:J1:JY of the above conditions, commanders of 
such units will be responsible for informing the approving 
authority o£ any change in statue of the itans cited in sub­
paragrap."l \4) above which would remove the military necessity 
for continued use of the converter or which would jeopardize 
its phy~ical security under such.operating co~ditions. 

b. Prior to overseas shipment Converter M-134-C and all associated 
oaterial should be installed in a CH-76. If a CH-76 is not 
available, Converter !t-lJ4-C and associated material wlll be 
handled in accordance with t.he provisions of paragraphs 25a, 27a1 

and 30, AR 38~5, 15 !Aa.rch 1944. 

~, c. Unless authorit?.cd to the contrary ~see par. l2d above), units 
outside the continental United States will not transport, op$ra.te, 
or otherwise handle Converter U-1J4...C unless it. is installed in 
Chest CH-76. . 

' . I 
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TAB '1' 

ETOUSA Rules tor Guarding Converter M-]34-G 

These are t.he rules which t.he A'l.'m'f 
personnel who lost the Converter 
M-134-G in Colmar, France should 
have been faro! l ia~ with. 
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Par. ~. Storap ot Claaa1t1ed Docw.nta. 

b. Storase ot reg1atere4 4ocu..nta. 

(l)Reg1atere4 4ocUMnta will be atore4 in the moat aeoue apace 
a~ailable, preterab17 the eq~i~alent ot a three-oo.blDatioa 
aate. It 1 three aoJib1nat1on sate 1a not a~allabla, .-. tM 
cloowunta ahoalcl be kept oonatantlJ Wlder ar•cl ....... ftel4 
look sates Will be cona14ere4 the eq~i~alent ot t-..e ••• 
b1nat1on aatea tor tile atOJ:.age ot reglaterecl cloo= fa 
u1ta aeniq in tile field oata14e ot poata aDd ---•••• . . . . ~ 

4. DailJ 1napect1on.--At •~ery haaclqaartera an lupeotloa WllU. Ita 
Mcle each claJ bMclia~elJ before the oloae ot. baaiJUtll to ial&aN -... · 
a·11 olaaa1t'1e4 doou.aAta aat orwtographio 4ev-1oea baTe beeA pro~JF r 

p11t 8118J• 

e. Secari tJ in t1el4.--In. tactical operationa, actgal· or aiaala .... 
tbe oo..ancling ottioer ot the unit oonoerne4·1• reapOnaible that all 
4oca..nta are &1~ tbe .aziawa IIO~itJ poaaible 11Dder the circa..t .... a. 
No aeoret cloccwent Will be taken into araaa liable to 1m1nent oapta.re 
bt £hi ene.,. 

Par. t3. Crntosrapll1c aecar1tJ ott'1cer.-·a. At aach baa4(!urtera .U.n­
ta1ning a •••asa canter the oomaan4er will appoint a oa.taaionecl of­
ficer as Ol'7Ptosrapll1c aeouitJ ottioer, who orclinarilJ will be the of­
ficer ill charge ot tbe ••••s• center. He will ba the oaato41an ot 
CI'J'f!:sraphic aaterial and will be responsible tor all •••~e• uoeaaU'J 
to ~ cr.rptographic aeoarity and phfaical aeo~itJ thereof. 

Par. "· Preoa11tiou necessary to inaare oryptqgraphio aeoaritJ'.--IA 
order to inaure or,rptographic aecgritJ' the following principles aoat be 

.obHnecl: 

_ a. Cr,rptosrap.hJ.o .raaterial will be st••n the -.t secure atorase 
aYailabla &D4 will ne~r be lett wnattencled ezoept when 4epoaite4 in a 
three-oa.b1nation sate or ita equiYalent. 
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- .... ·- l 

I!EMD~i316 
l!XmOPOO: 'lH&i~ OF OPE&i'IOIB 

ma~ ~~ .tta.'Y 
O.B'..:''ICE OF 'l¥..1: ClUli:F SlatW. OJ'b'ICD 

14 ~rch liM 

SOB..JX:'l'a Pzot.oUon ot Cr:yptographic Aqu111D8Jlt liuri~~g i'rfiJlait in all phaaee 
ot Operation. 

'l'O 1 Si6Dal CowrnSoation, ~ "'ipal Security Cttloere da.n to anci 1Dcl\141Jlc 
Dinaion headquarters 1A ~ GroWid l'arcea; 'lbg Head~uarlere ill ~ 
M.1r lorcu1 Porh and l>tpota 1D ~cas ot ~pply. . 

It is intended that this publication will proucie apec1t1o 1Dt'o1mat1on 
perta1Jl1Da to pqa~oal .. our1t7 practices i.JWOlYed 1D the i\ootect1on ot C1'7l*o-

, t gNp hie ~ipuDt during 'l'huit 111. th particular respect to the :tbllowiae phaaM 
~ operaUODI 

&. ~tat1 c Uperat10D 
B. J.obUe Operation 
c. J.uau.l.t OperaUon 
». lcd1118 Operation 
L lo.beloll Operation 

A. S!t!io Onat1oa 
C17Ptosnpb1c .aatttr1al. 8114 aall001ate4 equ1PQDnt 18 alW~~Ja ~1.7 wwable 

to Cipt\lre bJ' the ·~ or ooapl'OID1ae aurill6 tnneit 1rnapeot1n at posn,phio 
looatioa. AU l'U,POnsible pe1'80DD8l opel'll.ti~ 1n a static peal tlon an b• oCIID­
ataatl7 alert to protect c ~ptosre.phic ecpl~at tmm capture b7 the -~ ad 
loss throusb careless baD1.11ng. Die toUOWillg aecur1v .a.asur•• should. be obaenec 
bJ' all coaoemecJ 1 

Wifp'¥ a!ld Paclc1DII , 
(1 AU Secret tmd CoutldenUal cr:rptogrephic doGUDenta •d •terlal 

110~ handled bJ the u~~. ~rm:t .&'c.tal l;;ernoe. CJI~ waa•ger .:Mrdce, or ottloer 
Courier .:ienlce w111 be aeourel7 ~peel w1 th aD 1Jmer 81ld outer ooYer. The lDDtr 
ocwer 1f1U ooutaln the ol.E.asitiootloD cl-.rb at•ped with the tiOl"Cls, •ror ~iSDal 
BeourU7 Otftcer•. lD a441t1oD to ed4reaa t.ba~ appears on oute~ coyer. '1'be outer 
ewer wlll shOP! no claabitication BJld ahOull: be addruaed 1D the ec.n-lldae 
Jeaeral, CCPI!I"•Ddi.Ds ottlcer, or ~isnal Otticer emd lD DO case 1411 the t~m 
Ol'JP"OSI'Pbio, oode, cipher or ecpiftleDt. te1'Dl IIJ)pear OD 10h• outer coyer. 

(2) a IWIIIberecl paclap noa1pt attachec1 to the outside ot the lmler OOYG' 
-.Ill aa or~ ID4 4uplSoate 400U88Dt reo·e1pt atottne oontentt~a 1Dd1oatlJ18 &ort 
title•, cop7 ~ blld quant1t7 ott eaab U• aboul.c. be 1D:llu4e4 1A each packap. 

(~) Jl-Y7 017ptasnph1o ecpi,_ut J1Gt DOI'IIIa11J' ~~pclrtecl by U.S. 
Jto8'al or MleMD£8r tlienloa will be pmper~ paolald or orated to wtthataad tb 
parUoul.ar-... ot 'I'DII'Gr'1i¥tloa. ~ tollclldDS protect1Ya ••aurea w4U be 
ot.•Z"'NN 11a prapialiJis the d1eWDfO tor AI,__. Gr tnDapc:e'taUODI. 

a. ~al.7 belt t.ba ~ipk \9 be.ae ot 1110od boL (Usa ' 
J&GtlD8 bOl'• ID4 _,o4 paai£1Ds nlipal. · 

.2.ill 
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( CONFICiNTLA.'-

b. ~ flop or 'box flo base aDd waterproof' oom.ctiq e4p wi'tt. 
hot tar or wax. 'l'M latter trill be dou oul7 When •• maab1Da 
w1ll be t1Wl.porte4 by •tar. 

o. Plaoa box 1n top balt ot Cli.-7& Cmat aai lock ao.mb1D&tlcm. 

4. Place al.l ro1;orli, ~ret 0111. ~1dem1el writter uaters-1, 
OCidaa, otpllera( ate. iA ~er halt ot Cl:l-'16 '-'llaat lllCl lock 
ooab1DaUOL b abcWe it- 11111 be aeal84 w1 tb a Dterp~ 
-1;eri&l whe 1;~apar1;ed bJ' wa'-r.) . 

. . 

•• M.B top .-4 bottoa !lalna ot Cbeat 1d. th apeclal S4eat1f'J'1111 
-~ tiL •• 1D41oatias ooat~•· 

t. Proteot OOIIblDatioa Oheat loeb w1 th .att • terial to aot u 
ouablcm. ~ .. 1ocka 'become iiiOparaun wub-111;t~ pma1C.a1;. 

• 'i'M 1Jloend.ia17 ada :Deati'OJ'1Ds ~ IIJatl aboal4 be 1utallecl 
1a la.ar u4 UPPJtr lalYaa ot CB-'16 bat u 1l:IC.loata4 iA par 
•· ~baas• Ho. a (StsJV-1). · . 

~ Ulller DO oir-taoe 11111 tala 818HDfO ba tz.qonad w&thft! 
ftJit'"&!ad •p4 C!(f1ov ooy1!r e4 • ••4 eal'f• !lla 

111.11 .II!U. • ~n 1111Att-.ta4 wllUe ill tnult. 

l•) · J!P.l!;Do@p~R,R5!{!RJ!i =ee't;...tund tm• ou 
IIIMtqu:rtera -1D unbar 1d. WD 1ibe lJ .L, or with a -~cpanara oat ot •• tJ .x • 
.SIIJ.I,; 111. ~ tu toll•• atllariaaUoD. 1 · · 

a. BT autbC11'1sat1oD. ~ bater ~i(!Jlal Otftoer. 

b. B7 &14 ~l'dar. 

(D). JtolioJ' ooD.oemU.S 'l'reuporkti.on ot ~~o a1111 -~lt:Clll bJ' !5!U,. 

.Jill, !Ilia.-· .Dill.· 
1'li. tcall.otii.Ds aaouri'J Jll'aOGUGM ·are acpa11J' QP11oalal.a to tba 

truQet&U• • 811J'D"' aDil ::tl&'Ql, -.1 1l1ll 'be n~la'tl.7 cbaarnd bJ" a11 
~•IJ••llala tor t!WlQGI'tlAg al-.r 4nloa. · 

AU S..tnoUoJia OusU.4 1Jl Section A(a) alawa .ply ~ tM aata 
111._.. • tala IJS&RDil e4 Si&<DlwlaD. tr..aptad b7 .-, .... 

. ...,,, ... ., !ot4 

a. Maqaah can aboulcl be t&JteD to 1Mun that t.ha aboY.....aUOM4 
.. ,,..., la ~lJ' loa4a4 1a the Yllhiele IIU1 the tdl p1;e Ia 1ooka4 in the 
"''riiM ,.u,~ 

· ~t. Par:I.OCU.O olaMita aboal4 be made~ 4ete~ aaour1tJ' ••~mr• 

e.ua~·· 
•· UD1ar 110 aS.rau.utaDOu 11111 · .,_ be a1larad to r14e 1D the 

ftlaiola u a.....:&. P ..... pr •. 
--,e,...~,.,.~. I'\Jtt' .. f'l't!lj+":'~f-'""'r";.:· T~fW!,&~, t..:...· s. .2. z 1: 



• 

REF ID:A523210 

COPY ( ----
#F'P'!1t!IOD by ~hlD 

•• ~\w ahlp'a atzoDS zoom 1n ooee S>i.Ds .... ela will be u..s to 
aat~l"Cl 1ihe ~18BDO 81ld. ti1gCvil. • 

b •. 'l'he mod ae=.re Ba4 aoc .... bl.e locaUon 1A ·ahum.l ..a r1YU'. 
boata 11111 ·be ohoam tor aate&~&l"d1D8 th1a eqQi.-t. AD amid. 8lud foi'JPtoln,pbill') 
11111 be poated 1d.th tihe d.ftlo• 2• houra a clq. 

':be SiaBDO IID4 Sigall wi~h "cRora .., be ~z.aponed b7 a1rcran 
lii'OYidecl 'hat I 

a. . Ail'orat't wUl DOt. be tla.D ewer a.-. oooupied. tel'l'l tGrJ • 

"• Alrcratt 11111 DDt be tl.OIIdl ewer nwtral temt017. 

o. Alroran wlll not be tl~ ewer water tram 111b1oh, 1D.the wet 
at toroocl l..a.D41DB ar on::lb, tm a_, aould.. capture the d.wlo•• 

~el A"-lltlOD 18 lmtt•d 1lo Par. 2&1, ~ 3Bo-c5 fbi' 1Dto1'11atiOD ccl •tclcoe 
aoDOUDiDe dutruatlon at cf7Ptognph1o eCJliJ~mDt 1n the nat a fbroed. lail41nc 
·u ad.e 1D •la7 oooup1ecl ·or neutrlJl tel'l'1t017• 

B. Mobile Op!ratt.oa · 
(1) •"•tlon 1.8 ·l•lted to letter, thta Mdquar&era, elated 15 lw. 

1~, aubJecta Oode Hoom Pb,veloal Secv1~ 1n all Pbaaes at Operation, tor 1Jato~ 
aaUOil ed 8&14ace ••emllls ooutruotloa, etplpoent, operation· and dut:rucUOil 
ot ·a .obll.e code rooa 1n all plases or operation. 

(2J la the ·eyeJlt of a con'tD~ JDOYe to a, 11811 aeadq\l&l'tere, 11le code 
mea •lb1ole 8l1Dul4 be located 11owarcl the tmnt ot the ODD10J 1lo 1118\U'e s-­
cliate Ol7Jtosrapbto ao.am1catlone tor the t01"W&l"4 OC?-.4 poet. 

(sj ADIId Cl"JPtogreph1o per.oiUUtl mould ooc:up~ ahe •llla1ole -.;.. 
dlaHl~ tbllcldDS tM oo4e roca ._ ar tnok. 

(6) AaDcl IJ&UU wlll protect t• W.dlate aNa 8IU"'''UUIllas the JDGblle 
OOcle roca darlltl t-.para17 lll4 cwel'll1S)Jt GOD10J llalt. 

(I) CUe llloulcl be toDD 11o protect the daallt oo4• Gel clphera 'IlL th 
a •wrpmct _,erial prlar to •bal'llaUon. 

(S) •all oznt~r ~1ble tor trms:port1Ps aDC1 •las tM aasault 
oo4• ad os.,._n td.ll be S..tmcted. lD ~- p~oeclure tor eMrpucy 4enmcuon, 

· 111111 pl'Oftd.ecl a til· tile mc•~ 1taa to OOJIPlete tbat cleatmotlon. liatdlea 
llaoald be OU'l"1.e4 ill a •terpl"'ct aont.S.Du. 

(6) 11M d1&&M .., be -.plo,.4 on Ma4quar&er ah1JW tor ao-.toatlca 

... l'eU' --lAlla ~. 
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CON Ff DENTIAt: 

•• A., Hea4quarten- Bear .beloJl Qoenpnd Po.t 
Qopmet-' Po.~ .a4 
iWwu'4 g. ... Poat. 

be Car~ Bea4qaane~ Bhr Bell e1cm aa.-11111 Poe~ a4 
Qcwmend Poet. 

o. Dln.S.oJl Bea4quaner8- Rear JloheloD Ocwmea' Po.~. 

(2) The ..r.n aDd-~ ezpedltioua •ca ~ tn.uportatica awaUable 
111U be anplo,.4 1D ~ tbe ~~ 

(3) Aircraft tdll be •eel to tresport the Ssp& to the .ii1Y1e10D BMr 
~loll Cannencl Poet ~aDler excepUo:aal 01Nlml~•.oee • ar wh• all otller 
._ ~ traeportatloD are 1Da4eqUate to ••t the ext.sac7 ~ the dt•tloG. 

J'ar tbe CM..t ~~pal ottloera 

CON Fl DEN"fiAL -·-
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•BDD!a Code JJoca JI!Qaloal tieouritr 1D all Pbaa .. ~ O,.ntlGil. 

1'0 1 Steal, Caa .. 1oatloa, alliS 8181111 tiecurlt)" ottJ.oere, 4a. to 111111 
S.l•U.Ill DlneiOit HMA.-rt•n 1D 14ar 0ro111111 l'aro•; 1fba Bea4qanen 
laC:., Air Jbroea; Porte a4 Dtlpote 1D 8e1'fto• ~ .... . 

ft1e 4o=•nt naollllle Beaclcpaner~ a.rftc.a ot *PP17. ~ DlreoU•••• 
Rbjeou ~leal ~ur1tr• elated 19 Ootober, 1~3, "Seoarltr JlftOUo•• 4atecl 
1!5 .Ttalr, 1~3, Ul4 D1reot1" thle hea4quartera. 4atec1 3 Wardl 1i&~ aojeot ao 
aboYe. 

It Sa ia...Socl tlaat tlala PQblioatlOJl WUl JII'0~4e ipOoltlo btoJaaUOJl 
pertalala:· to pbpia~ aeourlt)" tactlora IUIA lll'liOUo•• uaoolate4 wUh ~ Coele 
·ao. 1Jl all Jha•• ot oporat10D; part1ewar1r fbr Perauat Ull S.i-Pel'BaJlet, 
Mobile aDd hq. Ccallat Cede liloca with respect to 1 

A. Cocle lioclm Coaatruat1cm. 
B. Colle Boca Sqll1JIIR'. 
o. Cble &oam o,erauoa. 
D. Ccllle Bocm DMtnot1Gil. 

A. ~ OOMJ'ftiJC'l'Iml 
aioCIIl1iiu be looaad 1114 oo•tNOtell to Pl'O'f14e oo-.lete Jll'l•&OJ' 

Ulll proteot1•· 'Die tollCMia& lt- 8hCMllc1 be slna atrlot CD•14eaUCNL la CDa­
d:Natlo& pleMt'll ar 1Jl dlOOe1DC a Cede 1loc. lilt~ Uller •arloa. pa•• ot operatiOa& 

1. Puwa•t a !i!N-Perr•nt '-'od• Hoc-
•• be aout:naote4 to lJIDCI&'pCII'&te tla 1bl1Cir118 tao1Drea 

(1) ad.l41D& atel'iala (Bnak, CoJlOI'ete, Ual•aiae4 Metal or 
O(lliftl&t). . 

(I) larfteS.JI& lllternl 8JaOe to peait t!'Oedl)a ot .,._. 
ot per•m.l 111c1 OJer&Uoa ot .,.,_. prea•tlr ctllariae4 
tbl ualt w1 th rMft'fttiOU plall•4 tor 1btare OliPaUioa. 
(Beter to parasnph 10 at le"er, 1bie liead~~~&rtere, •bjeot 
•8ecnJrs.tr ot 'l'el.et,pnrUer Pr1nq ~S.,SIIIIIlt• 4ate4 
1'1 111110, 1~). 

(3) o. •tnme b7 a &Jill• ma"fJ' dDar, l01bcl hDa lMlM 
ot * Ccd. ioala. 

(6) Bo 1d.Dlc.a or *rli~t •· It wlJIIlc.• are pre•••, th• 
llloal4 be aele opaque Ul4 prori4e4 w1 ~h ban. 

(O) ~eqaate .atllats.o.a. lt pau1ble, trNh lllr to be 4na 
troa ouSa14e tbe baildtq atber tba tiDa .. joiD&l'll •• 
ca' hall..,. 

·1·--------·~~r~··v~T~fH·H·.- Ail I 
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(6) Meq~ato li&tltilll tMI.llUoa plaaad to prcrtlclo a:d­
llltl' tor epen.ton. 

(9) Sattlote• ...-be ot per ou&l8ta (UO wolta) tor •"'­
a11ulll•iae4 ecp1J111At operaUoa. 

(8) Blan -.lla ot brS.ok ar .-. .... loeatecl ao& leaa tua *• 
ten or aore thaD au t•t tz. all utual Ooc!e iDea -.J.la. 

(9) A nat.\oa%7 bl1Jd w.ll aonatzoaotecl wUhlD tu Cal• ao. 
lll&naao to aona apt- ..s operaUJII per•llllll t:IDa 1ibo 
la4Yenct m• f6 1U181lthar1M4 JII'ID•· 

(10) ~. Bola •ll• OoU.u be •cJo aoul-pNOt. 'lUa ... 
ettect1Y~ be ~llahe4 " lalishll IIIIa~ olctlt. dzqea 
oa tile •11• ~ OOI!o zoo• aoaU be '-ted tor •aat­
JrOotDIII Wiler Yariecl o11'-..'-o• ·a~ opera~toa. 

.. !!oMtf.~ .,. 
• • IDea eo•taotect 1a a ._ • t.-k _,, ot MOoMi'Q, 

be • plauecJ •• 110 illl•parate apeoial pronato• 1ID a.I'Ouo atztot Hnl'l'Q 
praouo ... l111 tou..iaa .. ..n,, ~- llboul.d be ..a.d.1e4 ia the ... ,~uoa 
apetpltloaUoa.l 

(l) Looat;o ., • .._to all• t01t • 1•'- -.-a• f6 per•JUIIl• 

(8) ho'f14o. tor 1100\ll'iJII llllav 0J7PtCigft.Jblo ecpi~at to 1DS 
tala'Loa. lt &ti&RDO 11 •plop4, aeou.re to tnok lloQ. 

(S) 0. ct;naoo tUh door, 110 .be *Del t'IDa 1Pai4o 01' ouU14o 
.-4 lloltM t1'0a t.ille llaOD ool• I'D- U ill •o• 

(4.) Jlo w1D4•• or opaiWIIa to the onol'lar of nbiolo. 

(D) ~o tar fm'oecl cJn.n yqt;Uat;lOD t;bl'a~P aid• or top 
~ ftlliole. IDI14e Ulllt• 1dl.l be dlttu.ed 11u.-o .. .-u­
laUq 41Y1oo. 

(6) X.orparate nttioiom taoUiU• tar proper lt.pUna, ad ... 
quat~ eleotrlo pmrer. acka •d IMlYea tbr pJOteotlYO 
IIG»l8-'•· . 

('I) Prepare acllflUah oa.ourJ.ap •HU. tor ft1'184 eolld.ltlou 
ot open.Uoa. 

a. M•' Cede !!o• • Liabildlltlll a Code ileoa lD the Cod»at Al"ea will 4.,.114 p1"1al"1J.t 
upaa oust1JI8 aolldlU.a. eDd taelllUoa. Ho.&Yer~ oenalll fUDotematliL Hcarlt, 
pnot;looa _, be abHrncl: 

(l) C!loo•• Cede .,_ aue lll close pi'Oziait7 1ID lieaaap ~e. 

(8) o:Mdeo' the ._, MOUN location. 10• lu1Wag, etc; 
oona1d.er .,I"UC ... eXit•• "IILIIIlon. aol2'oo at oo-l'Gial 
~o~rlc paer, ad nre lasarda· 

COPY ----
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(3) PN;an to aae a bl•*-oat wall 'eat 1.11 U111 ot DOD•ulnlDc 
lu1ld1- tacll1Uea. 

B. COD& lQ~ HIAiM 
CenalD Code Booa eqaipaD' appleMual 1D ozrP'ognphSo Qd,_. aD4 

clnicea _,, tar ettlcleat op.ratlon eel MCur1t7 cllao1p11De, be a pan ot the 
Code doCID. ~'b. fbllowlDS ••.Uhl lt-. are comlderecl •oeasal)' to aiatain a 
hi@ta lenl ot COQ8 JDCID etflCifUIDT ~ MCV1,T: . 

1. Pl!"'nirpt aeci ::S&-PeraDeDt Code Boca 
•· ~ three aomb1m.t1on Real late Cll' ecp1YaleD.t 1D be looa'&ed ill 

the code roca. 

. b. File oabPt lprttterablJ neal). ..._ aclcieci aeoU"l'J preOIIl'lOD 
&J:Iould. be added bT proftcUDS a ce~cblibl.e !roD Ql' ateel. rod to paaa t.bl'ousb tile 
tile l:alldl.e8 Wid .aecurel7 lociald to ~he cab1Det. 

c. ~-machiDe ~ IDl .~ calibre rewlYera or pistole 11i.tb 
..-uUUon. ~l peraozmel ahoul4 be thorougbl7 lutl"\lctea lD ~he use ot theae 
weapom. 

de JlMtNCtlYe ecplpallllt 1J»l\ll1Dg ~ plloD oa 011 piD.UM er./or 
kal'OHDa, 'hem.lte bcabs ll1d other SQUable uploa1na, au, ~•v azmer, 1mn 
I'Oda, bo brulera witb wire DHting, two pa1r.; ~ Wire cuttara (lcmg mlp DaM) 
ad atchea. 

•· Mdeq1ata reaena ot paper, neceaa~ torma aDO paper ta.-. 

t. ::iuppu ot Claao1t1catlon atapa, aolar peDOlls, pencil aharpeur 
looate4 ln the Coda 61oam, wire stapler, tape sticker alld ta]l8 ollP8• 

g. Secntt trash be.sk8ts. 

h. SutticieDt d17 call batteries to procl'IICe 24 101t po .. r SQPPU• 

2. l!obU! Code Moe 

b. D.atruct1Ye etp1PII3Dt mentloiiBd in a.ctt.on D, Paragraph 1.4. 
abon. ~1a equiJDBDt abovld 'De .llllde .Hew-a 1n ~:aca tiiid .. slU aoce;·slble :fbr uae. 

c. Detoa1Te weapcma mantloned 1D "'8Ct10D .l:i., Paragraph lc, e,bo••· 
4. OlpeCial reaena ot paper lilld paper t&J18. 

•• ...U. eu.pplS.a Dlltio•ll 1n ~ctlOD 6)•, Pa~h l.t., aboTe. 

t. J.a. .. rgeDCy por;er oourca tor eacb _,1~ 

g, 'l'ID QO teet CD-4.U» •1ature proaf' e•otrie oorcla. 

la. Wol'tr tabl!a aeC~.&NCl to bcld7 · rl ftlb iole • 

1. autrlolea cll'J oeU 'battertaa to produce 2-6 1Dlt poser aap:;ll)' • 

. ~~ COPY .----- z-
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OVlliB ----
3. 9cabat ~oci. .ipca 

•• '1'1:. lc.•r llllt or Ct.et Ch-76 dloulCi be ueq•te aate 8)1&08. 

b. ~chi• 81D8 •• 45 calion tire &J.W, • otber :pl'OtecUye 
napom 4-..cl uo•a.J)' coua1der1~~g tile urpDC)' ot oollba\ colllblo•• 

a bot' e. 
o. ~l d-~l'UCtlft eCp1pDeDt Usteci 1D beotloD iS., Pal'qnph 1.4. 

4. .tequate reaene a:p:pq d PL"rer, :recess~ r... 811 l'Qer -... 

e. All applies 11111catecl 1D Seot1oD B., ~h l..t. 

t. M -l'gellCJ :pQ~er source fer each ~ 

g. Four 50 teet CD-4:15 moisture proat el.ectrlc oor4a. 

h. ~ f'ol.cUDS fleld tables. 

1. ~!"1cieut cir,' call batteri~::~s w produce 24 10lt pc11er aa~. 

c. cXmK !! ~'4'1<118 
'& Y.1 ar Cl'JPtoe;n.phic o:iecuriQ ottlcer ahal.l be reapa.l·ble tor tt.e 

eat'ClE'o-at ar oarret re(Watlorw t.ld lmt.ructiom pertaill1.as to tbe •ecur1t7 ot 
ozntograph1c pen1u1m1, c1"1P'ogr1Ph1c ciaoutllt• (1.-1~1118 oodea Wl4 Glpben), 
o171JSOgnph1o ecpl~Dt, ol')'ptor;1'4»hio operattom, aJII U.l other •ttc• :pezta1111DC 
to the HCVU~ ot co-.n1caUo118 operated aDd llaiaallad UDder~ IRlpn·.S.~OJl ot 
Uae Siczal. or Co.vDi oaUou ottlcer. 

1. ;r:,rwnt •4 .;;t~Di-Pel111&DBD.t Code Bocxn • · . 
follOPilag aecur11;1 practloea oonceml~~g Code ioca per•nu•l, rep.­

latlo&, l.llnmctloDa, &llCi operat1o11e soul4 be thar0Qe;kll7 UDden11Dod. Qd obaenecl. 
b)' all CODDe:tWcll 

· a. AU1ihor1zat10D to &0111, 1aa•, 4ucr1be, cr 4S....a ornrtogreplWt 
.,..,_ to Uatted States c1Y1li&DI err mU.lt~ J18r&ODDel. Sa owered 'bJ' the pl'Oft­
a10DI or ...a so-5, 15 J.ucb, 1M4. 

(1 J OpeOlal aUaUOD 1D tibia GDUfOUOD Ia 411'80~84 to ~ 
gn.pba 11 MDd 1~. Ml 380-5, 15 .. Nh, li6., *io!l •JP17 
wl.tbout ne..,ac~ 1ID ~ 1'Uka czo SNA• fl JIU'IDU llnol.Yecl, 
eD'l a!loald be atl"lc\1.~ edbencl to 1D U.l .... 

(2) w.r L.para.nt u4/ar .Toll* --~IJJ-YJ c~ptcanphia qd-, 
lDDl\141111. Ja1J Ua,, lllltl'UCUom aad 4ftloH, 'ld.U, llllller • 
o11'C\1111Wtcoaa be lhoa, u au4, 4•ol'1bed to or 411C1118 H4 
14th olriUau ar milit~ J18rellll81 fl AI Qtr a!lot uJ.•• pri.Ol' •c1t1c •t:bm'1zatloa ia obtlll•ct t•• tbe 
War Dlpart.Dt 1D each lmteoe. 

b. AU ocadae1oDed aDS •liate4 orntcsJ'IIlhiC pereJIDil (1Dolun• 
ornt~l'lllhio maideMDOe per.-,DMl.) 11lll be 1Dnatlgate4 aooczo41Da to pror1a1 .. 
ot J:1'0UU. le~ter Mil :511.5 •as, ctatect 12 .T•uaz:r, 1M"• nbjeot "OlMl'IDOt ol 
hzwDMl tor CJ7Ptogn.ph1o IGUaa•. ~1 pel'l!Oud •u be •thtaotor117 ale .... 
bJ' 11lla 1ureat1caUoD, prior to -.•11~ 1D t\ltlea cr tnlDlq: u OJ7J'&CSl'llpMn • 
OJ7PtocJ'IPIUo •1 D~e •• • 

-·- i!li 
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o. 11 aoUo• ~i ... AIM lball M poetecl on the eatnDoe to the 
Cod.• lioca. ·• wxw •Clpllarca , ~J*opapMo Qtf'soe•, eta., lllllould aot lela­
tit). ar be \lied •• a& &&ide liiSiodCll' to tM Cocle io•• 

4. a nsf.ner poetecl lJUd.de t.be Code Boca ealiq .-, looa'loa, 
elate, alld U.. ot aft"lal Gil 4epaz1m-e lll4 mture at 'lldt at all pe1"1DDI, otller 
&a ~aom.l operator• aDd apenia017 permmael, ctharisecl to ater the Code AltcMa 
Oil att1o1al ..sa ita. 

.. S.Oret traah wlll be bui'Ded at leut cmce each 24 laoura. (4UI"1q 
clqoll@:bt boure 1t' bUI"a.4 1D the open) 1D the p:ranaoa at • att1oer lll4 the aah• 
oarefD117 •1~. 

t. Sate combUatlou lllould be cbqecl *••nr pel"'Dunel, co Jan 
bad acoees to claas1t1e4 aterial, laan tile argalaaUon, cao 1n e7 o ... , OMe a 
acatb. UDder 110 ciraa..taDOea willl ate COIIIb1mtiom be Wl"it.tell u a r.S.Dder, or 
col"b1atloD data carried on the penon. 

So a .ts1z ~paction or the Cede i1oan to iuun tbat HCNrit;r nea­
latlODI are oe1Lg obeel'Ytiu 8llCl a check to deb1"11111la U.t all dOO\Imllllta and nslat...S 
material are preHnt. 

b. leno&el tbaroughq acquainted with all a;,at•a to be 1D attc-
4._• •• lOll£ aa 1tle Cede Boom 1a 1D o,.raUOil •. It, Mo.aa at liii1Wcl tnttlo, the 
Cad• ltoca cloe• ~ operaw a .. bo\&r ahitts, attpa abcNl.4 be ~ to iAare tbat the 
.tiJ.aDal ~ur1'.Y Qtftoar ar .&-rttODDal. claa1gateci b7 h1a •7 be r.aao!led tor Sllne41au 
411Q at all u-a. 

1. a.ll Codelioom persCIDI'lel to be acqualllted with the pNY1a1o~~a at 
..a 380-5 at. otter n8J,llat10D8 sa cUrecUYas co~~eemill£ aeour1~ u wall aa the 
111at.mct1ou aouta1Mcl ill all ~icatioaa concei'Di~~g 1itle operaticm at -t;be .,., ... 

j~ 1'be iieaaase Center f.IDC "ale ~om opera-t;1ona moul.d be ar@IIUilaecJ 
ao aa 1lO .UO. tba abf)lyta ''P'!U!!! !i1M to JJ&•• trat't1o ~• ~· ~aleprlaser and 
ladlo rooc.a to the Code BociD 8114 noe ftrBB.. 'lbla 0. beat be aocoapl1&e4 b7 
_.ftlisiJ:Ig 1ihaH 1001111 a11d ut1llzlas wall slots tar J&SI!Iiag ••asaa. b7 1Dtm-

. 4UCS.D& at~ eoMdv.le tor paa~JIS ••aapa ar a!i1pula~e4 DUIIIben or gmupa. Ooza­
aidar elia11atloll ot UDII80 .. Sal7 nape, taater •tbocJ or raoor41r.a~ nma11l8 t1•, 
e4 all al.ota tor 1nooa111£ ad outfJ)tng aol'lllll Code Bocm tratno. 

_ t. In the net that clear 'text oon ~ .tieont radio _. laDdliDe 
trat'tlo 1a oarriecl t'm• cme 'tlllilcii~~t; to cotbe r. Malad .wal.opee or apec1al17 
prnidecl laou4 poucbea ahoul.d. be uad. 'l'heae oollta1uera &CGld be reoeip~ecJ. tor. 
Siailar pzo•eo•on &oul.cl be attcrde4 .,._ teat· UDder _. alrcmatt&Doaa. h 
o01a4 nftllcm ...s cl .. r wxt oopS.• will Jl8•er be t1lecl Cir tncapcrted toget.bar. 

a. . liob1le Cod • ¥ · . 
Specld aecwlt;r !Jreo&Utlcma muet mceaaar~ 17 be .t'CII'oecl ill operatiq 

a A.obUe "ode doca. It _, be oou~ut17 borat ill m1Dl tua-t; ~- moblle tJ'pe ar 
aoGe RIMa M7 be acre wl.DBrable to inaecure practicea, oonaequentl7 to direct 
atteak. It 1a 808' ~aD1; tba-t; a-t;rtc-t; d1s~1pl1ne be ent'o:rceci ooacemi.Dg 1;he 
tollar1118 nourlt7 ••8111'••: 

a. Ouarcla ~d 111U. au-t;OIIIltic ... poDS to be atationecl at tbe Cocle 
Bl»ca aruce at tAe ftlb~la 2t hour• a dllf• 

-o- • ~it. '·-' -· ,... ,-, 111 II 'II • ._.. 
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b. &peetal ••'• ot llaa. to Co4o Boa operatlol'a lD&Uoauns 
bCIIl.biDg, .... pUHbGo or IID11114 attaalt. 

o. AU CaS• &o• u4 other mtbarlaed pel'IODMl. will Gbplq a 
apeo1al. Co4o Bo• pua 1D the OuN betaro cter1DS Oo4o Boca. 

Yllb1ole. 
• Speclal pnoauUo• 8hould be t8UD to :;rnct 1ppe1 g&Dlig 

1ahabl$p!8 F4 llo •• tRa Jmowlll8 tho ozaot location ot tho Cocle Boca. 

t. It o,-rat1A8 1D opeu ooum17, apecial p:reoau'UOD&17 MUQMe 
eoul4 be earcioecJ to ••outlage the Yclcle to tho t.a41ato .u.rl"'WW51ase. 

g. J'ootpatlle, wmel tracb llld lea4•1D Wlraa 1Dd1oato acUnQI 
.._laoate' tho Cede Hoom ••hiclo perl.~ioallJ .Cu operatUg 1D 110oded or ope 
OOiia~17• -

h. 'i'bl 1utruct10D8 CDDtaW4 1D baetiOD C.l. Parall'I'Pta a,b,c,4,t1 

s,h,1, &liD a,pplJ to epbilo 9ca\o io5!! operation IIDd mould be etrioUJ coaPl.loG 
with b7 .U. COIICOZ'De4. 

1. Saont tram mould E. be el.lo!ecS M •ll!O*• a ottloor wlU 
aponlaO ao barUJII at ul NC:N$ t:ralb at rogglar 1D5ol'ftla. 

J• D. can ua4 proioctlon llloul4 be Sl•• tho ftbiolo to proftao 
tar etna1oa ope:ratlOA ill • -rs-1107 .,..o. 

k. lt 1o atl'OD817 roCU~~eDI!ad tbet the 4r1Yor at ihe 41loblle Co4o 
IDea TillS.» bo a GthC11'1&04 *!'\9'9 :!1st§ ei.JlUMDOO •p cd a rUOI'ft OI'JPW• 
lfiPMr. 'lh18 JOft«a llboul.d bo aftllable at ilrl.U.ato aoUc• 

So ~·'' Cod 0 !!eCIII ' oporatias CI)DlJ1Uoa. ot tho Cclllbat Cato Boca wlll ola .. o por1G-
4ioall7 4..-aUDa oa S;ho pmgnoo at tbe c.palga. Bawner, tho t\lDila.Pal. 
..... ltlr pZ'lDDl~o ~in constat, ud lbould llo nsUUU7 obaol'ft4a 

a. .Moqato Ulll84 guards to bo etratocicallJ lCJDa$od at $M Ca!o - •'z.o• Ull .,_dlato ar-. 2• how a a 4111. 

b. '1'be iaatao\lom oontawd lD Section 0.1. Paragnpba a,b,o,4,!, 
1, ... S.Ot&oa c.2. Pal'all'aPP b,o,4,e,l, an pocuUarl7 applicable ~ a ea.at 
Colo .. u4 llaould be SiYG particular OOIUiidere.tlODe . 

Jj, ~rwmWI. · 
i · T ~ 1ilo d:.rect nopom1b1ll$J ~ •1 pormn carpS 11lth 'ti"IU• 
a1..S.on, R}Jinialoa or operation ~ olaoslt1o4 uatorial to $Me all PNCIIltlODo 
DM•aJ:r $0 alp an •terial tzoa oapturo b1 the .. .,. 'n. pou1bll1tJ at •OJ 
aotlon bJ" 481 or Dig~& 18 alwQB s.nsnent, oou.oquatlJ, tho al.lCJDatlon ot rOIPOil• 
81-Ult)" tor OCIIIO I'OGa 4UtiUCt10D &oul4 be bJ du't7 :rather thaD bJ -- • AUtOl"'llltM 
uo'&l14 be 4ea1paHG 1D onzy cuo. 
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apeciric ~ties as part ot 11 l!sa• It 1a important that " aimulate4 exerciae be 
enterec: imo at regular iutenals by all Code Hoam persoll.Diel. 'lhe tbllc.1ng 
meaau"es !lloul.d be constaered in any Code ncan destNction p.l.an: 

a. The ~BOuut at •<~&1pment ~ be destroyed in ti.;.e ot EmergeDCy 
Ghould be the br:.als tor_. mintalnill@ deatiUcthe it&ns 1!19Dtioned 1D Sect10Jl B.l. 
Pr!ragrepb d. 

b. iiestricted ecpip!llnt w1ll be dest:royed beyolld poaSibil1ty ~ 
rep&ir or reclamation ot parte. 

recogDi ti on. 
coDtidential. 
destroyed to 

c. Secret ami ~ntidential equipiDIJnt 11111 be dest:ro,acl ~OJld 
.jucb destiUction lillY be limited to tboee part10#8 ot a secret ar 

device 11bich show principles or design. Other components will be 
an extct tbat .:>u.ld pn:vct f'Urtber use ot reclalllltion. 

d. In aU. casea. docUIDBnts or devices p.ot )'!!t in force are considered 
ot gre&test importance. 

e. ·~'he !'bllowi.Dg preceacce of destxuction shoul.Q be iJ:.corporated 
in any Code Boam destruction pl.e.ul: 

(lj 
(2) 
(3/ 
(4) 
(5) 
(6) 
(7) 
(8) 
(9 J 
(10) 

.ttecoeDition kepy lists Bl1ti asor&u:~a. 

Cipher mchines end mey Uata. 
~trip alpbeoets and my liSts. 
J'oi&t recipberiDg 81111 recorciiDS "bi.••· 
~cret CCIIIllllWlicat1on tiles .... nd operation 
Signal clp~re. 
Comact COdes i>Dd cipU.rs. 
Authentication systans. 
Call sign cipt.l rs and ~ lists. 
Other codes and signal publications. 

orders. 

t. Clessifie:d 1111te:-ial of higt.est importance should be Jllbrke4 in a 
clearly distinctive tiiiiDner, i.e. 't.oi tl:. rEM! .lllriting 1n an obvious place. This should 
be done locally in pursuance of the destruction plan, and wUl be in addUioA to 
tl::e reCPlar clasdf'YiD£ stamp or 1:11rkiog. 'roP o).ECHE'l', SliC.rtET aDd OONl'IDl1Nl'LIL aDcu­
men1is Ettoulci be sorted and tiled ~r ealiV access, und li.st I!J!Ipt or exact locatiou 
~ere &cb dOC\Ubents t>re belci elsevbere on tbe :.tation. 

g. ~ volume or classified material which would re(Jlire dest!Uction 
in event or emergencies should be kept to an abfl)lute minimum. 'Lbus, it is 1mpor­
tent that ·au routine dest.uction be ocmpletee promptly. ~l personnel shall be 
cautioned against tendency of. pe:anitting papers to accullllllb te in tiles. 

ho .00~ doCUJJmnts or unboWIC sbeets or paper pressed together Will 
not burn to be uniaent1fiable or unrea<luW.e evEm in a 'oi€ tire. lt is best to tear 
covers off book, tear or cNJDple pr.ges, separating sheets as lllllch as possible. :Soak 
papers t'4.th keroe&De or gasoline at 1uterv....ls ts the7 are placed intc brazier. Place 
wtre utUJJg over top to prevent paper blOI'ling away. ~onstantly stir n.re un! ashes. 

io lt i.6 of U~flt i.m.portaDCe "tb.i.t an adeque.te II.WIIber or persona be 
designated as e. team to aeatroy all eloctrically oper~teli c~ptographic devices. 
ac.L l!lllllllber ot tbe teea. must be 1borou~j:.ly in.stmcte<1 in his ~t~cific task to 
1yure speeci tma ettective.oess. 

.: 'I ~ COPY ----
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k. To ertectival;r deetro;r the ConTertor lU-209, place el.l liB;riDg el.e­
meots in neutral positloDS by cbanpag all. lue; settings to zero am moTiDg all UT 
'illeel p~ to tbe lett position. Render the mehille WIServiceable to the 8Jl8.111f bJ 
stamping with boot heel, strikillg with roclt, ballmer, axe, or b;r tiri~~g iuto it 1d.~h 
ri.fle at" pistol. 

2. &::o bll.e Cod e Boom 
1'ile operators of a ~bile ~. "oom must be aom~tant.l.;r alert and 

prepared to destroy c~pt~rt~phic mterial at a moment's notice. 'l'he tollowiDg 
secur1t;r precwtioDB should be seriously coDB1dered in any destruction plm fbr 
this t;rpe tbd e Hooc: 

a. 41.1 destructive ecpiPI!I'nt .mentioned in Section j).l. Paragraph 4. 
'lbese ite~~S amst be ao locatea within the veb~le as to be ineldiatelz acceuible. 

b. Provision ahould be made to deat~.:~y M:.l cryptograpblc ~~&terial 
iDS1de the Code Boom. ~110id use or inciDeratars in open spaces aere personnel 
might be e:~posed to memy fire. 

c. \jhere time does not pel!llit OOIIIIIUDieotlon with the Conrnendins 
ot'I'icec, every i.ndividusl aoncemed must act on his arm initiative. 'llle importance 
or beginn1Dg the dest:ruc t ion scheme a~t'fic 1Elll t].y earlz ceanot be Cll'er ampha sized. 
~curate reports of emereency destruc t1on will be mde to hlsher authcrity as 
soon as practicable. 

d. 1'be in.s true tiona com; ained in .';iecti on D.l. .·aragrap.bs b, o ,d ,e, t, 
g,h,i,J,k, also apply to L..obile Code Ho0111 p~.:~cedu.re. 

3. Coail at Cod e 3oom 
a. All destructive equipment mntioned 1n oiection d.l. Paragraph d, 

.IDU8t be available for illfltaut use. .-cb. ita sholll.d be prCiaiUntl.;r located near 
tbe equipment or material 1t ·is 1ntendo4 to destroy. 

b. 'I'he instruct1oDS oonta1oed 1n ,.iYr. Parasri!C)bs, Section D.l. and 
Paragraph b.c, ~ect1oo D.2. are parUcwarly applica'ble to an ett1c1EIDt de01truction 
schece tor the Coaile.t Coe1e Boom I:ID4 should be complied With. 

1!or the "h1et ;jigoal. otncer: 

e/ leorge Ae d10l»r 
u.I'J)RG.i ~ ~Qi&i , 
Colonal, ~1gpal Corps 

• !DE t JT/Al.J COPY ----
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SECRET •• 
01'1'1<3 OF '1BE CBIU SIWAL C.FB'ICIR 
~ C<UIJBICATICtiS 2»HI 

liiJBODA5 ~ 07 QPDAi'IQHS 
lDll'dD ST&TI:S ~ 

AfO 88f 

SUBllllf I houri t)' ot SiaABA-

'1'0 1 Sipal Seourit~ otnoer. 

1. 'fble letter reac1Acls Hea4quartera, Semoea ot Sappl;y, ~ J.ette, 
Abject aae u abOYe, 4a1ie4 15 lul~, 1M3. 

2. la order to ..Utalll acleqate aecurity ot S1gABi ud ita olfPt08ftP)lio 
qat- :aaw 1a ue, lt 1a uo .. a&l)' that the tbllclft~ag aeour1t7 ft811AUou be 
thol'aU8bl~ UD4enwoci allll Obaeneda 

3. •• s~ a4 StglVI are olaaa1t1e4 u ~ 11114 .. t be 
atesuarded aoool"dlag to the prorte1ou or Parapapba JOa a4 3Gb ot .u :580-1, 
dated l~ ~. li4h Sis'M .muat be ao.reaed wit hiD t!le roCD troa the Yin ot 
UDaUtbor1&e4 peraoaa aD4 oo.mpletel.;y ccwereci wben c~e.DiJig persoDMl an prea&t. 

b. 1tMI qat-.. taDd l"'~a tor use Yd. th ~i~ are olaaaSt1e4 u 
SIDRJI!l' .reslate.d dooumenta. 1!lia;y should be apt 1D the JDOfJt aaoure apaoa 
anilable, preteably a threa-oambiaatlu locUcl aate or ita acpi'Yalent wi'hln 
the oo4a mea. Slnoa the equlpmeDt 1a claes1t1e4 aDCi canot rea.4117 be eo-nc1, 
•aaUJ"U abaul4 be taken w prorida adequate eeourl~ tor tm l'Oom 1n11b1oh 1' 
1a 1utalle4, 1n aoaardaoe with letter, I!Ubject "COde Roam Jltcye1oal Seour1t7 
1a all Pbaau ot Operation•, 4ated 1.6 luu, 1964. 

'- Puqraph U ot All 380.6 statu that "no pareon 1a enUtie4 to olaaa1-
fte4 a11.1tal7 1ntormat1on •lel.~ by rt.r1Ae ot his oOIID18a1on or ott1o1al poa1Uoa. 
8QGil ~armaUu wUl be ati'Uated ~ to thoee lho require Ui 1n the pertar­
.aaoe or tlleir ottiolal duties, and 'to enaura teawor.lc and eZt1o1ant iutzuo Ucm 
ot per-.IIUl, proper Plannill6 ar ualateuue ot ecplpuent•. Speo1t1oal.17 tibia 
__. that ao-o• ezo•t the tbllGIIins S. 1D ... or han aD7 kncllrledge conoemlJ:II 
G7 OrDWSJ'IIPh1o aderlal& 

'1'he Ua.U Sienel. Ott1cer. 
1'be Code Room Ott'io er. 
Superv1eCil"Y Personnel. 
Operauns Peraollll81. 
~1t1ed Me.i.Dt8DilDCe Personnel. 

I:Jlnoe •• ca.nccUog Gceral or Ocllllman41og Otticer is responsible tor ell tm 
aoti'Yltlea ot hie Cl!OJD!!!eM, aooordiDg to ;...rrq l<e@tllationa, he JDe7 d-Ill! the right 
to aee ol')'ptogrephic m&terial. ActiDf!: only upon such a spec1t1c req•at, the 
s~ Otttcer 'ld.ll allc. tbe Coamuind1DS Gceral or ColzlaaDd1D6 ott1cer to new 
a.U or,"ptOgJ"aphiO mter1a1 1n his posaesiJLon. Suob 1napeot1on w1ll not be . . 
1DY1te4, uor wUl ~ 1AtaraUon be wlunteere4. Tb~:~ abO'Ye pro'Y181ons appl.;y wUh 
eqlaal torce to all ~~~~Ebers ot the vni te4 ~tatee .IU'med .!forces regardless of rant 
or polltlon. 

-1-
~~CRfT 
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£!!1 • 
5. Yow aUeDUon 1a llwlhd 1io War Departmc• letter M 313.6 liOB 4ate4 

18 1 .... 17, 1"'• 8ll4 eDUtled •DutmotlOD ot ClasaUlecl Matter 1D Mnergcolea 
em I.za4. •· alll ill ille Mr•. 

6. All regletered olusltled dOCWIIIds .-ooiate4 w1•h the ecp1~ 8bal1 
be haDd.lecl 1a aooorduoe w1 th the prov1s1oDS at AR 380-5 claSecl 15 Jiaroh lH-6, .ad 
ohallgea tbereto. Attatlcm is apecU'icelly 1DY1 teCi to ParasrQhs 2,,,5,6,9,11,16, 
29,30,al,3'1,3B ancl Sects.on IV.~ All perdDDnQ\. recpired. to baDdle regSJ~terecl doou­
IIIBDta Will be JZB4e 1'fll1111ar with the proTisioDS at AR 380..5, elated 1.5 lllaroh 1~. 

7. 'l'be opera~ peraonD8l should. be pl'Operly- qual11'1ed 1n aooordanoe 'with 
tile prcw1s1ou ot Paragraph 42(e) at AB 3Bo-5 aDd AOO letter clated.l2 .l&DUU'J' 
1~'• 'ref. Ml 311.5 MGB, subject "Clearunce ot Personnel tor Cryptographic lllaUea•. 

e. Tbe Sipal &;jeour1 t7 01'no er will be reapoui ble 1'or all aecuritJ .m Uen 
ooDDeoteci 11d.th thiS eppantas. He shttl.l be f81111liar vd. th the correct methal ot 
operating the 8Cil1JIGI8Dt as outll.De4 1n the published 1natruoUODa, and shall 
a.teroe the p:r"OY1s1ou o1' these doawa.nta aa well as 1ihoae ot £2 :l.'o-8. 

9. InqutPies aoacemi~ ncurity .aauures shall be re1'erred 1io the Ohiet 
Slp81 otnoer, Bq. K'1ww. itRQ 887, Arrl:Jl~O!H SI.J). 

hr the Oh1et Si@Dttl. Otftoert 

SECRET 

-a-

GB.>ROE A. •m• 
0olODtl 1 Si6Dal Oorpa 

OOPY ----



REF ID:A523210 

TAB V 

Photographs of the Converter 11-134-c lost. 
at. Colmar, France. These pictures were taken 
aa the m~-covered converter was b$ing l"emmV'ed 
from the to~f of a Chest 76 in which it 
had been submerged in the Greesen rtiver near 
Seiestart, France. For details, see Chapter 
XVI, Section C. 
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S-EGRET 
APPDDIX BO. 1 

TO EXAilll\TATION OF SIGABA NO. 235 

Below sre listed photographs showing chest, contents, 
&nd condition of contents as they were found by investigators from 
Office of the Chief Signal Officer, Hg ETOUSA, APO 887, U. S. Army. 

Photo No. 1 

This photograph shows the upper half of the Chest CH-76 
No. 293 before being opened for investigation by Office of 
the Chief Signal Officer, Hg ETOUSA, APO 887, U. s. Army. 

- 1 -
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Photo No. 2 

The view in the photograph above shows the upper half of the 
Chest ~~~6 No. 293 immediately after the door had been 
opened-oefore any attempt had been made to break the mud seale 
or remove the machine. 

- 2 -
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5E€RET. 

Photo No. 3 

This photo was taken after the machine had been partially 
removed from the chest. This view gives some indication of 
the condition of the machine and the chest and the amount of 
mud in the chest. 

- 3 -
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Photo No. 4 

A top view of the machine after it had been almost completely 
removed from the chest shows the position of the power switch 
and the position and condition of the SigiVI as it was found 
by the investigating personnel. 

SECRE .. T 
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Photo No. 5 

The position of the machine in the chest as it was being 
removed is indicated in the above photograph. The marks on 
the side of the base board of the SigABA give some indication 
of the amount the board had swollen during the time it was 
in the water. 

- 5 -
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Photo No. 6 

The above photograph shows the SigiVI as it was removed 
~rom the machine prior to any washing or cleaning. 

- 6 -
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Photo No. '1 

The condition of the SigiVI after washing is shown in the 
photograph above. Upon close inspection the rotor setting 
can be seen. These are the settings that were on the rotors 
when the SigiVI was. removed from the SigABA. 

- '1 -
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Photo No. 8 

The method used in gaining entry into the ~ield safe after 
it could not be opened with a key is shown above. 

SEC:R.ET· - e -
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Photo No. 9 

The contents of the field safe are shown in the photograph 
above. A close inspection will show the condition of the 
contents of the safe as they were found by the investigators • 

... 9 ·-
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TAB V 

Excerpts from 

Official Letters concem.ing Maintenance Training 
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SPSI8-4B 15 December 1944 

Letter No. 518 

SUBJECT: Training Personnel for Maintenance of Converter .tl-13/t~· 

TO: All Holders of Converter :U-134....0. 

* * * * * * 
3. The following information is furnished for the gu.idence of units 

requesting t.~-1is office 'to t1•ain · persormel aasicned. to such u."lit.s. 

* * . * * * 
d. Personnel selected for this traininc; must be fu.ll.y qualified 

with the subject matter t~ru previous experience or schooling as indicated 
below: 

(1) Shop \\ork: A full lmowledge of the proper care a.nd use 
o.f miscellaneous tools for measuring, gauging and making 
IJec:1anica.l adjustments, correct oolderiri;:; teclmique as 
~nployed in soldering splices and small connections; 
and i.11. the prepare tion of cord u.t.d plug ass6.'ltblie s. For 
reference see ~ 11~453. 

(2) Principles of Electricity: Those basic principles of 
electricity &i.~d roagnetion which enable tbc student to 
fully understand the use and care of 0atteries and 
electrical ueaSUj,"'ing instruraento, the solution of cir­
cuits, schematic and actual wiring diagrams, as well as 
the ti1eory anu p:racticn.l a.pp1icstio1.1 of AC and DC motors. 
For reference see TM l-455. 

e. It is suggested that personnel qualifiesi to hold the follow­
ing Military Occupational .Specialties \1103) or 3pocii'ication Serial J:Iumbers 
t SSN), if i'ully qualified as indicated. in subparagraph 3d above, arc 
eligible for such training.-

(1) Officer Personnel. 

No t;OS 
Assigned 

~eletypswriter Equiprru::nt Ua.ir t, :1ance 
and Repair Officer. \Officer must 
hav<:ll previous experience or sc:'lool-
ing which qualifies him in the sa.ue 
.w.annar t;.;·1a t an ez1l:bted .iU?.o.n .is quali­
fied to be a Telety~ !lechanic SSN 239.) 

~~--~---------~-..,..,..,=~-----':::::.... 
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nos 0145 

MOS 0.260 

liOS 441.5 

l:!OS 9606 

0011~1\8\1W-
Radar Maintenance and Repair Officer. 

Telephone and Telegraph Maintenance 
Officer. 

Signal Equipment M:aintenanee and Re­
pair Officer. 

Cryptographic Equipment Ma.intena.:1ce and 
Repair Officer Class 1 'I:vpe Equipment. 

{2) Enlisted Personnel. 

SSN 076 

SSN 095 

· s.$.1'1. ·097 

SSN 115 

SSN 232 

SSN 239 

SSN 384 

SSN 648 

SSN 801. 

Electrician. 

Central Office Repairman. 

Installer-Repairman, Telephone and 
1'elegra.p..1. 

Automatic Telephone System Mainte­
nance: Man. 

Switchboard Installer-Repairman, Manual. 

Teletype Mechanic. 

Installer, Toll Telephone and Telegraph. 

Radio Repairman. 

Cryptographic Repairman Class 1 Type 
Equipment. 

4. Inclosed is one ccpy of the pre-entry examination, \SSCE-2) 
27 November 1944, to determine elegibility for training. As many copies 
may be reproduced as are necessary. It is requested tnat these examinations 
be given by field units or training centers under the supervision of an 
officer and tha. t no training aids, rna.nual.s, wiring diaerams 1 etc., be 
available to the person beinr; examined. It is further requested that the 
officer supervising the examination certify in writing that trte examinees 
took the examination without receiving any aid from such officer, other 
individuals, or the items mentioned in the pruceding sentence •. T;'le completed, 
ungraded pre-entry examination will be submitted with the training request. 

5. 11menever it is deterrained that an individual is not fully qualified 
for this assigllttent on the basis of t;1is examinatlon, or due to lack of pre­
vious experience or schooling, arrangements will be made by Military Train­
ing Branch, OCSigO, for necessary pre-requisite training upon request • . 
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AGA0-5-B-M 311.5 {27 Mar 46) EM/go ID-863 Pentagon 

2 April 1946 

SUBJECT: Training Persormel for the Maintenance of Converter 11-134-C 

TO: All Holders of the Converter M-134-C 

* * * * * 
4 •. The following information is furnished for the guidance of 

units requesting the Army Security Agency to train personnel assigned to 
such units. 

* * * * * *" 
d. Personnel selected for this tra:ining must be fully qualified 

and capable of meeting !!!. prerequisites for enrolloent indicated below: 

(l) Officers, through civilian background or military 
experience, must be qualified to perform duties 
equivalent to that of a Teletype Mechanic \ SSN 239). 

(2) Enlisted m.en must have an AGCT score ·or 110 or higher 
and be fully qualified as a Teletype Mechanic (SSN 239). 

\3) All selected personnel should have a thorough know­
ledge of the follovdng subjects and the ability to 
wAke practical application thereof: 

(a) SHOP VJORK: Basic knovJledr;e of the proper case 
and use of miscellaneous tools for measuring, · 
gauging and making nechanical adjustru.ent. Cor­
rect soldering technique as employed in solder­
ing splices and small connections, ru1d in the 
preparation of cord and plug ass<~blies. For 
reference see TM 11-453. 

\b) PlUNCIFLES OF SI.£CTRICITY: Those basic principles 
of electricity and magnetism which enable the 
student to understand .fully the proper care and 
use of batteries, electrical rr.easuring instru-· 
ments, the solution of circuits, schematic and 
actual wirinG diagrams as well as the theory 
and practical·application of AC and DC motors. 
For reference see TM l-45~· 



\c) TELETYPE FUNDAMENTALS: A thorough understanding 
o£ basic teletype knowledge and the practical 
application thereof. For reference see TM 11-353. 

(d) 'IEIETIPEmUTER EQUIPMENT: Must be fully qualified 
to install, inspect, maintain and repair the fol­
lowing teletype\'Jriter sets and units of equip:nent. 

Ml5 Teletypewriter 3et 
Ml9 Teletypewriter Set 
U14 Keyboard Perforator 
~14 Transmitter Distributor 
M14 Non-Typing Reperforator Set 
i1l4 Keyboard Typing ileperforator Set 
Teletype Pl~mter Sets ES 97 and EE 98 
Power Unit PE 75 
Power Unit PE 77 
Tel€gi•aph Switching Central TC-.3 

(4) Must be capable of passing {with a rating of Satisfactory 
or better) a pre-entry eJI'..amina tion to determine qualifi­
cations for enrollment. 

(5) Must not be ·~olor blind. 

{6) Must comply lrl th the requirements of letter AG 311.5 
\12 Mar 45)0B-I-B-ll, 21 March 1945, subject: "Clear­
ance of Persormel for Cryptographic Duties." 

5. Inclosed is one copy of pre-entry examination, (SSCE-2A), 8 riarch 
1946, to determine eligibility for training. As many copies :na.y be re­
produced as are necessary. It is desired that these examinations be given 
by fleld units or training centers under the supervision of an otficer and 
that no training aids, text manuals, wiring diagratllS; etc., be available 
to the person being exatnined. It is £urtt1er desired that the officer 
supervising the examination certify in writing that the examinee took the 
examination without receiving any aid from such officer, other individuals 
or the items mentioned in the preceding sentence. 'tae completed unsraded 
pre-entry examination, rdth its attached certification will be submitted with 
the training request. 
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AGAQ-S 35.3 
(2 Sept 48) OSGID M 

9 September 1948 

SUBJECT: Training of Personnel for the Maintenance of Electro-Mechanical 
Cryptographic Equipment 

TO: Commanders-in-Chief 
Far East Command 
European Command 

Commanding ~nerals 
US Army, Caribbean 
US Army, Pacific 
US Army, Alaska 
Trieste US Troops 
Armies,· ZI 
Military District o! Washington 
Independent Commands under the Dept of the Army 

Chief, Army Field Forces 
Chiefs, Technical & Administrative Services 

* * 
3. The following information is f'umiahed tor the guidance of com­

manders who may request the ArrJ.I¥ Security Agency to train personnel of 
their commands: 

* * * * 
b. Personnel selected for this training must be capable of meet­

ing the prerequisites tor enrollment indicated below: 

(1} Officers, through civilian background or military experi­
ence, must be qualified to perform duties equivalent to 
that of a Teletype Mechanic (SSU 239). 

(2) Enlisted men must have an AGCT Score of llO or higher 
and be fully qualified as. Teletype Lileehanic \SSN 239). 

\3) All selected personnel should have a ¥~wledge of the 
following subjects and the ability to make practical 
application thereof in the degree indicated: 

(a) SHOP WORK; Basic knowledge of the proper care and 
use of miscellaneous tools for roeasur ing, gauging, 
and .in r.'.aking mechanical adjustments. Correct 
soldering technique as employed in soldering 
splices and s.mall connections, and the preparation 
of cord m1d plug a.sse.m.blies. For reference see 
TM U-453. 
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(b) PRINCIPLES OF ELECTRICITY: Thost) basic principles 
or electricity and magnetism which enable the stu­
dent to unders~and fully the pro ~r care and use 
o! batteries, electrical measuring instruments ' 
(Voltmeters, ammeters, o~~~eters), .the solution of 
circuits, schematic and actual wiring diagrams as 
well as the theory and practical uses of AC and DC 
m.et.ers. For reference see 'D.! 1-455. 

\c) TELETYPE FUNDAMENTALS: Familiarity with teletype 
fundamentals as set forth in 'l'M 11-353. 

\d) TELETYPEWRITER EQUIPMENT: Must be fully qualified 
to install, inspect, maintuin and repair the .follow­
ing teletypewriter sets and units of equipment: 

COMMERCIAL DESIGNATION 
M 15 Teletypewriter Set 

ARMY DESIGNATION 
Teletypewriter TT-5/FG 
Teletypewr-iter TT-7/FG 
I~ one 

M 19 Teletypewriter Set 
M 14 Transmitter Distributor 
M. l4 Non-Typine Reperforator ~t Teletypewriter TT-15/PG 

Teletype-v;riter TT-16/FG M 14 Keyboard Typing Reperforator Set 

(4) Must be capable of passing with a rating of satisfactory 
or better, a pre-entry examination to determine qualifi­
cation for enrollment. 

· t5) Must have true color }:erc·eption. 

{6) Must be cleared in accordance with the requirements of 
letter, AG .311.5 (16 Sep 46) AGAO..S-B-M, 18 September 
1946, subject:' "Clearance of Personnel for Cryptographic 
Duties," as amended. 

c. The following table presents a summa.ry of course information. 
The suffixes Cl, C2 indicate the type of equipment on which the specialist 
is qualified to perform maintenance: 

SSii OBJECTIVE 
OF COURSE 

(1) 801-Cl 

{2} 80l-C2 

(.3) 80l-Cl-C2 

COURSE 

ASAM 2 (Converter M-228) and MJAM 3 
{M-228(M}. Teletypewriter equipment 

· and special equipment used in conjunc­
tion with cryptographic systems employ­
ing one time tapes. 

ASAM 1 l Converter M-134-C). Included 
are Converters M-.209-( ) , and ASAM ; 
(MX 783/U.') 

ASAM 2 {Converter ll-228); ASAM l (Con­
verter M-1.34-C); and ASAM 5 t Converter 
MX 78.3/U.) {Combined course). 

lDUJi'\Nlt~DE~T~ll 

APPROXIliATE 
LEl~GTH 

15 weeks 

.10 weeks 

· 23 weeks 
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4. Inclosed is one copy of pre-entry examination, dated 4 June 1948 
which will be admini.s tered to applicants in order to determine ellgib~lity 
tor training. As many copies may be reproduced as are necessary. It is 
desired that these examinations be administered by field units or training 
centers under the supervision of an officer and that no training aids, text 
manuals, wiring diagrams, etc., be available to individuals being exa.ndned. 
Officers supervising the examination will certify in wribing that the exam­
inee took the e~tion without assistance. A sample certificate is 
attached to the inclosed examination~ 'l'he completed Wlgraded pre-entry 
examination, with its attached certJ.ficate will be fAtbmitted with the train­
ing request. 
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26 May 1945 

SUBJECT: Training Personnel for t.!'¥:1 Maintenance of Converter M-134-Q 

TO: All Holders ot SIGABA 

* * * * . 
~. The :following information is furnished for the guidance of 

units requesting this office to train personnel assigned to such units. 

* * * * * 
d. Personnel selected !or this· training must be fully- qualified 

and capable of meeting all the prerequisites for enrollment indicated 
below: 

(1) AriD¥ General Classification Test Score of 110 or more. 

(2) Selected personnel, through previous experience or 
schooling must be qualified to perfonn the duties of 
a Teletype Mechanic \. SSN 239) or have a thorough knoVl­
ledge of the followin~ subjects and the ability to 
make practical application thereof: 

t a) SHOP WORK: Basic knowledge of the proper care 
and use of miscellaneous tools for ::teasuring, 
gauging and making mechanical adjustments. CoiTect 
soldering technique as employed in soldering 
splices and small connections, and in the preFara­
tion of cor<l and plug assemblies. For reference 
see TM' ll-453 • 

. (b) .f!liNCIPLES OF ELEOTRICI'lY: Those basis principles 
of electricity and magnetism '~ich enable the 
student to understaru.i fully the proper care and 
use of batteries, electrical measu~g instruments, 
the solution of circuits, schematic. and actual 
wiring diagrams as well as the theory and practi­
cal application of AC and DC motors. For reference 
see TM 1-45 5. . 

(3) Must be capable of passing a pre-entry examination to 
determine qualifications for enrollment with a rating 
of satisfactory or better. 

\.4) Must not be oolor blind. 
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(,5) Must eompl1 with the requirements o£ Confidential 
Letter, V:ar Depa.rtmen t, The Adjutant General's 
Office, Washington, D. c., dated 21 Ma.reh 19451 
file No. AG 311.5 {12 March 1945) OB-I-B-!.1, 
Subject: Clearance of Personnel for Cryptographic 
Duties. 

e. It is suggested that such personnel who, through previous 
experience or school:ing, are qualified to be the holder of any one of the 
following Military Occupational Specialties OliOS) or Specification 
Serial Numbers tSSI'J), would be eligible for such train:ing providing they 
are capable of passing the preserib~d pre-entry ex:a.mina.t.ion with a rating 

·of satisfactory or better. 

\1) Officer Personnel. 

.NoMOS 
Assigned 

-
MOS 0145 

MOS 0260 

MOS 9606 

Teletypewriter Equipment Main tenimce 
and Rep::dr Officer. \Officer must 
have previous experience or schooling 
which (iUalifies him in the same manner 
that an enlisted man is qualified to 
be a Teletype Mechanic SSN 239). 

Radar Maintenance and Repair Officer. 

Telephone a.nd Telegraph l~tenance 
Off'icll>r. 

Cr,yptographic Equipment Maintenance 
and Repair Officer Class 1 Type Equip­
ment. 
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f'P~XI.U. REG,llT.ATJONR} . 

No. 7!\0-44ii-l 
DEPAR'l'l\IBNT OF THE AHMY 

WM!H.I!\'GTON 2fi, D. C., 28 Mnrch 19.~9 

MAINTENANCE OF SUPPLIES AND EQUIPMENT 

CRYPTO-EQUIPMENT ISSUED BY ARMY SECURITY AGENCY 

Paragraph 

GE'neral· --------'---------------------------------------------------- 1 
~aintenam·E' sen·ire 0.: _____ --------· ----------.---~ _ ------·-~ --'----·-'-- _ __ 2 
Main tenan('e opera tiow;;_, _____________________________ ----.. ------------- ~ 

Maintenance instructions _____ ------- _____ -- .. ___________ -------~-_:_____ 4 
Uesponsihili ty _________ _: ___ -------~ ________ ~-::.~-- _ -~-----------·-- ___ __ li 

Requisitioning _____ ---~-- _____________ :.:_ -----~-'- ___ --~-------- ______ () 
' ' 

1. GeneraL-All organizations of the Army usiJ~g any crypto-eqnip­
ment issued by the Army Security Agency will become familiar with 
the basic principles of mainteiiance 'of 'such equipment and' with the 
channels of maintenance support and supply as administered under 
the staff supei.'visioJ1 of the Army Security Agency. Training of 
m'liintenance personnel will be ·eal'I:ied out in accordance with CON­
FIDENTIAL DA letter (AGAO-S ~5~ (2 Sep 48) CSGID-M) 9 
September 1948, subject: Training of Personnel for the Maintenance 
of Electro-Mechanical Cryptographic Equipmei1t. 

2. Maintenance service.-;-Maintenance service will be performed in 
accordance with the system of division of maintenance ftinctions into 
the three categories of organizational, field, and base maintenapce as 
described below. 

a. Organir~ational maintenance· is divided into two echelons as 
follows: . · 

( 1) Fint. echelon maintenance is that perfm'rned. by· the opera­
tor. The limits of first echelon maintenance are defined in 
th~ ·maintenance manu:d ap-plicable t~ · the equipment. In 
general, it includes cleani;1g, lubrication, and changing. of 
such minor parts as tape, ribbon,: fuses, etc. - . . 

(2) Second eclwlon ma.inten'a:,We is that performed by specially 
trained maintenan:ce personnel assign~d to the organizatimi. 
Second echelon maintemnice is limited to that maintenance 
which the skill of the assigned maintena~ce man and the 
facilities at his disposal jlermit. Normally, second echelon 
maintenance will include all maintenance actions necessary 
to keep the equipment in operating ~ondition. 

•These regulations supersede WD le~ter (AGA<>-8:-B-M 311.5 (31 Jul 46)), 5 ·August 1946, 
subject: Policy on Maintenance of Cryptographic Equipment. 
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b. Field rnaintenance consists of third echelon maintenance which 
is performed as a service to subordinate organizations by specially 
trained personnel from a higher headquarters or from appropriate 
Army Security Agency headquarters. Third echelon maintenance 
may be performed on a regularly scheduled basis andjor on a request 
basis and may be considered as a supplement to or substitute for 
second echelon maintenance. 

c. Base maintenance is divided into two echelons, as follows: 
( 1) Fourth echelon maintenance is that performed at' an Army 

Security Agency headquarters as a service to using organiza­
tions. Fourth echelon maintenance comprises all major re­
pairs short of a· complete overhaul of the equipment. It is 
characterized by a complete range of spare parts, subassem­
blies, and assemblies, highly skilled personnel, and machine 
shop type tools. Oversea organizations will submit requests 
for this service to the Chief, Army Security Agency, Europe, 
Pacific, or Hawaji, whi~hever is applic;able. · Organizations 
in the zone of interior will be serviced by the Chief, Army 
Security Agency, Washington 25, D. C., Attention: CSGAS­
Sfi. Oversea organizations outside of the European, Far 
East, and Pacific Commands may direct requests for main­
tenance service to the nearest . command Army Security 
Agency headquarters or to the Chief, Army Security 
Agency, Washington 25, D. C., Attention: CSGAS-85. 

(2) Fifth echelon maintenance is that performed by .the Army 
Security Agency, Washington 25, D. C., anq. is characterized 
by maintenance operations (such as a major overhaul or re­
habilitation) requiring skills, parts, supplies, .and tools of 
industrial caliber. · 

3. Maintenance operations.-Efficient maintenance dictates that 
the various maintenance opt:~rations which must be . performed on 
crypto-equipment be allocated normally within certaip organizational 
levels as outlined in the system described above. However, the level at 
which any given operation'is performed will be influenced by the tacti­
cal situation, nature of repairs, time available, skill of maintenance 
personnel, and availability of tools and parts. When maintenance op­
erations normally performed at ·a particular level cannot be per­
formed there because of any of these factors, maintenance service will 
be requested from an organization capable of performing higher eche-
lon maintenance. · · 

4. Maintenance instructions.-Instructions for all echelons of 
maintenance for the various kinds of crypto-equipment will be found 
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in the registered documents pertaining to maintenance which are is­
sued by the Army Security Agency to all custodians of the crypto­
equipment concerned. 

5. Responsibility.-a. Commanders will hold officers or other super" 
visory personnel in charge ofoperation of crypto-equipment responsi­
ble that instructions and procedures for preventive maintenance 
operations published in maintenance manuals are strictly followed. 

b. It is the responsibility of the officer in charge of the operation of 
erypto-equipment to prevent the abuse of equipment under his control. 
Evidence of abuse will be investigated and appropriate action taken 
thereon. Some common abuses are-

( 1) Improper~ careless, or negligent usage or operation of crypto-
equipment. . , . . . . . . 

(2) Lack of lubrication, over-lubrication, or use of unauthorized 
lubricants. 

(:-l)_ Lack of inspections. 
( 4) Deferred maintenance~ including lack of proper servicing 

and adjustments. 
( 5) The attemp~ing of ~·epairs by unqualified personnel or by the 

use of improper or inadequate tools and equipment. 
6. Requisitioning.-Replacement parts for crypto-equipment may 

be requisitioned from the appropriate command Army Security 
Agency headquarters or direct from the Chief, Army Security Agency, 
Washington 25, D. C., Attention: CSGAS-85. Spare parts lists for 
equipment supplied by the Army Security Agency are published in 
ihe maintenance manuals furnished with the equipment. Specific 
instructions pertaining to the requisitioning of maintenance spare 
parts are contained in CSGAS-85 letters published from time to time 
on the subject of requisitioning maintenance spare parts for crypto­
equipment issued by Army Security Agency. 

[AG 3ll.r. ( 14 Mar 4!l)] 
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BY ORDER OF THE SECRETARY OF THE ARMY: 

OFFICIAL: OMAR N. BRADLEY 
EDWARD F. WITSELL Chief of Staff, United States Army 
Major General 
The Adfutamt General 

DISTRIBUTION : 
Army: 

s· 
GS USA (5); SS USA (2); Adm Sv (2); Tech Sv (2); except 

11 (25); ASA (800); AFF (10); OS Maj·Comd (25); Base 
Comd (10); MDW (10); A (ZI) (10); C & GSC {5); Dep 
11 (5). 

-Air Force: 
USAF (10) 
For explanation of distribution formula, see SR 310-90-1. 
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TAB W 

$erviae Record Card (shor~ titlet SIGGOEM) 

tor 

Converter M-1:34-C 
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67. Service record card 
68. Service record frame 
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TAB X 

Photograph ot Converter M-134-c 

showing Hinged Cover 

For explanation,. see Chapter XVII, Section G. 
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