' . " REF ID:A414846?.
29 June 1948

Mr, Williem (. Eryan, Publisher
Anericen Cryptogram Association
Burton, Ohle

Dear ¥r, Brysns
Receipt of your 1ettor of 16 June 1948 is ncknawledged.

We are mmars, of couru. of the bill recemtly 1ntroducod by Uiz,
Gurney in the Senate. I do not think that this bill, should it bepome
A lew, will affect the futurs policies of your orgmmiszation, It was
realized, of sourse, by those who wers assisting in the preparation of
this bill that there is s oonsideradble amount of "smateur" interest in
oryptanalysis and cryptography smorz the general public, inoluding
‘memboers of such orpgsnitaticas as yours, and there has been no thought
whatsoever of restricting them in thoir smateur activities or of limit~
ing the contents of artioles such as those which normally appear in the
Journal of the Amerioan Cryptogram Associstion, It waz for thie reasmm,
I an sure, that the word "olessified” was inserted in the first seotiom
of the bill before the word “information” and that the first definition
given in Section 2 of the bill was worded as it iz, If you will study
these two things carefully you will zee that it is clear that unless the
information contained in an article in youwr journal, for exsmple, was
cbtained from govoymontal sources, wis classified information at the
tine it was obtained, and remained so until it was disclosed by publi~
oation in your jowrnal, you have no grouds for entertaining any fears
that you or the author mizht run afoul of the law, if enacted,

To explain a bit fwrther, by exanple, should it happen that some
menber of your organization who had bean smployed in the Govermment
service, during which employment he lesrned some classified information
which at the time of publication is atill classified information, he
would be 1liable; but should this not be the case, that is, should the
information not have besn obtained by wirtue of Goverrment employment
or by employment with a sontractor performing classified work for the
Govermment, the writer of the article would have presumably no Mnewledge
of whether the information was classified or not and therefore would not
be lisble; or, if the writer had been employed in Goverrment service, had
obtained oclassified information at that time, but ths informetion had .
been decleseified before he wrote his artiocles, he would not be liable,
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¥r. Willism 0. Brysn, mm,m - 29 June 1949

. You will realize that what I have jnst indicated puts the burdm
of responsidility not upon you as publisher of the journal of the
Assooiation but upon the individusl! who subrits en artiocle for publica-
tion, if he knows that what he iz diseclosing iz olassified information,
If he has never had acscess to the information by virtue of his employ-
went, he, tos, need entartain no fears of violating the lsw {if ths Dill
pasges); but if he did have access to the information, knews that it was
olassified at the time he cbtained it, then 1t would be his responsibility
to ocheok with the authorities dbefore mting his u'ticlc or disclosing
the information to anybody.

In short, what the bill aims to avoomplish is to prevent sither
willful or inadwertent dizclosure of offioially clessified information
and in no way is aimed at the suppression of information obtained from
other sources, such as geuneral libraries, periocdioals, newspapers, or

obtained by independent research.
’ o Sinoerely yours,

HAROLD G. FAYES
Colonel, Signal Corps
Chief, Aruy Security Apemoy
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I, Willism . Brysn, Dublisher
Anerican Cryptogran Association
Burton, OMo

Doar Yr. Brysn:
Reosdpt of your lotter of 16 Ame 1048 is acknowledged.

We are cmre, of course, of ths bill recently introduced by Mr,
Gurey in the Smate, I do not think that this dill, should it beoome
& law, will affect the future policies of your orgsaisation, It was
realiszsed, af course, by those who were assisting in the preperation of
this dill that there is & oonziderable amount of “emateur” intsrest in

iz snd oryptopraphy among the general public, inoluding
menbers of such organisations as yours, and there has been no thought
whatsosver of restricting tham in their smateur sctivities or of limit-
ing the contents of artiocles auch as thoge whioch normally appesr in the
Jowrnal of the Amerioan Cryptogrem Associetion. It weas for this reason,
I an sure, that the word “clagsified"” was inserted in the first section
of the bill Yefors the word "information™ snd that the first definition
given in Sention 2 of the L1l was worded ss it fe, If you will study
these two thirgs carefully you will see that it is olear that .nileas tiw
information ocontained in an article in your journgl, for exmmpla, wes
cbtained from govermmental sourves, was classified information at the
tizme it was cbtained, and renainad so wntil it was disclosed Dy pudbli-
getian in your jouwrnal, you have no grounds for entertaining any feors
that you or the author might rm affoul of the luw, 1f enacted.

To explain a bit further, by oxemple, should it happen that scme
nomber of your crgmization who had been employed in the Coverrment
sorvice, during which omployment ho lesrmed some olassified information
whioch at the time of publioation ia still olassified information, he
would be 1iable; but should thie not be the oase, that is, should the
informbtion not have besn obtained by virtus of Govermment smployment
ur by mmployment with & oontrector performing classified work for the
Govermment, the writer of the artiocle would have presumsbly no knowledgs
of whethsr the information was olsasified or not and therefors would not
be 1iable; or, if the writer had been eaployed in Govermment servics, had
obtaimed olassified inforpation at that time, dut the infurmation hed
been declassified before ho wrote his article, he would not de liable,
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i, Wlliem G, Brywn, Publisher 28 qme 1948

You will realise that what I have just indicated puts the
of responsibility not wpon you as pblisher of the Jjourmel of
Assoaistion but upon the individual who submite sn for

tion, if he knows thet what he is dlsclosing is olassified information.
1f he has never had ascsss to the informatiom by virtue
zaxt, he, %00, need snbertein no fears of ¥

passes) it if he did bave acoass to the information, knows that it wes
olasrified at the time he cbtained £t, then 1t wmld be hia

to check with the muthoritiss before writing his artiole or digolosing

the informstion to snybody, S

In short, shat the bill aims to ascomplish is to prevent eltber
willful or inadvertent disclosurs of officially olassified infrmation
and in no way iz aimed at the suppression of informstion ohtained fran
other sowroes, such as genersl libreries, periocdiocals, mewspmpers, or
ottained by independent research,

Sincarely yours,

HAROLD G, HAYRD
Colonel, Signal Corps
Chief', Arzy Seourity Agenwoy
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TEXTBODKS SOLVING

" PLEASE REPLY TO:

Burton, Ohlo
June 16, 1948

Harold G, Hayes

Colonel, Signal Corps
Chief, Army Security Agency
Washington 25, D.C.

Dear Colonel Hayes:

It has recently been brought to my attention, through the efforts
of one of our members, a Chicago lawyer, the enclosed bill which
was introduced by Mr, (turney before the Senate of the United
3tates, at their 80th session.

We are now wondering if this bill, should it become a law, in any
way effect the future policies of this organization? We hope to
continue in the future, as in the past, to publish out-dated
systens and methods of cryptanalysis of ciphers, unless, of course,
we are held in check by this proposed bill,

Your agency, as well as other governmental agencles are well aware
of the contents of our magazine, "The Cryptogram" since you are
on our mailing list, and therefore, are in an excellent position to

“conmment, if you will, on this proposed bill, should 1t becone a

law. . ‘

Perusal of the bill, brings one or two questionable points to view,
which have been underlined in your copy. We realize, however, that
all of the clauses involved pertain definitely to "in any manner
prejudicial to the safety or interest of the United States, or the
beneflt of any foreilgn government to the detriment of the ﬁnited
States", but feel obliged to inquire if there can be any misinter-
pretation of the contents of the bill which will curtail our ac-
tivities. '

Any comment that you care to make, wlll be deeply appreclated.

S8incerely Yours,

221 ;Z;j%&/aﬁJ‘_7/9
— G iten @ Bryan, Publigher
American Cryptogram Agsoclatlon

SIMPLE SUBSTITUTION CYPHERS
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Calendar No., 1480
80th Congress :
-2nd sesslion. K - 8. 2680
R " (Report No, 1433)

IN THE SENATE OF THE UNITED STATES

Mr. Gurney introduced the following bill; which was read twice and
referred to the Committee on Armed Services.

A BILL

To enhance further the securlty of the United States by preventing
disclosures of information concerning the cryptographic systems and
the communication 1ntelligence activities of the United States.

Be 1t enacted by the Senate and House of Representatives of the
United States of America in Congress assembled, That whoever shall
communi¢ate, furnish, transmit, or otherwlse make avallable to an
unauthorized person, or publish, or use in any manner prejudical to
the safety or interest of the United States or for the benefit of
any foreign government to the detriment of the United States any
classified information (1) concerning the nature, preparation, or
use of any code, cipher, or cryptographic eystem of the Untted
States or any foreign government; or (2) concerning the design,
construction, use, maintenance, or repair of any device, apparatus,
or appliance used or prepared or planned for use by the United
Ssates or any foreilgn government for cryptographlic or communica-
tion intelligence purposges; or (8) concerning the communication

intelligence activities of the United States or any forel overn-
ment; or (4) obtalned by the processes of communication 1nte§11genoe

from the communications of the United States or any foreign govern-

ment, shall be fined not more than $10,000 or imprisoned not more
that ten years or both. -

SEC., 2. (a) The térm Welassifled information® as used herein shall

" be construed to mean information, which, at the time of a violation

under this Act, is, for reasons of national securlty, specifically
designated by a United States Government agency for limited or re-
stricted dissemination or distribution, ‘

c(b) The terms "code", "cipher", and "eryptographic system", as
used hereln shall be construed to include in thelr meanins, in ad-
dition to their usual meanings, any method of secret writing, and
any mechanical or electrical device or method used for the purpose
of disgulsing or concealing the contents, significance, or mean-

ings of communications,

(¢) The term "foreign government" as used herein shall be con-
strued to include in its meaning any person or persons acting or
purporting to act for or on behalf of any faction, party, depart-
ment, agency, bureau, or military force of or within a foreign
country, or for or on behalf of any governmeiit or any person or
persons purporting to act as a government within a foreign count-
ry, whether or not such government 1s recognized by the United
States.
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(d) The term "communication intelligence" as used herein shall
be construed to mean all procedures and methods used in the in-
terception of communications and the obtalning of information
from such communications by other than the intended recipients.

(e) The term "unauthorized person” as used herein shall be
construed to mean any person who, or agency which, is not author-
ized to recelve information of the categories set forth in sec-
tion 1 of this Act, by the President, or by the head of a de=-
partment or agency of the United States Govemnment which 1s ex-.
pressly designated by the President to engage in communication
intelligence activities for the United States.

SEC, 3. Nothing in this Act shall prohibit the furnishing,
upon lawful demand, of information to any regularly constituted
conmittee of the Senate or House of Representatives of the Un-
ited States of America, or joint committee thereof.

* &6
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W, Willise O, Brysn, Publisher | | 29 June 1948

You will realize that what I have just indiosted puts the bLurden
of responsidility not upon you es publisher of the journsl of the
Azsocintion but upon the individual who sulmits sn artiole for publisa~
tion, if he Imeows that what he is disclosing is classified informatiom.
If he hag never had access to the information by virtue of his employ-
ment, he, toc, neod entertein no fewrs of vielating the lsw (if the bill
pauu); but if he did have acoess to the information, ¥nows that it was
olessified at the time he obtained it, then it would be Mas responsibility
to check with the authorities before mtm; his artiole or disoclosing
the information to uwbody

In short, what the bill ainz to acoomplish 1a to prewent either
willful or insdvertent disclosure of officially classified infornatiom
and in no way is aimed at the suppression of information cbtained fram
other sources, such as peneral lidbraries, periodiocals, newspapers, or
obtained by indepsmdent research,

- Sincorely youra,

HAROLD G. EAYES
Colonel, Sigmal Corps
Chief, Army Seowrity Agency



