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. WAR DEPARTMENT
OFFICE OF THE CHIEF SIGHAL OFFICER
0CSig0 201 Friedman, Wm.F. WASHINGTON
(10-29-31)

November 17, 1931.

MEMORANDUM for the Administrative Assistant,
' War Department.

1l Attached is Mr. Friedman's report on his investigation, for
the Department of State, of the cipher machine submitted for their
c consideration by the International Telephone and Telegraph Company.

Draft of letter of transmittal for the signature of the Secretary of
0 War is also inclosed.

P For the Chief Signal Officer.

. G. E. Kumps,

Colonel, Signal Corps.
Executive.

l. Incl.
Draft let. trans. report.

Epprovedior Release by NSA on 11-10-2014 pursuantto £ 013520
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WAR DEPARTMENT

" 2oPud TUDIV. aln

OFFICE OF THE CHIEF SIGNAL OFFICER
WASHINGTON

Hovember 18, 1931

WEHOR -UDTY TO¢ ixecutive Officer.

Altached hersto ie My, Friedman’s report on his investize-
tion, for the Nepartment of State, of the cipber machine submitted
for thsir gonsiderution by the Internationsl Telephone and Telegraph
companye. It is recommended that thie report be forwarded to the Ne-
partment of “tite, wnd that the following be used as a besis for a
letter of transmittal to be wigned by the Jeoretury of umri

Refarsnce is made to your letter of (Jctober 29, 1931,
und this Depariment's reply of November 9, 1931, with regard
to the ussistunoe to be rendsred by ¥re i. ¥. Friedmun,
Cryptunalyst in the Uffies of the “hief Gignul 0ffiger, in
your investigation of the ¢ipher machine subtmitted for your
conaideration by the Intermational Telephone and Telegraph
fompanye. The Department is plemsed to forward herevwith the
report rendered by Mr. Friedman as a result of his iavesti-
gution of the degree of oryotogrsphic security sfforded by
this machine. :

Should apy further sssistance or advice iv thip oon-
nsction be netessary or desirable, this Dspartment will be
very zlud to eocperute with your Department in whatever
mannsr poesible.

D Mo crﬂ’rﬁrdg
Ma or, Tixual forps.

Attaclied;
Report
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Raport on Investigntion for the Department of State
of the olpher maghine submitted for their consideration dy the
Interanstional Telephons and Telegraph Company.

1. Pursuant to authority conteined in the 24 Indorsement,

tdated Hovember 4, 1951, to & letter dated Qctober 29, 1931, from the

Yepartment of State to the Secretery of Var, a study was 1n1t1atad $o
determine only the dagree of oryptographic security afforded by the
above-mentioned cipher machine.

2, & theoreticsl method of solving cryptogramg produced by
this mechine, without possession of either the muchine or a knowledge

- of the particular key aettings cnployed in thnir grodnction was gulckly

establishod,

S« Two sets of eryptograms were requested for test, as set
forth in the attached Rxhibit 1. 7The messages were delivered to this
offiee under sealed cover snd were received at the times indicated on
the photostatic copiee, Fxhidbits 2 to 9, fnolusive,

. 4., As regurde the first set of measages, the only informetion
&iven by the State Department was that sach megsage had been enciphered
by a different 10-letter keyword, Attached hersto, labeled Ixhibits
10 to 13, inclusive, are the solutions to Messages 1, 6, 7, and 8, of the
set of 12 meneages furnished ap Set A, There secmed to be po point in
solving all the messages of this set, it being deemed setisfastory to
demonstrate, by solving any four of them, the possibility of solving

any messages of this category, all with independsnt initianl key pottings.
"It mey be stated that, with practice, any message of this type may de

solved wvithin an hour or less,

5., 4is regards the ssoond set of messages, Set B, the only in-
formmtion given by the State Department was that these four messages
were the 3rd, 4th, H5ib and 6th of a series enciphered from an initial
setting known only to them. Attached hereto, ladbelsd Zxhibits 14 to 17,
inclusive, are the solutions t0 &ll four messages thus furnished. It may
be stated, as regarde this method of employing the mashine, that if a
series of 10 or more messages is availeble, the determination of the
proper initiel setting for the sories can be reached within 24 hours,
possibly only 12 hours., ¥From that poin% on, however, sll messages can
be deciphered as rapidly as the legitimate correspondents csn decipher
them, providing & duplicate machine is available. If no duplicste machine
is at hand, then the cuestion of cuick tranalation becomes one merely of
available clerical personnel.

Villism P, Friedmsn,
Cryptanalyst,
Chief of Ciznul Intelligence Section,
Attached;
Exhivits 1 to 17, incluaive.

00Sig0 ~ Kovember 16, 1831
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