SIGNAL SECURITY AGENCY
WASHINGTON 25, D. C,

" 19 January 1945

MEMORANDUM for Chief, Security Division

Subject: Comments on SPSIS-B Memorandum, dated
6 January 1945, inclosed

"l. The problem, as presented by the paper, is one of placing
responsibility to insure that suitable action is taken when compromises
occur. In the case of systems over which Signal Security Agency exercises
control, the responsibility has already been fixed upon the Security
Division. The responsibility for teking action in cases where the system
is not under Signal Security Agency control appears to lie with G-2, but
Signal Security Agency can do no more than recommend to G-2 that they:
assume such responsibility.

a. The Chief, Security Division, is presently charged with the
responsibility for providing adequate security for all U. S. Army signal
communications. Taking proper action in cases of cryptographic compro-
mises is one sub-phase of this responsibility. Where the cryptographic
compromise involves a War Department System, direct action can be and is
teken.

b. Paragraphs 1 and 3 of the RECOMMENDATIONS of the subject
paper are therefore redundant and there exists no plausible reason why
paragraph 6a of the RECOMMENDATIONS is not the one and_only one solution
as to the location for this respon51b111ty.

c. Paragraph 6b and 6¢ of the RECOMMENDATIONS have no bearing
on the problem of responsibility.

2. Paragraphs 4 and 5 simply state that where compromise of other
than a War Department system is involved == the responsibility for action
lies with G-2. '

3. Paragraphs 2, 4, 5, 6, 7, end 8 of the discussion simply indicate
that there has not been a free and well-established 1nter1nlchange of in-
formation between G-2, Joint Security Control, Intelllgence Division and
the Security Division.
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a., Paragraphs 2, 4, 5, 7, 8, 9, 10, 11, 12, and 13 of the
recommendations simply attempt to establish liaison channels for this
free exchange of information between the above mentioned agencies. With
Security Division as the focal point, liaison channels to "A" Branch,
another one to Intelligence Division, another to the Navy and another to
G-2 should accomplish the desired result.

4. Exception is taken to paragraph 13 of the RECOMMENDATIONS, in
that there does not appear to be any necessity to furnish G-2 with copies
of all action radios initiated by Security Division which pertain to
cryptographic compromise of systems over which Security Division exercises
direct control.

5. The real purpose of the paper seems to be to point out that
Security Division has not been receiving all of the information that it
should have at its disposal. In the past, the control of information given
to Security Division has been exercised by Headquarters, Signal Security
hgency. If Security Division is given the authority to obtain the infor-
mation it desires, it can immediately establish the necessary liasison
channels.

6. It should be noted that the problem of evaluating Intelligence
information, as it relates to comrunication security compromises, repre-
sents not more than 5% of the total security problem which confronts the
Security Section of Security Division. While it is recognized that in-
formation from such sources is important, it must be emphasized that it
should not be given a standing or importance out of proportion to that
attached to the other phases of security since the information itself is
valueless unless it is complemented by concurrent studies upon the other
phases of security.

7. Paragraph 2 of the RECOMMENDATIONS is an accomplished fact and
should not therefore be a recommendation but could probebly be included in
the DISCUSSION. The same could be said of paragraphs 1 and 3 of the
RECOMMENDATIONS.

8. Paragraph 11 of the RECOMMENDATIONS relates to an item under the
jurisdiction of Joint Security Control. G-2 itself does not at the present
time have access to this information except in the person of General Bissell.
Paragraph 11 should state the method by which this information should be
made known to the evaluating unit.

9. Recommend following one-page staff study be substituted for SPSIS-3
Memorandum, dated 6 January 1945 end the Memorandum be attached as an
appendix thereto:
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PROBLEM:

1. Who is responsible for taking action on cryptoéraphic
compromises and what do they need to do the job in
addition to what they have now?

FACTS BEARING ON PROBLEM:

2e Securit& Division of SSA is responsible for action
on cryptographic compromises affecting War Department
controlled systems.

3. There is no apparent fixation of responsibility for
action on compromises o systems not controlled by War
Department. The War Department does not, at present,
exercise direct control over some Army systems.

L. Security Division has not ﬁad.access to all the infor-
mation required to assure doing a 100% job of paragraph
2 above,

CONCLUSICN3:

5, Security Division should have access to all information
bearing on the problem, :

6, The War Department should control all systems used by the
Army.

7. (-2 should take action on cryptographic compromises
affecting non-War Department systems,

RECOMMENDATIONS

8. Authorize Security Division to establish necessary
liaison channels,

9. Action be initiated to effect War Department control of
all systems used by the Army.

10, Request G-2 to assume conclusion 7.

11, Headquarters, SSA, provide Security Division with assistance
in establishing liaison, if necessary,

—

K. Kuhf~
Lt, Col., Signal Corps

1 Incl.
SPSIS-3 Memorandum,

dated 6 January 1945 -3~
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SECRET CONFIDENTIAL  RESTRICTED

TO - DATE X %‘*5’ FROM

Commanding Officer
Assistant Commandant
Dir of Comm Research
Control O
Fiscal O
Administrative O
Post Adjutant
Intelligence O
Frovost Marshal
2nd Sig Serv Bn
Chief, Pers & Tng Div
Chief, Pers Br
Chief, Tng Br
0/C Officer Pers Sec
Chief, Oper Serv Div
Chief, Communications Br
Chief, Laboratory Br
Chief, Machine Br
Chief, Supply Br-
T 0/C, SSA Mail Unit
Chief, Security Div |
: Chief, Protective Sec Br
. Chief, Cryptographic Br
-Chief, Development Br ,
Chief, Intelligence Div '
Chief, Language Br
Chief, Mil Cryptanalytic Br
Chief, Gen Cryptanalytic Br
Chief, T/A and Control Br
Chief, I & L Br -

As discussed
As requested .

Dedayled Comments and return
Information and file
Information and forwarding

» Informaticn and return -
Recommendation
See note on reverse
Signature if approved
Your action

SIS SC Form No. 96 (Rev)
16 Nov 44
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The Problem: The necessliy for placing responsibility

" in regardﬂté;¢ommunioation security compromises
iﬁdicated.by-ULTRA information in order to insure
that suitable action iz taken.. |

I. DISCUSSION. ) _
iThe necessity féﬁrdefinitely'placing responsibility for
action in cases of-compromises indicated-bﬁ ULTRA 1n:ormation, in
order to insure that sultable corrective measures are taken; is
deemed of utmost 1mportance. |
2. ‘The Signal Security Agency can and does issue necessary

;nstructiona-for placing reserva_systems into effect in the case of

definite compromisé of United St&tes Army codes bp'ciphers. This

' fesponsibility.is assigned to the erptographic Branch. In most cases.

the compromise is a physical one and is reported by ouf ovn field

units. In the case of & oryptographic compromise, the only means
of ascertaining this fact is'bj‘observing ob#ious;ieactions of the
énemy or 1n reading enemy code or cipher messages. The C Series
of the Bulletin vas set up in an attempt to segregate this type

of information and rbute-it to the Cryptographie Branéh for necesaafy .
act;on. This method presupposes that the personnel engaged in
scanning and translatiﬁg can recognizejthiswtype of message &nd
place it 1n-the ﬁroper cétegoﬁy. -This\recoghition of compromises
may not alvays be apparent even to & acasoned translator because

of the separation of Jap&nese message in parts, some of which be-
come readable at widely separated periods. This method further pre-
the. Gryptographic Branch who

=

supposes that therg are pg;s Sel %g{ e
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;can understand and evaluateJthsﬂﬁateﬂtéi”&ﬂ'aiéﬁthhat proper action
mey be taken. The use of Kana and other obscure terminology should
%ﬁererore'be either rigidly excluded from ¢ Series messages, or ex-
piained in each»méasage vhere such cases are encountered. Aside- |
from the C classification whioh is made by the translatbr, there
are other methods of screening this material. The Bulletin Section
has scanners who place measagea‘in varicus categories fdr wvhich it
makes a separate distributiqng Messages which appear of interest
to C and A Branches are routed to theﬁ. As 1n the case of the trans-
~ lator, the prbpér selection ig not Always spparent,
| e The Bighsl Security Agency can only &act on compfomisea _
pertaining to systeﬁs over vwhich it has direct control. How is proper
action taken_in regard to compromises:of lov-grade codes or ciphers
prepared locally in theaters by Army Ground Porces or Arﬁy Air Forces?
4, If an intercepted message quotes United States informa-
tion but does not clearly state whather the 1nformation wag secured
by cryptanalysis or by the reading of plain text, how 1s it classi~
fied according to Series, and if it is put in the C Series what action
is taken by nyptographic Branch? (éee G-923 A,G). 1If 1t is 'not pldaced
in the C Series, Oryptographic Branch would not necessarily see 1t,
although attempts are made to screen this materiai for them in I&L
Branch., Does G-2 assuﬁe the'reaponaibility for notifyiﬁg the interested
commands? Of late, G-2 has been taking the initiati?e on some of
these items (See FES #25!;) Por instance, take F-3T240-E which quotes
a mesaage from Stilvell to Chiang Kai Shek and vhich 1s labeled "A"
1ntelligence. A G-2 report (FES #2154) stated that'these were Chinese
code messages, but hov would Cryptographic Branch know this sinoe 1t
does not reoeive copiesQ. {L? Tég Summa 7 There have been specific
_ _ , “
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indications that the tenm M m4u¢ellﬂ%£ﬂ§Lﬁin&LﬁsuJapaneae Army

applies to that obtained from the solution or reading of code_msasagea.
‘This information appeared in the F Series (F-29577) Message P-38347D

quotes as "A" 1ntelligence the movements of aome Allied regiments in
Burma, It 1s not stated whether the movements vere made by United
States or British units. Where is the responsibility plneed in order
to aecertain the missinglinformntion in this case? There are also Ebvy
ULTRA sources which oocasionally shov some type of compromise.

5. There are countless messages in the Bulletin which reveal
Japanese traffic analysis results. Some of fhesé.are put in the C
Series, which means they get to the Gryptographie Branch, but A Branch
is primnrily interested in this information and should have it for
evaluation in order to study deoeption reaults in various theaters.
Here again the Bulletin Section screens out this material for A Branch.
- This 1is not a problem involving cryptographic security, but it does
;nvolve oommnnlcationrsecurity ﬁhich,ig both a € And an A Eranch con-
cern at present. ' | | ‘ | |

:6. There is the case of éomprémiges of Stgte‘Déparﬁment -
.systems. It 1s understood that the Staie Department does not get
the C Series, but gets other Bulletin series. Wnho is to notify
the State Department in the case of indications of compromise? As an
example, take C-871 which shovs that the Germans are apparently
reading the Brown code,_ What‘aotion;wus taken on tha part of the
3ignal Security Agency? Colonel Codk'queried the Btaté Depariment
in this case and they stated 1t was Brown and everybody knovws Brown
i1s only used for brevity purposea » but suppoae it had not been
Brown, but a.high-grade system? Obviously, Cryptographic Branch has
no pover over the Btatgiggg%gggsﬁa‘mﬂﬁhgag,;j is 1t to notify them?
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Te Another exemple is the eV ceyohtained from ULTRA

sources vhich shows th&t the Japs are reading French systams; 1n aome'.
.”cases,ﬁmeseages 1n these systems contain data about our troop
‘movements, etc. (See special report on this matter.) Whose respon-
aibility 18 it to put a stop to this sort of leakage of 1mportant
information? | | |

8. There are 1nd1cationa thnt the Japanese have been
reading some Allied messages which contain false 1nformation (aee
MIS special_report). In»order.to properly evaluate this material,
'Allied deception programs must be.known;- o

9. Aii'these are matters that require G-2, Joint Seoﬁfity
' Control, BecurityJDivision, Zntelligence'Division, State Department,
and SHAEF'codrdinatich as well as coordination 'with: the various R
theatres., At present, there are many loose ends with no definite
procedure being folloved. No.mechsnics are set up for infqrming
the right people at once. The responsibilities of the Signal Security
Agency and those of G-2 should be olearly eet forth, -

IT. IP IS REGQHHENBED THAT.

1. Bignal Security Ageney evaluate 311 evidences .of orypto-
graphic compromises. ' | |

2, Through liaispnvwifﬁ G-2, collateral material necessary
for checking and amplificatiéﬁ,of the evidence be obtained thiough
the ohannel already auphorized."!eaaﬁges_of 1nqn1:y.to theatres
requiring coordinated action bétﬁegn G-2 énd SSA‘ﬁill'frequently be
necessery. B |

3. Signeal Security Agency take the necessary action in cases
-whére~ofyptographio compronise is indicated of War Department systems
over which it has direct control,
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o 4.,_ In cases over whlLQLhu doégn&g %éééﬁrect control,
Signal Security Agencyvpass the results of its evaluation of \
cryptographic compremise to G-2 through the same channel mentioned
in paragraph 2 &bove, vho will notify the theatres or orgenizetione ”
concerned.. When necessary, 1@ent1cal messages vill be sent by Signal
Security'Agency te|the theetre or_organieatlon Signal Officers con;
cerned. | o | ' | |

5 In cases of Navy, Stape Denartment, or other U. 8, Govern-
ment egency, or Allied code oompromise, Signal Becurity Agency 11ke-*
vise pass this information on to G-2 .for neeessary aetion, unless
¢-2 authorizes direct lieisen between Signal Security Agency, Btate
Department, and Nevy in their particular fields.

6. At SignAI Seourity Agency, the reeponeibilitv for the pro-
per eveluetion of cryptographie compromise 1nd1cated from ULTRA
captured documents,.end PN reporte be vestee in one of three
possible organizetione. o o '

“‘a' The Seeurity Division.
? The Office of tne Director of Oommunieetione Research, a
{29+ The Intelligence Divisionx _
In any case, a full time job for a small wnit with & dsfinite T/O i
necessary. o | "'_ . o R '

T. .- The evaluation authority prescribe the methods necessary
for the proper screening of the UL@RA meterial available through
check liete furnished.to transletors and the-Bulletin Section._ Some
of these 1t2ms should be: | ! |

v"'.
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a. ALl messageswtggijemaﬁgfﬁqﬁiﬁfwng in message centers

1ike "North Hiroshims Tsushinsho American Intelligence” messages.

b. All quotations from A, B, C, and D 1ntelligence, as
wvell as other obvious sources.
c. All traffic analysié peferencea..
| d. A1l references in addresses of Central Bpeciﬁl Intelli-
gence Bureau, any other Special Intelligence Bureau, Specilal Radio
Unit, Special Signal Examination Unit, ete.
e.. All quotations from communicationa of any sort.
f. All references to foreign cryptographic aystems.i
8. If translators are trained properly in such a check list,
 the messages falling in the above categories be placed in the C seriea,
othervise, the C series be abolished and scanning in I&L Brench should
continue &s at present.r Tﬁb messages in this series should be free
of.exceséive use of Kana;.and’expiénatory'footndtea should be used
freely. | 7 ,
| 9. If the C series 1s '.cont:l,n‘j.ied, 1ts distribution be revised to
permit their inclusion in other Signal Security Agency and G-2 studies,
since there are times when the lack of particular messages prevents ’ .
complete studies being made.' o
10. The evaluation author&ty have access to the Diplamatic and
Far East Summariee. ,
11. All A111ed deception programs using aignal communications
for the sending of false information in plain or code text, or the use
of dummy traffic, be made knowvn to the evaluating unit. If ccmpromiaeﬁr
code or cipher methods are used for the transmission of this false
‘material, such methods must have the joint approval of Signsl Security
T T f“"f,‘?ﬁ?jr'
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-~ 12, In ceases which indicate the reading of plain-text mesaagee,
studies be made by the evaluatlion unit. Where improper classification
of the information has been made, G-2 will be notified as a matter
for their information and action, If the plain text constitutes a
compromise of similar information previously or later cryptographed,
actlon vwill be taken by Signal Security Agency as indicated in para-
graphs 3, 4, and 5 above.

15. Copies of &ll action cables sent and received in cases

covered herein be exchanged between Signal Security Agency and G-2,
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