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SUBJECY: CCM Kodifiostion

702 Chief of Ravel Communicatlons
S Room 272% . '
Deparimsnt of the Mavy _ T
Vﬂ.hington’ D‘ G. o 7 :

. 1. Referense is made to-tha statement, dated 2§ October
1987, but only regently received from the Services Cypher
Peollicy Committee of the LEIB Cypher Polle{ Bocard, subject:
¥odifications to Improve tha Security of the Combined Cypher

Kachine (Inclosure 1).

2. In connecticn with Paragraph 12 of that docoument,
in vbich the suggestion iz that the U. S. again re-czamine
the question, the Army Security Agency proposes that an early
" meeting be held bestween Arwmy and Xavy repressntatives, with
a2 viev to deciding end agreeing upcn & joint courss of
action in the matter, ’

3, If the foregoling proposal 1s agreeable to you, it
is suggested that the meeiing be held at Arlington Hall
Staticn on & date which is mutually satisfactory and which

can be arranged by telephons,

!

1 Inel BAROLD G. BHAYES

Dooument of Bervices Colonel, Signal Corps
Cypher Policy Gommittee Chief, Army Seocurity Agency
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MODIFICATIONS TO IMEROVE TH.E
ELCURTTY, OF TILL COI.LBINED CYPHER MACHINE.

1. It is now generally a.p'rec,d tha’c thcr«. is g nced for improv:.ng the

-security of the existing Combined Cypher Machine (C.C.M.). The British

authoritiecs cammot contemplate any modification which would fall outside
the scope of the Typex with C.C.M. Adaptor; and it is thought that

equally the U,S, authorities will certainly not consider: any modification
which would be imprac ulO&blO on their ECM Adapbor or on ‘Lho CsCuMs Mark II.

-

2¢ It is considered uhat ‘the poss:.bl<, qua.f:.cations cen be divided into
"bwo gencral categorles : .

< (a) Mod:.f:x.ca.t:.on of the steppifg sequbnce. ’

(b) Introduct:.on of a p[ug,board.

3.  With regard to (2), two proposals havc been put forward by the U.Se
authori‘tius. Theso are - o
(:L) The introduction of ro’cateable and 1nuorcha.ngea.ble :
- cam gontours.
(ii) A complote re-arrangument of the low of
= progrussion according to which the drums advance.

The modification required by (i) is that the oxisting turnover notchos
cut in the fixed rim of the drum arc machined off and replaced by a thin
metal ring. This r::.ng, which carrics the turnover notches, ocon be
fitted to the drum in any onc of the 26 angular positions, and any one
of a seb of suc:h rings can be fitted ’co any drum.

4o This modification is oapablc of being appl:.ed %0 both ‘the U.S., and
British versions of the C.C.M. It is understood that ficld trials are
shortly to be carried ‘out by the U.S. into the reliability -and
perlormance of such a device.

5e Thu proposal would unquestionably give cons:Laoraoly ‘higher security
to the C.Cde, but it would not eliminntce the short cycle of the three
centre drums which is the fundamental weekness of the machince The
sn.curn.ty would still be below that of the British Typex Mk. 22, and also,
it is believed, of the U. S. 1ntra h:.gh—gradu. mo.oh:.nc. cypher,

.6+ Tho scheme menulonud in pzrc'a. '3 (1:.) 15 as follove R

Numbering the drums from Left to r:.gh’c ’ drun 3 mmrcs with wach
encyphermont as hitherto, Drum 3 controls drum 4 and drums 3
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a.nd l;. co*n'b:.ned oon'brol Arim 1 on_ o CJclomo uI'lC Ea:‘lnClplb{-
TE s _drum 5 and d:.:-um ycBntrols d:c'um 2,

: : '! ,- "_ .‘.'.'
iz altcr_:;_t:.on _\7ou1c1 be o d_ustroy complekc.ly ’chc short

cﬁl\, of 338 on the 3 centre drums.  Thiu would be ‘a mosf valuable
mgrov\,mc.nﬁ_’md no other type of modification would have this eff.‘c,c‘b. T
T§ has tho further adventage of ruamoving the nocesgity for any - T
_ .J:l.’t'.n.cnmb of‘ tho turnovw nowhos. '\.r' '
_'7'.‘" On the E. c._ - Kdapto ,'3‘5‘6‘. 5 SEri II, “the activity of R
tuinover pawls which advance the druiis Is controlled by solenoids which

-_trzlc'h:.on 11’1 thc nuber
1\ L

‘873 themsclves controlled by roléys. ~Those roleys arc opcraféd By small T
“leyers wm_ch- ;lfollo.,,--' ihc conto_ur_.a of _the rim in which tho furmover ~ 7% " °
ngtohes are, cute By rowiring tho conncctions botwoen tho relays and the

solono:.ds the mo_a:.f:.ca’clon 3 11) could bc very s:.mp_ly coffectod. Howevor, ‘
" this iz hot the ogsd with the C.C.M. Maptor for Typex. In this machine - 77
the turnover powf_ m:‘c con’crollod. by a purcly mcchanical device which-is

entircly satis fawtory 1n JEhc ecasc where onc drum controls its nu,:.gh*boﬁr. P
‘But the modification ruqu:.rcu That, mnongr% othor” .Iungs, dyum L should. o

* cotitrol drum 5 ond this would be excdudingly dIFTicult to ¢ffoct with ~
the existing mcchanism. It is urderstood to Do the ' op:LnLon of the U.8.
nginccrs that thlu modll :Lcaulon would bc practlcally :unpo s:L'blo on the )
1 C» G.i‘*l. Achwr. _ s
(11) couw lCl. both bo carried ouu, -

-8, If the nodlf‘:l.c.. ulOnc 5 (.L)

. thc. sceurity of the mo rchine woula. b;, Very groatly incréascd, but mlgh'b o
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b’clll ‘be rathor lower than the U.S. intra hlgh—r;bc'.c'lc.. machine and the
Brl’clsh Ty‘pex Mnrk 22. s e

“9. Tt &oome 'bo us that, w:.'l:hin 'bhu frﬂ.mcw Tk o Ehé 11n11 ua’clons mpc“’;gua
by the two types of C.C.x. Adaptors, the propo..,ulo 37(1) and 3 (ii)
cxhaugt all the reasonable possibilitivs for mpro‘r_l.ng the stdpping
arrangements of the machinc. The only othor Jkpodiont which romeins is
the introducticn of a plug—brord. on the output (cyphcr) aide of the
m-lchlne. In theory, *this iz no doubt pcrfec»lv pos..slblo on both tho U. S.
and the British vers sion of the mochine; it ds thought that tho U.s.
authorl‘clcs would - m, vury 1"cluct=~nt ’co 'Lg;l:'c,u. "co 1.ts :|_nuroduc'l:10n
e L ¥ T 1 Sl Lot
],O. The ".clcllt:_onﬂl— scourity wh:Lch plugboqrci x;ould aJ.ford. is not over-
whelmingly largcs ‘I.‘hc reason for ‘r,h_ is that the funomedtnl short cycle
of the thrce centre drums 'is not thercby déstroyed. hodification 3 (1)
abuvc coupled with thc, 1ntruc1uo’clon of o plugboard would still leave the
machine less securc uh'_‘.'n_'both Mrpax fke 22 und. thb U. S. :|.nu1"1 1‘1J.J1-gl"l(l\.
~ nihchine. - ' o " ‘ E
11, We awrce led to uhc, fc,llowlng mecJus:Lcms ~
(2) The only medificatioh we can cnvisage wh:.ch is cap;ble
ol roising the ,L,curJ.tJ of GeC.lie 4o the level of Typex
. Mk. 22 would be o complete I‘c—"-.rrangcmc.nt of the- 1'1w of
prog:us:s:.c,n o “the ma Chln(..
(b) It is L,X.Jbl"bm-..lj doubtful if this \.ould be a pu:“ch.ca.l
propos:clr n for uhC British C.C.M. udnpm T

v

()  The eclclll,:l.orml ucmF_LtJ afforded by o plugbvard would
' scoarcely Ju.,tli‘fr the trouble and exp. nSe wln.ch would
be entc.-ilcd. L

o

(a) The best pro thCul ‘stup is to accolerate the iniro-
duc:u:l.on of roteo ‘boablc and int .-arcl'mngca'blc coam contbours.

(¢) Bvury of prort should be made to rc,uch aproament with the
U.S. aubhoritics in &he design and production of' o binnd -
now cyphur machine for combined purpouc,u. '

12. With rcfurunce o par: Lh;l?..l.'d‘h viI (b) of the reaod U..:. -Tritish
Mancrondum "U.S. and Brivish Collaboration 011 Cumbined Cypher Mochine

. { I . . / Developmuent,
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Dcvclopm,n'b",- dated Lth hrch, 1947, it iz suggest bd tha’c fcho Uls. VT R
sAuthoritics might again re~cxrmine tho qu,sﬁlon in the light of the o
‘above romérkg. We fully odmit thot the only idens wiich we cen o
reasonnbly put forverd for the improviment cf the sceufity are s+ill - | oo
inndequate but should be glad %o know whoether the U.S. authoritick R
can better thom. It must ago 2in he stressed hOWber, thet a majpr - S
‘modification of $he C.C.k, cr the producticn of a new machine bhsed on L
old prlnclplCd could not be contompl_tcd by uhc 3r1tr° . K . e =

—

Officen of the Cyphur Pbllcy Board,

lO, Chosturiicld atruuu, Wel,

-
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