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‘1‘0 those present today it 1s almost unnecessary t.o mention that secrecy
in the preparation of ple,ns for, and the prelimina.ry or initia.l phases of ’
militexry operations is a._vital element in the suecess o:Ef those operations.
Since, Iin moderh wa.rfa.re y the latter _ca.‘n hardly be 'cond\icted ﬁthout signal
) communication, ﬁ.t foiléwsthat the degree of sec'r’ecy‘ or security with which
such cqmnication. is a.ccompiisbed eoﬁtributes vex;y materially to the success
or failﬁre of the opefations:.. This,bringe me directly to the subject of |

Eigpa.l communication security, the -ain_: of vhich is to nullify as completely

as possible the efforts of the enemy to intercept and learn the meaning of
the messages transnitted by any of the agencles of signal commnication.
' Passing over & long, and ,intereeﬁing history of the deirelopment of
electrical signe.iing, we come at once to the sta.te'mer*xt'vthat if signal eenmzuni-
cation gecurity has been -a factor in the results of \fe«rf‘are in the past, i‘.;.
is tode.y ﬁore vital to euc.cess than ,eve.r befare, bece_u.se more than ever before
hasg .the art of electrical signaling "bece'me' an essentiai factorv in the art of
'warfare. | _ ' | | | ‘ |

T shall have here little to sey concerning the subject of aignal '
connmmica.tion secu.rity a8 regards wire methods of conmmnica.tion. Were it
possible to restrict milite.ry signal comunication to wire n_xethods e:':clusively,
the problems of security would be much simplified. But radio methods are
here to stay, a.nd while the use of radic in war may not be 80 extensive as was
v:.sua.lized by the overenthusiastic Army devotees up to 1932, it is certain
-:that ra,dio will be an absolute],y indd:spensable means of comnunicat:.on for
certein elements of a ?comnd (aircrart , mechanized forces , and repidly moving
units) and will be a rénan_e, very useful means "pf §mergency communication
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: foi' other elemento.‘ It s possible that, within the discretion of en
| army comander, it vill be used as a regu.lar means of communication, and
‘not onJ,y as an emergency means. Only time and res.l a.ction will tell.
But the»very nat-ure of re.d.io -is such that enemgy inter;:eption of messages.
transmitted by its means ie nore fea.sible , and therefore it :!.s in radio
" communication that the princ:i.ples of sec‘urity are most applica.ble. How
can we or rather how should we conduct ra.d.io cozmm.mication so that we
ma.y prevent 1nfo:rmation comreyed by ite. mea.ns from fa.lling into the han;la
of unauthorized persons no matter how remote f’rom connection w'ith poténtial
-enemy services?

Getting down to fundamentals, today wé knoy# three and ouly three

basic methods for' mintaining secrecy in radio éonmunica.tiong.: First, ve

can manipulate or do something or other directlzy to the signa.l;.ng elements \
~ themselves to diaguise the impulses correspond}ng to the lettei's trans- |

'\

mit.ted. Second]y we can, t.o & greater or les er degreq, cont.rol or guide

\

the e]ectrical signala to their proper d.estina:ﬁion By appropriate apparatus
so that 1nterception outside the path of tranemission is mpmcticable or

" impossible. Thirdly, we can use cryptographic methods to disguise the text
transmitted. : : . [

' '
o !

~ As to the first means , although I am fxot a coixmnxnication engineer,
' P _
' nevertheless I have made some study in this field. More or less complicated

methods of disguising, changing ; Or hidi?afg the electrica.l signaling elements

!

have been dovised but none of them, s0 f}n“ as I am avare , will yield more

than & relatively minor degree of secuxit.y -« that sufficient to prevent

':)

casual listeners-in from hearing, inte (}epting, recording, or understanding
the signals. They will not stand up uhﬂer organized attack by persons having

f
!
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an incentive to read the messages and provided with the peceééary equiﬁ-

| ment to intercept the signalé, vhatever the characﬁeristics of the latter

nay be. Of all these methods it may ‘oe sald that thay will on].y cause

some annojvance - they will not yield true secrecy. Amgng such methods I
include those vhich reduce the letters to plural—unﬁ.t-code elements (Baudot)
and shift these units about s multiplex methods which Fequire accurate ayn-
chronism between transmitting end receiving s‘laationa, methods which superimpoae
. variable superaudio frequencies upon ba.sic R shifting ca.rrier frequencj,es;
telephony, especially, inversion methods using side ba.nd transmieszwn; band
inversion methods, and so on. Phonographic a.nd\ oscillographic equi;ment is
available today which, in the na.nds of experts,’ ).Lenders the detectian, record-
ing, and 1nterpretation of such signa.ls possiblé It is cléar that whxle \ N
methods of this category yield sufficient secrecy for conmercia.l or social N
uge, they do not and can not render the d.egree of eecurity req{xired for m:u.\-
"ita.ry ‘navel or dip...omtie connmmicatione which are to be kept‘secret for

' any considerable length of time against the orga.nized e.tta.ck of the erypt-
a.nalytic services of foreign governmant.a '

As to the second basic method mentioned above, na.mely that involving -

w \

'the use of Special apparatus such as direo'q.ive anteénna and directiona.l radia.ting

.systems » We all know that &t the present ste,ge of development the gecracy feat-
ures of such methods are only of relatively small value Broadly apeakins,

the directive antenna of today are associated only with large, fixed stations;
the art as regards smal:l. mobile or portable stations such as the maority of
military stations mist be, is Just 1n iﬁs infa.ncy. As to what will be the -

outcome of the ultra-high frequency me's‘.hods using microrays (1 cm. to 1 meter),
. A , .
'3
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-_ I think itl tco'ea.rly to say.. ".I..‘hese methods a.chievc some degree of
cecrecy 'becausc these rad.io vaves behave very muchbli}:e light reys.
They can be reflected and refracted; and ‘they can ‘ne d;l.rected. to specific |
spots by neans of narrow beams of rays. But a‘t the preaent mnmen‘t. not only .
‘is the size of ths necessary reflectora.a, prohibitive factor in port.able
gets, but also the art in general awalf_.s _f&rther development of radio tubes
permitting of high 'ouﬁput. with microrajrs. And even assuming the present
difficulties to be -overcone, there Btill mmains some question as to whether
100 per cent or complete directivity can be att§ained, for it a.ppears that
any sort of reflecting obstacle in the pa:l',h of the bean will reflect e.nd
‘disperse a certain amount of the energ With amplifiers caqule of
amplifying a millionfold, can we be sure that smch stray reflec q vaves
Vi1l not afford sufficient energy to be detected, amplified, ﬁnd\ recorded.?l/‘
In this connection I would like to quote a pa.ragre.ph i‘rqm a rfcent article
'by Mr W. D. Hershberger, Assoeiate Physicist qt the Iabov'a.to ies heret
"Also 11; ehould be borne - in mind that although a ra{dio—
_ Optical system may be made highly directlonal, only relative seere-
| cy is gecured. Of .necessity, a beam has & finite width ¢ven in the
most highly favored case of a Vel_:l‘-,cqfnsti'ucted searchlig#to Once &
transmitter radiates pover intof-ep;:a,cé. there 1s no methcd \for ¢hecking
the px'esence or absence of unwa.nted listeners. If such a, listener shquld
possess better receiving equipment tha.n that possessed 'by‘ those for whonm
- the message is intended he could q‘perate either considerébly off the

"A Burvey of Radlo-optics” by W.D. 3ershberger, Associste Physicist,
Signal Corps laboratories, The Si nal Corps Bulletin, July-August,

1934, To. T9. i
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axis of the bea.pi bi- at a.- greaﬁer- fa.nge. It has.‘neen b_y_no- means
demonetrated that 9-centimeter wa;a,yes are limited to the direct line
of sight any zﬁo’re than 70- or'/’SO--ce-ntimeter waves. True no one has |
ever signaled beyond the horizon with such va.v.es , but not u;itil ve
actually ‘have sﬁffic’ient pover to even reach t-_.he horizon should we
: vehtxi_re opintons es to what_"might happen beyond 1t if we had the
power.' . | | . |
Mr Hershberger conclud.es hie article as follovs:
"The latent poasibilﬂ.tias of the radio-optical waves are
| most promising, but theix‘ fuller realization is conditioned on con-
‘binu.ed_technical advancefs. If the progress made during the past 5
years is indicative of _/é:ha.t may be expected in the future, the field
will gesume an incressing importance for the Bignal Corps. The use
of redio-optical 'eqxiipment for porta‘ble beacons 'for aircraft, for
limitzd range di*eg‘hional signaling in all ve.ricties of atmospheric
conditions, as well ae other usaes which suggest themaelves, can rea.dia.w
"be forseen.' _'/_‘ ‘ |
| leaving this phase of '&he subject, we come now to the third basic
.method mentioned above : f‘or achieving secrecy in radiocommumcation, viz.,
the use of cryptography ‘In 2 report dated Qctober 19, 1931t to the Research
aud Deve opment Divisi,on, Qh‘SigO, on the sub:}ect of ”'I'ransmiasion secrecy,
| Major Richard H Ranger " Sifg Res. an acknowledged expert in the radio field,
after considering sec;'ecy thhOdﬁ applied to signa.ling elementy (the first
- method mentioned by me a'bove)\ says?
' "By all odds tb,e most complete and satisfactory method of
obtaining aeczfecy m\telegraphic coxmmmica.tion consists in using cipher.

There are a,l,l grades of eodes of such type requiring more and more labor

FATEN B—PI:S?mtT;:Q—
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in translation. In addition to the le?:.ter by letter substitution
there is of course the word: and phrase _auﬁetiﬁ\iﬂoﬁ which gives &
'wide latitude to secreting messages ii; thie foru." |
Medorr.Rangezf coﬁclud.es his report in the foﬁoiving' words:
"It 45 felt that secrecy for telephonicv _‘bre.nsmis’sioo
vould involve terminal eqz_iipment.'nmch ,moi-e involved than the work
would justify. This would be ;articu]arly true of enything for
airplane or front .11oe"\jvee and it would seem that the necessary eiecrecf
would have to '6e obtained by code even fo; teiephonic work. For tel-
‘eg're.'phic wvork it seens I"i.;hat streight ciphering is by all means the most
effectivvemethod, because it requires no special equipment in the com-
nunication channel, /inmthermre , with the development of printere R
it is felt that the enciphering and deeibhering'fequipﬁeot may readily
be tlnsefted at each. terminal 5o that the o‘pere.tional becomes practicall.y
automatic with very quick and efficient service for the service intended
and very difficult of interpreta.tion by any other. It would therefore
geem that this le.tter method is the proper method of atfa.ck on secrecy."
Before taking up tin d.etail the question of codes and ciphers, I
_think it advisable to diecuss for a fev moments certain other phaeea of radio
comnication more or. 1955 direct.l,/ connectecl with the queetion of secrecy
in space telegraphy 1 I refer to the matter of redio frequencies , radig calls,
procedure, aridressee angd. signattwes. '
Radio differs from wire commnication in me.ny respects, but there
‘ is one difference \é‘nich is of great importance in connection with secrecy. It

!
15 thiss in the case of wire telegranhy, 1f' you gee a wire line and want to

SR
locate the source of the electrica.l impulses guided by the wire, you must
‘ ‘s . . o :



REF_ ID:A4148560
TREQTMVIEY '
actually and physically follow the wire to the point vhere the signals are

fed into it; but in the case of radio telegraphy, you can locate the trans-

mitter without ectually seeing it, thoush it be many miles awsy. I put the

_matter in simple language So that you may more readily visualize the military

consequences of the possibility of radio direction finding. It means that

without even attempting to read the messsges tranemitted by redio, if they

- are in cryptographic form, velusble information can be obtained merely by

locating the tramémitting“stat;ons, sﬁudying'the characteristics of the
transmissions, the stations with whic'h they communicate, when and how much
théy transait, and so on. Whet this valusble information 16, I bardly need.
poinf. out to’ ypﬁ: the 1ocatiou, dieposition a.nd grouping of the enemy forces;
in other words, his order of_- bat‘cle , and his 'Mtentions.

This is an aspect of radiocommnication which I should enlarge

vpon at this point. Let us assume that the stations AB, €D, EF,

-GH call one another, and that the enemy radio inte;ligenge gervice has

intercepted the calls. At the moment we will essume that these calls mean
1ittle or pothing to the enemyf But as traffic among these stations pro-
ceeds the situation clears. The location of the stations become known, of

course; but the actual vdlume of traffic ;» even if the subject matter is net

"~

vund.erstood, will enable the wnemy signal intelligence service to determine -

certain fa,cts._ An increasse in volume of traffic mney indicate the movement

| ~ of troops, or agaln, an a.jt.tmck. In fact ,' en outstanding instance of the

usefulness of thisl"swré’e- of infc@mtion is fbﬁnd in the case of the so-
called ADFGVZ Cipher System empl«ayed by the Germsn Arnw on the Western Front -

in 1918. (Cite story of chart of activity,) Another extremely important

- instance, vas in connection with the Mlerican st. Mihiel drive. Just before

this attack there were many indications that the Germans had withdrawn and the

edvishility of advancing the infentry without artillery preparation was ser-
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iously conéidered. The final decision to mske the a’_dta.ck as originally planned
was based on the evide,ncé of the radio~directi;‘m finders, which conclusively
| indiéa’.ted that t,he.'enenw redlo stations were still é.cti\fe in their 014 loca-
- tions. How many Ameri'can sold.iers owe their lives to this one case of
a.lertness on the part of the Signal Corps intercept and goniometric gervice, 1t
is impossi‘ble to sa.y You may @.in some idea of the importance wvhich General
, Nola.n, Chief of G-2 in the AEF, placed upon the velue of tre goniometric service
when he sald, in the fi;spaséionate téné of his Finsl reports "Zﬁ‘om the gon-
iometric service it was possible to get mich valusble information, cbtainsble
from no other soﬁ}cé ; in regard to enemy intentions,"

Now in collecting this informtion, the da'ta upon which i* my be
based consist of rad.io frequencies » ca.lls, procedure, addresses and eignatures.
These are 1ntimately, directly, and unzvoidably connected with the technical
operation of tk;e vs,tations , with the handling of the traffic, and with the ori-
‘gins and dest{/na:ti@gs'_'of the indivi&xal meseage's.- !.e"l: us take them up in the
order mentioned;‘ v' . | '

Re@arding; the matter of ra.dio frequencies end its relaticsn to security,
I can say bt}i l;t'ple : a.'.t this t:}me.: It is obvicus that & complete knowledge of
the frequexil:;ﬁze.s‘: eﬁ:ioyéd by the different units 1e of great and irmediate help
to the enemy ix,‘.iinterceptmg the messages. - Can these frequencies be shifted about
as often, for f;annple, as we can shift call signs? 18 80, a greater degree of
security wil],/bé aa'\ffoi;ded in proportion to- the fréquency ‘a.nd thoroughness of the
'-Vshifting. ﬁﬁmhmtew 180 @ifferent chammels separate by 20 ke. are availeble

for Arnw uSe u,nder tae present set up of asaigned frequencies and equipment, and,
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with the éxceptioﬁ of' the séte assigned to forward infantry end cavalry

" units, all Army sets are of the universal type, so that frequency-shifts

can readily be made amnng the latter. It is my understanding that certain
limitetions introduced by the present fixity in frequency of thevéets,used |
by front line infantry and cavelry units mekes & thorcugh shuffling of the
available frequexiciea 'i_mpracticable; but evén a pgrtial shuffling of fre-
quencies is better than noﬁe. The important principle to note in this
connection is that the most thorough changes and shifts should be mede.
among the most mobile units, with other shifts as thoroughly and as fre-
qnenﬁly as pmégticable, and- certeinly each time a unlt moves to.a new po-
sition. If mechanizéd cavalry, for exa@pie, have used frEqpepcies a, b, ¢,
and d in the last.engagement,-they should not use thé'saﬁe frequenciés in
the héxt action. Again, for example, 1f the 1st Division is today occupying
a position on the front as a part of the I Corps, and tomorrow is moved to &
new position and forms an element of the III Corps, & complete changs in fre-
quency and callé used‘b} the Division net is indigated; 6therwise,the enemy,
by taking bearings upon the tfansmitters’of the lst Divieion, noting the same
frequency and the same calls, will know at once that the division has been moved
and can draw definite conclusions from this fact.

In short, a knowledge,of.radiq frequencies, if the latter are not
changed, not only fagilita#ee_the interception of the traffic, but also leads
rapidly to identification of radio nets; the latter rapldly leads to ildentifica-
tion of types of units and their groupings, £imally to the actual identifica-
tiﬁn of numerical designation, when othei information 1s'at hand,

In the foregoing remarks, 1 have &lready more than alluded to the pert
played by changing radio cells. If tney are not changed frequently, they lead
not only to an easy identification of .units, their location, and groupinga, but

iinl aTd 03 AT Sl 0.1
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" also they assist the e'nemy' cryptanalysts in the attacks upon the text of the
nﬁssages. chr instance, it is easy to see that if an mterceptefi messege
carries with iﬁ not only the text but also indications as to the location of
the transmitting station, its call sign, and the ‘call sign of the receiving
station, this information will assist the ex_iemy‘ cryptanalysts to identify the
: commnicatants ’ vhere they e.re, end to what group or superior unit they belong.
This often then affords some basis for assumptions as to the genere.l tenor
_ of the message and gives clues to the possible presence of certain words in
.the message. It is often the case that w_:i.thout'thesexclues, solutlon is d.ela.yted
or rendered impossible. |

- You will immediately ask: how practicable is it to make such wide
Iand frequent chb.ngeé'in frequency assignnxen‘gs' and call sigos? | Is this not
going to place a tr_emgndoue and ‘1mpoat‘eible burden' upon the signal officers of
the units concemd? Those of you who have ever had experience in the mere
physical labor involved in getting up lists of frequenciea and lists of ca.il
signs for one fleld arnw will probably aenswer the foregoing questiozi postively,
saying that it will be impossible to make these frequemt changes, But I will
\ask you to suspend your £inal judgment until I have outlined to you a iechan-
ical method which can "be"é,mployed in the production of these 1ists, which
~we have but fecexitlsj worked out in connection with the production of codes.
I think you'will £ind 1t of considerable interest,!but at this point in my
talk I will stop only to say that I think the mechani;'al method can be applied
succeasfully to this problem, 86 that frequent and thorough shifts in fre-
quency assigpments and in redio calls will be quite practiceble. |

A few minutesi back the matter of radio procedﬁre vas mentioned as

being connected with tﬁe question of security. Ba.siCally, the purpose of
radio procedura is to facilitate the mwement of traffic by reducing the amount

of conversation exchanged between operators and ‘oy standa.rdiv ing the reduced
10 ’\LQHMUIQ‘
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conversation so as to avoid ambiguities and queetiona; | From the secrecy
| poin‘b of view the importance of a strict adherence to authorized procedure
1s to be emphaeized. Ever,y time 8 tmnsmitter is opera.ted means & tim
when bea,ring_s my be ta.ken on the emission. The.t\.is one point. Another
po:l.n'l"; is that if operators are permitted to engagein mere gossip, they
vill be certain to disclose information of value to the enemy. And finally,
a strict. a.dherence to authorized procedure is toa certai:\ degree an aid in
_ authenticating the transmission of our own meesages a.nd. wil]. make the trans
-m:lseion, by the enemy, of false and ' decoy messages harder.
The last of the subsid.iary prelimina.ry considerations to m&io
seeurity is the matt_er_& of ad_dress and sisnaturesi It is obvious that these
must be hidden or- diisg&iaed.' Various methods suggest themselves for the
purpose. They may be .vcry'ptographed in 'the same code or cipher that is used
" for the text of the messages; but ip this is dome it greetly veakens the |
 code or cipher. They may be cryptographed in a special code or cipher, edaﬁted
only to this purpose; but this adds one more system to an already bm‘densoné
list of systems.. Fipally, the redio ,calls- themselves may be employed to serve
' not only for their own specific purpose but also as addresses and sigmatures.
"I‘o_ thia proposal I can see no serious cbjections, but the nﬁttervis still»
under consid.era.tion. At this time, I can only quote the appropriate ‘paragmph ;
D\/ from the recently iasued Tentative Cryptographic Security Manuall
"18. Addresses and -signatures. - 8. Much important tactical
and technical information can be obtained by an alert enemy merely £rom
‘a study of the eddresses and signatures of dryptegraphed messages. For
this reason these indisiaens’able‘ pe.rts of every meseage must be disguised

g 1 .

or hidden.
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b. cwompma-mssages within the militery establichment
'. will not be addressed to specific individuals by SMS of addresses,
nor will they carry as 'signatux_'.és the ournames of specific individuals

as the senders of the messages. They will be addressed only to and |
signed only 'by_ (or in the name of) the commanding of.ficgns concerned,
using their official Idesignati'on or title of office. In the case of
received messages, the spacific officers to whom cop:les are to be dil-
tributed will de determined by the commanding officer of the headquarters
" ¢éoncerned ‘or by his administmtive officer.

. In the theater of operations , in messages wnich are trans |

.mitted in normal or abbreviated form between field uaits in tactical

nets (radio, wire,‘ telephone, visual), the tactical call signs of the
units concerned, as giv;n in the heading of the méseage, will aiso serve
as the address and the signature. In no case will the address or the
signature éppear' in the tegt of the nlessaée ,_either in plain or 1n'secrét
language, except in the spec:lal cage cited in ‘subparagraph d. At the
receiving mees&ge center the official deaigna.tion of the addreasee and

of the sender (es indicated by the ca.ll signe appearing in the heading)
will be inserted in the positions reserved fo_r these items on the suthorigzed
field message bla.nk

4. When a measage is intended for an individual not permanently

assigned to the headquarters to which the message is semt, it will neverthe-
less be addressed to the connna.nc_iing officer of the headquarters concerned
and the first few words §f the text will indicate for whom the message is
intended. If the tex‘b of the message is to be cryptographed, information
as to the addressee will ba cryptographed in the same code or cipher as

that used for the text; the eurname of the pereon for whom the message is
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intended and the su_rna.me of the sexider may be used 1n these cases: The
plain text of such & message may be as follows: "For I.ieut. Col: John Doe
stop You are directed to return to permanent station at once signed
Richa.rd Roe". |

g. In the case of code or cipher nesaages in the zone of the
interioi', & special address e.ln&- s‘igmtu.re code will be used in accordance
with the instructinns govemiug the employment of that code.".
I ca.nnot close these preliminary remarks without directing brief : -
| .a.ttention to the opportunity which radio communication affords for organized, ‘
» coordinated attempts at conscio‘us deception of the enemy. If it is poss:lble
to gain information £rom & mere study of radio calla and traffic volume as well
a8 traffic direction, it is Just as poasible to deceive the enemy by deliberate
diesemination of fa.lae calls and false tra.ffic. But this is a Emb.‘)ect which
requires much thought and extremely careful control, otherwiée it will either be
wholly unsuccessful or it will defeat its _awn purpcse. I know of only one or two
cases of succeésful deception of this sorf. (AEF mobile dumny stations; Allenby
: inb Palestine.) It seems to me that by end laz_-ge it 43 much eafef merely t6 take
cognlzance of the part played by redio ca.ns_,'t.hé direction and volume of traffic
in the derivation of importent information :_mﬁ so far as possi;ble keep the traffic
"at a perfectly. evexi level at all times s father than to try to decéive the enemy ,
by radio camouflage measures and take g good chance of overplaying one's hand.
'I‘he Job of keeping the traffic at an even level :I.s sufficient to keep all. hands
'busy. If radio camouf:lage is t.o be tried, it ‘should be left to specinlists. under
“the direction of the highest cumndeé invelved, Just-a.es-the imposition and
|1ifting of radio silence is 1eft to him.



Having referred to.the matter of 'xfadio 'sileﬁce ’ I will point out that
this 18 & very important means of achieving radio security. The greatest p_rqblem
in connection with it is not so much when to impose it as when, how, a.nd why to
break it. During silent periods the signal officer must understahd the general
tactical as well as the special radio situation in order to know when and for
what kinds of méasages -the. pilence will be annuled at. his command. He must be

guided by ddctirine and the special instructions in effect during the operation.

~ The period of radio silence is often assumed to be & period of relaxation for

communication personnel but 1t should, on the contrary, be one of watchfulness
and preparation for all commmnication persomnel.- |
Having digposed of these preliminary matters, we come now directly ‘

to the question of codes and ciphers.

let us note the list of systems noir authorized for use in the military

service. (Par. 39 CEM) This 1s quite a formidable 1ist and one may question the

practicability of handling so meny different systems. But a study of Par. 33 of
;the Cryptographic fecurity Manual scon shows the reasong for such an extensive
list. (Read Par. 33.) o | -

It will be admitted that at the present stage in the art of cryptography,
for such a far flung orga.nization as our military establishment, the necessity for
wide distri‘bution of methoda and for systems to cover the three categories of
secrecy dictates the use of all the systems listed.

You may inquire as to the possibility of cryptographic machinery
supplenting certain of the codes mentioned.  You are perhaps aware that all over
the world there is at present more or less feverieh activity along the lines of
the development of mechanical and electrical cipher apparatus. MNost of thece
devices, 1 feel gure, have come to the attention _of the Chief Signal Offiqer apd

~ we have studied them with gr'ea.t care. RHNone of them have been found vto be

waolly aui‘bable for our service. If the Chief Signal Of‘ficer could have had

only ) per cent of the money that. civilian agencies ha.ve spent in thia country
[l drda Vi) o e
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alone during the past 20 years in their efforts to produce a;_suitable erypto-
graphic aev‘icé ; X am gure our develOpmeﬁta along this line would have been

| cémpleted long ago. The basic reason for the fallure on the ‘part of these
civil agencies to produce a really good machine is that the inventors that .
have worked on the problem have all been excellent mechenics, excellent
draftsmen, excellent fa‘oricators - but not cryptanalysts, or at least not
with sufficient experience in medern cryptanalytic theory and. practice. (Here
rolate one or two recent experiences with ¢ipher machines.) -

' For your own information I will tell you a bit about our confidential
developments 1n this field. .»(He_z_'e,tell of Cipher Device Type M-134% Tl end T2.)
The successful completion of this pro,j,eét (and I foresee no difficul-

. ties in this respect) should provide us with appropriate machinery f61- lsecret

- intercommunication béfwéen our Jarge ; fixed hea.d@uarters hotﬁ, in the Zone of
the Interior and in the Zome of Commnications. If this is done , ve may find
it poesible to disdai'd our War Depaertment Staff Céde , War Dep'artmentv Confidential
Code, and War Department Telegraph Code, for the same machine, with different
_cipher keys, can serve the Wses of these three codes, without eny danger of
compromising t.he‘ most secret éommnicéfiox:;s ; for which the War Depertment Staff
Code is intiended.i How far down this machine can be"'baken in the combat zone
remains to be de'bémined. The ;:'omplete apparatus consiets of a cryptographic
unit and a prixiting ‘un'it', but the system is flexible as regards the presence or
absence of the printingr uni’t- of the mechanism. - I see no reason why the complete
machine cannot function succesafuilylat GHQ,' and at Army Headquarters. Without
the printing element, it 1s entirely fea.sible to take it down to Division Head-
quarters s in which case it can replace Army Field c«:de. I am not so sure that
it will be possible to ta.ke this mchine ‘below Division Headquanters. If not,

ean ve develop s smller automatic »device for secret commmnication within the
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‘Division? (:a.n we develeop any small device -which will give the equilvalent :

~ security of o@'r Division Field Code? For-I mst say to you that at the
present stﬁte of the art, e code such as our Division Field Co%ie , if fre-
quently changed and properly handled, yields a greater degree of security end
18 faster then any ama.ll, practicable cipher dsvice that has come to my
attention. The development of a device to replace the Division Pield Code

’ wil take considerable time, and may not be practicablé_ in ‘tbe end. In the

- :‘.-meantime ve mist rely upon this code for con_mmicaﬁions within the Division.

\
e

The question arises nows how freqﬁe;xtly can hew editiogg of the

. Division Field Code be prepared? I will recall to your mind that this code
is a two-part, cross-reference code » each parf. containing approximtely 6000

, lines of text. OQur latest copy comprises 100 pages of printed mtter. With
our present methods it takes five men approximately one month to produce the
mnuscript for euch a code and the nﬁnuScript in thie case consists of the
text typed on 3 x 5 £1iling cards which then go to the Government Prinf.ing Office.
But I have recently developed & mthod for prc(mcing code manuscript by
.machinery and this method can give us & complete mnuscript in not more than five
or six days using the ﬁxll-i;ime sewicés of but two men for the job. Yéu will
no doubt be interested in this method of code production and I think it well
worth explaining in some detail, (Here go into the fdeiail;s, using scheme for-
mulated in presentiné mtter to The Adjutant General)

There is no doubt vhatever in my inimi but £hat 1n case of emergency

this automatic method wéuld be the 6ne we would £ipd wost useful, and most
practicable. It has all the a.dvantages of epeed, accuracy, and eafety. "
Moreover, in the field the mnuscript could ‘be repwoduced photolithographically
by our Engineere » pr , if GHQ is provided with a8 printing plant, by whatever |

" egency controls that plant. : Perbaps the Sigmal ixitelligenc_e Service GHQ would

| 16
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. be provided w_ith such facilities purely for the —purpose.‘

In diséuss'_ing the production of lists of -fréduency assignments and.

radio cell signs, I refc?rred to the possib;lity of devising a mechanical method

for their production. You will no doubt eee now what I have 1n mind. Here

ggain I gsee nb obstacle to the uﬂe of these very efficient machines for the
purpose and you, in turn, csen appraise the prdpoéal frqm your point of view.

I ehall be glad to discuss this matter further and answer questions which may

'occur to ybu. | _ | | _

o ‘The production of code books, ciphe,r tebles, cipher alphsbets and

. keys is but the first step in a rather loﬁg é.nd gomevwhat comblicated chain.

You know that by recent changes in AR 105-5 and 105-25, the Chief Signal
Officer nbw hag the responsibility not only for the ‘productiox‘x.of mﬁuscript for
codes and ciphers, but also fér_their printing, storage, issue, aﬁd accounting.
The safeguarding of the fimal documents is a provlem in 1tself. Vithout ade-

| . Quate control over thesé phases it is uselegs to expect much of a degree of
security. I?rOpef s__torége space &t the production center is vital, but no

more 80 than at the hea.dqua.rters- %o vhich the codes and'. ciphere-_a-re issued.

Definite, detailed, and quite specific regulations governing the handling of
the documents bjr all pezy'eqnnel.'concerned a.ré also necessary. And finslly, without

& properly inetructed and ca‘.ief‘ull,v :1ndoctrinated using pergonnel, even the ‘
very best cryptographic systems can be readily and qﬁick:ly compromised. In this
matter of instruction end indoctripation we have recently made an importaat

a step forvard when the Chief Bignal Officer prepared the Cryptographic Security

Manval already mnﬂoned. This mamual, appréved by the Secretary of War, has

" thus far been given only & very limited distribution because it contains certain

matters which are secret and which thérefbre bannotr be widely dia’s‘emimtéd. But
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it is contemplated that another edition, in which these secret paitts have

been deleted, will be prepa.red and will then be given e comprehensive dls-
tribution. Its B‘UW should materially assist in mintaining security in

regard to the atorage and handling of the documents themselves , and in the’
ha.ndlins and filing of cryptographic msssa.gea a.nd their translations. In |

vthe latter cormection, under the new regula.tions t.hese metters in the field

' and. a.t all fixea posta fa.ll under the Jurisdlction of the signal officer of
-the headquarters sta.ff Heretofore it has been the case that et some head-

' qua.rters codes and ciphers vere handled by the Adjutant Gemeral, at others, by
G-2, at still others by the Signal Officer. There was no uniformity of pro-
cedure br regula‘l;.ian. All this ﬁés, of céu,rse » not conducive to security. '

Ey definitely placing responslbility. .for fhes’é matte}s under one head, end 1t
vas logical that the s:.gnal officer be tha,t head, it 1s certain tha.t erypto-

graphic security as a whole will be atrengthened.

Furthermore, with increasing a.’c.tention to mattere of sect_u-ity 1‘£ is
p‘bsﬁible that the time wi}]l come when there will be maintained at every head-
quarters a rotating roster of "security offi_éer‘a" such s ve nov have in the
Var Plans and Training Division. Their duties in this regard, which are, of

| coﬁrse, in addition to their i-egular duties.; are to make daily ins’pect;ions of
the Qua.z'ters ,whei'e cod.és- and cipﬁers g.fe Aétored, . to seé that safes and cabinets
containing them are ‘préperl\y safeguafded and so on. I will remind you at this
point that under thé proper tebles of brga,nization, the sgignal intelligence\'ser-
viceé at Army and ,GHQ:‘ provide for g. \-"com:thication security ﬁnit", ‘the function

" of which is to sﬁﬁdy'our own radio tra.ff‘icﬁ and report on violations of the

'principles of radlo seéuritya This unit works upon messeges furnished 1t by
18
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©.our own intercept service. ‘It has nothing to do w’ith‘solving enénw-int;er-
» cepts but of course 1ts experience is directly correla.t.ed with the exper- f -
_ dence gained by the code and c¢ipher solving personnel of the signal intelli-
. g‘ence' service. It 18 obvicus, without my going into the su:b,jeét. in detail,
' that we should fail pretty seriously in our duty, if we did not take advanta.ge
of the experience of' the solving personnel to sain hints for the’ gecurity of
.our own methods. .C_lose cooperation between these units is there_fora very
.neéesse.ry o |

A1l this is but a modest besinning, it is true, and there remains
. much to do by way of f‘urther instruction and study. it is-only_ by keeping

y _everlaat;ng_ly at’ such a Job tha.t. real progress in security and radio discipline

.| can be mde.

It 18 my: under'sté,nd:lng that these talks with t'he Advanced cla.ss ai'e
more. of the nature of round-teble discussions. I have made hasty survey of
- the su'b,jeet and will nov be glad to try to. ansver such questions as presen‘b

themsel\_res to you as a result of my remarks.
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