COMBIRED BRITISH - U.8, CYPHFR MACHINF

Ao ivilich itV

Yhe Problem

I
To devise means whereby the present C.U.M. cen be rerlaced by & A X
Cambined cypher machine whicgh vill provide the highest possible security for d
the next 20 yearn,

migant o

¥ucte bearing on the _pa'n‘blm
F {s). The British version of the C.C.M. conalsts of the Typex *

msohilne with the C.C.M. sfaptor.

{b). The Typex machine is cne of the Eritish natlonal oypher
qtﬁiu ‘uﬂ $s seheduled to be repisesd within the next

{o}e The C.C.H. adaptor Is of no value without the Typex machine,

{4)., The new Britismh qypher machine must incarporate $he mechanism
W the ayreed mew Coubined cypher machine In ardar to mset the
demmqmtmmmmmn
wiyyy @Qy one sschine,

arrl s

{s). The new Brltiah eypher sachine must be effective for the next
{f). The design of the new British cypher machine Is at present held i
sp pEnding & declsion oa what smecbanism is to be employed for -
goibined cowenmtcetions on a lang Yeym busin,
GfYer by the U.S. Chiefs of Staff of the B.C.H. far Corbined ume,
i L ikt i P N PR TSl ‘ L I,
3. The B.L.H. %8 a five drum machine, The drun twxrn~over mechanism K
shows & materixl fuprovement over the C.C.H. Both the B.C.H. and the Typex '_
sachines sould be modified to accept the 5-~drum PB.C.H. mechanism, -
Ceanbined British -~ U.S. appreciation of the security of the 3~drum B.C.H. -
F
160,@0 teats per second . :
5. fn the presuption that the oryptanalyst was in possesion of :- g
{a) a ast of the ten rotoras =¥ 71| T .

eclassified and approved for release by NSA | N

n 09- QD 2013 pursuant to B0 13526 ; ;
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{b) a 25-lettererib’

m such s machine conld theoretically solve a setting of & 5~drum cypher
sicis with a tan drum smet of rotors in sbout two years,

6. The practicabflity af such an sttack would depend oms-
{n) The muber of machines which could be made available,

{6} The extent to which the spsed of cperstion of such a mechine
' wxlld be Incresied.

Te % is estimated that the first machine of thisx type-would cost about -
#500,000 and that Durther machines would cost sbout £100,000 each. It is
waticipated that consldersble lmprovement in the speed of operation of o
wiahine of this iype wowld be posafble within the next five years.

8. ¥he 5-drom B.G.M. though offering a material improvenent on C.C.H.
will therefore thearetically not defeat this farm of cryptanaliytic attach in
Shros yeors tlma. _

9. Yhe sbove appreciation appliies fo all S—drum aypher mazes and not
migaively to B.C.H, However, s 7-drium oypher maze wonld defest this form
of attack, '

Britiah conclusions on suitebility of B.C.H. for Combined Commmications.

[P

1: 8 In view of the foregpi’né the British could not contemplate building
a Sedyem B.C.H. _
1. A T-drunt B,CH. would be accepteble from the gtandpoint of gecurity

but wonild involve the incorparation iIn the new Hritish cypher machine of
#daliionnl mechanism.

12, Due to spacs limitatlons in the 5.C.U,, the U.S. sannot at present
scsoamadate a 7-drum 0.0, within the caresse oi’the LeCalda They can only
sisponiiiodute u S-drum B.C.H, mmchanism, On the other hand, the 7,S. have
airesdy bullf a 7-drum mechanism for association with the rachine, A
Y-drom B.C.M. machanism le therefore unlikel;r $o be avallsble for Combined
Gmicaﬁona for several years.

13, It would take sbout two years befare the 5-drum E.C.H, adaptcr could
be wvallable. This being so with the srrival of the new British gypher machine,
the S~drum aﬂuptar woul& be ebsoiete within thz-ea years of its introductiun.

Xks The Beritish would therefore be oxtremlx reluctant 4o build S~drum
B,.0.M, adapltors as a short Lterm sclution,

mmﬁlﬁ

15. Itisagreadthatnaﬂdnglesathana?-dmmhinpﬂllaf{ur PRI
ﬁ&uquataamityfwthemxttwmm. ' NI
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16. A% the presant tine the Dritish are plamning to insorporates in the
new Britiah cypher machine a cypher maze of at lesat sewen dvww operabing
mﬁe:.ﬁ.ﬂ.wﬂwﬁﬂm

17« To provide & Jedyrtm Combined systent would requirs modification %o
the UeSe Heloie but need not requira any fiother modification o the new

Dpitish qypier maoihine, 1€ 1,C.He p@ﬂn&plm are seployeds

18, I should be pointed out that in view of the .aterial adwnos in
eryptcgmphiabeoms.qm the British would prefer not to eaplgy elther the
DeCoils carr the TaCuids principles in the new Briiish aypher mechine, However,
untl) diucusaim betweon Sritish and U.S. on all cryptographic primiplss
and theories ismbhwiudﬂthaﬁewtomiﬁaeatmngmadmm&
tc the probles, the Iritlsh sxe farced Lo retain a mechanism of thds desaription
1f Comhined warking i 4o be possibles and if they are to inomporate "HBritish
Hatlotml® ag well a3 "Cophined® principles within aw mechine, which is & ve~
quirement of the Doyml Havye This requirement i not so pronctnced in the
irsy and Alr Fapce, whe at pregent have techniques different from 3.0C.i{. and
Tl dy In use oy under construction, far boih "on~line” ondoff~lins”™ cypher
workinge

RECORENDATION

19. In view of ‘hwe oaterial advences recently macs in the sciemoe of
ayptmejymandmwapiv, the mort effective solution o this percblem
would be achieved by free interchengs betwean the Hritish and U.Se of sll
cryptogrephis techniques and thearies, without necessarily discloming which
of thepe were to be enployed for national oyplier chamnels of either nation,
This would =smble the most profitable comrse In terws of ssourity, effisiency
and practiceb) sty to be deternmined, Failing this, both mations are tied
%0 the VeCude/Bel e prinsiples P Combimed Comumnications far the next

teenty roarg,

20, If this exclmnges of informetion is not muthorised, then in view

of .the fact thas the design of the new British Cypher Aschine iz hald wp
pending a deoision ca what systea shall be saployed far Combined use on a lomy
teru basis, a decision must he taken without delay on whetheri=

{8) the 7«=drun ° .G‘i-i.
{o) both 2} and (b) abowe

are 4o be employed for this prpote
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