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M:MORANDUM FOR DIR.CTOR, COMMUNICATIONS-ELECTRONICS:
SUBJ=CT: Replacement of the "Combined Cipher Machine™ (CCM).
Reference: (a) JCS 2074 and 2074/1.

1. The Director, armed Forces jecurity igency is in re-
ceipt of a copy of JCS 2074/1, and has given preliminary con-
sideration thereto. It is understood that this matter is now

under consideration in JCEC and will be coordinated with AFLAC,

2. The conference with the British Cryptographic experts
was conducted by the Director, Arﬁed Forces Security agency and
his expérts. The present viewé of the Director, armed Forces Se-
curity Agency, together with other pertinent ipformation, are set
forth herein for possihle assistance ﬁo the aembers of the JGEC.
and AFS4C in consideration of JCS 2074/1 and in preparing the re-

quired answer to the British.

3. The -British assumption'of a target date 5 years hence
when we can and should have a new combined cipher machine seems
valid., If neceséary, in the event of an emergency before the com-~
pletion of a new combined cipher machine, the U.s. might furnish
(in limited numbers) a suitable secure U,s. machine to the U.K.
for US-UK "high command" communications, and possibly also to cer-
tain Dominions, and perhaps to other allied countries, for the
same type of communiéations. The machine suggested by the British
"as the long-term Solutibn (7-rotor BCM) is a current development
project. The first-model has not yet been completed. It would
be advantageous to the U.o. not to name at this time the specific
machine we would make available when such an emergency arises. To-
day it might be aiparticular machine, and ten years hence a dif-
ferent one. However, we could -~ and I think we should -- assure
the British on this matter, in a general way. «e agree with the
British that a 7-rotor BCMshould give adequate security for high

command US-UK communications. It will take considerable money to
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produce it in quantity. The importance oi szecure US-UK communica-
tions is such that an aubquace cryptographic machine must always
be available. I believe that, as at present, it should be dif-
ferent from our own best machine [or reasons stated hereinafter,

and that it can be different with adequate security.

L. The U.o. does not have under development a /-rotor

fal

wCMy furthermore, there appears to he no need for undertaking such

-

a dcvelopment at thlc tJmex The =CM, especially the model

o . . .- e

a3 satisfac=-

Qosp .2900) ¥ with cer
tory and secure for highest level comnmunications. We also have a
limited number of another (more complex) wodified wCl: (CEP 2300)

which is also regarded as secure or highest level communications.

s not expected that there

)

However, because of its complexity, it
will be any further production of this machine. The CS5P 2300 and
2900 are basically the .Jorld Jar II type o0l plus improvements to
znhance security. The improvements were logical developuents ap-~

plied to the basic wCh and should not, therefore, be considered

to have resulted in creating new type machines.

5. 'The British state that the LCiw {Jorld war II version
of the basic =CM) was disclosed to them in 1942. & limited num-
ber of 3Britishers have seen it. They do not, however, have
enough iniormation to build & duplicate of cur ..Cil, The Zritish

probably could construct a machine resembling our «Ck. It preb-

zbly would take them many years to do so, since our oCM has been
about 30 years in the waking. In private conversation the 3ritish

admit they do not have an »Cl blueprint. The aCM is necessarily

[ex]

2 complex machine, and some of the details could not be ascer-
tained by merely seeing it in operation. The only improved machine

for our own use that we can now be sure of having iz the nodified

«CM.  although we have some promising research and develonment
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projects in the Cryptographic field, it will be several years more
before we can expect to have a new U.S. cryptograpvhic wachine,
based on different principles, and in sufficient cuantity for

regular U.5. use.

6. _ The 3ritish éssumption that théoretically they could
solve any 5-rotor machine is based on having é set of the rotors
and a 25 letter %crib!. Getting the rotors and crib might delay
a start on such a solution indefiniteiy, and tne result of each
solution probably would be good for the traffic oif but one day.
Such an attack is theoretically possible, put to apply it to the
5-rotor BCL would require considerable time and much machinery
{even if the rotors and crib are available). It WOui& be an ex-
tremely difficult and costly undertaking. 4 7-rotor BCw, if de—
veloped; would probably preclude such an attack., Attack on the
basic ©CM would be even nore difficult than on the 5-rotor BCu,
but theoretically possible. It must be assumed that what men can
make, other men should be able to take apart. Practically, the

risk of solution is considered small in either case.

7. I would especially invite attention to the Facts 3Bear-
ing on the Problem as originally studied, and to the Discussion,
in Enclosure "C" of JC5 2074L. The content of that enclosure is

still considered to be sound.

8. The United Kingdom's proposal to effect complete in-
terchange of cryptographic principles on a reciprocal basis is
still considered unacceptable. However, certain limited inter-
change on the other aspects they now propose is considered desir-
able on a conference basis, but not necessarily on a continuing
basis. After the first such conference, with disclosure of such

currently available developments by each side as are previousily
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agreed upon, consideration could be given to the matter of [future

conferences and possibly to future collaboration.

9. We should inform the British that if they have or
build a new cipher machine which they might care to disclose to
the U.3. 88 a possible combined cipher machine, we would be
pleased to consider it for such use in the future -- either by
our building an adaptor for one of our own c¢ipher machines, or,
if that should not be feasible, then by building or buying the

number of machines required by the U.,5. for US-UK communications.

10. The U.S. should continue to develop a 7-rotor BCM and
when7model is ready (expected within a few months} allow the U.K.
to examine the principles of that machine. If both the U.3. and
U.K. representatives agree that such a machine will be practical
and adequately secure in use for twenty years after production,
then agree to the adoption of the 7-rotor BCk for US-UK high com~
mand communications as the replacement for the present combined

cipher machine.

11. The three prbposals listed in paragraph 7 of Appendix
to JCS 2074/1 are not feasible at this time. However, concern-
ing the present CCM, paragraph 8 of Appendix to JCS R074/1 is
generally concurred in, since the CCM probably must be continued
in use for several years for US-UK communications. The three
steps proposed by the British to enhance the security of US5-UK
communications with CCM are admittedly desirable, and some or all
of them may be practicable and in that case probably should be

adopted.

1z, For reasons briefly set forth below, the Director,

armed Forces vecurity Agency believes that it should continue to,
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be 0.5. policy not to glve any forelgn natlan sur . most secure.
cryptographic machlne, or the prlnC1p1es thereof ouch actlon is

not necessary to insure gecure’ Uo-UK comnunlcatlons._ The prinary

obJectlons are as follows‘-

a. Twenty or thirty years from non, the U.o. may stlll

be depending upon the nCh“(or a modified uCi) for

security of its own communications.

bs From the polltlcal v1ewpolnt = N0 one can foretell
what klnd of Government w111 be in control of any
£oreign country twenty or thirty years hence, or
what our relatlons with such & country then will
be. Of course, it is to be hoped and expected
that they will be frlendly in the case of the U.X.
and the Dominions. d__“' '

C. leing the ECM to any Lorelgn country removes the

sole control and custody of tnat machine from the

U Se

{1) We couId not as readii}'apply modifications
__whlch ‘we might con31der essential for our own
or for combined use. lhi':t
(2) There are three 1mportant phy51cal securlty
aspects of any machlne, and none of them should
" be ignored- ‘namely, tﬂe bas1c machlne, the
: rotors, and the key llstb.;;_ﬁ could not he.
%sure that adequate phy51cal Security vould be

_:glven to our basic machine to prevent loss or

capture, even though our commun1Cat10ns ‘should

-~ bes secure so long as the_“'“ors and key lists

are not comprOM1sed
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_ alrolanes where we!?ﬂ se Ves would not permit '

euch machlnes to be‘u ed “we combined agreements_
to the contrary no

(h)fIt probably will be

gen’ al to extend the use

'ef any mach1ne agreed upon lor combined commun- :

.1catlons to more than“._e;allled Ioreign coun_

try._' e+gey to Canada ﬁAu ma;ia, Er possibly

even to the. French Dutch_retc.

13. With the consideratlon I have boen'ablt to give thls

extremely important problem to date, ny views as to an answer to

the Brltish are as follow5° :
a. Agree that Ua-UK communlcatlons must continue . (prob-

ably for five years if note er ency should develop

in that period) to be by; resent'con ~ bur made.

more secure, if p0351b1e, by uee ox neW'and addl-

t10na1 rotors and key llStS nd by uinor materlal
.1mprovenents - unt11 a ne“ blned clpner machlne

is avallable for Ub-Uh an ;,_?ién use;

b. Propose that the U.3. contl u’“
BCH a§ a probable replac: or the cresent CGM

_ for Cmelned use. Both qu

This. proposal if agreed to, wbuld have the one vi-

tally inportant advantage'o? r Lalnlng the kCHM {(and -

suc¢h nodlfned uCh as we ma hereafter use for U.u-

conmunlcatlons) exc1u51ve1y-fdr U.b. use, and assur-

ance of sole U.u. control a'ﬂ sole v.5s. thblcal

custody‘;:“he deéision about ¢ ﬁblned use should be
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Ca The U 3. should agree o ma

.Brltish in an emergency,- curé'cipher machlne :;

fln limited numbers to meet 'tial urgant comblned_
Ua—UK needs.: Although

]the Wbrld war II versi

ceivably mlght be '
'e LCM

1t could be ;-'T

”machine then aVail—

It is con51dered o

the' 8p601flc machlne.f
_ to make that decision k&

e upqn_theT¢1rcumstances ’
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