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MEMORANDUM FOR MEMBERS OF AFCIAC:

Subject: Replacement of the Present Combined Cipher
Machine.,
Enclosure: Draft Memorandum for Secretariat, JCEC,

subject as above,

1, The enclosure vapresents a revision of the
paper AFCIAC: 13/1 dated 16 August 1949, and is circulated
herewith for teleptonlc concurrence as a mattsr of priority.

2o Attention is invited Lo the fazt that this
revision was made as a result of comments and recommendations
received after AFCIAC 13/1 was circulated for vote. This
revision makes no substantiel changes in the position of the
U.S. on the subject matter, anc aside from making editorial
changes, a few additional facts bearing on the problem have
been added.

\//C ) /:/z/(/

7a’)/f1’ n J(N
Secretdrlat AFCIAC

cc: Captain H. 0. Hansern, US4
Dr. &, Sinkov
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NATIONAL MILITARY ESTARLISHUENT

ARMED FORCES SECURITY AGENCY
Washilngton 25, D.C.
AFSA=11/ B
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MEMORANDUM FOR SECRETARIAT JOEG:

Subject: Replacenent of the Present Gemh'ned

Clipher Machine.
Reference:; {a) CECM=94L0 aated é9 July 1949.
Enclosure: (A) Draft Staff Study dated 24 Augist 1940

(Subj:’ Replacemgat Of the Prerent Com-
bined bipher Machine],

La Enclosure (A) is forwirded la response to th.

request made in reference (a).

. EARL Eo STONE
Rear Admiral;, U.S. Navy,
Director Armed Forces Security Agency

Leclassified and approved for release by NSA on 11-19-2013 pursuantto E.O. 13520
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-REPTACEMENT OF THE PRESENT COMBINED CIPHER MACHINE
THE PROBLEM

1. T0 determine the U.S. Position toward the United Kingdom's
proposals in RDC 5/99 (attached as appendix A) that:

(1} there bs a full and complete interchange of
eryptographie principles and policy on a
reciprocal basis,

(2) if the U.S. Chlefs of Staff cannot agree to (1)
above; they authorige the disclosure of the
principles of the EOM (SIGABA) 80 that these
may be incorporated in a new British Cipher

Machine,

FACTS BEARING ON THE PROBIEM AND DISCUSIION

2. The TU.K. Gniefs of Sﬁaff have declded that they must replace
their Main Cypher Machine {(Typex) as soon as possible since they do not
cdnsider that it will offer aﬂequate security in the near future,

3. . In view of the fact that the Royal Navy can only carry oae
machine in the smaller shipg, the new British machine must be such that
1t provides both fcr British and for Combined British - U.S. communica-
‘tions. This also applies in the U.S. Navy, ' '

ks Although the CCM if properly used is & highly seeure machine,
the experts of both nations agree that the cryptographic principies em-
ployed in the machine are not a8 secure as ig considered desirable for'ﬂﬁg
higﬂest level U.S. = T.K. communicaﬁion316{)Ouuaﬁﬂaﬁ'nA”g§€¢Ud?3.

1% a camplete exchange oﬂ/’ﬁyptographic prinéiples and policy Y:%fi

!

e
»‘/ail cryptpgrdaphic activity of the others” _ A

Sl X e FM‘ s

_/, were f//;a pl&oe, thz defeat of eit?er nation could efpose to comﬁ/gmi
’ "
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6. If the principles nf the EOM became known to any nation whose

eryptographic systems now permit the obtalning of communication intelli-
gence by the U.S., that nation could commence using.the ECM for its
communicationsa¢thereby refluclng the effeétivenGSS of our communication
intelligence effort, It is for this feason that the U.S. services have
withdrewn the ECM from sensitive areas and replaééd it by the present CClM,

7. Several instances of 1oss of the CCM by British holders have
pocurred. These Lindicate that British commands have not provided for
cipper machines physical securlity egual to that deemed necessary by the
U.8. Services, | .

8. Présaut U-.8. ?olicy regarding disclos@re of the ECM reads,
in part, as Tollows:

"The TU,S, Army and Navy mutually agree that they will regard

as secret informaéion to be divulged only to the armed

~ forces of the U:S., or to aay U.S. citizen reqﬁired to possess

this informaetion in the interesté of the Unitéd States, any dee-

talls conceraing the ECM-MI34C including rotors, wiring diagrams,

keys, keylng lnstructions and operating linstructiops. If at any

time eiﬁher.the Army or the Navy considers it necessary to

deviate in any way from this policy, the one shall Tully iaform

the other of the facts and circumstances and the change in poliey,

: 3
if any, shall be by Jjoint agreement." . pd T
\ LA v ilg} .

ﬁ7(1,This agreement was jointly approved on 26 June 1942, at which time the
Air Forge was part of the Army. Fhern appecic fo fe no prace ok oo

;hinuzf f?V, . Ak Y .
o 9.Y TheSArmed Fdrces of the Unlted States must reserve for

7 themselves, Tor reasons of privacy and security, at least one high-
; ” i e . et N A .

level system, The o yhéuéﬁ-éjgtem presently evallsble in sufficlent . )
4 : - ' ~ *

quantity is the ECM.
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)

- . TN
- This mechine ls lknown as the BCM {(CsP 3800), The security of the S

10. There is in existence end operation, io the U.S. Wavy,

a cipher machine incorporating modificatiocn of the CCM pfincipleso

eaﬁ!ﬂ!ﬂ! superior %o that of the COM, and

as eatirely sultable for the highest level compunications.

N T T —

BCM hag besn evaluated as

CONCLUS IONS

11, It is comcluded that:
b;;§c . Present U.3. policy does not permit disclosure of the
principles of the ECM to the United Xingdom and is
Justified in view of U.3, experience with British
physicél security practices.

C. Db.>. A modificaticn of present policy is not warranted.

@, So Both proposals made by the United Kinédom in RDC
5/99 of 13 July 1949 should be rejected,

Ge The details and principles of the BCM {CsP 3800) should be
disclosed to the U.X.

e, - Dliscussions should be held with the U.K. concerning the
adoption of the BCHM for combined use, either in its pre-
sent form or with such mpodifications a8 may be agreed
upon, as a replacement for the ezisting Combined Cipher
Machine,

RECOMMENDATIONS

12, It is recommended that:
a4, A memorandum substantislly as io Appendix "B" be

forwarded to the British Joint Services Mission,

COORDINATION

13. Coordination with AFCIAC has been effected.
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ENCLOSURE

BRITISH JOINT SERVIGES MISSION
OFFICES OF THE COMBINED CHIEFS OF STAFF
WASHINGTON

RDC 5/99

REPLACEMENT OF THE PRESENT COMBINED
CYPHER MACHINE

FPrevious References:-

RDC 5/87 < 18 May, 1949
SM=1041<49 = 6 June, 19,9

1. The representative of the U,K, Chiefs of Staff have
been instructed to put forward, for consideration by the U.S. Chiefs
of staff, the attached memo&andum dealipg with the replacement of
the existing Combined cypher machine. |

2o Commander Burton-Miller of the U.K. Cypher Policy Bosard
1s pow in Washington and is fully authorized to discuss tinls matter.
It is hoped, therefore, that a very early decision on the attached

proposals may be given us,

/s/ R. D. COLERIDGE
Captain, R.N.

13th July, 1949

Reclassified and approved for release by NSA on 11-19-2013 pursuant to E.0. 13526) 7 o 2
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APPENDIX

BRITISH JOINT SERVICES MISSION IN WASHINGTON

REPIACEMENT OF THE PRESENT COMBINED CYPHER MACHINE

MEMORANDUM BY REPRESENTATIVES OF
T o Ro CHIFFS CF STAF

1. The T.K, Chiefs of Staff have given further consideration
to the enguiry put forward in RDC 5/87 of the 18%th May end are of the
opinion that the phrase "with a view to improving the present Combined
Cyphering System" in paragraph 2 may not have conveyed to the U.S.
" Chiefs of Staff the full purpose of their enquiry. They have there-
fore asked that certain additionsl factors should be brought to the
notice of the U,S, Chiefs of Staff,

2.  These factors are:-

(a) The U.K, Chiefs of Staff have decided that they
must replace their Main Cypher Machine (Typex)
as soop as possible since they do not consider
that it will offer adequate security in the
near future;

{b) In view of the fact that the Royal Navy can only
carry oné machine in the smaller ships the
new British machine must be such that it provides
both for British and for Combined British = U.S.
communicetions;

(c) The experts of hoth netions agree that the

eryptographic principles employed in the present

C.C.M. are not sufficiently secure for the Com=
bined Communications of another emergency.

3; The U.K, Chiefs of Staff propose a full and complete
interchange of cryptographic principles and policy on a reciprocal
basis., They are convinced:- /

(a) That only thus can the highest degree of
security bs ensured for vital combined
UoSe = British communications;

(b) That such an exchange can be made without loss

of National 3ecurity to elther Nation,




ho If the TU.S. Chiefs Df Staff canpot agrse to the proposal
ih paragraph 3 above, and if 1t is their intention to retain their
present cypher machine; the U.X, Chiefs of Staff propose that the
U.S. Chiefs of Staff should authorize the disclosure to the U.K.
- Cryptographers of the principles and details of the E.C.M. so that
these may be incorporated in the new British mschine.,

5, The U.K, Chiefs of Staff point out that unless full
collaboration in this fieid is autnarized now; thé development of
the British machine may have advaenced to the stuge where modification

to ensure secure Combined Communications will pot be possible,

13 July, 1949
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JOINT COMMUNICATIONS-EIRCTRONICS COMMITTER

SECURITY AND CRYPTOGRAPHIC PANEL

REPLACEMENT OF THE PRESENT COMBINED CTIPHER MACHINE

{Proposed reply to the British Jolnt Services Mission)

FIS The U, 8. Joint Chiefs nf Staff have carefully considered the
proposals made in RDC 5799 of 13 July 1949 concerning the replacement ¢
the existing Comblned Cipher M&chine% and regret that they are unable
to agree to either of the proposslis.’ Full recognltion, howsever, 1is
accorded the view of ths U.K. Chiefs of sStaff regarding the necessity
for replacement of the present CCWV for high-~level combined communications.

-

In thls regard, the U.S. has developed, and has in o eratiah‘ a machine
3 8 W(O’ZP-*' uéd"vﬁ-ﬂ jb QQM a"*& U\)“QM‘-QN

(BGM) which i%« dered-onttrely-satisfactory foﬂ such communicatimc

1f the U.K. Chiefs of Staff deslreg the U.3. will disclose %o the Unine:

Kingdom the details and cryptographic principles of the BCM, and will

enter into discussions conecerning lts adoptien for combined use and

concerning the physical security mecessary for its protection, These

discussions can commence in Washlngton at any time.

APPENDIX "E¥




