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REPORT. BY THE TECHNICAL COMMITTEE
to the
EXECUTIVE COMMITTEE
of the
U.X,-U.8, CONFERENCE ON SECURITY OF FRENCH COMMUNICATIONS

TAE PROBLEM
1. To examine present French cryptogrephic systems and procedures, snd
formulate a U.8.=U.X. plan for improvement of the security thereof.

FACTS BEARING ON THE PROBLEM AND DISCUSSION

1yttt
.

2. BSee Enclosgure

EO.3.3(h)(2)
CONRCIUSIONS PL 86-36/50 USC 3605

3. It is contluded thats

b. The present French cryptographic organizations do not possesa the
necessary crypianalytic sppreciation to inswre yrovision of systems afford-
ing adequate cryptographic sesourity, or, if they do possess the reguisite
knowledge, the information is not being applied or properly employed.

c. This situetion cen be improved only by a relatively complete over-
hanl of the Franch cryptozraphic systems and practices. The present ine
secure French orypicgraphic systens gnd practices should be replaced by
secure systems and practices, apd s specific plan for such replacement
should be esteblished.

4. Pogitive messures 10 effect such & plan should be introduced to
the extent of providing, at least in pard, the erypbographic devices and
associated itechniques essential 1o security. A survey is required to
establish the nuwber of machines that can be loaned and the dates vhen

they con be made availsble.
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8. This will materially reduce the emount of 1ntel_,ngence now available

to Russia from COMINT sources probably exploitable by them; /

_{.Naaotiationsviththe?renchshouldhesoem&wtedandtheplmf

8o devised
B+ A8 a preliminary to entering upon any negotiations with the French J

thare should be reasonable ssgurance that the effects of mmtheir |

commmication security will not be mullified or dimindshed by phye:leal

and persomnel insecurity in the French Govermment. It is obvious tha'!;

without such asgurance I

h. Major advantages vill acerue if the technical disclosures to the

French are made on a combined basis. EO 3.3(N)(2)
PL 86-36/50 USC 3605

h, It is recommended that:

8. Buclosure "A" be approved as the specific plan for improvement of
French communications.

b. The U.8. and U.K. determine the number of machines that can de
loaned and the dates vhen they can be made availadle,




1; The proposal presented herein for enswing the security of French
diplomatic communications congiders that the various Irench dipleestic pogts
should be subdivided into thres categories:

8. Category Is A growp of locations which handle the most criticad
information and in considerable volums, such as Paris, London, and
Washington.

be Category IIs A1l capitals not included in a. plus a selected
grow of important cities whose communications include information which
should have complete protection.

& Category IIIs ALl other diplomatic posts.

Tote: Tuadppendiesdsd list of 32 of the French posts vhich should

be included in Categories I and IIM«K\M N

2. The gystous recomucnded, respectively, for the three categories
listed above ares

8e For Category I: The Combined Cipher Machine with Simplex
gettings. Tho word Simplex is usod to mean a procedurs vhereby each
nassage has its own rotor arrmangement and aligmment® provided by moans
of a special kegy list. The lists are prepared for point~to-point use
g0 that each station can decipher anly those messages specifically
addresged to ita For the transmission of mltiple~address messages,; a
multiple holder Simplex key list is also provideds A one-time pad
system should be provided as an emergency stand=by in this category.

The number of locatlons that will be included in Category I will be

determined by the nmber of equipments that can be made available.

It is not yot possible to ascertaln the mumber of machines that can be

supplied for this purpose bacause of comituments already made to NATO

and the requirement for a survey in this regaxd by the Servicess A

small mmber of machines can be supplied initially to cover the most

important locatlons. As the number of wmachines available increases,
additional locations can be changed from Category ITI to Categary Ie

—PoR SECRBTACCRN— Enclogurs "A"

~FOP-SECRET-AGORN-




The greator the number of poste vhich could be included in Catogory I,
the more simple would become the problea of integrated and multiple
ono~tine pad networks for Category II posts.

b For Category II: A nurierical code book super-encrypted with
ono=ting pade It is racommended that a new code book be issued for
thls specific purpcsee

Co Tor Category III: Present French systems could continmue to
bs usede

" Be ARUED SERVIGES: |
3, Authoritiss concerncd with IATO communications have already

established three categories of such communicationss

3e Category I (1igh=level): This category cubraces the top-level
military representatives of each nation of [IATO. For thiz level, the
British TYPEX machine, with Simplax settings is being used. Consideres
tion ig being given o replacing that systaon by a IATO CCU systems

be Category II {Intermediate=lovel)s This category cmbraces
militory hoesdquarters dowm to ard including Division headquerters or
oquivalonts For this level tho U.S. and the U.X, have already proposed
the CCM. It has been accapted by France and the propesal is nowv to be

congidered by the othar HATO govermments. 7This does not hovwevay ropresent

a complete soluticn %o the French Category II problem, because it does not

provide for 2nd lovel military hesdquarters,both in Franee and her colonles,

which are not included in NATO. lo estinate 15 available of how many
additional machines will be required in this regard. It soems cleay that
the allewance fox 2nd lovel NATO will Le insufficlent to swpply the
caplete French reguirenent.

Co Catagory III: This is the combat level in the Amy, Navy and
Aly Foree: Discusslions at present taldng placs in NATO are axapining
diflerent proposals for combat sysbens and to that extent may resolve a
porblon of this penoral provisrs It is rocognized that the 15209 may be
accepbed ss an interim solubion for this category dus o the quanbitiecs

of equipnend available to the Frenche
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APPLIDIX TO ENCLOSURE VA"

PRLICIPAL LOCATIONS TO DF INCLUDED IM7 CATEGORIFS I AID II

8¢ Copenhagen

Poreign &ti@e only
Stﬂte Deparﬁn&tbfmw
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ENCLOSURE "B" EO 3.3(h)(2)
PL 86-36/50 USC 3605

FACTS BEARING OR THE PROBLEM AND DISCUSSION

2. In regard to the current French diplomatic commmicetions, observed
French practices in cryptographic system design and distribution provide
direct evidence that the present eryptographic organization in the French
Diplomatic Service does not possess the necessary cryptanalytic appreciation
to inswre provision of systems affording sdequate cryptographic security, or,
1f it does possess the requisite knowledge, the information is not being
applied or properly employed, either in the Foreign Ministry or in diplomatic
posts. Except as regards certaln systems, which may be one~time pad, none
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of the French diplomstic cryptographic systems possesses sufficlent inherent
security to permit its improvement to a point vhere it might be considered
aceceptable. It would therefors be necessary to discard the cu;-rent syatens

and replace them with other systems based on sounder cryptograpaic principles.

It would also be necessary to provide technically sound assoclated procedures

EO 3.3(h)(2)
and treining in the proper use of the systems and procedures. PL 86-36/50 USC 3605

4. Although a tradition of sound commmication security doctrine did exist
in France, the cwrrent cryptographic practices obeerved in French diplomatic
traffic indicate that the French have fallen far behiand the U.S. and the U.K,
in matters pertaining to commmication security. The situntion may be less
serious in the Army and Navy but there, %00, there is much room for improvement.
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Therefore, technical assistance from outside the French cryptographic services
is decmed essential for the success of any commmication security program.

5. From an over~-all consideration it may be stated that if the secwrity
of Prench diplomatic sij/wflitaty commnications is to be improved it would
be necessary to: o %, F- “0

&. Replace the current Frigch cryptographic syst&Awith secure oystems
for use in all important diplomatic posts, and—in-the headguerters-of-al)
high~echelon military-units..

b. Establish technically sound commmication security procddures.
¢. Inswre adequate training in the use of the new ayqtane and procedures.

whna
4. Insure careful technical supervision over Fremch \ cations to

maintain commmication security.

6. In viev of the foregoing, it 1s apparent that in order to achieve total

Mecuriw, a complete overhsul of the French diplomstic aund militery crypto-

}sraphic systems and practices would be necessary. This would involve not

N i
Y
i
/
/
/

only informing the French that their present systems are insecure but also
establishing & basis on vhich the French would be provided with appropriate
technical assistance to enable them to rcorganize their cryptographic cystems

and practices to insure secure commmications.
EO3.3(h)(2)
PL 86 36/50 UscC 3605

T. It is obvious thatinassistingthel?mchmiwingthesmity )
of thelr cryptographic com:lcations/ 7

However, (a) the neceesit:f\

for removing those handicaps to proper diplomatic diecussions and nemtiatﬁyns
among  the U.8., UK. and French Governments vhich arise from present
insecurity of French diplomatic commmnications, and (b) the importance of

denying to Russia this source of COMINT, l/_/
end

also to provide, at least in part, the cryptographic devices end asscciated
techniques espential %o security.

F0 =
8. If the French/\ere informed of the wesknesses of theiyr cryptographic

systems, it is highly desirable that they-begiven as little information as
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9. The possibility of Russian penetration of some or all of the French /
services, both diplomatic and military, cenmot be ignored. Penetration mar
be either complete or partial, end may extend into either the sources of 5"'3_3(h)(2)
information or into the cryptographic services. Complete penetration of- 30-36/50USC 3005
either‘type would make totally ineffective any plen for improving mpto-
grapbic security. |

Therefore, before

any steps are taken, there should be ressonable assurance of adequate physical
and personnel security in the Prench Forelign Office, the French Amed Services,
and the offices vhich control the cryptologic services. /In addition to this,
1t 15 important that any plan proposed showld provide the maximm possible
protection sgainst the effects of partial penet_ga@;o:\x_p: gwtme. |

3 V. N

10. The localization ;iutroduced by Simplex mced:mesAhaé ; double advantage.
First, it increases the cryptosecurity genemi]y. An op&ating error will V
involve at most the compromise of one message as opposed to that of all the
traffic sent in one day in a general cryptosystem. Secondly, if there should
. be an instance of penetration by the Russians at any imstallation, other than
the central Paris offices, which grents access to crypltographic information,
the dangers resulting from such penetration are confined to those eryptonets
in vhich that instellation is involved. This results in reducing the consequent
loss of information. This second advantage applies equally to the one-time

pad cryptonets.

. Enclosure "B"




_E03.3(h)(2)
T IOP_SECRET-ACORN— - PL86-36/50 USC 3605

11. Cansidersble experience on the part of the Brltiah(andpcticularly
of the Foreign Office) mthefieldofone-tinepadahasshomthatthe
implemantation of complex one-tine pad nebuorlns is entirely practicabdle.

m.uwm;_wﬂmofthermmtmnﬁtuhuthe

toa much greater extent than the U.S., the former

have carried out a series of majar tions in the field of one-time
pad mamufacture, and have evolved imgeroved processes,both on the duplicating
and printing side and on the security aspects of the use of IEM/Hollerith
equipment, including such matters as the preparation, size, and control of
the random card file. | T

'rherevulu i.nworm and major requirement to instruct the

n&%\mumm MM& O'WJ

ﬁtveryntﬂ.evmedintheseusesoftahﬂatingmmeryandmat

present very little, if any, of the equipment available. Adequate detailed
~ technical instruction can nevertheless be gilven to the French technicians

“TEO 3.3(h)(2)
o PL 86-36/50 USC 3605

B.Mmitofthemsalqinthe&yvbosraphic?lanisthemﬂuon
of a high degree of security for upper level French diplomstic and NATO
commmications, together with a miniwmm disclosure to the French of systems
Mi&uﬂﬁm&mymmtmemrm There is the further
operational advantage of an electrical machine to replace slower and more
laborious hand aystems. For the transmission of internstional diplomatic
orhmlevel m111tu7 traffic dealing with Westexrn Union and NATO affairs,
iy have been provided with TYPEX machines and they are presently using a
Simplex procedure with these machines in the highest echelons of NATO; the
Coebined Cipher Machine is also being offered to them, as well as to other
NATO signatories, for NATO commmications and this has already been accepted
bythenmh...mmtewmmthemmmmlthweforebe greatly
aimplified as a result of the already~existing familiarity with them,

I 10 Enclosure "B"




EQ 3.3(h)(2)
PL'86-36/50 USC 3605

15. With the excepiions mentioned in pavragroph 1, the plan proposed in
Enclosure "A"” 18 & rceasonsble and econcmicsl program for providing adequsta
cryntographic security for the veyious levels of French diplomatic and
military conmmications. Ths plan will, if properly executal, effectively
revent the production of a significant emount of commmication intelligence.
Thae plen is divided into two parisi A~ For diplomatic conmmmications, and
B~ For the commmications of the Armed Services. Tert B hes been coordinsied
with the plen now under study by authorities concerned witk HATO commmnicaiions.

Enclosure "B"
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