: OF THE
U.k. - U.3. CONFFRINCE OR SECURLTY OF PRINCR COMMUNICATICNS i;éﬁ

A

HiLD AT VASHINGTON, 1 MAY « 14 NAY, 1951 4:0? )
' ),
TH: PHOBLY s

b. T(; asaoss the sdvantagoes and disadvantagen of such an apprrach;
c. '1‘0: develop, 1f an approach should be mades

(1) a specific plen for improving the security of Frefich come
munications, and

-(2) & specific program for éppmaching the French Government,

FACTS BEARING ON DI PIOBLIN AND DISCUSSION

2. See Ehcloaum ugn

CONCLUSTONS EQ 33(@)

PL'\§6-36/50 USC 3605
9. It ia éoncluded that:

? ‘
s

b, In view of the facts that -
(1) the U.K. and the U.5. Governments, through the mechanism of

i ve imitiated ae EQ 3.3(h)(2)
N&EO have initiated action PL 86-36/50 USC 3605

is expected to correct in large measure the insecurily of the ime
\NK\ portant cryptocommunications of the French dmed Services; and
(2) any correction of Lhe remaining important areas of Linsecu~
ity of tie cryptocommunicationa of the French Amsed Services would

e, -l-

~ -
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EO 3.3(n)(2)
REF ID:A522570 PL 86-36/50 USC 3605

any direct approach to the French Governiment should be restricted in
acopol to the inprovement of the security of the cryptocommamications
of the French X.F.A.
¢. The Cryptogreaphic Service of tho French M.F.A. does not possess
the necessary cryptanalytio knowledge to insure provision of systems
g" affording sdequute cryptogrephic security, or, if it does possess the
requiaite knowladge, the information 1= not being applied or properly
enployed.
d. This cituation can be improved only by a drastic and expensive
rgarisatica of the Cryptogrephic Service of the French M.F.A, and
appropriate eplacement of ita cryptographic systems and practices.
e. In order to assure a realization by the French M.F.A. of the
necsauity “or such a drastic overhaul of cxyptogrephic systems and
% \/ practicss it will be nacessary to bring the situation to the attention
\ of the N.F.A, in a mamner so dramatic as to shock that Ministry into
taking speedy and effective action.
£, If a shock of the degres necessary to produce effective aestion

M i e ’”E(L)gjé?ég}ézc)) USC 3605
‘ M thds type of approach to the French \nuld
'be most advisable; however, for reasons set forth in paragraphs 25 and
a 26 of Maclosure "BY (TAB A), an approach of this sort would te insdequats, and
\ an epproach involving such revslstion must therefore be amployed, with con-

eomitant risks arieing from general insecurity in the French Government.
8. At present the French Goverrment ie infiltrated with wo
other disloyal or untrustworthy persommel, is subject to violent in-
tmddiuondm, and {0 carcless of its own eecurity to a degree where
1ts olasadfied Information 18 seriously in danger of leakage. |
h. Although direct evidence is lacking that Cammunists in Frensch Govern
_y ment positions and U.S.3.H. agents have passed classiffed information in

wtomu.ssn.. such passage of information must be assumed.

-2
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i. The principal risks to the U.K. and the U.S, Covernments in any

EO.3.3(h)(2)
approach to the French Government on the subject of the :l.naemﬂty of pL 86 36/50 USC 3605

1ts cammunications are:

UN@{Q L\K (3) Disadvantageous political repercussions;

o Y1aharationEO3.3(N)Q)
@ (L) Pressure from the French for collaboration. Pl 86.36/50 USC 3605

J. Provided the conditions set forth in paragraphs 46 through 48 of

(JC’ Enclosure "B" (TAB B) for minimizing these risks can be met, an appreach to
the French M.F.A. 1s warranted, .
k_. Since the report of the Tripartite Group now studying the internal
q\ﬁ/ security of the French Government may well add to our knowledge in this

regard, any approach to the French M.F.A. should be deferred pending con-
EO 3.3(h)(2)

sideration of that report. ; PL 86-36/50 USC 3605
1. The urgency for improving the security of French ecmuni—
Caﬁ/ cations is such that a program to this end should be undertaken as soon aa

YQ/J,\ possible .

m, The specific technical plan for the replacement of insecure crypto-
graphic systems and practices of the French M.F.A. (set forth in Enclosure “

"At) should be presented to that Ministry in accordance with the approach
Wset forth in paragraphs 49 through 53 of Enclosure "B" (TAB C). I

&M. Implementation of the plan will require the long-temm loan to the

25“4 , Prench of a limited amount of U.K./U.S. cryptographic equipment. (This

?’“ loan should consist initially of about 20 Combined Cipher Machines (CCM);
subsequently 60 additional CCM should be ear-marked for this purpose, the

‘latter being phased in consonance with NATO needs.)

-3~

NSA Form 781-C135 1 Jul 52 _d A




TFOP Sﬁ ERW,WEWUQ- NOFR

—POPSHGHET-GANOE—
0. This problem should be kept under continmuous review until s de-

c¢cision to approach the French has been made and the plan has been im-

plemented.

RECOMMENDATIONS

4. It is recommended that:

a. The above conclusions be approved;

b. The proposed approach and plan be implemented when LSIB and USCIB
have agreed that the requisite conditions have been met;

¢. The respective Chairmen of ISIB and USCIB and/or their nominees
visit Parls in order to brief the U.K. and the U.S5. Ambassadors and also
to participate as required;

d. LSIB and USCIB keep this problem under continuous review, and take
such implementing action as may be agreed to be necessary;

€. The U.K. Govermment provide eight and the U.S. Goverrment twelve of
the twenty CCMs required for initial implementation of the cryptographic
plan, and that the additiopal sixty CCMs be provided by the two Govern-
ments in a program phased in consonance with their respective NATO

commitments.,

NSA Form 781-C13S 1 Jul 52
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EO 3.3(h)(2)

e _/PL 86-36/50 USC 3605
APFROACH TO THE Fhu:ggl

25. An approach to the French hn‘ been eon-

sidered, such an approach to be restricted to offering the l'nmh rF.A,

cryrctographic material, including machines,

. Such an approachk is deemed inadvisable for the follovim reasons:

a. The impact or the French is likely to be t.oo feoble to effect. the
desired result, A drastic overhaul of the Cn'pt’.péﬁra;hic Service of the
French ¥.F.A. is needed and this would requixjg”";.ho allocation of additional
funds which would probably not be fortheon;né unless the French receive a
major shock. ”

b. Even if the French acquiesced, there would, in the absence of
agsurances of improved security, rqnain the possibility of the U.S.S.K.
acquiring the neceasary cryptogz;a"ﬁuc materials through Method 2.%

¢. Any half hearted approa.ch might prejudice a later approach based

furthermore, any approach by stages might lay

the U.K. and the U.S. Governments open to French accusations of insincerity.
d. Acceptance by the French M.F.A. of participation by U.K./U.S.
exparts in the necessary drastic reorganization of its Cryptographic
Service would not be likely to follow this approach.
e. The necessary number of cipher machines for this purpose is not
avajilable to meet French needs. LEven if they were available, it could be
anticipated that other NATO countries would make similar demands which

could not be met.

#By obtaining physical possession of the cryptomaterial (key lists, code books,
etc.) necessary for direct reading of the intercerted traffic.
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PL 86-36/50 USC 3605
CODITIONS GOVERN API'ROACH TU_THE,
46, In order to induce the French M.F.A. to undertake the. draat.ic overhaul

required for real improvement in its eomnmlcat.iona aecurity, any U.K. or U. So

approach should be calculated to shock the Hi.nmtry into making a major et‘fort.‘;,

It is considered that the only effect.ive and practicable ahock]

47. Revelation entnﬂs such grave risks that it should be sub,je;i;t
to the conditions outlined below:
a, Prior to the initial approach there must be valid indications t.hat.
the French M.F.~. and those other Fre:.ch Government Departments and Agmciais
which have access to M.F.A. communications containing info mmation handled on
8 classified basis by the U.K. or the U.S5. Govermmnets have the intent and
capsbility to establish arrangements to protect this infarmetion; these 1
arrangements must be sufficient, in the agreed opinion of the U.K. and the
U.S. Governments, to warrant making an initial approach. |
b, The initial approach must be made at a point of contact in the
French M.F.A.,6 which contact is discreet, reliable, and at a level of
sufficient authority. This contact J\ou\d\vz, informed:
()
{(2)

(3) that, should he not balieve this statement, a demonstration
will be given to his experts provided he will give
assursnoces that his liinistry will:

{a) undertake an energetic program for reorgsnigation of its
Cryptographic Service and appropriate replacmment of its
present cryptographic systems and practices;

(b} sccept without qualification and promulgate U.K./U.S.
essential standards of security in each phase and gspect
of the program;

(o) accept direct U.K./U.3. participstion in exscuting the
program, including participation on a working level by
representatives quelified in the field of general security
as well as all aspects of commumications seourily .
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TAB "B CONTINULD

EO-3.3(h)(2)
PL 86-36/50 USC 3605

¢. Should

be unnecessary to convince the contact as to the

[ ‘ nevertheless, before any further steps in the program argfundertaken9

EO 3.3(h)(2)

the assurances set forth in paragraph b(3: must still be obtainad,;; PL'86-36/50 USC 3605

48. In informing the French N.F.A. of details

of its

cryptographic systems, it is essential that as little information as goasiblé\

be divulged

These should be selected sc as to reveal the minimus amount of

technical information, which should be restricted to the level of

thgld be found necessary in order to\bbpain French

systems. If any disclosure ofl information relating to

acceptance to the conditi&ﬁé“specif}gd in paragraph 47b, sﬁéh\disclosure will/f

not be made without prior agreement betwe;ﬁ%fhexulﬁghand the U,S§xgovernments;

d

EO 3.3
PL 86-36/50 USC 3605




TAB nwen

MEANS OF APPROACH

49. An initial approach to the M.F.A. at 2 level of sufficient authority
offers a shoice between the Minister and the Secretary-General, It is con-
sidered that the latter would be the more suitable point of initlal approach
for the following reasons: .

8. The Secrstary-General is a permanent official, while the Minister
is liable to replacemont ; ‘
b. As a Department official, the Secretary-Gemeral is more likely
than the Minister to take a comprehensive and continuous view of the problem;
c. The outstanding personality and known reliabllity of the Secretary-

General, M. Alexandre Parodi, are belisvel to be such as to offer good

prospects of effective implementation of the U.K./U.S. plan.

50. All subsequent widening of the circle of discussion will require

. EQ 3.3(h)(2
precise definition and prior U.X./U.S. agreement. PLBG-?EG)&O) USC 3605

$1. The various risks arising
particularly the

require that »
but not both, the logical nominee being the U.KJ

the French have been associated in the paqt./a”/
52, There would be distinct advanyg.gié in a U.K./U.S. joint approach
based on joint consultation and 4,30‘.‘1’& recomsendations in the light of the

“In view of the fact that a considerable effort

on the part of the French is required, the maximum available preasﬁro must

be axerted.
53. Inammuch as the U.K. and the U.S. Ambassadors in Paris have already

been apprised of this problem and in visw of their official positions, it is
logical that they should make the initial approach to M. Parodi.
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REPORT

' OF THE () l
-~ " U.K. - U.5. CONFHIENCE ON SiCUWITY OF FKLNCH COMMUNICATICNS / |

HiLD AT ASHINGTON, 1 MAY - 14 MAY, 1951

TH; PLOJLEM
1. To consider the insecurity of French Govermnment Communications -
; a. To determine vhether tie French Government should be approached
vith a view to improving its communications security, e:specially that of
" the !Ministry of Foreign Affairs (li.F.a.);
b. To assess the advantazes and disadvantages of such an apprna_ch;
¢. To develop, if an approach should be made:
(1) a specific plan for improving the security of French com-
munji.éations, and

(2) a specific procram for approaching the French Uovernment.

FACTS BEALRING ON TiLd Pi.OBLIM LD DISCUSSION

2. Dee lnclosure "a",

CCONCTHS TONS EO 3.3(h)(2)
COHCLUSTONS PL 86-36/50 USC 3605

.3+ It is concluded that:

_b. In view of the facts that ~

(1) the U.X. and the U.5. Governments, through the mechanism of

o PPV ——— e EQ3.3(0)(Q2)
. NALO have initiated actioa which PL 86-36/50 USC 3605

i‘s'ye‘xpected to correct in large measure the insecurity of the inm-
portant cryptocmmnunications of the French Amed Services; and
(2) any correction of tiie remsining important areas of insecu~

rity of tie cryptocommunicatlons of the French imed Services would

D —FOP - SECRET-CANOE—
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EO.3.3(h)(2)
PL 86-36/50 USC 3605

any direct approach to the French Goverrment should be restricted in
gcope to the improvement of the security of the cryptoeomunications
cf the French M.F.A,

¢. The Cryptographic Service of the French M.F.A. does not possess
the necessary cryptanalytic knowledge to insure provision of systems
affording adequste cryptographic security, or, it'it does possess the
requisite knowledge, the information is not being applied or properly
employed. - -

d. This situation can be improved only by a drastic and expensive
reorganization of the Cryptographic Service of the French M.F.A. and
appropriate replacement of its cxyptographic ksyst.ems and practices.

e. In order to assure a realization by the French M.F.A. of the
necessity “or such a drastic overhaul of cryptographic systems and
practices it will be necessary to bring the situation to the attention

of the M.F.A. in a manner sc dramatic as to shock that Ministry into

_ EQ 3.3(h)(2)
taking speedy and effective action. PL 86-36/50 USC 3605

f. If a shock of the degree necessary to produce effective action \\

were possible l

this type of approach to the French would

be most advisable; however, for reasons set forth in paragraphs 25 and
26 of Enclosure "B" (TAB A), an approach of this sort would be inadequate, and
gn approach involving such revelation must therefore be employed,' with con-
comitant risks arising from general insecurity in the French Govermment.

€. At present the French Goverrment is infiltrated with Communists
and other disloyal or untrustworthy personnel, is subject to violent in-
ternal dissensions, and is careless of its own security io a degree where
1is classified information is seriously in danger of leakage. ‘

h. Although direct evidence is lacking that Communists in French Govern-
ment positions and U.S5.S.R. agents have passed classified information in

volume to the U,S5.5.R., such passage of information must be assumed.

- 2 -
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1. The principal risks to the U.K. and the U.S. Govermments in any
- EO.3.3(h)(2
approach to the French Government on the subject of the insecurity pf 86:§63é0) USC 3605

its communications are: '

(3) Disadvantageous political repercussions;

yeriicis o TTEO 3.3(M)(Q)
(4) Pressure from the French for, |collaboration. PL 86-36/50 USC 3605

J. Provided the conditions set forth in paragraphs 46 through 48 of

Enclosure "B" (TAB B) for minimizing these risks can be met, an approach to
the French M.F.A. is warranted. _

k. Since the report of the Tripartite Group now studying the intemnal
security of the French Goverrment may well add to our kmowledge in this
regard, any approach to the French M.F.A. should be deferred pending con-

slderation of that report.

1. The urgency for improving the security of French communi-

cations is such that a program to this end should be undertaken as sé?on as
EO 3.3(h)(2)
possible. PI:\86-36/50 USC 3605

m. The specific technical plan for the replacement of insecure crypto—
graphic systems and practices of the French M.F.A. (set forth in Fnclos;i;'e
"A") should be presented to that Ministry in accordance with the E)mack‘i;
set forth ini-paragraphs 49 through 53 of Enclosure "B" (TAB C). / |

n. Implementation of the plan will require the long-term loan to the
French of a limited amount of U.K./U.S. cryptographic equipment. (This
loan should consist initially of about 20 Combined Cipher Machines (CCM);
subsequently 60 additional CCM should be ear-marked for this purpose, the

latter being phased in consonance with NATO needs.)

-3-
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0. This problem should be kept under continuous review until a de-

cision to approach the French has been made and the plan has been im-

plemented.

RECOMMENDATIONS
4. It is recommended that:

a. The above conclusions be approved;

b. The proposed approach and plan be implemented when LSIB and USCIB
have agreed that the requisite conditions have been met;

¢. The respective Chaimen of ISIB and USCIB and/or their nominees
visit Paris in order to briel the U,K. and the U.S. Ambassadors and also
to parﬁidpat.e as required; "

d. LSIB and USCIB keep this problem under continuous review, and take
such implementing action as may be agreed to be necsssary;

e. The U.K. Goverrment provide eight and the U.S. Government twelve of
the twenty CCMs required for initial implementation of the cryptographic
plan, and that the additional sixty CCMs be provided by the two Govemn-
ments in a program phased in consonance with their respective NATO
commitments.
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TAB_"A"

APTFOACH TO THE FRENCH

25. An approach to the French ”ﬁasﬁbeen con-i

sidered, such an apprcach to be restricted to offering the Frsﬁch M.F.A,

cryptograpnic material, including machines

2¥. DSuch an arproach is cdeemed inadvisable for the rqliﬁwing reasons:

a. The impact on the french is likely to be tpﬁﬂfeeble to effect the
“e2ired result, A drastic cverhaul of the CrythQ;aphic $er§ice of the
French F.F.A, is needed and this would reqnirgﬂihe allocation of additional
funds which would probably not be forthcominé/unless the French receive a
major shock. ” }

b, Even if the Irench acquiesce@;ﬁthere would, in the absence of
assurances of improved security, rgméin the possibility of the U.S.3.K.
acquiring the necessary cryptogrgﬁhic materials through Method 2.%

¢. Any half hearted appgdéch might prejudice a later approach based

'fhrthermore, any approach by stages might lay

the U.K. and the U.S. Governments open to French accusations of insincerity.
d. Acceptance by the French M.F.A. of participation by U.K./U.S.
experts in the necessary drastic reorganization of its Cryptographic
Service would not be likely to follow this approach.
e. The necessary number of cipher machines for this purpose is not
available to meet French needs. Lven if they‘wcre available, it could be
anticipated that other NATO countries would make simiiar demands which

could notvbe met.

#By obtaining physical possession of the cryptomaterial (key lists, code books,

etc.) necessary for direct reading of the intercepted traffic.

A
€
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T O SEERET CA—TOE—
CONDITIONS GOVERNING AN APYROACH TO THE FRENCH
46, In order to induce the French M.F.A. to undertake the drastic overhaul

required for real improvement in its eonmmicat.ims security, any U.K. or U.S.
approach should be calculated to shock the Ministry into making a major effort.

It is considered that the only effective and practicable shock/ e

/ e

47. Revelation ‘entulls such grave risks that it should be subject

to the conditions outlined below:

a. Prior to the initlal approach there must be valid indications that -
the French M.F.i. and those other French Government Departments and Agencies
which have access to M.F.A. commmnications containing info mation handled on

. & classified basis by the U.K. or the U.S. Governmnets have the intent and
capabllity to establish arrangements to protect this information; these
arrangenents must be sufficient, in the agread opinion of the U.K, and the
U.S. Governments, to warrant making an initial approach,

b, The initial approach must be made at a point of contact in the

- French M.F.A,, which contact is discreet, reliable, and at a level of
sufficient auﬂnofj.ty. This contact s‘u AT \d,mtome_d:

“TEO 3.3(N)(2)

PL 86-36/50 USC 3605

(1)
(2)

(3) that, should he not believe this statement, a demonstration
will be given to his experts pmvidodlho will give
assurences that his ll:lnia_try will: |
(a) undertake an energetic program for reorganisation of its
Cryptographic Service and appropriate replacement of its
present coryptogrephic systems and practices;

(b) accept without qualification and promulgate U.K./U.S.
essimtm standards of security in each phase and aspect
of thé program; ' 7

(c) sccept direct u.l'c.‘/u.s° participation in uieuung the
progren, 1nc1ud:lng participation on a working level by
representatives qualitioq in the field of general security
as well as all aspects of commumications security .

b e L e .
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EO 3.3(h)(2)
TAB "B" CONTINUED PL 8‘6\:36/50 USC 3605
¢, Should a
be unnecessary to con¥ince ‘the contact as to t;he] 7

I‘ nevertheless, before any 'further steps in the program -!arq»ﬁmdertaken,

EO 3,3((2)
PL 86:3650 USC 3605

48, In informing the French ¥.F.A. of details of its

‘the assurances set forth in pardgraph b{3) must still be obta'ined»’"

cryptographic systems, it'is ‘essential that as little informetien &8 pogsible

he divelyed

I These should be selected s6 ae to reveal. the minimum amount of

"technical information, which should be restricted.to the level .of| |

systems. If any disclosure ef infomatinn rela-tdx&' W .

LR L L N A EO33(h)(2)
.PL 86-36/50 USC 3605

/
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49. Ao initial approach %o the M.F.A. at a level of sufficient suthority
offers a choice between the Minister and the Secretary-General. It is con-
sidered that the latter wou}d be the more suitable point of initial approach
for the following reasons:

a. The Secretary-Geteral is a permanent official, while the Minister
is liable to rophc.t&, :
- b. As a Departaent dtt:lchl, the Socr‘taq-G“ul is more likely
than the Minister to take & comprehensive and continuous v;ur of the problem;
c. The cutstanding ﬁormnty_ﬁm known reliability of the Secretary-

Gm.m.‘n. Alexandre Parcdi, are belisved to be such as to offer good

prospects of effective m.nlnuthn of the U.K.}ll .S. p'_un.

50. ALl subssquent widening of the circle of discussion will require
precise definition and prior U.K./U.S. agresmsst.

51, The various risks arising ) 0538363?523\5320) USC 3605
particularly the

require that
ut not both, the logical nomines being the u.g.
the Prench bave been associated in the past..
52. Thare would be distinct advastages ins u.x./o.s. joint approach
based on joint consultation na Joht- Mum in the Layght of the |
Ia view of the taet M a considerable o{fort

‘on"the part of the French is nquua. the m-mm;uo pressure, -m

be exerted. ; ‘ ,
53. Inssmuch as the U.K. ,mmu.s. mmumunnrw
been apprised of this p-obu* and in view ot t.npir om,cm positicns, it u

1ogiu1 that uuy should -i# the mtm ;pm to u. Parcdi. -

i




