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9th November, 1953,

UK/US COMMUNICATIONS SECURITY CONFERENCE 1953

RePORT OF THE OPARATION.L RiiUIREMIENTS SUB-COMMITTER
to the

BXECUTIVE COMMITTES

On~Line Teletypewriter Security tguipments:

Speeoh Security Lquipments

1. The Operational Requirements Sub-Committee has considered Combined end
NATO requirements for on-line teletypewrlter security equlpments and speech
security equipments and endorses the general statements made at the 1952
Conference., The Sub-Committee calls the. attention of the Executive Committee

to the faot that long range planning for meeting the overall on-line and

speech requirements is contingent upon the provision of a definitive statement
of the requirements. Thus the Operational Requirements Sub-Committee endorses
the recommendation of the Engineering Committee that & requirements dlrectory be
prepared. In addition, the bub Committee recommend:

2., That long-term plans should aim &t the maximum degree of
standardisation of equipment thereby reducing the meintenance load
. and lack of flexibility of .communications inevitable in the use of a
multiplicity of equipments but necessitated by the present shortages
of those equipments,

b. That when plans are made to transfer equipments designed by one nation
to operational staffs of cther nations due account should be taken of
the need for providing:

(1) adequate supplies of spare parts;

(2) training facilities for both the operating and maintensance
personnel of the receiving nations;

(3) where possible, the use of repair facilities on a reciprocal basis.

¢, That the design of on-line equipment should be such that it is
impcssible to trensmit plain text inadvertently in place of cypher text.

2. On-Line Teletypewriter Security Eguipments,

a, Requirements and Available Bquipments.

(1) First Level snd Second Level,

(a) There are Combined and K.T0 requirements for on-line
teletypewriter security equipments at both First andi Second Levels.
It is desirable but not necessary that these requirements eventually
be met by the adopticn »f standardiised or intsrworking equipments,
SHCEUR and SACLANT have defined their reguirements for on-line
teletypewriter equipments, In addition, there are naval
requirements for point-to-peint and RATT broadcast egquipments,
although the adoption of on-line cyphering for the latter purpcse

is unlikely to be 1mplemented for some considersble time,
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At the present time, Apparatus 5 UCO® is availahle in
limited quantities for synchronous-use, For ncn-synchronous
use, limited quantities of SIGTOT (in two versions) are available

and SACEUR has also contracted with a Norwegian firm for the
manuf acture of still ancther version (ETCRRM)

(b)

# It should be noted that the production contract for
#Apparatus 5 UCO is running out end eculd be extended only if
additional orders are placed 'in the near future.

(2) Third Level,

No Combined and NATO requirement for an on-line teletypewriter
security system for use at the third level can, at present, be
defined. It is possible that a reguirement will be established when
Combined and NATO requirements are examined in detail by the group
oharged with compiling a directory of operational requirements,

b, Liguipments Planned;

The following on-line teletypewriter security equipments are now in
course of development but are sukjecet to final security clearance and may
eventuelly be avallable to meet Combined and NATO coperaticnal requirements,

(1) Non UK/US Squipments,

(a) The Dutch "ECOLEX" one-time tape éqﬁipmént has been proposed.
It is in limited use by the Duteh now., Capacity for production
1s about ten per month, : : '

(b) The French have proposed an equipment, the T53, which does not

employ key tape., It is in test use (pre-production models).
Exoet status and produetion eapacity nct known,

(2) UK/US Equipments,

(2) Synchronous,

Service'tesf model due 1954,

(1) A¥saz D, 7315 (US)
(11)  AFS#M D, 26 (us) First engineering model under
‘ congtructicn,
(iii)  AFSiM D,22 (U.S.) 'Develop'mént mbdel due late 1953,
(iv) Engineefing quel.on trial,

ARTICHOKE (U.K.)

(b) Non-Synehronous,

(1)

AFSAM 9 (U.S.) Produotion due to start Sept. 1954.

(ii)  METROPOLE (U.X.) Under development,
(113)  INCUBATCR (U.K.) Breadboard stage only.
(iV) CONVERTOR N-, 5 (U,K,);Development model due late 1953,

(Synchronous when used with 5 UCO)

(c) Faesimile and Speech Equipments cepable of providing
Yeletypewriter security,

(1) AFSAJ 700 used (U.S.)
with ANF/FGC-1L
or ANF/FGC-5,

Service tests in near future,
Production contract calls for delivery

of 102 equipments. for U.S, use by end

of 195} at rate cf 8 per month,
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(ii) AFSAY 806 (U.S.) Service trials soheduled early 1954,

(11i) MOUNTEBANK (U.K.) Development models under teste

3. . Speech Security Equipments,

a, Requirements,

(1) Strategic Requirements,

The Sub-Committee egreed that there is no genersl Combined and
NiTO requirement for speech security equirments for strategic use,
Such needs as might arlse should be met by the exdhange or reciprocal
use of national ecuipments as they become avallable alshough there is
currently no general requirement for equipments of one nation to
Interwork with equipments of ancther nation, such interworking if
it could be provided would be desirable,

(2) Tactical Recuirements.

The Sub-Committee agreed that there was a general Combined and
NATO tactical requirement for a c-mmon speech security device
capable of coperation over a clrcuit of normal speech bandwidth
(nominal 300 to 3200 cycles per second), In addition, there are
Combined and NTO0 Naval andi Adr requirements for a common speech
security device capable of operation over VIF ecircuits. Since there
is no prospect of providing a narrow band speech setcurity device of
size and weight suitable for use in a tactical role, part of the
Combined and NATO Army end Air requirement for en equipment to
operate over a circult of normal speech bandwidth may have to be
met by utilising equipments requiring the use of a wide band
transmission system for a single speech shannel,

b, JHcuipment Availability.

No speech security equipments suitable for Ccmbined and NATO use
are at present available, ' The fcllowing equipments are under
development and, subject to final security approval, may egventually be
availlable to meet Combined and NATO reguirements. g

(1) Strategic Yse, (Wire or HF radio)

(2) SORCERER (U.X.) Develcpment not complete.
(b) AFSAY D,806 (U.S.) Service trials due Feb, 1954, :
(c) aFsLY D,809 (U.s.) " Research stage only,

(2) Taotical Use,

(a) TRUMPETER (U.K.) .Reseafch stage only.

(b) HALIM/RK II (U.K.) _ Engineéfing models ccmplete,

(c¢) FICKWICK (U.K.) * Development models on trial,
/(a)
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(4) £¥siY D.8OL  (U.s.) Engineering models mid 1954,
(e) AFSAY D,808 (U.S.) ‘ Service test models due end 1954,
(f) APsAY D, 840 (u.8.) Research stage only,
(g) £FSAY D,801 (U.S.) . Zarly development,

(3) Special Purpose Microwave Radio Relay,
(2) D.70 (BLUE BOY) (U.K.)  Two engineering models nearly complete.
(b) AFSAY 816 (U.S.) In use, .

(c¢) AFsAY D,807 (U.8.) . Service test models due 1955,
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UK/US COMMUNICATIONS SECURITY CONFERENCE 1953

REPORT OF THE OPERATIONAL REQUIREMENTS SUB-COMMITTEE

to the

. EXECUTIVE COMMITTEE

On-Line Teletynewriter Security Equipments:
7

Speech Security Bquipments .

1. The Operational Requirémenfs Sub-Committee has considered Combined and NATO

requirements for on-line teletypewriter security equipments and speech security

equipments and endorses the general statements made at the 1952 Conference,

‘The Sub—Committee calls the attention of the Exécutive Committee to the fact

that long range planning for meeting the overall on~line and speech requirements

is contingent upon the provision of a definitive statement of the requirements.

Thus the pequirements Sub-Committee endorses the recommendation of the

Engineering Committee that a requirements directory be prepared. In addition,

the Sub~Committee recommend

e

b.

That long~term plans should aim at the maximum degree of standardisa-
tion of equipment thereby reducing the maintenance load and lack of
flexibility of communiéatiqns inevitable in the use of a multiplicity
of equipments but'necessitated by the ﬁresent shortages of those
equipmenté. |

That when plans arc made to transfer equipments designed by ohe nation
to operational staffs of other nations due account should be taken of
the need for providing:

(1) adequate supplies of spere parts;

(2) training facilities for both the operating and maintenance

personnel of the receiving nations;

(3) where 39551b1c, a—reetefeea;—exeh&nge of repalr facilitiesdw
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Ce ?hat the design of on-line equipment should be such that it is
impossible to transmit plain text inadvertently in place of cypher
text. |

On-Line Teletypewriter Security Equipments

2 Requirements and 4vailable Equipments

(1) First Level and Second Level

There are Combined and NATO requirements for on-line tele-_
typewritef security equipmenfs at both First and Second Levels.
It is dgsirable but not necessary that these requirements
eventually be met by the adoption of standafdised or interworking
equipments, |

In the casé of a variety of onc-time taﬁe systems inter-
workability but not standardisation is now available, SA4CEUR
and SACLANT kave defined their requirements for on-line telé-
typewriter equipmenté. So far, a limited quantity of SIGTOT (in
two versions) and Apparatus 5 UCO™ have been made availéble.
SACEUR haé also contréctéd with a Norwegian firm for the
‘mrnufacture of still another version (ETCRRV) of SIGTOT.

e Ere onauld be noted that the production contract
for apparatus 5 UCO is running out.

(2) Third Level
No Combined and NATO requirement for an on-line teletype-
writer security system for use at the third level can, at
present, be defined, It is possible that a reqﬁirement will be
established when Combined and N&4&TO requirements arc examined in
detail by yhé group charged with compiling a directory of

oper~tional requirements,

b. Equioments Flanned

The following on-line teletypewriter sccurity equipments are now
in course of development but are subject to final security clearance,

and may cver be M cet Combined and NATO operational

requirements,

/(1)
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(1) Non UK/US Eggipments

(2) The Dutch "ECOLEX" has been propoéed. Its on-line version
using one-tiﬁe tape is in limited use by the Dutch now,
Capacity for production is about ten per month.

(b) The French have proposed a non-tape system, the T53., It
is in tést use (pre—production models )s Exact status and
producfion capécity not known,

(2) UK/US Bquioments

(a) Synchronous g . : B

(i) 4FSaZ D.7315  Service test model due 1954.
(ii) AFSAM D. 26, Flrst engineering model under
construction,
(1ii) AFSAM D, 22 Development model due late 1953,
(iv) ARTICHOKE -  Engineering model on trial,

(v) Non~Synchronous

(i) AFSAM 9 Production due to start Sept. 1954,

(ii) METROPOLE  Under development.
(iii) INCUBATOR . Breadboard stage only.

(iv) CONVERTOR. R No, Development model due late 1953.
(Synchronous %H 5 UCO)

(c) F3051m11e and Speech Eguipments capable of providing
teletypewriter security

(1) AFS&J 700 used Sér&icé tests in near future.
with ANF/FGC-14 = Production ‘contract calls for delivery
or ANF/FGC-5. of 102 equipments for U.,S. use by end
. of 1954 at rate of 8 per month.
(ii) MOUNTEBANK Development models under test,
(iii) AFSAY 806 Service trials scheduled early 1954.

3.- Speech Security Eguipments

A, Requirements

(1) Strategic Requirements Yot v wo W W‘\L‘\W

The Sub-Committee agreed that sﬂfh requlrementf for spegch

s wirdo (in anald
securlty equ10MLnts for strategic use.as—have—beenlgzggiga should
be lnﬂmmequpments as they become

/available,
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available, There is no requirement for equipments of one nation
to interwork with equipments of another nation.

(2) Tactical Requirements

The Sub~Committee agreed that there is a general Combined

and NATO tactical requirement for a speech security device

A
capable of operation over a circuit 6f norma1 speech bandwidth
(nominal 300 to 3200 qycléé-ééf sécéﬁd>;' In:additiop, thgre are
Combined and NATO Navai and Alr rgqui;é@qnts for aAspeech security
device capable of operatibn_dvér"VH@ dirpuits. Since there ié no
prospect of providing & narrow.hand speéch:security device of size
and weight sultable for use in a“tachical role, part of the
Combined and NATO Army and.Air'réddi:emént for an equipment to
operate over a circuit of normalispeéch.ban&width may have to be
met by utilising equipments_requiriqg fhe use of a wide band
transmission system for & single speech channel,

Equipﬁent Availability

No speech security equipments suitablé for Combined and NATO use
are at present available., The following équipments are under
development and, subject to final security approvel, may eventually be

available to meet Combined and NATC requirements,

(1) Strategic Use, (Wire or HF radio) _

(a) SORCERER Development.not complete.

(b) AFSAY D.806 " Service trials due Feb, 195k,
(c) AFSAY D. 809 Research stage only.

1

(2) Tactical Use

(a) TRUMPETER ; :  Research étage only.
(b) HuLIMARK IT Bngineering models complete.
(c) PICKWICK : Development models on trial,

/(a)
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(4) AFSAY D. 804 Engineering models mid 195k.
(e) AFSAY D.808 Service test models due end 195k.
(£) AFSLY D, 810 Research stage only.
(g) &FSAY D. é01 Early development,

Special Purpose Microwave Radio Relay

(a) D.70 (BLUE BOY) Two engineering models nearly complete.
(b) AFSAY 816 In use.
(c) 4AFSAY D.807 Service test models due 1955,
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