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001'( 

20 July 1949 

MEMORANDUM FOR MEMBERS OF USCIB: 

Subject a 

&lcloaure: 

Proposed Measures for Improving the Cipher 
seauri ty of \ieetern Union Communications. 

(A) USCIB SECCOM Special Report No. 1-49. 
(B) Chairman, LSIB Memarmdum dated 

30 June 1949, SB/S78. 

1. At the request of the Chairman, USCIB, the 
1118110randum from the Cbairman,. LSIB, "Weatem Union Organi
zaU.on, Seouri• or Coanunioatlons" (Enclosure (B)) was 
referred to the Security Ccmnittee tor study. b 
recommendations or that Couai.ttee w1 th respect to the LSIB 
propoals are forwarded hennd. th as SECCOM Special Report 
No. 7-49 (Inclosure (A)). 'lhis "POrt. will be coruWiered 
U!ller Item 2 or the agenda for the Fort¥-third meeting or 
the Board, 

USCIB 1 14/$8 

/a/P. J. Karl 
tor H. D. JONES 

P, J. KARL 
5eeretar1at, USCIB. 

Declassified and approved for release by NSA on 06-11-2014 pursuant to E .0. 1352e 
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USCIB SECURI!I COMMITTEE 
§PidiAL REP<itf to. 7:®. 

(iO uscf8 dtreOt) 

20 July 19!0 

REPORT ON PROPOSBD MEASURES FeE IMPROVING '!HE CIPH:Jm 
· · §§j(Jitfff m" tMWM tmtow COMMtmt cmms 

THE PRJBLIM 

1. To study the memorandum of JO June from the Chairman, LSI.B, to 

the Chaiman, USCIB1 arr:l to make reoanmel'Xlat.1ons thereon to USCIB. 

FACTS BEARING ON 'l'HE P~BL!M 

2. USCIBa W51 of lB July 1949 conveys this problem to the 

OODIId. ttee. 

COHCLUSIOHS AND RIOOMKDIDATIOltlS 

3. The Colllld.t.t. preaenta the enal.oaad draft o! a •1110randum from 

the Qud.ran, USCIBt to the Cbair.n, LSIB, and reoo.aaaemla that th18 

JIM80rand um be tranai t ted in reply to LSIB t • memo:nuxiUlft ot )0 June. All 

pertinent. consl.derations and argu~Mnts, as the Comitt.ee developed th• 

dur.1.ng its stud7 of the p~blem, are set forth or implied in this dratt. 

COORDINATXCif 

4. No cooroination ot this matter with other Committees or 

authoritid has been deemed neces8&17• 

BncloSUJ'ea Proposed mBJilOrand\1111 tor the 
Chairman, LSIB, traa the 
Chairman, USCIB. 
SBOCOM dratt, 19 July 1949. 

SICCOM It. llo. 54 _ Jll SRR£T 

/s/E.S.L. GOODWIN 
E.s.L. GOODWIN 

Captain, u. s. Navy 
Cbairllan1 SECCOM. 
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IQeSHif1. 

Maaorandum for!:!.. ChairmanJ ~· 

SECCOM ~t 
19 JUly 9 

Subjeatc Cipher seourit,y for Western Union communications. 

ReteiWlcea Memorandum ot 30 June 1949 from the Chairman, 
LSIB, to the Qudrun1 USCIB, With enclosure 
(memorandum ld.ll. hereinafter be, referred to as 
"the Chairman's JElllOrandUIJln am enclosure as 
•the Chairman • s encl. osure".) 

1. The reterenDe has been read w1 th interest. It 
obvio\llly represents the al:tux of a most involved am diffi
cult study, a.rll the solution which it preaenta is patently a 
collpi'OIIi.8e among violently antagonistic Viewpoj.nta. 

2. USCIB1 aatt.ng llithin the l11111ts o£ ita charter, 
must be gove:rrMld in this principally by considerataons of the 
at'tects of the alternatives on u.s. Coirmunioations Intel.li&ence. 
F~m tid.s narrow standpoint, ~ basia 1mprovemillt of Western 
Union colllllllllicatJ..on security Will be detrimentaJ.1 either through 
direct loBS ot intel.liaenae (consider paragraph 3 of the Chair
mants meaoraadum and poaaible lld.scarriages of the Ellt.il'e LSIB 
propo8al) or through indirect loss or intelligence through 
resultant 1eneral European improYeuaent in commWli•::atJ.oo-eeaurit7 
oonaoiouanaas am knowledge. In this latter connection USCIB 
notes that any- improYeJaent of the oipber aecur1 ty of Western 
Union natlona may avent.ua.ll.7 involve an extension to that ot 
Atlantic Pact na'U.cna. USCIB, theref'on1 11hile fully concurring 
in the aegumenta presented in paragraph 7 ot the Chairmanfs 
I*IOI"aDdum• am while reoogn1zing the po~~aibilit;r that considera
tlOBa ot seem v may overJ'ide thoaa or intel.ligmoe, ia con
etraiMcl to express only qualified approval or the proposed 
coune ot aat1on1 subject to certain reae"a tiona, hereinafter 
preiMftte. 

3. USCIS oonsidere that the propoeal of the reference 
1e 0011pl.e1iely acceptable a~ a basia tor planning for the si tua
tlOD oonteplated in paragftpha 6 w 7 of the Cha.tr.n• a 
ctalowre (that is, the situation attendant upon a state of war 
or aoad1Uoaa appl"'&ching a state ot wu). USCI81 hareYer, 
cona!dere that there ahould be no ialecliate implement& t.1on ot 

lrlcloaure with USCIB SECCOM Special Report No. 1-49. 
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SECCOM dJoatt 
19 JUli 19$ 

Cipher aaour.L t\1 tor Western Union c0111Ql.U11c a tiona. 
-. - ------~ ~ ~ -~ ~ ~ . -- - - ~ -------- - - - -
the plan except such minimum measures as may be necessaey- to 
p8Z'IIit LSIB to insure tha adoption of ita propoaal, the maximum 
such, from the USCIB stam.po1nt, being as follws• 

(a) Pre8111t the Type!t M&rk II to the Western Union 
nations as the proposed combined cipher machine 
for tu ture emergency. 

(b) Do not daliver copies o! the Typex Mark II to a~ 
other na~on, but intorm the Western Union nations 
that T)'P8X Mark II w:Ul be danonstrated, in London, 
to any cr;yptanal1ata and cryptographers W1oro they 
choose to send to Lomon for a thorough and un
limited study of the machine, the proposed method 
ot its use, and the details of its routine operation. 

(c) Contingept 0111 the other w.u. nations' acceptance 
of the proposal 1 accumulate 1 in U • .K ., the reserve 
ot JUOhinea, inet.Not4.on81 am key Usta required 
for the condition COilteDJllated in paragra.pha 6 am 
7 of the Chairman's encloaure, ani give to appro .. 
priate representat!ves of the w.u. nations full 
knowledge or and ac~a to this accumulation. 

4. In preMnting the foregoing, USCIB recognizes that 
the ooune of aot.t.on which it r-eC<818Jda taile to t.ake acoount 
et tbe nqu:l.r8Mrl\a expresac in paragraph l of the Chail'JIIUl' a 
...-andum and the tirat aen t.ence of paragraph 8 of the Cllair
aata mcloe111"'8 (that is, the i~ate need tor cipher aeou.rltvr 

_ for tba rapid exah&nge of W.U. COl'IIIIUDiC&tions among the W.U. 
oapltala and high c~). USCIB recoanenda, therefore, that 
thie requilW8Jlt be met 'by the proposal of super-encipherment 
preaented intonaally b7 signal 'by the Senior British Liaison 
Oltioer as a Nsul t of his membership in an ad boa cODIIittee of 
USCIB wh!ch met on 26 August""194B. This proposal, for official 
reooJ'Cl, is rei i.eratecl bel.owa 

That the U.s. and G!"es t Britain agree upon aDd 
provide a ao11m0n system for the super-encipher• 
Mnt or all meeeagea of a critical. natureJ that 
the usa of this sys tam be confined to common 
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TIP ltCRO SECCCJ.1 draft 
19 JU!i 1§49 

Subject a Cipher seour.l. tor for Western Union co.mmunica tions ~ --. -- - ~ -~ - ~ - - ~ -- ~ ~ - ~ -- ~ ~ -- ~ - - ~ --
cr;yptocenters at critical locations, the 
CEilte:rs to be manned by personnel ot any 
Western Union nationBJ that agreement of the 
Western Union nations be obtained to pass 
or! tical infom.a tion only between points 
served by these cryptoeentersJ that all 
powers reserve the right to cryptograJil such . 
message• 1n their own 3YS tenw prior to deli veiry 
to the common cryptocanter. : 

That the co11mon means of super-enciphermant 
preferably consist of a one-time tape systan 
capable ot the mnst rapid handling of trattia. 

S. USCIB reoogmaes,. .further- that its present reoom-
mendat.lons do not meet the needs implied in paragft!]h 4, the 
MCIODd aentenoe o.t pa.ra,gra.pll 8, ani the seoom point in paragraph 
10 of the Chairman's enolosUl"', but is constrained to state that 
theae aonsiderationa are beyond its cognizance. USCIB hopes, 
howwer, that the proposals daacribed in paragraph .3 of the 
Chai.-n • s memora.ndum ( ·.mioh would tan! to be more detrimental 
to UBCIB• a narr011 interests than any of the more likely develop. 
MDte bt»a LSIB•a proposal) oan be forestalled by actton which 
v1l1 be in accord both w1 tb LSIB' s proposals and its own demurs, 
am requaate that it be kept informed or perti.nent developments. 

Chilrman usetB 

liP SECREt 

--


