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SUBJECT: 1953 UK/US CUMSEC lonference

TO: P/P FROM: C/SEC DATE: AUG3 - 1993 comugwt wo. 3
FCAustin/60489/ebs

1. General subjects for the agenda (Phase 1) are as follows:

a. Security of cryptosystems previously discussed in UK/US CUMSEC
Conferences and still under active consideration in the US, UK, or both.

b. Security of PANDORA, BALDER, :SRCURY, HERCULKS, and AFSAW 722,. These
have not been diacussed in earlier BRUSA COMSEC Conferences.

¢s 3Jecurity standards.
2. The general cbjectives are exchange of information on each cryptosystem
cansidered, detemmination of the degree of security it affords, discussion of
means of improving its security where such is desirable, and arrival at agreement

on the level of use for which it is acceptable. Security standards are to be
discussed with the aim of arriving at a comumon set of standards in judging the

security of cryptosystems.

3. A list of papers and reports already forwarded and to be forwarded is
supplied as Inclosure 1.

4. General subjects for the agenda (FPhase 2) are as follows:
a. CCM replacement.
b. Combined and RATC weather requirements.
¢. On-line Combined and BATO requirements.
d. KATO second level back up (possible replacement of NATEX for this).

o. Remaining Canbined KATC naval requirements (NC3('s and merchant
shipping) .

f. Remaining Combined and NATC tactical requirements.
&£+ JMiscellaneous requirements such as IFF,

5. The objective of this phase will be to agree on equipment or systems to
neot requirements.

6. The following persons are nominated as C/3EC's delegation to the conference:
(It should be noted that the representation is so arranged that only twe need stay

for the sntire conference. It should also be noted that, as agreed last time, there
will be meetings on production agreements and on CUMSEC procedural matters during
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the confersnce (beginning in the preliminary informal phase) and that adequate
representation is necessary for them as well as for the conference itself.)

R——-——— e ]

a. Mr. K. Kuhn - ESA-42. Kr. Kuhn would be present only for the pre~
liminary phase. He would be involved in the preliminary engineering discussions,
in the trips to UK production and engineering facilities in the production agree-
nent conferences. This opportunity for the Chief of the Crypto-ingineering
Division to witness UK production methods at first hand will be extremely beneficial.
He would return to the US approximately 28 October.

be Nr. Byon A. Page - NSA-412. Mr. Page would attend only for the pre-
liminary security discussions and for the first part of Fhase 1 of the conference
proper. There are to be some 50 different items of cryptosecurity consideration
and Mr. Page is principally responaible for the preparation of the U3 papers which
have been and are being prepared on thess items. Mr. Page would stay until about
1 November. (Hote, for personal reasons ¥r. Page might find it impossible to attend
the conference; if such should oceur Mr. Lowell Fraser (HSA-412) would go in his

stead.)

¢, Dr. Hareld J. Stukey ~ NSA~412. Dr. Stukey would attend thru the first
phase. As mentioned above there are an axceedingly large number of points to cover
in the security field. Dr. Stukey would remain throughout Fhase 1 in order to pre-
pare the reports which will grow out of the informal phass and ocut of Phase 1 it-
self. He would return to the US approximately 5 November.

d. Mr, Thomas Chittenden - HSA-402, kr. Chittenden would stay for the
duration of the oconference. During the preliminary and first stage he would attend
the engineering trips and discussions. As representing the C/SEC Planning Staff he
would participate in all the production discussions and agreements. During the
second phase he would participate in the planning for meetling existing requirements.
Probably the most difficult of the requirements which will come up is that of
neteorological cammmications. As a member of the Combined weather security subpanel
of the CAN-UX-US JCEC's Mr. Chittenden is particularly well qualified for this
problem. It is alsc likely, ths weather problem being sc acute, that there will be
weather mestings cutside but during the conference itselif.

9 Mr, F. C. Austin - HSA-41l. Mr. Austin would stay for the duration of
the conference. lHe would attend the security discussions in the preliminary and
first phases, and would handle the US end of the procedures mestings. (We are on
the verge of on & Combined and NATO crypto procedures manual (prepared by
ESA-4] and CPB) but there are many questions which can only be resolved at the
conferencs.) Xr. Austin would stay throughout Phase 2 since there will be many
security and procedural questions arising during discussions of requirements. lr.
Austin also will have recently attended a KATO meeting on cryptographic matters and
this should be of benefit in discussion of KATO requirements.
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7. C/SEC strongly supports the suggestion made in paragraph 3 of Comment ¥o.
2, that the sole criterion for disclosing equipments or cryptoprinciples to the UK
in spetific relation to this conference ahculd be whether they are to be reserved
for exslusive US use, except in those cases in which concurrence of & Service is
required for disclosure of ressarch and development under its cognisance. C/SEC's
opiniens on relesase of cryptoprinciples to the UK in general are contained in
other correspondance addressed to you as camments to your D/F of 2 July.

F. E. HERREL
COLONEL, usgg
CHIEF, OFFICE oF

OMMUN)
Inels CATION SECURITY

US BRUSA Reports to be
Avallable for 1953 BRUSA
COMSEC Cenferences, 29 July 53
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SUBJECTs 1953 UK/IS COMBEC Conference

T0: G/SEC . ¥ROMs E/D mEs 20 LIS oo wo, 2
s/AssT Mre JRCHles/3mry/60L00
P/P  (IN WRN)

1o The fullloing infommiion (i coamdetdon With tim 1953 UXAS cMELC Conferenso
1 opdied e yoruetel in purecsuph 3 of comunt Mo. 1.
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SUBJECYs WEWWWWM (CoNENT W. 2 contimaed)
(L) Desaription of APSAX DSOS (FUX Broadosst Cifax Rquipeent)
(S) Description of APSAY DBOL (Special Purposs Ciphony BQuipmeut)
(6) Description of AFSAY DB (One~far-Four Ciphoay Bqulpment)

(7) Dascription of APSAZ 7306 (1,650 bit per second Wireline Trenswlssion
 Baipont)

(8) Desoviption of APSAZ 7308 (Balftone Climx Adaptar)
(9) Deeoription of OPHIE (Relay Rotor Analog)
(30) Description of KISON (Blnary Setting Cenarator)

(1) Report on IFF and Data Transmiesion Systems Stadies (HRL and AFCIS
Proposals)

(12) Interim Report om Radiation Studies

(13) Report on Mpd 3 Koken Key Conmrator Studies

(1) Report on Fibunsooi Key Generater Studies

(15) Report on Pulsed Marnetic Core Devices

(16) Roport on reryo-flesonant Klomcmts

ds The following R/D persommel are nosinated for the U. S. Delegationg

m‘l‘ﬂ-‘C(W
Mte Jo Re Chlles
e K. M. Batheus '
Hre Be 0. EXiokaon

Dre Wo He Evekinge

e We Py ﬁvns (Mt Mre Fo Lo mek’
Nrs Frank Mtehell (Altermate; Mre T. H. iitchar)

Of theas noxtiness, it i felt that it will Lo neceseary far anly one or twwo of
tis fixst tlvvo-named individoals to remmin for Phases I and IT of the Confascbos
itaelf. The other R/b representatives will participate only in the Informal
disgussions betwomn the engineering and socurity experts daring the tuo-woek
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1953 UK/US COMSEC Conference

R/D P/P 1 July 1953 COMMENT O, 1
C/SEC Mr. Douglas/L21/gaw
S/ASST (IN TURN)

1. The 1953 UK/US COMSEC Conference is expected to be held in London about
1l October, The exact date has not yet been set by the Cypher Policy Board.

2. According to the recommendations of the 1952 Conference, the following
conditions are to apply in the forthcoming Conference:

g, That a fortnight should be provided before the Conference opens for
diseussions between UK and US Engineering and Security experts for examination
of equipments and for visits to establishments, Experience has showm that such
exchanges can best be conducted informally,

b. That the Conference itself should be in the following two phases,
held consecutively: '

(1) Phase I: Preparation by the Engineering and Security Experts
of reports listing and assessing equipments available and
under development,

(2) Phase IT: Meeting between US and UK communications staffs and
revresentatives of C.,P.B. and AFSAC to examine and define
Combined and NATO operational requirements and, where possible,
to recormend equipments to meet them.

3. It is requested that the addressees forward to this Division the
following information:

a, General subjecits for the agenda, Detailed items need not be included
at this time but should be under consideration for later incorporation under the
appropriate agenda iten,

b, General objectives to be accomplished for each agenda item during the
Conference,

¢e A notation of papers and reports prepared or in preparation in support
of agenda items,

de Nomination of NSA personnel for the US Delegation.

4, Until a Pfirm agenda is adopted, the foregoing information should be
considered as tentative in nature subjeet to later revision.

JESSE 0. GREGORY
Colonel, USAF
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1. The 1953 UX/US COMSEC Conference is expected to ve held in London about
1l Sctober. The exmct date has not yet been set by the Cyibor Policy Board.

2. According to the recomendetions of the 1052 Conference. the following
conditions are to epoply in the fortheaming Conference:

8. Tbhet & fortnight should de provided before the Comterence cpens or

discusgions betwean UK and US Engincering ard Scourity experts 'or exapdnabion
of equipnonts mvl for Ticits to establishmerts. Experience has shown that such

exchauges can test le conducted informally.
b. That the Confererce itself chould Ye in the trollowing twe rhasges.
held conseoubively:
(1) Puase I: Preparstion by the Engineering and Sccurity Experts
of rercrts listing end aosessing equipments avallsble and
under develoment.

(2} Phase II: Heeting between U3 and UK communications stafls and
reprercptatives of C.P.B. and AFSAC to exunlne ord defite
Coabined and FATO operational requirements apd, where possible,
10 recamnend eguiments to meet them.

3. It iz requested thet the addressees forward to this Division the
folloving information:

8. General subjects far the agenda. Detailed items need not be included
at this time but should He vnder considerstion for lster incorporetion under the

eppropriate egondn itenm.
b. General objectives to be accamplished for each agenda item during the
c. Andmionormammspmperedorinmmtwnin support
of agepda items.
4. Bamination of MBA persomnel for the US Delegation.
b, ntil a firm agenda is adopted, the foregoing infarmetion should be
considered as tentetive in nature subject to later revisiom,

EiRN60)
JESSE 0. GREGORY
Colomel, USAF



