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15 June 1953

MEMORAR 1A

T03 R - ¥r, Armstrong

Through: R/SPS = Mr, Polysoides
Frams  R/SP3 = R. 7. Packard

Subjuets BRISA Conforenes on the Comumicaticng Socourity of NATO
Covatries

The final session of the Conference was held oz Friday afterncon,
12 June, at which tima a corrected fingl Araft of the ‘onference Repxti
vas zgreed, The final Report will be prblished and ecirculated within

a fow dxys,.

l., 7The Conclusions and Recomme:dations will be omtalned
in the Report es paragraphs 25-3L, A copy of them is attached
herewith as EZnclosure 1,

2, The proposed aection to bo takon as a result of thia
Confaerence 13 deseribed in paregm shs 18 through 2L of the
Report, A copy of these paragraphs is attached herete
a8 Enclosure 2,

The folloving explanations may be of interest as re;ards the
Conclusionss

1, OOMNIT is desecribed as a "potentisl souwrce® of highly
valuadble intelligenoe to the USSR (Para 25), and the damage
to the security to the US und UK crestad by tho availability
of this COMDIT to the V3SR is deseribed as "potential dsmege”

_(Pare 27), |

EO 3.3(h) (2)
PL 86-36/50 USC 3605
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bs exploited sffectively bty the USSR exvept in those cases
whers thtmnptrud.plm direstly in, or osn affect
dirsotly, the negotiations or arrangements whish the treffic
cooperns, Rowever, both parties sgreed thaty so long as the
commmications of um comtries are s, they represent
& valuable potential source of CONINT for the USSR and, there-
fore, real potential dmmage to the sesurity of the US and UK,

§5~x,3\.‘,§‘<7h> (2) 4« In considerin; means to correct viclatimes of "CGSMIDM
PL 86—36/,‘5‘9\38‘? 3605 and *5AI0Y commmications security regulations it wus felt that
such violatims could not be dealt with effoctively save by

dealt with indireotly (Pare 304),

5. In selecting the existing communications sscurity machinery
of the FATO Standing Oroup ss the instrume:tality for improving
the natimal communicatime of BATO qountries (Para 30a) the
Confererts vas aware that the Standing Orap actually exercises
suthority only in the nmilitary sphere, but felt that its machivery
vas en available and Becustamed means vhich eould accomplish the
improvemsnt progrum best ani that the partisipating countries
wmldlihﬂymeoto its use for this purpose,

The following explanations may be of interest as ra ards the
propuod course of setion,

1. 3he consensus of the Coiferenve wes that the initial
asproach to ths French Government (Para 18) should be at the
diplomatic level, However, other means are svailable such as
the existing contacts of the Tripartite Security Survey VWorking

e . g
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. The Confermed TL04 that the detatls of the approssh

be worked out best ty UBCIR and L8IB, rether than
tlewpting to reach sensible detailed conelusione oa this
vithin the limited time available Lo the Conference

| EO 3.3 (h) (2)
PL 86—36/50 UsC 3605
2, The prinoiples vhish are to govern the initial _

discussions with the French and the sudbsequant dealings

with other REATO countries (Porss 18b and 22) are based on -
intelligenoce and genersl seourity omsiderations, In

addition to being enumereted in paragraph 10 of the Report

they are summarised in Paragraph 29 of its Conolusions.

3. SECAN and FUSEC (Pars 19d) aro the specific aubordmuo::‘a
of the MATO Standing Oroup in the ooeamications security field
which the Conference selected as ths instrumentalities for doalin;;
with all theo HATO countriss exocept France. | |

o the US Qovernments the task of handling
this nation for. Em%m_ﬂr"’_ﬁm_}'m TJU comn ving bean delegatod

to tho Govornmtnt.

h. ‘I‘he Ccnbinod VWorking Group which is proposed (Pare 24)
,,,,»’muld bo a small, informal body equating in the COMSEC fiel: to
~  the Tripartite Security Working Grows in the gonersl secwurity
£ield, It would be conserned only with this program for improving
* the commmnications seenrity of NATO comntries,

i

;1
1]

The prineipal differences between the Conclusions of +hip Confersues
and the Conclusions of the Confarence on French SOMSEC in 1951 are as
followsgs

o 3.3 (h) (2) 1, It is concluded now that @ progrem for improvement should
PL 86-36/50 USC 3605 Do undertaken vith &l HA90 countries -- not just France - and
that this program should concern armed forves, as well as diplomatice,
commmications, (The 1951 Conclusions limited the program to
French diplamatie mionuon-.)

24 It is c.nioduded now that the internal sscurity of France
is still insdequate, and that the isternal security of other
FATO oountriss oannot Do assessad aoccurately for want of adequate
information, 7The intermal ssocurity of other KATO comtiries samnot
be assumed to be better than that of Frande, Sinoce it is also
cancluded now that the USSR oould not ocompensates adequalely
through other sources of intelligence for the potential waluse of
CONINT from the conmmications of NATO countriss, the insdequacy
of inlernal sesurity should not be a detarrent to undertaking a
COMSEC progren &8 soon &8 oselble, 8o long as thare is no direet
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£O 3.3(h) (2)
PL‘*‘8\§1—36/50 USC 3605 erNeE
o oryptanalytic techaiques, (In 1951 it was concluded that no steps
shonld te taken pending an adeguate f{mprovemint in the internal
security of Franoce,)

3..mrmwmmm‘.wwmm€

conclugions as ¢o0 the value to either the USSR or the |

It hss been concluded, hovever, that this
snte a real potential danper to the security
In 1951 it wvas concluded that |

an3<h> (2) ke It 1s now concluded that BRUSA COMINT success and
PL, 86-36 /5@\,3‘5’9%‘3605 cryptanslytic techniques should :ot, and necd ncty, bs revealed,
e (In 1951 it was ccneluded that |

| It is conelunded aow
4 suec Progranm can be uide now throvgh COMSEC
channals by aprealing to the kuowehow and concern of Franoce

and certain of tho other NATO countries, (In 1951 it was
concluded that a viclent shock on the diplomatic level would
be prerequisits to sny suesess with the French,)

S+ The preseat slan does not propose the provisiom of
U9 equi: t to HAT™ countries cr tha insertic of US or X
techrilgnl asslstance within the or;ptographis agencies of the
HATO eomitries. (Both of these steps were oonsidered prerequisite

in 1951.)

It 19 recommanded that the views of Lees Parke-of°CY bo obtained
prior to spproving this Report in USCIR, Les Parke may desire to participate
in 4drewing up the minimm comrunication seqarity staniaxds which are to bo
used by SECAR as a basis for dealing with the RATC couniries.

_ The oorrected £inal draft Report of the Conference is forwarded
herewith, It i» requested that it be returned for file.

Enols
As stated aboﬁ




