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George Fabyan, 160 W. Jackson Blvd., Chicago, Illinois.
The Chief Signal Officer of the Army, Washington, D. C.

Printing Telegraph Ciphers.

Your communicetion of September 18th,with enclosures
as statec_i, wes received. _Diligent, conscientious work, con=
sistent with the importance of of,her.work we have on hand,
wil} be made on the problems presented and t'}ée result, if

any, reported to its source.
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The Ohief ¥igml 0fficer of the Jymy
Colonel George Pabyan, tepeva, lllinoie

Printing felegraph Gipher ‘

[_ 1. #ith refererse to cu¥ lelter of Sgptember &d, there
are forwarded herewith one hundred and thirty-five c¢iphey tapes prepared
from the total muder of nespages actually sent in one day by the four
staticts of the Printing Teleagroph System now operated by the Signal
Corps betwsén Washington, HNorfolk, New York City md Hobokem.

) "¢ ' All thése tepos have boon preparsd by the we of one
’ pet of kay tapss. In this case one fowrth of the & koy tape was allotted -
as the 1imit for eecoh station. |

B A small mmboy of typographical errars have been found
in somo of the mdssagesy but as these were sotusl imoidents of the day's
transrission thay ere anoiphered oxastly 4¢ they exiated. They have not
been introduced to add &ifficulty to tlhe éndiplerment. In order to be
asgured that no trick or umusual enpciphorment was entered intoy an
wminterosted officer was called in to verify this fuct by agtual obser-
vation of the method mied as demonstiated by tip deciphormemt, in his
presepde, ¢f tho messages being sant you.

4. Phis offipe rotains exset coplies of the cipler tepes fore
varded to Riverbank as well as the Griginal English tapas, the key tapes,
and the page proof cheets usaally mpde during the enéipherment.

Be One mossage was 80 long thet it required eix shwets to
o print it, houoe parts of this message sre to be found on sz ceparate
:  tapes emoiphered in acdordance with the ezioting Sigmul Corps traffle
yulsie | It 18 to be noted that ell the messagos are gnoiphered exactly
as presoribed in the dopy of oroioting rules furnished to you by Lient-
<emat Golonel J» 0. Maubo ygme upon his ldst vieit ‘to the Riverbank
Laborstorteﬂ and that no attempt has been made to disguise the oipher
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indicatiyss HOwaver, it 1s ¢o be poted that, in all futuve work
of ¢the Sigiel) Corge with this cipher madhine, the oipber indicstors
will be sent in amociphered ecde so as to prévent the arrangement

of tho mofsages in oyolee, vhidh 13 wderstocd Lo be the basis
requirasent $n the syetenm developed by the Riverveak laboratories
for tho attzok on the Printing Talogrsph cipher.

6e It 15 to %o regratted tiat the mosger office fores now
an duty with e Ciphor Printing Telegraph System amd its constant
| eumploymmt on officicl dusinoss melte 1t nocessary to gend the ;
| moshages to you in the ariginal tape form imtend of belng ;
tranglated into Englich charsotoys with suitadle gubstituted figures
, far the so oalled "stunt™ sigmls. Ore adventage, howower, which
- will agorne 18 tho faot that when tho work is dope by your Own
L farce, erroys in transoriding whish night otherwise osowr will
_ 'be eliminated, !

rd

Et. i_ 9ne outcoms of this sxpariment will o awslted with
erest jntorest, a5 will any further informtion wiioh you ray
develop alout this aipher whish might Yo telon adventage of in the

fataree 7

Boorge 0. Sguier, .
¥ajor Gamoral, .
Chisg Bignal Offlcers

e - — -



~ =7
'; (). . FREF ID:n4148985 v
' 1st ind. jomsho | - - -
04043404, Eeptember 11, 1919 - %o bireotor, M. i. U. .
U SR YR S A

.

1., Kxeturned, acknowledging receipt of cipher indicator code
which is approved, and which will be used in all future work withifhe
cipher machine in question.

for enciphering this code are changed as often as the key tapes and that
the instructions for the use of this code are carripd out to the letter.

L

:;:;;Slé.‘BSquier,
vjor ral, U.

[ ] Ac,
SChief 'Signal Officer.

-

24 ®©

oAl DERAITMENT
. 2, Precaution will be taken to see tlat tl three key alphabets
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Mik. /ARY INTELLIGENCE pxaswx Division B _."m::;.
In replying refer to I 1/ /
421522 WAR DEPARTMENT TR
eeteTe OFFICE OF THE CHIEF OF STAFF i 2 3
WASHINGTON. Yo ragg Lu- Aitl MF'\:"-“
September.2, 1919,
From: Director of Military Intelligence.
Tos Chief Signal Officer of the Army.
: Subject: American Telephone and Telegraph Cipher. Machine,

-

1. I am informed that recently Lieutenant Colonel
Joseph O, Mauborgne, Signal Corps, of your office, and Major
"He 0. Yardley, U. S. Army of the Code and Cipher Section
of this Division, have been in consultation regarding some

M CHURCHILL

Jvk Brigadier General, General Staff,

means of disguising the cipher indicators that precede
megsages enciphered in the A, T. and T. Oipher Machine.

A practice of sending these indicators en clair makes it
'possible under certain circumstances for the enemy engaged
in the solution of intercepted messages to arrange the
messages in cycles. All the methods of solution of this
cipher known to the Military Intelligence Division are
possible only when messages are placed in correct cycles.

2, With a view of preventing the solutions obtainable
as indicated above, enclosed herewith is a proposed A, T. & T.
Cipher indicator code to be used for encoding cipher indicators.
This code is prefaced with full instructions both for encoding
cipher indicators and for enciphering the code groups.

3. It is recommended that this cipher indicator code .
. be brought to the attention of Colonel Mauborgne for his !
\ consideration with a view, that if approved, in future should
the A, T. & T. Cipher Machines be taken out of storage and
used again, the cipher indicators be encoded in the proposed
4, T4 & T. cipher indlcator code, and that the three alphabets
for enciphering this code be chaxnged as often as key tapes.

777’%
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From: Director of Rilitary Intelligence.
Toz Chief 3Signal Officer of the Army.

Subject: American Telephone and Telegraph Cipher Machine,

1. I am informed that recently Lieutenant Colonel
Joseph 0. ¥auborgmne, Signal Corps, of your office, and Major
He 04 Yardleys Us Ss Army of the Code and Cipher Section -
of this Division, have been in consultation regarding some
means of disguising the ¢ipher indicators that Precede ,
megsages enciphered in the A, T, and W Cipher Machine.

A pragtice of sanding these indicatorg en olailr makes it
possible under gertain oircumstances for the enemy engaged
in the solution of intercepted messages to arrange the
messages in cyoles. All the methods of salution of this
¢ipher lmown to the Military Intelligence Division are
possible only when messages are placed in correct oycles,

2, With a view of preventing the solutions ¢btainable
a3 indicated above, enclosed herewith is a proposed A, T. & T,
Cipher indicator code to be used for encoding cipher indicators.
This code is prefaced with full instructions both for emcoding
¢ipher indicators and for enoiphering the code groups,

3« It is recommendsd that this oipher indicator code
ke brought to the attention of Colonel Mauborgne for his
consideration with a view, that 1f approved, in future should
the A+ T, & T. Cipher Machines be taken out of storage and
used again, the cipher indicators be encaded in the proposged
Ae T4 & To oipher indicator code, and that the three alphaboets
for enciphering this code be changed as often as key tapes..

i CHURCHILL
Jvke Brigadier General; Genersl Staff.
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MEMORANDUM FOR CHIEF SIGNAL OFFICER OF THE ARMY,

Subject: Am.Tel. & Tel. Cipher Machine.

1.

2,

3.

4.

/
The ¥il.Int.Divn, is informed that the cipher

indicators that precede messages enciphered in the -
AT & T Cipher Machine, indicating the exact posit-
ion of the two Cipher Kef tapes, are sent ea clair.
Such a practice makes it poesible under certain
circumetances for the smemy, engaged in the solution
of intercepted messages, to arrange the messages in
cyclés. All the methods of solution of this cipher
known to yil.znt.nivn. are possible only when messages
are place& in correct cycles.

Englosure one, is a proposed "A T & T Cipher Indicator
Code® to be used for encoding cipher indicators. This
code is prefaced with full instructions both for en-
coding cipher indicators and for enciphering the code

groups.

It is recommended that ehoqld the AT & T Cipher machines
be teken out of rstorsge and used again, the cipher indicators
be encoded in the enclosed A T & T Cipher Indicator Code®

and that the three alphabets for enciphering this code be

changed as often as key tapes.

M.Churchill,
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3 East 38th Strest,
New York City.
Colonel John M. Dunn,
Chief, Positive Branch,
Military Intelligence Division,

Washington, D,C. |

My dear Colonel Dunn:

" together with a proposed "A T & T Cipher Indicator Code" which is

prefaced with appropriate inafructiona.

, inasmuch as the entire procedure in this cipher is tentative,

memorandum as it goes to the Chief Signal Officer. (

Very truly yours,

3 ENCL,

Referring to my letter of August 20th to General Churchill,
telling of my recent visit to Riverbank, and Colonel Mauborgne's re-
quest for a method of disguising the ciplier indicators of the A.T. &

T. cipher, I enclose herewith memorandum to the Chief Signal Officer,

I respectfully urge that this memorandum be sent directly
to the Chief Signal Officer. as a recommendation, rather than through

the Chief qf staff and the Adjutant General as a positive instruction,

necessary in order to conform with army practice that the mého. be sent
thirough the Chief of Staff, I urgently request that I be informed be-‘

fore ény action is taken. Will you kindly send me a copy of your
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. 2 Septerber, 1219

dhe Uhief Yignal Officer 0f the iwy
Colonel Georze Tabyam, Gonova, Iilineis
¥;

Cinner Printing Yelagreph Tasseioc

1. Lcknorledse receipt of yowr wlezran im snow o m
our telegram of August $0th, and alse your letter o2 awgust
‘\ ; which requests the encipherment of 211 the messages sont ir ono
- by all the statioms o the Signel Vorps' mochine teleswepn o
‘ now in use in the Uaited States.
0\ 2a The ides in suggesting thed woe use o complets dayts
RN business was, first of all, to obvieta the necossity of mﬂiti:r;
L ™ considerable mumber of fictitious messazes; and, socmﬂ‘iyg

believed that by this method the resseges will be mere iy
actual arnmy work, more concermed with messoces poviei nlﬂf
vervice of Supply than to tactical movermnic.

Be 70 will, thorefore, accopt youwr swmdition «md
you, within a few days, a day's busimeso conttistinz f about ous
hundred and fifty meosages of representative lounsth ol tcxbe.
Unfortunately, as wo acre handicanped by lack af officc force,

will bte unable to translate the tanes into vrittsa Covms
we will send you actual tepes sacy oo you vorld have tales

line with yow tapping instrument, wmerking ths hepinnings

'(_4

tapes 80 that that will present nc difficulity, and we Till Lowve

rely upon your genercsity bto orovide ths
punched characters into written letters ond fiowess

meromel 0 tyonslicba

4o Vith referenge te your stabarent thet “you tuuld
1like to have Colonel zwborgne's opinics on wie thoowretical
of the solution as olucidated in Addendom 3 0 tie oris ,i.nu;l
Colonel lauborgne states thet his viows have, in
the letter of the 29th of suzust, 1919, sigmsd by voaneraeld U:uz@mllp

whilch was wepared after a comsultetion betwecn 'z jor

£
eI ‘feﬁ?} s}

[ris eacm tl*‘ i

‘“»1\.7“7
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Leuborima.  Yom undoubtediy nuve reeolvod.l thet paer b'y” this time, and
ne doubt have no Bd che oxmesntions tuwen to some of your uvmderlying
premises. He b2 iievos thot nothing further naed ke adacci at the

present tims, ané isc cons tent in his be 1ief vhat no ratter how
vition depends

oh theoresicel decons tration may be oresented, your solut
uoon S0 mEay eorvect guesses s vell os wpdn s¢ Tany other c¢olngldences
that the only satisfactory adjustment of Us ﬁnthm matter ig for you %0
eptuelly bresk sorp ressaces propored by the Sigmi Corys, whigh, uwp
to tho oresent tine, has mever boon 4OB3.

B Youy TOYR, hovaver, os Yolonel Iacbovgme points out, has
beer of irestimaible values ‘to the 5iznal Corps becamsc it has pointed

out at lsest tvo soliens points thich w411 bo taimn adventaze of by the
Sipml Yor . The first is that, in fatare work with thig machine, cipher
spdicotors should be codcd. Sccondly, vour developasat of the overlopping
feature resulting fron the use ol Wey tapes naving 2 total nusiber of
choracters sedh et the nurber on ome btave may be 4ivided without
renoinder into the nusber on the other ta‘ne, or that the numbey on

Both tapes may be Givided by the sane DU her, Wil wrove 0f dscided
sdvantase in the selectiocn of the lemgta 0” ey tepas.e These 070

featuwres slone, fegam) s 0f other fe:tures viich ray dovelon as

your oYL NIOZPesses, kusve nroved of 1iTense velue o the Sigml Corps
and 1 taie this oc&w1 on to express my themim not oanly for e
expondilture of Wma, lo oy and woney v Thich you teve mde on this

(31 er, bue alsc on the cthsy siphers subond tLCﬂ $o you in tho past

by ths Sizmel Corpse It is to bo trusted that Fou will continne to give
to the Sirml Coros Riverbank's hesrticst €O=0nS zration and JOu RAY

o assured tint vour edforts thll clways be PRCIOVOCsCLEds

wWme mEs50588 you

5o e expect £0 he chle ©o daraish b
desive wvithin & Tedk ond trast tiwb you 1L congantrite ;om.“ afforis -
on tag wrsobicsl vorx of decipnaring thomb.

Goovse De Sgulely
Dejor Genernl,
Chief 9igml Offlew.




