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Codes and Ciphers

The situation existing during the latter pert of 1921 with
referenees to Tar Departmont activities commected with ccdes and
ciphers was highly complicated Although the LACofS G-2 continued
/ to exerclse full general staff supervision over the conduct of
such activities, an officlal sgreement had recently been coneluded
whorein the Chief Signal Officer would assume the sole respon-
8ibility for the future conduct of all code &nd ciphexr corpllaticn

(eryptography) On the other hand, the joint Tar-State Cipher
- / Bureaun, under lir, Yardley in New York City, was stlll performing v~ =3
:W the/entirs)code and cipher solution function (cryptanalysis)

'ﬁ M for the Arny, vhile The Adjutant General remained charged with
ﬁ.-g.w'k e’:l}?’—

PR LS e printing, storing, issuing, and accounting for all erypto~paterials
Lo m

. <',-r] (o 4s an additioncl involverment, the Navy I'epartment recently bad
YL WP 4

roda Ak-unl:i decided to build up a strong code and cipher organization of its ‘=
=y

6\...4 M.—
5"}( \ own and these elements often appeared to be in active cormpetition «

o
: = with the corresponding irny units, *

~ L

*
Friedman, "History SIS,® Secret, pp. 13-14, *~ -5

Regardless of the many handicaps inherent in this faulty ..k
aysten of divided control, a large measure of importent progrea;*
concerning code and oipher work could etill be reported Thus,
shortly after the conclusion of Vorld Var I, I Yardley managed
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The key figure in the rapidly developingy Signel Corps cryptc-

grarhic effort was Mr TM1lion F, Friedman 4 renl veteran of
this type of endoavor, Mr Friedmon was one of the renbtexs of the
selsct group of cryptographers originally employed by I Gecrge

Fabyan at the Riverbank I.abora.tcr:les :ln Genava, IOlinois, dn—en-

0

- - - & u& M * ahe e -

(Sroig, Wowr :ﬁémgw MMJ:«T@M%MM

\ B Fyvey)s ?
j ;% = ﬁ%:' = —~

d Foabyan, opa citie, m?‘bg < Wiat “"“”" sk b
—-—-—-—————-———-——-———!—/

'_\J-uu\.x»7 \‘—Wb \A‘_L

e —
et e s o'

e v Yo an

e

'\-v\- e,ﬁ..,. t d ?7
1({‘l.:u'l'.enmﬂs in the Signal Corps during Porld Ver I, he cont d/b 1

to perform responsible cryptographlic assignments both in MID and
with the G-2 Section of the AEF in Franece Following the Lrmistice,
hovever, with the Signal Corps desiring to gront hinm a pernenent
Army connission, the exanining physiclens unfortunately detected e
"functional heart disturbance,® and favorable action eould not be
taken in his case Nevertheless, he was inmredintely hired on an
individual contractual basis by the Chief Signal Officer for the
purpose of compiling a badly needed set of new Tar Leportment ccdes.
On 16 November 1921, when he £immlly could be given permanent tenure
as a Var Department eivilian employee, he was appointed to become
Chief Cryptanalyst for the Signal Corps and pleced in charge of a
nevly formed Code and Cipher Compilation Section of the Research
end Developpent Division, Office of the Chlef Signal Officer *
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*
%4 Lecture on the Origin and Development of the xrnv

Security Ageney, 1914-1947," Confidentianl, March 1943, p 7,
Lrny Security, “ashington, D C Hereafter cited as "lecture
4SA," Confidential Mr Friedman's initial salary unter this
new appointment was $4,500 per annun,

I Friedran remained in this consequential position directly
under the Chlof Signal Officer until 1930, Dwring this extended
period, with the help of only one assistant, he suceeeded in carry-
ing the full weight of the entire ccde compilation lcad for the "ar
Departrent. Ho was also personally responsible for the preparation
of tho first manunl covering the subject of cryptenclysis for use
by the United States Army *

*
" tD Cocument N@ "Elomonts of Cryptannlysis,® irtinlly Yol

1ssued b:lni1921 b W”n&d}n 2gps e eV Sp Aafyed-

brhdenre

The principal obstacls standing in the way of satisfectory
progress for the Var lepartment code solution progran during these
early peacet:l.na years was the seriocus diffieculty constantly en—
countered in securing sufficient intercepted materinl upon which
to base a sultabls analysis DIwring Uorlae ar I, this matter hnd
been acconplished in a relatively simple manner by neans of con-

fidontial arrangements concluded with conrereinl telegraph ccnpenies
139
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reriod wes the M-94 Ciphor Device This contrivence, consisting
%ﬁ&u@w ot

of a metal separately revclveblo

lettered disks, had been "invented™ in 1917 by Maj (later Maj

Gen ) J O Muuborgne, Chief of the Engincering and Research

Division, Office of the Chief Signal Officer #* In 1921, therofore,

*S
Sees 1D, CSO, on C ( and tonnlysis,

m 1942, pp 1C0-03 This M-94 device was M 09\/
Whet St [T

— -

identieal, both in form and prineiple, to the §

VNI 5}

Lesipned in colonial times by Mr Thomas Jefferson lMoreover, in
1914, Col Parker Hitt of the Army Signnl Corps conceived the sare

idea, but-failed-te-consiryot-any-weorkinp-modal—theroots- \_(?1 /

— Ly

——

following a series of security tests which twenty yeers lcter
turned out to be badly inconclusive, the device was officially
?l%hd as_stanuard *ﬁmMesz wee & %ﬁ; asd-b-‘r«hk_‘@\
&1ong with all other eonpanion n:lii‘bnry :lntell:lpenee activities,
the post-war shortage of available funds also soon cormenced to
throttle the code and e¢iphor effort of the "ar lepartment For
excmple, the Dlack Chamber wes able to receive its full {100,000
appropriation for FY 1920 only, while the following yeer this
aggregate anount was cut exactly in half #* ibreover, by 1929,
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reached such an unsatisfactory state that Maj. 0. S. Albright, S‘:“\'c )
the MID officor directly in charge of general staff supervision
over such fﬁng_tions, decided to prepnre a detailed study cover-
ing tho subject in order to bring the mtter forcefully to the
attention of his superiors, VUhen sompleted, this study strongly
urged that all Var Dopartment activities of this speolal nature,
including those connected with secret inks, should be concentrated
without further delay under the direct eupervision of the Chief
Signnl Officer. The recommendntion was pronptly accepted in full
by Col, Stanley H. Ford, iCofS, G-2, and duly formarded tc the
Chief of Staff, along with conourrencea from the G-, G=3, G4,
VED, ond €SO, Fimlly, on 5 fpril 1929, this basic change in
functional ras'pohsibilitiaa for the Var Departrent received the
formal approval of Chief of Staff Genmercl C. P, Sumnerall, *

*
Friednan, "History SIS,Y Secret, Teb "C® See also: Report

FY 1920-29, MID 248-20-394, Records of WDGS, IID, National Lrchives.

nefoée mich oowld be accomplished under this new situstion L,

in the wa.y of actunlly eonpleting the transfer of the Tar Bapnrtmnt
a‘yptumlytic activities i‘rom New !ork City to Tashington, D, C.,
there ocourred one of the uost amui.ug events in the entire history
of nmilitary intellipgence., Thus, én Mareh 1929, with a nev nationnl
adninistration entering into office, H‘r. Herry L. Stinson wes
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appointed Sea'g'hary of Stete. For the first fow nonths of his
tonure, no Dlack Charber bulletins were presented to hin, in the
hope that he nmight first have an opportunity to becoms sufficiently
criented in his duties to apprecinte fully the tremendous import
of thelr extremely valunbls content. Early in lay 1929, vwhen the
tire was considered ripe for such action, several tronslotions of
Jepanese coded Iessapes vere then placed on his desk. His yeported
reaction thereto prowed to be both violent and criticeal. He not
only lst i1t be knowm in no uncertain terns that he regerded the
intereception of foreign governmontal ecnramications as o Shighly
unsthical® procedure but also directed the Stote Lepartment to

- Q.

cease lmredintely all further activities of this particuler neture, #*

i

JWe Bop Ao AR emantup o wade
Yedn o,
+

WhouAa sl ‘9;“!-"..,_._...

5 .
Ibid., pe 9. See nlso: Yardley. op. clk., Chapter XX,

There are scattered indications availnble which nmight be con=
sidered ns pointing toward a thesis that this unfavorable decision
stenmed actunlly from I'resident Hoover himself, rather than fron

-

No

i, Stinson. Such viev finds so:a degree of support fron an

Y]

O acdwre S wn

obsemt:l.on along the lines that, in 191..0, vhen Mr. Stirson beenna .

-

. Seoretnry of Tar for the aetlzond tire, ha proceec‘.ed to receive L

- 1n+.ereept noterial reg\narly withon-b any outward displuy
of pvrotaat. In this same comnnection it should also be recalled

%

\Q—K'L SL‘-M .
O\ MR,

that Col Van Pemnn i:revioualy had reported o decided umillingmess

1

[

on the part of Mr. Hoover, whils tho Jatter wea in cherge of he
European war rellef progran in 1919, to cooperate with the Lrericen
intelligonce authorities functioning at the Pence Conference in Ieris,
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Friedman strongly urged that four young civilivns[;ithctrb'mw ZI% ﬂ,e‘_c...,._,

o
.p:a#ans—axparienw—h-wptolugienl-werlﬂshould bo earefully  Yout Slon

%M
aelec‘bed and assigcned to the now SIS in order tc undergo intensive Casu2) 6t

aarenAR Aane), v~
trn:l.nin.'f s own personnl direction This praiseworthy wih
b —
project was £irst officially authorized and then reintained in the w’uw‘:’r
foce of many subsequent obstacles, largoly throuch deternined *’;Cw \ o

support furnished by Haj. David U Crewford, Chdef of the Var Tlens  Cont,
end Training [ivision, Office of the Chief Signa) Officer, * The

*
Ibid., p. 12,

ultincte value to the nation of such a foruaré looking personnel
policy becones plainly evident upon the realization that, of the
pen originally selscted to partieipate in this unique type of
training, all occupiec key positions in comrunications intelligence
éuring Torld ‘Yar II and three of then later served cs divisional
chiefs within the departmental security agenocy itself *

*
Tho first four nen to be chosen under this special tralning -

ER
¢ progran 'mr(e: écolonal) Frank D, Rowlett, Mr, {(Colonel) Lbrahan
Sinkov, Mr ,Solomon Kullback, and M John B Hurt They all
developed ;um outstand% figuwres in the fisld of militery crypt~

W\H -
010£7A = 'm - maar v Ay g ]eiby ; AT}eCon g

¢

RowtLeEr? - ,Of{
Sinkov < N3SA

Cungack — NIA
c 149 x}“ R ,,R,;g )
%
- t X
‘ ‘ -y SEERET § ;
14 TR RN I S sy




2, During FY 1532, the sun of {200 was alloecated to tho SIS
fron available Sirnnl Corps funfs for the purpose of procuring,
oquipment and supplies in support of a scell secrot ink 1ab9ratory.
Two yenrs later, ke Le J. HoGreil, o nationelly prominent chenist
vwho was also o Militory Intellijence Reserve Offiecer, vas persuaded
to devote ¢ considerabls anount of his personsl tinme to instruct
addltional persomnel concerning secret Ink tochniques. From this ~
nodest stoxrt. the SIS gradually suceeeded in orgonizing an up~to-
date Iaboratory Dranch, which eontinued to funotior in an outstand-
ing nanner for the rest of the penestime period, #*

Ibid., p. 19, anteinkblet‘:rnil was later transferred to the

Signal Corps Reservo, '

3. ) The acquisition of sultable and sufficient forelfm coded .
naterial for satisfylng SIS aryptannlytie requirerents continued
to constitute a major problen for the Sigmal Corps authorities to
solve. lioreover, the Commmicctions Act of 19 June 1934, establish-
ing tho Federsl Cormmniocations Conmission, #* failed in any panner

*

AC Btat 1064~1105,

ta relax the strict prohibitions sarlier proclaimed in the Radlo
Let of 1527 apainst interception activities in the United States,
152
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For this reason, severgl proposals had been already adveneed
prior to 1932, by tho yesponsidle militery intolligenee offieinls,
to install an Lperiean Intercept atetion on Chinese territory

but this particuler project was £inally ebandoned during that

year because of State Tepartnont. gppoa:\.ﬁ&—; The /\?\— )

¥

— o~ o ., A~
Siini]_._ Corps, however, (stubbornly ‘eonti_nugc_‘.z\ to operato six ‘ *’:g:fw

(‘3 7~ “widely seottered intercept stations located at Fort Monmouth, odg mﬁ}] -

/  ¥. 3.; Fort San Houston, Tex.j Presidio of San Franoiseo, Calif WJe

Fort Shafter, Hawoii; Fort HeKinley, P'hilippines, and Quarry Heights, Sicbes

Canal Zonsa Unfortunately, the materinl obtained from these stations
/oo / atidlorenained unsatisfactory for Tar Lepartment cryptanalytical
/ purposes, sinco the communiecation units soncerned had to be conm
sidered as being primarily ocoupiod in training activities undor

the direction of their own respective area comnanders. * On 30 .

-

- %
YLecture 4SA,% Gonfidenticl, p, 23e

Ihreh 1938, therefore, followinz a vigorous appeal in the matter
to the Chief of Staff, General lalin Cralg, by the ACofS G-2,
Colonel McCabe, the Chief Sirnal Officer, General lMauborgne, was
granted specifis authority "to maintain an? operate in tire of
peace under st!_.-ieﬁst provisions to insure secreey, such radio
intercept and eryptanalytieal services as are necessary for train-

ing and nationnl defense purposes,” * This nmomentous cdeeision
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irny Field Code

Var LCepartoent Confidentinl Code
Division Field Code

Air-Ground Liaison Code

Alphabets for I-138 Cipher Device *

*
Seat YGeneral Mobilization, Unit Plen and Aceompanying

Papers,® 1 Jul 36, Confidentinl, MID £/v 24~401-490a, Records of
WDGS, 10D, Nationol Archives,

5. lack of adequate funds to sustain vital reseerch and develop-
nent for conmunications intelligence equipnent was of prave concern
toc the SIS authorities during tha_eurly_ stages of the operations
of that agency. Aeccordingly, elsctric control for a machine designed
to speed up er_moding and decoding procedures could not make cn ini-
tial appearance until 25 July 1933, wke= o patent covering an inven-
tion of this type was f£iled on bohalf of If. Friedman hinself, ¥

-

*
Designeted as the ®M-134«k Converter,” this nouv mochine was

completed by 1937 but, due to subsequent fund linitetions, only &

oppt rew@mre actually available for use ot the time of Pearl
s ‘

Harbor. Seot “lecture 4SA," Confidentinl, pp. 18 and 25, On 2
Lpr 36, all SIS inventors, ineluding Mr. Friedman, mnde a complste
assignpent of their individual patent rights to the Secretary of Ver,

Early in 1935, enough noney was alao_ secured ennbling the SIS to

-purchiad several IBM nachines for nscessary assistance in the
L
RENT 156
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perfornance of its many conmplicated nathematicrl tasks, * Inportant

*
Seet "Supplement to Annual Report of Chief Signnl Officer for

/ FY 1936," CC 8ig 319.1, National Lrchives.

inproverents were further introduced relating to manunl eipher
e Stop

devices for use in the field, through the adoption of ¢ mew Gone
trivance mdm of lettered paper strips which could be inserted

(et - ) ) o8 FM v
along e flat motal conta r'\nnd )] hond-opero.ted cofe converter

recently devaloﬁ?&z the Swedish inventer !r. Doris Hagelin. *

-

*
Ulscture ASL,% Confidential, p. 17,

F:l;mlli', toward the lattor part of the pericd, sipnificant progress r
vwes reached in tho construction of an olectricel automatic coding

and Cecoding machine that gave distinet pronlse of belng able to

satisfy all of tho officinl military characteristics previously

formilated for guiding developnents along such lines. * The basic

1

¥*
} . - ) Sée' Ibidl.’ \pp. 2&28. ¢ : 3

principles involved in this partioculrcr nachine were promptly revealsd '
to tho communications authorities of the Nevy, so that this extrexely
valunble piece of military intolligence equipnent could be effectively

%\

standardized between the two services nithou% ¢eloy. *
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A RBVIEW OF THE HISTORY OF THE MILITARY INTELLIGENCE DIVISION, _
DEPARTMENT OF THE ARMY GENERAL STAFF i

> -

The section, "PEACETIME NEGLECT, 1919 - 1941" will not be commented
upon because the reviewer does not feel competent to do so, since he as
only familiar with this section in a general historical way.

The sesction, "CODES AND CIPHERS," is well wratter, and as far as can
bs checked against records of the Army Security Agency, 1s as complete as
a short chapter could be., Only a few corrections were noted and these were
not serious,

On page 137 there is a reference to Herbert 0. Yardley's book, "The
American Black Chamber." Although in this case, the statements cited here
are substantially correct, other statements in his book should be checked
against known sources before being relied upon.

Tne last sentence on page 140 needs clarification. Although the
Cipher Device M 94 was i1n wide use throughout the Army, there were also
available, in limited numbers, two high grade converters for use in impor-
tant message centers, These were Converters M-134A and I4~134C. The first
converter was placed in service in Corps Areas and major Headquarters in
late 1937. The second converter was issued i1. late 1941. Converter M~13LA
was declared obsolete in 1943 after Converter M-134C was in full use., The
Cipher Device M 94 was also declared obsolete in 1943,

In the Cipher Device M 94, and similar devices, there were four separ-
ate inventors. The first was Jefferson, who was the first and original in~
ventor in co al times., The second was Etienns Bazeries, of France, who
invented a Similar device in 1891, and had no knowledge of Jefferson's in-
vention. The third was Captain Parker Hitt, who also without knowledge of
either Jefferson or Bazeries devices, conceived the same idea. The fourth,
and last, was General Mauborgne, He had examined Hitt's invention in 1917,
and about i1920 made the M 94,

- -
o

-, The last paragraph on page 149 is not accurate. Mr. Sinkov 1s not

-with the Army Security Agency but is with the National Security Agency (NSA).
¥r. Rowlett is presently with the CIA, Mr. Kullback is wath NSA, and Mr. John
_Furt has retired. "~ -

On page 156, there were 69 of this Converter in use. It was almost im-
rossibvle to secure funds for development of rachines, and still hardsr to get
money to manufacture them.

On the same page in reference to the IBl machines. These were rented,
not purchased.
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Cn pzge 157 in reference to the paper strips. This was a modification
of an anvention by Parker Hitt, who in 1915 conceived the idea of "unrolling"
tre alvhabets of the M 94 into long metal rods with a scramblad zlphabet
pasted upon one surface of the rod. The present strip system, ! 138, wes
developed arcund tne year 1934.

frwadr Comblor—
DR. EVSRT CONDER -
Historian, National Defense
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